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(1) ZWF TFECE T password-control, ELE=REFEM, MEHH3min, Bl@ddisplay passwor
d-control blacklistEsEZ,
local-user xxxxxxx class manage
service-type ssh terminal https
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
password-control aging 90

password-control login-attempt 3 exceed lock-time 3

RBM_P[M9010_1]display password-control blacklist
Per-user blacklist limit: 32.
Blacklist items matched: 2.

Username IP address Login failures Lock flag
admin 10.30.xx.xx 2 unlock
XXXXXXX 10.30.xx.XXx 3 lock

(2) FFET LoginfBFEFmEIEE, BERFGCEMAT ZREEHER, BUKMRNSHIX ML
NEISRBE,

attack-defense login enable


https://zhiliao.h3c.com/questions/catesDis/741
https://zhiliao.h3c.com/User/other/142293

attack-defense login max-attempt 5
attack-defense login reauthentication-delay 60

FFE T LoginBFRBIEERTBINEE, Login AP ERAME =M TIAIERIS ST /960s, LoginBBFE
FEMAIRARENS (Login AP EREMISBIABRBAT< 6058, LognfFEREMEXE, &
FBFPRIPHEIHEINANRZ SR, MIRSEEEFREZIPHIIR, #15%AF R EEiEErIa T
KRHTERIZE) .

TE—/Epassword-control BZE, —PEISEZE:

RBM_P<M9010_1>displa password -control blacklist
Per-user blacklist ¥1m1t
Blacklist items matched: 1
Username IP address Login failures Lock flag
10.30..
1>

RBM_P<M9010_1>dis b
P<M9010_1>dis beacon

RBM_P<M9010_1>dis bfd
P<M9010_1>dis bl
P<M9010_1>dis bla
RBM_P<M9010_1>dis blacklist 1ip
PU O on slot 4:
instance DS-Lite tunnel peer Type TTL(sec) Dropped
management -- Dynamic 3558 45

instance DS-Lite tunnel peer Type  TTL(sec) Dropped
management -— Dynamic 3558 0]

instance DS-Lite tunnel peer Type = TTL(sec) Dropped
management -- Dynamic 3558 0

RBM_P[M9010_1]%Mar 20 23:30:20:667 2024 M9010_1 PWDCTL/6/PWDCTL_ADD_BLACKLIST:
xxxx was added to the blacklist for wrong password input.

RBM_P[M9010_1]%Mar 20 23:30:35:518 2024 M9010_1 PWDCTL/6/PWDCTL_ADD_BLACKLIST:
xxxx was added to the blacklist for wrong password input.

%Mar 20 23:30:40:523 2024 M9010_1 PWDCTL/3/LOCKBLACKLIST: User xxxx was locked in 3 min
utes for achieve maximum login attempts.

%Mar 20 23:33:00:219 2024 M9010_1 PWDCTL/3/USERINLOCKING: User xxxx is locking for maxi

mum times failure loged in.
AliE@Iddebugging local-server allE 2 HAIRE SEHNZBE R

*Mar 20 23:36:33:920 2024 M9010_1 LOCALSER/7/EVENT:
Received authentication request message.

*Mar 20 23:36:33:921 2024 M9010_1 LOCALSER/7/EVENT:
Authentication failed, user password is wrong.

iZEfZconsole

reset password-control blacklist user-name xxxx ////i&kkpassword-controlZ2Z 5
reset blacklist ip x.x.x.x ///iEMRENESRZE

& J@%#Epassword-controlfattack-defense loginAJEL &
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