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ipsec logging packet enable

ipsec sa global-duration time-based 8000
ipsec logging negotiation enable
<H3C>terminal debugging
<H3C>terminal monitor

SETLEINTRIE, IAERERIEEIECEAR T ipsec sa

%Apr 25 10:11:13:090 2024 H3C IPSEC/6/log: -COntext=1;

IPsec packet discarded, Src IP:59.60.50.183, Dst IP:172.24.0.74, SP1:1840039316, SN:319, Cause:S

ource address of packet does not match the SA.

BESEMUIPSEC SA, iEimitil259.60.50.181, H—EHEE, RWMHZTUAINATIESiEbbR S
k.

<H3Cx>display ipsec sa

Interface: GigabitEthernet1/0/0

IPsec policy: 1
Sequence number: 1
Mode: Template
Tunnelid: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Transmitting entity: Responder



Path MTU: 1420
Tunnel:
local address: 172.24.0.74
remote address: 59.60.50.181
Flow:
sour addr: 172.24.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 210.34.0.0/255.255.0.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1840039316 (0x6dacc594)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843184/2633
Max received sequence-number: 169
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: Y
Status: Active

[Outbound ESP SAs]
SPI: 3266419510 (0xc2b19b36)
Connection ID: 12884901889
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843184/2633
Max sent sequence-number: 169
UDP encapsulation used for NAT traversal: Y
Status: Active
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MFIHHMIAT, DXSEHEDBIECEdpditll
ike dpd interval 3 retry 2 periodic

EERAZE, HozMyeiititZETd (151£159.60.50.181357759.60.50.183) , ZERMIAIIPSEC
SATLIEE, S%MpingBESMEER

3% Mping&

56 bytes from 172.24.1.1: icmp_seq=74 ttl=255 time=1.136 ms
56 bytes from 172.24.1.1: icmp_seq=75 ttl=255 time=1.098 ms
56 bytes from 172.24.1.1: icmp_seq=76 ttl=255 time=1.350 ms
56 bytes from 172.24.1.1: icmp_seq=77 ttl=255 time=1.138 ms
56 bytes from 172.24.1.1: icmp_seq=78 tl=255 time=1.454 ms
56 bytes from 172.24.1.1: icmp_seq=79 ttl=255 time=1.287 ms
56 bytes from 172.24.1.1: icmp_seq=80 tl=255 time=1.477 ms
56 bytes from 172.24.1.1: icmp_seq=81 ttl=255 time=1.381 ms
56 bytes from 172.24.1.1: icmp_seq=82 tl=255 time=1.028 ms
56 bytes from 172.24.1.1: icmp_seq=83 ttl=255 time=1.386 ms
56 bytes from 172.24.1.1: icmp_seq=84 ttI=255 time=1.043 ms
56 bytes from 172.24.1.1: icmp_seq=85 ttl=255 time=1.795 ms
56 bytes from 172.24.1.1: icmp_seq=86 ttl=255 time=1.450 ms
56 bytes from 172.24.1.1: icmp_seq=87 ttl=255 time=0.770 ms
56 bytes from 172.24.1.1: icmp_seq=88 ttl=255 time=1.277 ms
56 bytes from 172.24.1.1: icmp_seq=89 ttl=255 time=0.787 ms
56 bytes from 172.24.1.1: icmp_seq=90 ttl=255 time=1.229 ms
56 bytes from 172.24.1.1: icmp_seq=91 tl=255 time=1.178 ms
Request time out

Request time out

Request time out



Request time out
Request time out
Request time out
Request time out
Request time out
56 bytes from 172.24.1.1: icmp_seq=100 ttl=255 time=1.225 ms
56 bytes from 172.24.1.1: icmp_seq=101 ttl=255 time=1.245 ms
56 bytes from 172.24.1.1: icmp_seq=102 ttI=255 time=1.060 ms
56 bytes from 172.24.1.1: icmp_seq=103 ttI=255 time=1.102 ms
56 bytes from 172.24.1.1: icmp_seq=104 ttI=255 time=0.507 ms

SEMMIPSEC SA
<H3Cx>display ipsec sa

Interface: GigabitEthernet1/0/0

IPsec policy: 1
Sequence number: 1
Mode: Template
Tunnelid: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Transmitting entity: Responder
Path MTU: 1420
Tunnel:
local address: 172.24.0.74
remote address: 59.60.50.181
Flow:
sour addr: 172.24.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 210.34.0.0/255.255.0.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3177502326 (0xbd64d676)
Connection ID: 30064771072
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843196/3578
Max received sequence-number: 33
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: Y
Status: Active

[Outbound ESP SAs]
SPI1: 987129310 (0x3ad665de)
Connection ID: 38654705665
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600



SA remaining duration (kilobytes/sec): 1843196/3578
Max sent sequence-number: 33
UDP encapsulation used for NAT traversal: Y
Status: Active

<H3Cx>display ipsec sa

<H3Cx>display ipsec sa

Interface: GigabitEthernet1/0/0

IPsec policy: 1
Sequence number: 1
Mode: Template
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Transmitting entity: Responder
Path MTU: 1420
Tunnel:
local address: 172.24.0.74
remote address: 59.60.50.183
Flow:
sour addr: 172.24.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 210.34.0.0/255.255.0.0 port: 0 protocol: ip
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BCEDPDIEN, BNEEREMEN, LMERTLARIMENEREIEEEFE, INTRENSER, ipsec
satifStisthzE, KiEEDPDIRIUEN, S2E—IR, MRSRIIAZIER, HASIMTRSE, HER
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ike dpd interval 3 retry 2 periodic

Eg&Ffqdn
ike identity fqdn fenzhi

FiRipsecHE
ipsec logging negotiation enable
ipsec logging packet enable

BiHike profile (i Tipltttt A—t¢, ERBENTERS

ike profile ge1/0/5_ipv4_1

keychain GE1/0/5_IPv4_1

exchange-mode aggressive

match remote identity address 172.24.0.74 255.255.255.255
proposal 1

fiiHike proposal

ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm sha256

ficHike keychain



ike keychain GE1/0/5_IPv4_1
pre-shared-key address 59.60.50.182 255.255.255.255 key simple 123
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acl advanced name IPsec_GE1/0/5_IPv4_1
rule 1 permit ip source 210.34.0.0 0.0.255.255 destination 172.24.1.0 0.0.0.255

f&ipsec 1Y

ipsec transform-set GE1/0/5_IPv4_1
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shat

EeEipsecskhg

ipsec policy GE1/0/5 1 isakmp
transform-set GE1/0/5_IPv4_1

security acl name IPsec_GE1/0/5_IPv4_1
local-address 59.79.225.37
remote-address 59.60.50.182

ike-profile GE1/0/5_IPv4_1

O AipsecHRlg

interface GigabitEthernet1/0/0

port link-mode route

combo enable copper

ip address 59.79.225.37 255.255.255.0
ipsec apply policy GE1/0/5

SR EEEINT

ECEDPDIGN, BNEREREET, LAEALIRESNEREIREEE, WTRENSER, ipsec
satfiEgthistdZ/E, REDPDIRSIEN, B2AYR—IR, MRSRIIASIEIR, FHMIABMIRERE, B
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ike dpd interval 3 retry 2 periodic

HREipsecHE
ipsec logging negotiation enable
ipsec logging packet enable

EgFike profile, B Tipitilit A—#¢, EREBENTES
Match remoteZER % A%qdn

ike profile 1_ipv4_1

keychain 1_IPv4_1

exchange-mode aggressive

local-identity address 172.24.0.74

match remote identity fqdn fenzhi

proposal 1

figEike proposal

ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm sha256

fiiBike keychain, EFghostname, FFE(FEHESZAIFQDNZF
ike keychain 1_IPv4_1
pre-shared-key hostname fenzhi key simple 123



ficEipsec #2iY

ipsec transform-set 1_IPv4_1

esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shat

BeBipsectRRLAR LAMEHRRI S TV UZEIPSECERHS
ipsec policy-template test 1

transform-set 1_IPv4_1

local-address 172.24.0.74

ike-profile 1_ipv4_1

ipsec policy 1 1 isakmp template test

O AipsecHRlg

interface GigabitEthernet1/0/0

port link-mode route

combo enable copper

ip address 172.24.0.74 255.255.255.0
ipsec apply policy 1
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