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http://www.test.com/

H3C

HFUBRGTRASE

SRS %HER (1) |
> ZFACGL0009EEBTHE WS AE

O IM8EFERXESEELACGT1000

O DebugBERHEEFRIREHA

H3C-ACG> enable

H3C-ACG# debug dp drop

H3C-ACG#clear log debug /BB ERdebugER, BT

H3C-ACG# display log debug

<2020-04-23 16:05:48> Packet dropped udp 192.168.1.132:1342 -> 10.0.1.44:3389: local
webauth is not http tuple // R EF, E/NZIRIAZNPIRI, TTiERHITIALE,

<2020-04-23 16:08:15> Packet dropped UDP 192.168.1.132:62482 -> 192.168.0.254:53: policy
default action deny /ARM#ER, EAEAKESAdeny,
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ERTESHR (2) R

> ZAitbwebI ALK

O EREimiHaRICREERBTACGT000,
INIERERESHIRBIR .
HEEEERTbviO W MEBC S AL,
BAFREHTTPS#portal,
E5E#portal WEAYWebiRS IR,

O OO0

1 2019-06-27 199751  10.0. .0.0.1 66 TCP oxe77¢ (1916) Win=8192 Len= MSS=1460 WS=256 SACK_PERM-1
2 2019-06-27 .200615  20.0. .0.0.1 66 TCP ex6436 (25654) 80 + 51478 [SYN, ACK][Seq=0 Ack=1 Win=8192 Len=0 MSS=146@ WS=256 SACK_PERM=1
3 2019-06-27 200757  10.0. .0.0.1 54 TCP 0xe77d (1917) 51478 » 80 [ACK] Seq=} Ack=1 Win=65536 Len=0
4 2019-06-27 .201403  10.0. .0.0.1 474 HTTP  @x077e (1918) GET 7 HTTP/1.1
5 2019-06-27 .202968  20.0. .0.0.1 178 HTTP  @xe77e (1918) HTTP/1.1 382 Moved Temporarily
6 2019-86-27 .204554  10.0. .0.0.1 54 TCP exe77f (1919) 51478 + 88 [ACK] Seq=421 Ack=126 Win=65536 Len=0
7 2019-06-27 .205817  10.0. .0.0.1 54 TCP 0x0780 (1920) 514(8 + 80 [FIN, ACK] Seq=421 Ack=126 Win=65536 Len=0
8 2019-06-27 19:55:57.205933  20.0. .0.0.1 60 TCP 0x0780 (1920) 80 -\ 51478 [ACK] Seq=126 Ack=422 Win=147456 Len=@
M Wireshark - 348 2 - FrhupEttia L8 Ml Wireshark - S48 S - FihttpEsesa Ll
Frame 2: 66 bytes on wire (528 pfits), 66 bytes captured (528 bits) on interface Frame 5: 178 bytes on wire (1424\bits), 178 bytes captured (1424 bits) on interface @
Ethernet II, Src: Hangzhou_3al8:f1 (58:6a:bl:3a:d8:f1), Dst: HewlettP_29:90:fd Ethernet II, Src: Hangzhou_3a:d8:%1 (58:6a:b1:3a:d8:f1), Dst: HewlettP_29:90:fd (48:0f:cf:29:90:fd)
« Internet Protocol Version 4, ‘Src: 20.0.8.1, Dst: 10.0.0.1 4 Internet Protocol Version 4, Src: 20.0.0.1, Dst: 10.0.0.1
9100 .... = Version: 4 0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5) --.. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: ©x@@ (DSCP: CS@, ECN: Not-ECT) Differentiated Services Field: @x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 52 Total Length: 164

Identification: 0x6436 (25654) Identification: @x@77e (1918) o

Flags: 8x02 (Don’t Fragsent) RS R Flags: ©x00 ACG1000%5 £ 55 B Ky

2 J4 ¥ Bl B (9 syn ack E ngﬂfﬁ)’f, TIL
¥, dEEdT BoRREHEM

Protocol: TCP (6) — 8k Protocol: TCP (6)

Header checksum: @x798c [validation Header checksum: ©x54d5 [validation disabled]

[Header checksum status: Unverified] L [Header checksum status: lnverified]l

H3C-ACG> enable
H3C-ACG# configure terminal
H3C-ACG(config)# user-policy https-portal enable
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ACG1000EBEMSS It e | H3C
> H3C-ACG# display ip connection BESIE
> H3C-ACG# debug dp drop/error BeEFERE
» H3C-ACG# debug aaa events BEINEER
> H3C-ACG# debug application identify BEMNBIRBIER
> H3C-ACG# debug app audit log BENASEITAE
» H3CACG1000# debug dp filter src-ip X.X.X. X dst-ip Y.Y.Y.Y
H3CACG1000# debug dp basic BERNNERERE
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