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3.3 BEEEAEEM

BT SS ME AL AR, SR AFC & HE T DA .
#14: AFC TAERIZUH: bypass

> systools bootrom bypass
NOTE: the switching may need some time, do not interrupt to avoid severe damage

type 'SURE' to confirm switching the bootrom ... sure

switching bootrom, do not reboot or poweroff ... done
reboot is needed
BRI IEEHR web FUH EEFSE BN CZITE . B INTCIEACE M B . | (R 7k 0%
©

L AT AFC B3 5 BBk, ik 4 7 :systool boot bypass|inline, # ¥ bypass & = #:%
F %, inline & ik B K,

3.4 BEEEDSR

1. BLE AFC
#M4 1] SSH J7 % 3% AFC CLI ELE ML -

> config startup-script channel_device 1 M2/GE0 M2/GEl
modified the startup script with channel 1 devices
> config startup-script channel device apply
apply the channel device settings ? yes
applying ... succeed

applied the channel device settings

#Z T AFC #EN Web TUIH “ REUEHEE > WAEH” SRKMNEERS, KE M2/GE0 #M IP N
171.0.0.2/24, FeEXuRE0 (RUAZOAE A1 G1/0/18) 1P 24 171.0.0.1

[E3-2 BLE AFC Stz 3T iEZriZED 1P

wowe SR A - QST oo | L

CEEEe 5 1 it m 12 it
— MUXGE 1 0

HAWE

aamE M2GE Ful

#ICE AFC BGP B H

telnet 183.1.0.25 28065

Hello, this is Quagga (version 0.99.22).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
User Access Verification

Password:

H3C>
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H3C> enable

H3C# conf terminal

H3C (config) #router bgp 65534

H3C (config-router) #bgp router-id 171.0.0.2
H3C(config-router) #bgp scan-time 5

H3C (config-router) #neighbor 171.0.0.1 remote-as 65535
H3C (config-router) #neighbor 171.0.0.1 soft-reconfiguration inbound
H3C (config-router) #neighbor 171.0.0.1 route-map afc out
H3C (config) # route-map afc permit 10
H3C(config-route-map)# set community no-export no-advertise
H3C# write

Configuration saved to /mnt/storage/etc/dsfw/bgpd.conf
#HEENE

H3C# show running-config

Current configuration:

!
hostname H3C
password admin

log stdout

!

router bgp 65534

bgp router-id 171.0.0.2

bgp scan-time 5

neighbor 171.0.0.1 remote-as 65535

neighbor 171.0.0.1 soft-reconfiguration inbound
neighbor 171.0.0.1 route-map afc out

!

route-map afc permit 10

set community no-export no-advertise

!

line vty

!

end

N/

@ =5

BINAR %A —A AS 5 4 7675 &9 BGP #t42, W R EFEZFH42 AS 5, TUME A no 44 Mk %k
NG9 AS 5 7675 69 BGP #t42, H EATE 245 F AS 549 BGP #42,

IS I 3756 BB [ 7 35X
B g R R Ay 3, Wy i <N, BRESHE A
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[E3-3 BLE AFC BF#FSEBE R ELTS
SRR WERE - Il EE e -

20 8 BB | Ghoose File | o fil chosen (5 ]

Rl
171.0.3.21/24) mEWE - | O R DT O RS
[ l S
PRPEE
5
- YT =] £ T EE(Mbps)
AL SYN ACK UDP ICMF
NIz
@ =5

WHARZHAIAEE P G, FHERGARRE LG, ARG ETHEFHEE,

2. BL BRI
#8142 VLAN

[L3sWl]vlan 1710 to 1711
#ICE VLAN IP

[L3SWl]interface Vlan-interfacel710
[L3SWl-Vlan-interfacel710]ip address 171.0.0.1 255.255.255.0
[L3SWl-Vlan-interfacel710]quit

[L3SWl]interface Vlan-interfacel711l
[L3SWl-Vlan-interfacel71l]ip address 171.0.1.1 255.255.255.0
RS R BT VLAN H, K G1/0/18 B VLAN 1710, ¥ G1/0/17 i AE] VLAN 1711
[L3SWl]interface GigabitEthernetl/0/17
[L3SWl-GigabitEthernet1/0/17]port link-mode bridge
[L3SW1l-GigabitEthernetl/0/17]port access vlan 1711
[L3SWl-GigabitEthernetl/0/17]quit

interface GigabitEthernetl/0/18
[L3SW1-GigabitEthernetl/0/18]port link-mode bridge
[L3SW1-GigabitEthernetl/0/18]port access vlan 1710
[L3SWl-GigabitEthernetl/0/18]quit

#1iL B BGP iz

[L3SW1]#bgp 65535

18



[L3SWl-bgp]router-id 171.0.0.1
[L3SWl-bgplundo synchronization
[L3SWl-bgplpeer 171.0.0.2 enable
[L3SWl-bgplpeer 171.0.0.2 as-number 65534
[L3SWl-bgplpeer 171.0.0.2 description afc2100
[L3SWl-bgplpeer 171.0.0.2
2

[L3SWl-bgplpeer 171.0.0.

preferred-value 1

keep-all-routes

NI/
@ =7

Jo R B E 49 BGP IPV6 thiX, & %3t A\ BGP IPv6 #4541 H .

#11F BGP i
[L3SWl] display bgp peer

BGP local router ID : 171.0.0.1
Local AS number : 65535

Total number of peers : 1 Peers in established state : 1
Peer AS MsgRcvd MsgSent OutQ PrefRcv Up/Down State
171.0.0.2 65534 5 3 0 0 00:01:59 Established

HIC LRI B RO, Sk AFC BT I IE IR B R B T R %

N/
@ =7

AFC 3 Z E G X Z B R & L KRR M, —M2Rkkd, —#2 QoS, AiXEZ A
BRI ENGIE, QosHEFSLAN (HIC FFAZH LA LT BGP Z Z & 28 E £4))

SRS ¥ H PBR:

#ICE ACL ILRCAES] IP Huhik B

[L3SWl]acl number 3003

[L3SWl-acl-adv-3003]rule 1 permit ip destination 171.0.3.0 0.0.0.255
[L3SWl-acl-adv-3003]quit

#HOIE SRR

[L3SWl]policy-based-route p_afc out permit node 5
[L3SWl]if-match acl 3003

[L3SWl]apply ip-address next-hop 171.0.1.2

H1E = 24 11 N FH S K

[L3SWl]interface Vlan-interfacel710
[L3SWl-Vlan-interfacel710]ip address 171.0.0.1 255.255.255.0
[L3SWl-Vlan-interfacel710]ip policy-based-route p_afc out

3. BEE TR
#8142 VLAN

[L3sw2]vlan 1711
[L3sW2-vlanl711]quit
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[L3sw2]vlan 1713

[L3SW2-vlanl713]quit

#ICE VLAN IP

[L3SW2]int Vlan-interface 1711
[L3SsW2-Vlan-interfacel711]ip address 171.0.1.2 24
[L3SW2-Vlan-interfacel7ll]quit

[L3SW2]int Vlan-interface 1713
[L3SsW2-Vlan-interfacel711]ip address 171.0.3.1 24
[L3SW2-Vlan-interfacel71ll]quit

[L3SW2]interface GigabitEthernetl/0/13
[L3SW2-GigabitEthernet1/0/13]port link-mode bridge
[L3SW2-GigabitEthernetl/0/13]port access vlan 1713
[L3SW2-GigabitEthernetl/0/13]quit

[L3SW2]interface GigabitEthernetl/0/17
[L3SW2-GigabitEthernetl/0/17]port link-mode bridge
[L3SW2-GigabitEthernetl/0/17]port access vlan 1711
[L3SW2-GigabitEthernetl/0/17]quit

[L3sw2]ospf 1

[L3SW2-ospf-1]area 0O
[L3sW2-ospf-l1-area-0.0.0.0]network 171.0.1.0 0.0.0.255
[L3SW2-ospf-1-area-0.0.0.0]network 171.0.3.0 0.0.0.255
[L3SW2-ospf-l-area-0.0.0.0]quit

3.5 WiFft &

(1)  WRIUFRZ AL L3SW 5 AFC B N & 15 Hd
[L3SWl]lping -a 171.0.0.1 171.0.0.2
PING 171.0.0.2: 56 data bytes, press CTRL _C to break

Reply from 171.0.0.2: bytes=56 Sequence=1 ttl=64 time=3
Reply from 171.0.0.2: bytes=56 Sequence=2 ttl=64 time=3
Reply from 171.0.0.2: bytes=56 Sequence=3 ttl=64 time=3
Reply from 171.0.0.2: bytes=56 Sequence=4 ttl=64 time=3
Reply from 171.0.0.2: bytes=56 Sequence=5 ttl=64 time=3

---171.0.0.2 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 3/3/3 ms

() WAL HHL LISWI 5 AFC B H172 5 /2 75 R 3
KAE AFC LA ENECE B3, #F L3SW1 i BGP # &

[L3sWl]display bgp routing-table

Total Number of Routes: 0

1E AFC L2 (R4 EHLA B b 2 e
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[E3-5 7£ AFC LR RIPENM “FriF” $RE#ITENRBES

© ek IR b - SRR
AR IEE  BIFEE  SehiRiE
TR 171.0.3.21 - WS
Ed ikrvd FihY | 171.0.3.21 ¥ a5 ¥ e
S HHEEE | 24
FEIPHE | 171.0.3.0
BT -
FEEMACH:H
1R AR IN Mbps
e IN pps

BRI LISWA [ th &

[L3sWl]display bgp routing-table
Total Number of Routes: 1
BGP Local router ID is 171.0.0.1
Status codes: * - valid, ~ - VPNv4 best, > - best, d - damped,
h - history, i - internal, s - suppressed, S - Stale

Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf Prefval Path/Ogn
* > 171.0.3.21/32 171.0.0.2 0 1 655341
NI/
Q2

do BE BRI A RE, TRHENAFC A FAER ML T FHNETERESEY, wf
REZETAIP, TUAE “ZHAEE” ¥4 “171.0.3.1-171.0.3.254” 4 R BE G @y “H 7
RHATIPEES], S 5RNREHEHFTAERLANES], WALEFHRBES P,

(3)  BeiiERe ) v b IR 55 i A2 7 LA
[root@AFCTest_Client ~]# ifconfig ethO
etho Link encap:Ethernet HWaddr 00:0C:29:9D:1B:7A
inet addr:184.0.0.75 Bcast:184.0.0.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe9d:1b7a/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:257120 errors:0 dropped:0 overruns:0 frame:0
TX packets:47273087 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:28882056 (27.5 MiB) TX bytes:3460908912 (3.2 GiB)
[root@AFCTest Client ~]# ping -c 5 171.0.3.21
PING 171.0.3.21 (171.0.3.21) 56(84) bytes of data.
64 bytes from 171.0.3.21: icmp_seqg=1 ttl=124 time=0.799 ms
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64 bytes from 171.0.3.21: icmp_seqg=2 ttl=124 time=0.736 ms
64 bytes from 171.0.3.21: icmp_seqg=3 ttl=124 time=0.862 ms
64 bytes from 171.0.3.21: icmp_seqg=4 ttl=124 time=1.47 ms
64 bytes from 171.0.3.21: icmp_seq=5 ttl=124 time=1.02 ms
--- 171.0.1.21 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 0.736/0.977/1.470/0.266 ms

(4)  BAEE 5 IR S i AE A A kT AFC
1E% 3% ping (R4 0L, &F AFC _EEHURE, A ICMP #3053k
[E3-6 % i ping ARS8

R

AR v| 0RO O R N

wenE
Ei
< #nua 2} FEpop e
SN A UD e oo | uoe
L Hi £2 ] o
Mo 0 i
B
g

P HO @@

1 AFC _EAREUE = o 2 Ik 55 23 4 ping L.
YRS T, 48 AFC JEIE 1%\ 11 M2/GEO Rl gbe9, 7] LI 2 %5 )7 i 184.0.0.75 F iz 45 %% 171.0.3.21
i echo f4.

[E3-7 £ AFC L8, EFEMAORZ

52 who has 171 ? Tel
68171.0.0.1 15 2 $4:09:11:16:40:11 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]

108 Echo (ping) request id=OxE319, seqs135/34560, t11=60 [ETHERNET FRAWE CMECK SEQUENCE TACORRE
108 Echo (ping) request 16-016319, Seq=115/34560, Tr1-60 [ETHERNET FRAME CHECK SEQUENCE INCORRE -

245448655 131 Broadcast
255.450504  B4:d9:31:16:4C:11  40:66:abr11z22:dL aRE
266.009022 184.0.0.75 17.0.3.21 o
27 6.009029 184.0.0.75 171.0.3.21 o

o Frane 22: 108 bytes on wire (564 bits), 108 bytes captured (864 bits)

@ Internet Protocol version 4, Src: 184.0.0.75 (184.0.0.75), ost: 171.0.3.21 (171.0.3.21)
& Tnternet Control Message Pretocol

e, 76 AFC @B % 1 M2/GEO B GBES, mJLLE F%& /iy 184.0.0.75 FIMR% 2%
171.0.3.21 {J echo fi..
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[El3-8 #£ AFC Lillfl, EFME O

ARP at BA:d9:31:16:4c:11 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
reg 5

is 1161 [ETHERNET FRAVE CHECK SEQUENCE INCORRECT]
ng) request {d=0x6319, seq=135/34560, ttl=60 [ETHERNET FRAME CHECK SEQUENCE TNCORRE
108 Echo (ping) request id-Ox6310, 5e-135/34560, tt1-60 [ETHERNET FRAME CHECK SEQUENCE INCORRE -

26 6,008022
27 6.000029

& Frame 23: 108 bytes on wire (864 bits), 108 bytes captured (854 bits)

& Internet Protacol Version 4, Src: 184.0.0.75 (184.0.0.75), Bst: 171.0.3.21 (171.0.3.21)
* Internet comtrol wessage Protocal

A AFc2000 BB E UL A E B 20
4.1 HMEK
NSEPS B AR IP 171.0.1.21 IR ERTEDE, % AFC & B ERIE P M d, # AFC /4%

BRI EJRZZHAL, K AFC T/ B & 15 I DT R3S, AFC iR £ it ik
TR IR S e R B R JE M 4R . ALt ]E] 4-1 EH4-4-FR

[El4-1 AFC SEERERE W T & B & A W

Kbl
184.0.0.75

G1/0/10 G1/0/11
Access Access
VLAN 1711, YLAN 1711
LAE PGS

EEBAD

M2/GEO 2=l [GEAs] M2/GE0

EHEhO M2/GE2 M2/GE2
183.1.0.25/24 0.10.10.1/24  10.10.10.2/24 :PF
B AL 183.1.0.24/24

EiEHH O Wi N
M2/GE1 M2/GE1

ORI B
1 /24

G1/013
access
VLAN1711

HEEH
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BARSZENT :

o JEINEREE: AFC /& WA MIEIEM A T M2/GEO 4 L J25 #HL VLAN 1711, AFC /&K%
MBI O M2/GE1 # F 22841 VLAN 1711,

o EHUREIEDE: AFC LFCE B4 B A B ARG, 8 S Sei Xt E LA R AT I e A

.
%£4-1 VLAN 5%
VLAN ID 1E ik IPHb
o LA IS AFCIBIE N [
1711 [ ) VEALEINIEES R 171.0.1.1/24
o | FEFAKF{EVLAN ID, RS EHLFTEVLAN
@ =5

LT ERBMEE AFC L4440 D VLAN 5 FE2R/E—FK, FUARBREL KM,

F4-2 AFC O IP SyECFISR

POl FEEEE RS IPH: b
EIE S Ahiti L NN AN e
M2/GEO o REEAT, LHEMHE, mERE, HESMKIH
IS REES
BEE- S0 Sbubce ol A=
M2/GE1 o REHAT, EEME, WEME, HESM%IH
b1/ REEN
i : 10.10.10.1/24
M2/GE2 o /FI&FEO Iﬁ%
%% 10.10.10.2/24
. T4 183.1.0.24/24
Eth0 [ ] AFCHEHL
#/¥e%: 183.1.0.25/24
@ ==

AFC # o Lk, wAREERTmE, RARBEFEE,

4.2 BLERER

LS AFC BB E ERICE, WL T BT E
o LFTEXHHEE: LB FFENE AFCHZER B D )2 EM—80 iy VLAN 1711,
BE Y Trunk #85K,  H AR V2 0/97 EHL VLAN 83l .
e AFCHLE: B AFC ABBEIN, WEPHFIGE LB EHL, 5 b5
24



4.3 EcELR

1. BLE AFC
fiif SSH 77 A\ %5k AFC CLITLEMLIE, 18 AFC /% # L aldtisiE:
#I55 AFC i i

> config startup-script channel device 1 M2/GE0 M2/GEl

modified the startup script with channel 1 devices
#NHHE R E

> config startup-script channel device apply
apply the channel device settings ? yes
applying ... succeed

applied the channel device settings

#ICE AFC /%3 &N
B3 AFC N Web TU “ RAVEH > WA EH” &F AIEERE, MiEECE0EI.
E4-2 &FH AFCiEEN

aE 3 it P Al

\ls
OF-FS

BOANBFIRA, BHEOARKINIP, ARERL P+ REGFELT REZSK.

(1) AFC E¥&FE

WERAS, MERTTIHE, B 2 g
N AFC CLI i 41T E

HFEEFRENRES

> conf startup-script init_address 1

N1/
@ =7

#BCHF Master X & 09T A 0 IP 69 E% S 1,Backup X & 9P IP & RKH 2,
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El4-3 & E AFC & &£ [EP O A 10.10.10.1/24

LR - FE - AR v

#iE Master % 45 Backup X% Fl & o it £ — AR

5 AFC EWAEREH, Fad T M<fRE>124, RE<IFa>1%4.
El4-4 GLERGEEHER

© EHEH LUHISE  ROEE - EREE

SNMPETE EHEELE [M2GE2 v |mpmEn ¢

EFEEMIE 0 | 10.10.10.1

AiEEE
EFEEHIE L 10.10.10.2
@ 25

EARBRTEE: B “BREFE R@FAHKTHR TED;
%7 F Fxeuk: B Master 5 Backup it & & “RX&EFR” N@MAALILLHR T ED IP;
AFC LR &MEXTEHETEN, MEEHRA PAE, LHENIARE, AFATE.

(2) AFC #¥ & E

WEWRAS, MERTEML, BEHE AR 25
#E AFC CLI fn 21T &

N R IR

> conf startup-script init_address 2
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\l/
@ =7

EBCH Master X & 09T A 0 IP 69 £ %A 1,Backup X & 694D IP 9 -HKH 2,

[E4-5 & & AFC &% & [EH Ot 10.10.10.2/24

SRR RN - RS

2 e

\l/
@ =5

#RiE Master X %5 Backup % & Bl 2 #uht £ — /> o

S AFC % I B, JF piili T M<fRAF>14L, AR<TTR>14.
El4-6 BERGEHEE

« FHEHR LURSED  RHEIE - SRS

i

SNMPEE EWESRE (M2GE2 v |ErmEm @

EFEEMIE 0 | 10.10.10.1
BHEEE
EREEMIE ! 10.10.10.2

@ mx

EBRRVIRE: B “BREFE ToFMAHLHRTED;

% 7B Freuk: PP Master 5 Backup it &£ “RX&FR” N@AAILLGR FED IP;
AFC 2 X & B E T B H TN, REEHR PG, EEHEW2KE, WARFL.

(3) JBH AFC E/#/ B HEAELE
Ak AFC Eil#: H&BHERRA. FHEHEA, AR THIFMSE D SRS A

# PR T
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E4-7 AFC £ BHRRHRE

© EuEl LR - BAEIE - EWEE
B b e B U TR
REEE ERES 11
SMMPEHE ERES L 12
HigsE EHEFHE 15
ERES 14
e
SERAES L 5
e -
A ATEE EEFEE M smEawst
¥ g
E
HREE O spsEns
FOmE U f—selamamia
¥ G ST
FeREEE

FEATET | 10

ERARENT | 30
TR
TiTHERE M

\l/
@ =7

BAERE, RA TR Hh, wREAN, HREREFORAIH, BALE TR HTA
M. BT m b R ARBICT < RARHFR” 2.

7)1 AFC # s I BB BRI S 80 . Bom R e FRR A T .
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El4-8 AFC &IREHRZME

© fwzd LHET FHEE - SHEE
At o NG LY
BT
ERESL 1
SNMEEE sEmSi 2
BE S EHESEHL 13
ERE 14
i
EWFEL 15
APEEE pu—
AP EEEE ¥ pmigas
O gt
pae
HEEE O smgmns
RHNE O B mEmIT
¥ GEE TSN
RAEHINE

EkEE |10
el | 3o

LATham

TR

B I B

@ ==

BREATE: ATHEENTENE

EHFEEKX: AT LA LN Master X &

EREA TR FR%&ED: AT &4 T Backup # X0t A g1 X H k42

RERSAN: FAKTHREEXN, Fentn () A, ZAADN B A 6 HIE R FH N KAt 1]
e, Wik A AR X, BN 34

HERKREARN: FALTEHEIN, RAERERE (F) A, LALFAL THRERS, WA
AR NFERES AN 458 2 T WAL, Bk 304,

2. BB

B 1711, VLAN 1711 X587 171.0.1.0/24 B, AR ATRIE AFC 32/45 1% 1 i N\ A H
FI7EAHE ¥ VLAN

#A% VLAN

[L3SWl]vlan 1711
[L3SWl]quit
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#ACE VLAN IP
[L3SWl]interface Vlan-interfacel711l
[L3SWl-Vlan-interfacel711l]ip address 171.0.1.1 255.255.255.0
[L3SWl-Vlan-interfacel71ll]quit
#1511 G1/0/10 A1 G1/0/11 IIAE] VLAN 1711
[L3SW1l]lint GigabitEthernet 1/0/10
[L3SW1-GigabitEthernetl/0/10]port access vlan 1711
[L3SWl-GigabitEthernet1/0/10]1quit
[L3SW1]int GigabitEthernet 1/0/11
[L3SWl-GigabitEthernetl/0/11]port access vlan 1711
[L3SWl-GigabitEthernetl/0/11]quit
3. BETREHA
BI%E VLAN 1711, {EFIRRIE AFC /4% B2 1 lIE fin A\ FUAT i O FEAH ] VAN
#017 VLAN

[L2SWl]vlan 1711
IS HHEZ EHLRIE DA VLAN
[L2SWl]interface GigabitEthernetl/0/13
/ VEIEHEIRY T
[L2SW1-GigabitEthernet1/0/13]port link-mode bridge
[L2SW1-GigabitEthernetl/0/13]port access vlan 1711
[L2SW1-GigabitEthernetl/0/13]quit
#1421 G1/0/10 F1 G1/0/11 A F] VLAN 1711
[L2SW1]int GigabitEthernet 1/0/10
[L2SW1-GigabitEthernetl/0/10]port access vlan 1711
[L2SW1-GigabitEthernetl1/0/10]quit
[L2SW1]int GigabitEthernet 1/0/11
[L2SW1-GigabitEthernetl/0/11]port access vlan 1711
[L2SW1-GigabitEthernetl1/0/11]quit

4. AFC RIFFIFSEE R B A AFC &%
HUS NI 47 BBl K R 5 2
BidsE e K mlE 5, B kR “BRINY, BES RS
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El4-9 B E AFC BFiFsEE

Fak LR RS - DEAE
BT

& i | [ Choose it | No e chosen
Friathtt | 171.0.1.1

EHITS shethit | 171.0.1)254

EEEIE MHILETE | 24

ErERE | B v
FHiE

[l 4
Ficazs i S

(i) 4P EHUERTH A E, BRI E B HE A 0 24 RrfERS . BEAa i n 16 47
B 8 MRS, S SECENSIFR IR AR 51E.
[El4-10 BLE AFC {RIFEM IP

At SR - B
Rt - -

¥ 1710121724 | [mEmE | Oaymmm O Famin O Emiss
B

T (Mbps) 47EE(pps]

0
IN IN Pass OUT OQUT Pass SYN ACK UDP ICMP FF

4.4 KUFRLE
4.4.1 IIE AFC EREMEZIRFEZEORS

AFC 525 B 554 OB IRAS .
[E4-11 AFC TR HEORS

LR FAE - 2T EE 5= -
BE 8B ik B ik | g
MVXGED 10000 Full i 0 %A B E
MOXGEO
10000 Full
1000 Full
1000 Full i@l 1 ik B
804266 b4 fel 1203164
1000 Full 10.10.10.124 gty
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AFC % B Bl 5 82 1 R APIRAS
El4-12 AFC ZIRZZORS

SRR FERE - RREE 5 CEll (==
£ fstt =3 A g
00 Lk 1:264 11 Bl 0 imA TR BE
fes
et
no lmk
10 link 171.04.224 il 1SRN BE
10 link il 1R
MGE2 1000 Full [Srary 3

442 WIFEFIHRSREHBERETZIT AFC

122 /3 ping 3P EHL, BH AFC EEHURE, A ICMP ik
[El4-13 & ping R 5525

il - HEnE -

El Bl -2

Qs zERE v Oswia OFams O "

N SE0bos) o) =2
B ) w INPss  OUT OUTPas  SYN ACK upp ICMPR FRAG  NenlP NewTCP NewlDP IN ouT UpP
E=1 90.74 6.08 0.00 0.00 0 0 13765 1 0 0 0 0 1 0 1064 -
a 1710121 0.00 0.00 0.00 0.00 0 0 0 1 0 0 0 0 0 0 0 Bz

76 AFC IR P ot B IR 45 2% 11 ping £
Y5 HT, £E AFC I IE % N\ 1 M2/GEO Bl Eth12, ] PAF 3% 7 3 184.0.0.75 3| ik 45 4% 171.0.1.21
#) echo 4

[El4-14 7£ AFC EHE, EFEMAORL

108 £cho (ging) request  id=0
108 Echo (ging) request 100

moLa o
o 4 Ct1-60 (reply in 3) [ETHERNET FRANE CHECK SEQUENC .

% Frane 1: 108 bytes on wire (86¢ bits), 108 bytes captured (864 Bits)

ernet Protocol version 4, src: 184.0.0.75 (184.0.0.75), ost: 171.0.1.21 (171.0.1.21)
& Internet Contro] Message Pratocol

00 0c 29 25 b 88 8 09
cn

0010 00 54 00 00 40 00 3

0020 0115 08 00 &7 23 76 28
0030 00 00 c8 cf 03 00 00 00
0040 1617 16 19 1a 1 1c 1d
0050 26 27 28 29 2a 2b 2c 2d
0060 36 37 60 3a £5 74 66 31

YA, 46 AFC B IE F4er H 11 M2/GE1 Bl Eth13, AT LLA 3% /i 184.0.0.75 B R 5595 171.0.1.21
] echo fi.
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E4-15 £ AFC EiME, EFHHORT

6, tt1=60 [ETHERNET FRANE CHECK SEQUENCE INCORRECT] =
6, TLi=50 (reply 1n 3) [ETHERNET FRAVE CHECK SEQ NI

20.000004  184.0.0.75 17L.0.L2L 10N

& Frane 2: 108 bytes on wire (864 its), 108 byves captured (86t bits)

;In(erne[ Protocol version 4, src; 184.0.0.75 (184.0.0.75), pst: 17L.0.L.4 (171.0.L.2)
& Internet Control Message Protocol

0000 00 Oc 29 25 b8 86 64 d8 31 16
0010 00 54 00 00 40 00 3c 01 da 48
011508 00 e7 23 76 28 0D 0L

16 17 18
0050 262728202a2b2c2d Ze2f 3031 32
0060 36 37 6f 3a 65 72 68 31 33 00 40 b2

4.5 EFEFEM

BT RIS, B SR EH R AFC S HE T RO VI R

it SSH ECE LA, D) AFC #E B

#1445 AFC TAEHLELA: inline

> systools bootrom inline
NOTE: the switching may need some time, do not interrupt to avoid severe damage
type 'SURE' to confirm switching the bootrom ... sure
switching bootrom, do not reboot or poweroff ... done

reboot is needed

\ls
27

YAT AFC XL H 38 5 BBk, ik 4 7 :systool boot bypass|inline, % bypass & =#kH
F %, inline X Tikh Pk,

5 AFC2000 £ BRHl B XU AL R e B 24451
5.1 EMER
NSEBS B ENL 171.0.1.21 FBGH R ERIEDE, & AFC W& BB Z Mg, AFC ER %

#EE A O 1252 Hetlin IR G2, AFC S2RF b I LA IR IEIE R I 4% 1 2538 Lo 1 2R
FUL, AFC XU AR A I BEAT R 985 e A B T Z M4k . ZH M0 51 4 5-4-FT
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[E5-1 AFC SREAERE ZiEER &AL EAME

bl

B
184.0.0.76

AL

M2/GEO Bk M2/GEO

EHEhO IE

183.1.0.25/24 10. 110.10.2246 )

BEEZR 183.1.0.24124
G1/0/13

access

VLANI1711 AL

M2/GE1 M2/GE1

2R RS B
171.0.1.21/24

BARSTENF :

o BEIER:: AFC SEREATA WA EIE N D8 1 E 2 bt 158 & 41 aggregation 8, AFC 47
W% BT @ IE i DN 2 A #3441 aggregation 8.

o ENUREIEDE: AFC L E B4 B A B ARG, R HEn Sei X R AR R AT I A

.
#5-1 VLAN SEc5I%
VLAN ID 1 F A 1P ik
o AN AFCIHEIE N R
1711 o [ FEZHNIERAHEVLAN 171.0.1.1/24
o  FEMZKMK

#5-2 AFC #0 IP fEeFIR

o 1E R 1Pl
o EBTERAMBHEMAL, BLEMS
M2/GEO o BT, LHEE, WHRE, SR
b RUIES
RO W& I 0, TR M %
M2/GE1 o AT, LHEE, MEME, FESM%HN
HE g
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o @ik 1P ik
o #41: 10.10.10.1/24
M2/GE2 o EHETH &SN .
% 42: 10.10.10.2/24
#41: 183.1.0.24/24
EthO ® AFCHHL i
#%#2: 183.1.0.25/24
N/
@ 25

AFC# o &4k, HAKREA TR, HAAMBFLE,

52 BLER

PSP AFC B BGHRB RN S, TR N BT

o FTIEZHAHE: RN REH, HREGHEE B, W VLAN F
BT VLAN 1711;

o AFCHIE: B AFC NN, BB EHE LB N, J8 PR . ¥ AFC 48
BT WA BIERA DA L2 IR AL, K AFC SERFFTA W AR N R
IEpE GINRE SER

5.3 BLESR

1. ficE AFC
1fi Fl SSH J5 0% % AFC CLI i & 41 1A
HILE AFC SR & 188, N ARE

> config startup-script channel device 1 M2/GE0 M2/GEl
modified the startup script with channel 1 devices
> config startup-script channel device apply
apply the channel device settings ? yes
applying ... succeed

applied the channel device settings

#ICE AFC Gtk 23018, JFRNARCE
> config startup-script channel_device 1 M2/GE0 M2/GEl
modified the startup script with channel 1 devices
> config startup-script channel device apply
apply the channel device settings ? yes
applying ... succeed

applied the channel device settings

#UCE AFC Bl ie® 140
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E5-2 &E AFCi#@ENO

HROE RAEE - EEEd

i (== bk |
10000 Full
10000 Full
D/GED 1000 Full
M2GEO
M2GEI I
M2GEI feB::4266:3bfE5e 1 1:2031/64

HICE AFC B # 2 210
E5-3 &&H AFC@iEN

g

ol 0N BE

&l 0 it i

iiH 1A BE

B 1t RE

muEE
- e 28 s o % &
SR
EfawiE
HaTE

o link

LI

asme

\ls
Q27

BNB IR A, BE D ARKINIP, ERESRL P RAGFLTIRE BMSK,

JE I AFC ST s SR B B

HKIRICE AFC £ RFRK R O, Asefdh 4%y M2/GE2, 437179 10.10.10.1/24 1 10.10.10.2/24

[E5-4 AFC &£84%%& LEH 0O IP

HREE  REEE - SRRE

B g (=5 i
MIXGEO 10000 Full
MI/XGEQ
MUXGEO
MYGED
MYGED
MGEL 1000 Full
MYGEL 1e80- 4266 3164
MG 1000 Fuls 10.1 :
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[E5-5 AFC &£8#i&& 2[4 0 IP

= il 0 AN

sl nk '
iAwE

wERE

— il LS 8
L] il 1 Y R
BswE “

%

-

&)

R
EAFIREHBEZAT, A M2IGE2 i AR TH R Fik&”

EHRFRE: B CREFTHE” TARAKEZOR T

LR Py A “REFTE” NAMAKLHRTED IP, RAMEEHEE LB EHLEN
R F#ED IP (2SN<32) , AAERERNHEREBEHF.

7

ESRA B 1 LA RGN E”
El5-6 EERRE 1 BRASHEE

¢ faEE LT A - SRR

wEwe P——
SPEE FHETEE AR 1

EFFEEME0 | 10.10.10.1
BHEEIR
&R L | 10.10.10.2

BEEREL 2, HEO M2IGE2 B2 N FHEL”
[E5-7 E£#i8% 2 B M2/GEL IR7S

name
L] -

ACGEO R
AT

e
ArEE eGEl Bl L 0

ADGEL
Ll

a FigE

MGE? 1000 Fall 4
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-

%

')

N
BHATEBINEN, BT BRIENAEHREA TR, ARFR Y OREN, FRAFMALE
AARE DN R o, pdeik ¥ 69 M2/GE2.

EHEL L, REFEAAEHETEPHOEHRA S RERAEHRA A, SHTH “BE7, £1E
BE YR . FHRREHRELR SE O IPE, DHREAR S ENE, REL2AEHILLL
L REBPT, EHEE 1AKFREGZLR S B EHIAILL L.

HEN I R B R 5 5%
B4 A [ 50, Ty kR CBRINT, BRI A
[El5-8 BLE AFC BhFsEREl

il R - PSS - TR
R
Q Choose File | No file chesen En
« EhirEEl
FAMHE 171.0.1.1
FAUE gmil [171.0.1254
s HltEEs | 24
EEAR | B4 v
FRILE
[EEE &S
blazg -t e g
E. &

Y A EFUERIGR UL, BTRMPT G RN RN 24 AHEfd. FoAMREN 16 Az
B 8 iRy, SNSRI AR 521 .

E5-9 BlE AFC RIPEHL IP

@ RETiF
AT SR A - B
Ryt
oz | [wE@E | OB O T O iR
e
THE(Mbps) % (pps)
i
N IN Pass OUT OUTPass SYN ACK UDP ICMP FF

2. BLE AL 3ZIRAL

% 1711,  VLAN 1711 XFR; 171.0.1.0/24 W B, 1EFATRIERTA AFC 4G 44 B IE N\ R
H C{EMI RN VLAN.
#01 VLAN
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[L3swl]vlan 1711

[L3SWl]quit

#ICE VLAN IP

[L3SWl]interface Vlan-interfacel711l
[L3SWl-Vlan-interfacel711]ip address 171.0.1.1 255.255.255.0
[L3SWl-Vlan-interfacel71ll]quit

#E o R E A

[L3SWl]int Bridge-Aggregation 8
[L3SWl-Bridge-Aggregation8]quit

#4210 G1/0/10 F1 G1/0/11 AR B A4

[L3SW1]int GigabitEthernet 1/0/10
[L3SWl-GigabitEthernetl1/0/10]port link-aggregation group 8
[L3SWl-GigabitEthernet1/0/10]quit

[L3SW1l]int GigabitEthernet 1/0/11
[L3SW1-GigabitEthernetl/0/11]port link-aggregation group 8
[L3SW1-GigabitEthernet1/0/11]quit

#ECE R GU VLAN 5 2

[L3sWl]int Bridge-Aggregation 8
[L3SWl-Bridge-Aggregation8]port access vlan 1711
[L3SWl-Bridge-Aggregation8]quit

HEIL T R E

[L3SW1l]int GigabitEthernet 1/0/10
[L3SW1-GigabitEthernet1/0/10]dis this
#

interface GigabitEthernet1/0/10

port link-mode bridge

port access vlan 1711

port link-aggregation group 8
[L3SW1l-GigabitEthernetl/0/10]quit
[L3SW1]int GigabitEthernet 1/0/11
[L3SW1l-GigabitEthernet1/0/11]dis this
#

interface GigabitEthernetl/0/11
port link-mode bridge
port access vlan 1711
port link-aggregation group 8

#EREGAURE, BN EHERS

[L3sWl]display link-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Port Status: S -- Selected, U -- Unselected

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregation8
Aggregation Mode: Static
Loadsharing Type: Shar
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Port Status Oper-Key
GE1/0/10 S 1
GE1/0/11 S 1
#EENHTT, BRI 1P 3 E
[L3sWl]display link-aggregation load-sharing mode interface
Bridge-Aggregation8 Load-Sharing Mode:
Layer 2 traffic: ingress-port, destination-mac address,
source-mac address

Layer 3 traffic: destination-ip address, source-ip address

3. BETREH#HA
BI%E VLAN 1711, 1E AR TRUERTA AFC SEREBCA S04 (R TE 4 N\ 1A% H T ZEAR IR/ VLAN.
#0017 VLAN

[L2SWl]vlan 1711
#E A HHEZ EHRE DA VLAN

[L2SWl]interface GigabitEthernetl/0/13

/EFER AR TP

[L2SW1-GigabitEthernetl/0/13]port link-mode bridge
[L2SW1-GigabitEthernetl/0/13]port access vlan 1711
[L2SW1-GigabitEthernetl/0/13]quit
HEGHIE

[L2SWl]interface Bridge-Aggregation 8

[L2SW1- Bridge-Aggregation 8]port access vlan 1711
#¥54:11 G1/0/10 F1 G1/0/11 TN FIR A 40

[L2SW1]int GigabitEthernet 1/0/10
[L2SW1-GigabitEthernetl1/0/10]port link-aggregation group 8
[L2SW1-GigabitEthernetl/0/10]quit

[L2SW1]int GigabitEthernet 1/0/11
[L2SW1-GigabitEthernetl/0/11]port link-aggregation group 8
[L2SW1-GigabitEthernetl/0/11]quit
HILE R A4 VLAN 5 R

[L2SWl]int Bridge-Aggregation 8
[L2SW1-Bridge-Aggregation8]port access vlan 1711
[L2SsWl-Bridge-Aggregation8]quit
#ENEFEOLE

[L2SW1]int GigabitEthernet 1/0/10
[L2SW1-GigabitEthernet1/0/10]dis this
#

interface GigabitEthernetl/0/10

port link-mode bridge

port access vlan 1711

port link-aggregation group 8
[L2SW1-GigabitEthernetl1/0/10]quit

[L2SW1l]int GigabitEthernet 1/0/11
[L2SW1-GigabitEthernet1/0/11]1dis this
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#
interface GigabitEthernetl/0/11
port link-mode bridge
port access vlan 1711
port link-aggregation group 8
#
return
HEARSEE

[L2sWl]display link-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Port Status: S -- Selected, U -- Unselected

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregation8
Aggregation Mode: Static
Loadsharing Type: Shar

Port Status Oper-Key

GE1/0/10 S 1

GE1/0/11 S 1
#RAGNHITTAEE

[L2sWl]display link-aggregation load-sharing mode interface

Bridge-Aggregation8 Load-Sharing Mode:
Layer 2 traffic: ingress-port, destination-mac address,
source-mac address

Layer 3 traffic: destination-ip address, source-ip address

N

OFFS

LT ERBALAM L F D RE,

5.4 WiEACE

(1) WAEERRESR BRI
BHE AR ERED DR BN RS BE", DER B 2 96, 05 5-10 {4510,
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[E5-10 &EHEE 2 B M2/GEL RS

anER SRR SR - R 4%
- aunm ™ itk T3 i

rEE o lnk 264 1

e

w0 lnk 0
1000 Full m TR 1SR
LR
£e80- 4266 abIERE11
e Lesam i 1
xR
1000 Full i g

TEFTE RS FERE ARG HE, ATUUE R TS M E R IhigR, WK 511 514,
E5-11 &#FEZHE

EprEE
3 gy 2017-09-20 19:46:00 iR fwetrl - user admin activated cluster successfully
BEER .
2017-09-20 19:45:57  5&fif  startup - set cluster synchronizer to M2/GE2
NMPE] gt
SNMPEIE 2017-09-20 19:45:16 = &8  rateview - schedule done with 0 hosts m 1 seconds
g 2017-00-20 19:45:00 B  report - network [ input 0 Mbps 3 pps, submit 0 Mbps ], trackers [ host 2 tcp 0/0 udp 0 links 0 ]
2017-00-20 10:44:00 B  report - network [ input 0 Mbps 2 pps, submit 0 Mbps ], trackers [ host 2 tcp 0/0 udp 0 links 0 ]
HEEE .
2017-00-20 19:43:43  Hil  fivetrl : user admin activated cluster successfully
AFaEE 2017-00-20 19:43:40 364 startup - set cluster synchronizer to lo
2017-09-20 19:43:00 i@  report : network [ input 0 Mbps 3 pps. submit 0 Mops . trackers [ host 2 tcp 0/0 udp 0 links 0 ]
AFEE
2017-09-20 19:42:00 i@  report : network [ input 0 Mbps 3 pps. submit 0 Mbps . trackers [ host 2 tep 0/0 udp 0 links 0 ]
« BEEE 2017-09-20 19:41:00  EjE  report : network [ input 0 Mbps 4 pps. submit 0 Mbps ], trackers [ host 2 tcp 0/0 udp 0 links 0 ]

(2) HIEE PS5 REuiEE LB ET AFC
FEZ i ping {R4P EHL, BF AFC _EENURE, 4 ICMP Rkt k.

[E5-12 Z i ping BRS 25
. NI WE e -

[EEmE | OEi O TamE O s i |

AR Mbps) 53
Fi RE
IN | INPss OUT OUTPas SYN ACK UDP N OUT  UDP
e 907 | 688 000 | 000 0 0 17 0 1064
1700121 000 | 000 | 000 | 000 o 0 0 [ 0 0 W

16 AFC L 9IH 2 /it 1 A 45 25 19 ping
YL, 75 AFC 3B 1% A\ 1 M2/GEQ Bl eth12, B LA 51|75 F 31t 184.0.0.75 R %5 £ 171.0.1.21
] echo £4,
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5.5

E5-13 £ AFC EiME, EFHMAORI

i 84 5 meia 10w

ho (ping) request 1d=
108 Echo (ping) request id=d

& Frane 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits)
© Internet protacal version 4, src: 184.0.0.75 (184.0.0.75), ost: 170,012 (i71.0.1.21)
& Internet Contro) Message Protocal

0000 00 Oc 29 25 b 85 &4 &9
0010 00 54 00 00 40 00 3c
0020 0L 15 0 00 e7 23 76 28
0031

BE98E8!

0040
00
0060 36 37 69 3a £5 74 86 31

JNEL S Hr, 7€ AFC 838 1% H 1 M2/GE1 Bl eth13, 7] LAE 2% 7 4 184.0.0.75 3|55 2% 171.0.1.21
#) echo 1.

E5-14 £ AFC EiE, EFHHORI

SEQUENCE ZhcosRecT!
RAME CHECK SE ENCRE

ply n 3} (ETHERNET Fi

& Frane 2: 108 bytes on wire (864 bits), 108 bytes captured (854 bits)

® Internet Protocol Version 4, Src: 164.0.0.75 (184.0.0.75), st: 171.0.1.21 (171.0.1.21)
& Internet Control Message Protocol

0000 00 0c 29 75 b 88 84 d9 31 16 4c 11 0B 00 45 00
0010 00 54 00 00 40 00 3c 0L da 48 bS 00 00 4b ab 00
0020 01 15 08 00 e7 23 7€ 28 0D OL 4c b6 c3 58 00 00
0030 00 00 ¢8 cf 03 00 00 00 00 00 10 11 12 13 14 15
0040 161718 19 lalblcld Lelf 2021 22 23 24 25
0050 26 27 28 20 2a 2b 2c 20 Ze 2f 30 31 32 33 3 35 [
0060 36 37 6F 3a 65 74 68 3L 31 00 40 b2

T %@l &, ENRE

ZiARAEE G EERE QRS X kRE, WEBAZEFRERESEN
ping % 4E 6.2 £ #L & 1 a9l it

+
i 1.

AEEW

LEHEAT R IR A, E IR AFC & IE T A DAV B B, K Era SR v LA
KBTI B B 4
Bt SSHECEME, Vi AFC HE R
#1485 AFC TAERLEA: inline
> systools bootrom inline
NOTE: the switching may need some time, do not interrupt to avoid severe damage
type 'SURE' to confirm switching the bootrom ... sure
switching bootrom, do not reboot or poweroff ... done

reboot is needed

N1/
@ =7

L AT AFC XL ¥ 5 B ik, Wik 4 7 :systool boot bypass|inline, # - bypass & =##%
F %, inline X =ik Pk,
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6 AFC2000 R} BT o B 18 SR me i B 2441
6.1 FEIF51H
6.1.1 CC BIEIhIFRISECE

1. ReERR

BRI CC Wk fRe Jy, WZHR 4 BT AFC B &

o HEURZARYURS IR AFC BT

o JF/E%HXT 80 i HI ) TCP i AR F:

o {ENGH LJEH web #fF, SRR EIRIAIE T 2B CC Xrik o
2. BREPE

NI [VIETRE YN

i3 http =%, https 77 3% 5 AFC Web &8 FL, f1&] 6-1 15-6-1-Fi 5.
E6-1 REGERAE

FEEREBENARS

D1s KT HABER

sl “BIER > BT, BIMENBIERE . AR s 2R RS IP. LUREY
200.2.0.100 ix— & i 55 28 Al o
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[El6-2 RmEmIFERE

ek HHGE . WEklE > P
(33

RS

B BB | R T Sh,
* BHPEE]

Friait| | 200.2.0.100
e 27
EAE | 200.2.0.100
EHEUE M| | 24

)

R
1R

Y A5 EHUERITTR UL, IRMP S RN 24 AHER. FOARE N 16 Az
B 8 ARy, SNSRI AR 2215

HEN “EHURE” BB, <=4, Hmpiiry ks 1P, Wk 6-3 K-6-3-s.

[El6-3 ARMBFIFEM

L3
BRI =g AR "AEE @ Fazl
FamE MR HTMIE O IS
Fthas
[200.2.0.100 | | [zmaE v] Ossmme OFaed O Atk BE
PR )
T (Mbps) S
il
o IN INPass OUT  OUT Pass  SUN ACE U IcHP
T 20 1130.87 984.40 520.85 B20.80 218678 o GEG51 29411
IS o 100, 0.0, 0/24 150,50 984.40 520,85 B0.80 218678 o SEAEL 29411
o 171.0. 1, 21/24 0,00 0.00 0.00 0.00 0 0 o 0

#I3I0 TCP 3 R4
HEN “BifBCE” PR, Sdi<TCP i LR >, midv<d@ihin>, @It 80 i LK) TCP i {3
W BTN
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[El6-4 70 TCP i OR3P

)
SR HELE - TR > THADEE KBS -
@

-
HnEPEEn [0 - @

rEOER
WOEN  WOSE  BEEM EtikR HAPE IR PP o

wesER (2 o st s s detailt s | I I I E]
BazemE [ o]
wewE

#new

E6-5 BLE TCP 80 i 4R

O B
ReH LEGE o GMER > TeMHER
MNREE
I
© TCEROHRP
O | 80
iogimbis wosr | so
2oeseld e HEAD | 10
CEEHEIRY | 30
=y
B NE i
wEEE rngsElkE | HTTP v
HESA ¥ et

@ s
@ b
PR D xma
O wamt
@ mEm
s

Eked 3101010

3. W E

R EIFR, A Linux F 2 T8 webbench FIBF 3 EHLE 1% CC By, % i B 4R
PR B, 2 P e Bl BR i, AFC R FuVr] — A% o5 80 i ST 30 AN, WAL 10
AN VR TR e 3T 300 AN, HLI R MO N BRI, BRilk R R « R BERR
FLB EHLHEASYNI R RES -
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[#6-6 fFFH T H4 R CC W

webbench -c 10 http

1997-2 , GPL Open Source Software.

chmarking: GET htt
lients, running 3

El6-7 B EH IP R
SRER ke > FaERR ER E3 -

EREE e ) B

Atk T Mt W FE
5k 0808 § BEEEFP B8

i3
i
i

[El6-8 fRIFENFEN[SYNIBTHFRTS

BFRERE 2 AEE L]

A W EERARE O WREE W SSWRE W IcrEE M wris

W EIpR, AR TR AP ENURRE CC My, MM R T B A B & E 10, Biir £
BEA[TCPIRIURE, web il HBIITE.
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#6-9 FAHTE~% CC W&

[rooti alhost Deskt

marking: GET ht
ients, rumning

Speed=28 pages/mi
Reguests:

L e F= e i fi= e TCPigs W UOP

TR G U7 10 52 4P A 5545 14 80 i Mg 2 B A B o= RO S AAE B2 IR (24 A SR 1 E )
O IES - 2Eshe, I “ Fahfdigks:” S 2 ad, EXhEA RS .

El6-11 FriPMuE AR Web it

4. FEFEm
o RIS AR TCP uify AR B AN AR 3 1% B AT 5 IR FF— 5L
o Web B AERF N, BIFFEMFIIE. mEEE30EHESE, BEHREREEC
HIBL R A SUARIR 30 B« Bah A7 BI1E
6.1.2 DNS Query Flood HH Brr SRR il B

1. BERR

A LA H UDP 3 1 £/47-DNS #4477 LB 18 DNS Query Flood, JT/5 DNS #fiff/a, % /7 imH]
DNS Tifi#ii sl si il ] TCP HEAT 200

48



2. BELE

(1)  “BifamcE > UDP i R4 ” , W E ORI ESE 0

(2) ¥H UDP i R4S, F341 % 53 i 11 HF 5 DNS Service Protection fiff .

(3) WHEIHIFEMMSE U 10, BiF AN 2% “FFBom 07 A —A B & miin
“IRUE TTL” , iXH:25 DNS QUERY Ml SUHZS T 10 I, 2 H3h /5 Fli% DNS #fift.

[El6-12 % E UDP ifi O{RIPE

SO IR - DRI El EE =

wOSPeRE[o -

e O IR TR

0 52 max max

AL R R “FFkaw 0 ” k2 3 UDP 5% 04769, & 2RI 4 2 — /A A6y 155 474 X 4o 354E TTL.

(4) BEENGTSEENE—SUER UDP i 4 0.
El6-13 & EEH. UDP x5

DEIRS T =i = B =meEm X AEm O MRS
FaLE SmE Tk - SRR
S TOUEE | BIARE KRR
prEE 200.2.0.100 - ENLRE
Esibas =flimit | 200.2.0.100 v mm =
BUATR | 24
s e
FIZIPHEE | 200.2.0.0
Eiae
MFEMACHIE
iR EATERS IN Mbps
BAPPSIRS IN pps
SRR OUT Mbps
HHPPSIRS| OUT pps
BRFERE REATERE
: = EEES
BEEES PrenE R
reomcim [ 7] [ o ]

PLESBBE 1-4 y AFC B4R X 1S ZhJF 5 DNS S50, AT CLF307F )5 DNS # 1,
TR
e ORABIEEE > FHURE”, AR ENEES, F3h'2ik UDP-DNS #ifh, $#8RAT.
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El6-14 FzhFF /A DNS Hff

hiERE ERAEE LAEE @ ESSE

i BT R > THEE
. MACHSHE

EFiS

SAREIRS IN Mbps
R

EAPPSIRS| IN pps
EHBS SRR OUT Mbps
e EHPPSIRS] OUT pps

O mwmrmne O marane

mEiR

FEBUFE O et
Fetis AR
TCPROR UoPALIE

200.2.0.100 - fpiFdEE

foasei BEEFS b

O tep 'WEB Service Protection v9.02
0 tep Game Service Protection v4.1
O tp Misc Service Protection v3.2
O tep DNS Service Protection v2.3
@ udp DNS Service Protection v2.3
O udp UDP App Protection v1.1

3. L E

(1) B BPS £l A 4L 200.2.0.100 %% K& UDP Query Flood #§32

(2) B3t AFCHEA Web T, “R&ME > EHUIRE”

o ATLLERZENEE KL Server 3R 3CH 0 B IN Pass 4 0, [l AFC /E AR EE % %45 Client
[f 5 7 DNS Response B[l OUT Pass.
[#]1: T DNS Query #3211 DNS Response 30 (K /MNA—5,  Frd R IN A1 OUT
Pass K/M—F.

E6-15 EHVRAS

SmoE g - ks EE EE
R st maRm v O EamE OFane Onees EEN XD IEED
#PiMbps) Elpps) iste
el BE
N INPass ouT ST syn ACK  UDP ICMP  FRAG  NonlP NewTCPNewUDP 1IN OUT  UDP
6051 0 0 [ o 0 0 0 0 655
[ 0 [} o o o 0 0 [ a 1 B
o 0 0 0 0 65538 me
o [ o 0 o 0 0 0 o o L3

PELAE LT :
o WM Eth6 HE AFC
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[#]6-16 DNS Query
E 2 8.000002 200.2.0.100 193.168.44.245 DNS 84 Standard query.

3 0.000003 193.168.44.246 200.2.0.100 DNS. 960 Standard query.
4 0.000004 200.2.0.100 193.168.44.246 DNS 84 Standard query..

» Source: XeroxCor_00:00:01 (60:00:01:00:00:01)
Type: IPvA (0x9800)
Trailer: 6932657468

0100 ©0 00 60 00 00 00 @0 00 00 00 00 00 @O 00 00 @0
2130 ©0 00 60 00 0@ 00 @O 09 ©0 00 B0 00 0O 00 00 @0
0140 ©0 00 80 00 0@ 00 @O 00 ©0 00 B0 00 0O 00 00 @0
0150 ©0 90 69 00 0@ 00 @O 09 ©0 00 00 00 00 09 00 @0
7150 ©0 00 60 00 0@ 00 @O 09 ©0 00 00 00 0 00 00 @0
9170 @0 0@ 80 b6 a6 9e b9 9e bd 49 e Ge 3e 13 04 7F

9180 eb bf e5 da ed 53 5a [FIMEENOIEZNT 36 00 d3 46

o AFC fiffQ#, [11% DNS Response, fR3C155AM Eth6 & H 2 Client, E3K Client &
TCP £ DNS # 3,

[#]6-17 DNS Response

2 0.000002 200.2.0.100 193.168.44.245 DNS. 84 Standard query.
3 0.000003 193.168.44.246 200.2.0.100 DNS. 960 Standard query.
4 0.000004 200.2.0.100 193.168.44.246 DS 84 Standard query..

Source: Hangzhou_cb:24:95 (84:d9:31:cb:24:95)
Type: IPv4 (@x0800)

ternet Protocol Version 4, Src: 200.2.8.160, Dst: 193.168.44.245
ar Natagram Protacnl Sec Paet: S3 Nt Poret: SARLA
80 00 ©1 60 00 OL 84 d9 31 cb 24 95 68 00 45 00
) 8040 7b cO 00 00 Ff 11 88 e8 cB 02 00 64 c1 a8
) 2¢ £5 00 35 d5 58 00 2c 65 4f 00 22 86 00 00 01
) 80 00 00 60 00 B 83 77 77 77 Ba 73 70 69 72 65
)
)

6e 74 73 6f 6d @3 63 6f 6d 00 02 01 80 81 6f 3a
65 74 68 36

o SHENLE LAE BZEHHEA<UDPRF R
[E6-18 UDP {RIFIRZS

S RTER - TR

= 00 0000

80000

0000

150550 16:05:52 1805350 16:05:56

W e R W EeeARR WHER W deEdeR WoTce AW W uDP SR

. CORTERE > srAlEE”, TLURE RIS R REN 0, AMEIEERE.
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[E6-19 ZEMKEIERER

7

A — A L & -
WarEe W wEEe TCPANE W UDP s WwAEe W wsEe
R
R (Mbps H2(pps) =&(Mbps)
el ]
o = “\ - @, =
A 49939 0.00 74224 1 000 000

6.2 ETNBHTH
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7.2 PingT &

AP, I F BRI AN ping AN FERLORI RSS2 B H L AT LLER] AFC B ping TR Bli%
e, E A RS R A K . e SSH g ik, kSN 1.32 T,
SRIG A ping fiv 4.

systools ping /P_ADDR

# Mk 192.168.2.1 M@ .

> systools ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1): 56 data bytes

64 bytes from 192.168.2.1: seg=0 ttl=254 time=8.153 ms

64 bytes from 192.168.2.1: seg=1 ttl=254 time=1.822 ms

64 bytes from 192.168.2.1: seg=2 ttl=254 time=1.595 ms
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