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N7 1£ BRAS il RADIUS fil 55 5 2 [a) 42 A L4 ) - %65, I H BE/E BRAS 481 RADIUS
IR 5% 20 N 4 SC R AL, 7 BRAS 1 RADIUS JIl 45 #5% b #8848 A2 TLAR SO BT A i 3k =2
A CRHIFLZ 2 123456).

BEIEEWM

IPv4 Portal N 3750, WS8R IR E AR 22 AR 55 2%, TR ByE R A, RS2
Portal #p 78130+ IPv4 11 IPv6 1337 #::1 “H3C V3.07,

AT A S PR S EURS AT, TR AT v S A2 R 44 B U e S
HARER H 3T TCP MRS 5 - o At i 2% &5 A ) TCP ¥ 15 1] Ll it display
tep M EE.

4.4 MLELSE

4.4.1 BE RADIUS RS 2540 Portal R 5525

Z i

T @ VUER A 4.10 AR £ 2 A1), 5.9 RADIUS IR % % 4= Portal IR 42 69 4 KBLE

(1) EN 285N “http://4.4.4.2:80817, EF RS BeTRIMBEN K5 -
RN CRAAE Y, B IR TR, Rl U e

WHERS AN “BRAS”;

WENASIP KN “4.4.417;

WHEBIMIP N “4.4.4.27;

3 NAS KAy “4E05. H3C. VR 57
WHE DM G 1h “37997 ;

% 'E RADIUS %41 “1234567;
EBERBEFREN “NER
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el |43 H3C TIERE
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GEOIEE2] [123456 3
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# & E RADIUS 51T, i $Hif2 “Radius”, &4 “Radius 5L E” ##:E N\ RADIUS 51T
WHE M, Rkt b AR R A ) .

# %P “RADIUS IR E” TUASEREH P AR5 T4,

(2) TENI VAN “https://4.4.4.2:80807, &R &4IIMAH -

#IEPECH PRSI P TR, S Ui 425 . WInF P User: k5 "User1", %1% “pass”.

4.4.2 FRE |Pv4 it & B&

IR 4-1 B SO0 IPv4 Mk, FEF TR BRAS & FIE IR G4 2 (% e mlik, BAKREC BT %
o

4.4.3 BicE BRAS

1. fic & DHCPv4
# BCE DHCPv4 Hulibih 1, SN 1.1.1.0/24 B (1175 P i 20 e 1Pv4 HihikE 25545,

[Router]dhcp server ip-pool 1

[Router-dhcp-pool-1] gateway-list 1.1.1.1
[Router-dhcp-pool-1] network 1.1.1.0 mask 255.255.255.0
[Router-dhcp-pool-1] dns-1list 8.8.8.8

[Router-dhcp-pool-1] quit
2. BtE RADIUS 5 R
# AL FON rs1 1) RADIUS J5 R IF#E N 1% 77 RALE

<Router> system-view

[Router] radius scheme rsl
# I & RADIUS J7 Z M EVGEAN 311 9% iR 45 85 % FLl (s %4

[Router-radius-rsl] primary authentication 4.4.4.2
[Router-radius-rsl] primary accounting 4.4.4.2

[Router-radius-rsl] key authentication simple 123456
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[Router-radius-rsl] key accounting simple 123456
# e B K ik% RADIUS IR 55 a1 H F 4 AT ISP 1844 .

[Router-radius-rsl] user-name-format without-domain

[Router-radius-rsl] quit

3. BLE A\
# QIR dm1 1 ISP 1.

[Router] domain name dml

# e & ISP {8 F i) RADIUS J5 % rs1.

[Router-isp-dml] authentication portal radius-scheme rsl

[Router-isp-dml] authorization portal radius-scheme rsl

[Router-isp-dml] accounting portal radius-scheme rsl

[Router-isp-dml] quit

#HCE ARGUVE R ISP 3 dm1, P S AP 3EH Bbsk s VAR AT 2807 e 35 P SR
FIR P 2 R ISP 3844, UM FH S8 80T FODGIE DT %6

[Router] domain default enable dml

4. Bit & Portal IAIE

#lic E Portal YIRS 28: 2 FKN newpt, IP bk A 4.4.4.2, %41 WIS portal, WilWr Portal #i 3¢
)35 F 24 501005

[Router] portal server newpt

[Router-portal-server-newpt] ip 4.4.4.2 key simple 123456

[Router-portal-server-newpt] port 50100

[Router-portal-server-newpt] quit

# W Portal Web fiI45 #%%) URL A http://2.2.2.2/index_9.html. (A4t URL 2 Z0F1 R 45 28 7R N %
% Jii Ve £ F o6 LY Portal 25 [7) T T Y AR — 80

[Sysname] portal Web-server newpt

[Router-portal-Websvr-newpt] url http://2.2.2.2/index 9.html
[Router-portal-Websvr-newpt] quit

# B E X HTTPS Rk SCHEAT 5 8 A9 A AT i 115
[Router] http-redirect https-port 8888
# 7E3211 GigabitEthernet3/1/2 EJT )3 H 4275 X Portal \ilE .

[Router] interface GigabitEthernet3/1/2
[Router—-GigabitEthernet3/1/2] portal enable method direct
# 1E#: 11 GigabitEthernet3/1/2 |- 5| H Portal Web Iz %5 #% newpt.
[Router-GigabitEthernet3/1/2] portal apply Web-server newpt

# {E9: 11 GigabitEthernet3/1/2 1% B k1% 45 Portal I\ IE IR 55 25 1) Portal 1 321 () BAS-IP J& 14
4441,

[Router-GigabitEthernet3/1/2] portal bas-ip 4.4.4.1
[Router-GigabitEthernet3/1/2] quit

45 WFREE

# U ERCESERYE, BT AT Bondr & T EE L GigabitEthernet3/1/2 1) Portal it & {5 21
Portal IE47IR&E ..

[Router] display portal interface GigabitEthernet3/1/2
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Portal information of GigabitEthernet3/1/2
NAS-ID profile: Not configured

Authorization : Strict checking
ACL : Disabled
User profile : Disabled

IPv4:

Portal status: Enabled
Portal authentication method: Direct
Portal Web server: newpt
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth policy: Not configured
User-dhcp-only: Disabled
Pre-auth IP pool: Not configured
Max Portal users: Not configured
Bas-ip: 4.4.4.1
User detection: Not configured
Action for server detection:
Server type Server name Action
Layer3 source network:

IP address Mask

Destination authenticate subnet:
IP address Mask
IPv6:
Portal status: Disabled
Portal authentication method: Disabled
Portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth policy: Not configured
User-dhcp-only: Disabled
Pre-auth IP pool: Not configured
Max Portal users: Not configured
Bas-ipv6: Not configured
User detection: Not configured
Action for server detection:
Server type Server name Action
Layer3 source network:

IP address Prefix length

Destination authenticate subnet:

IP address Prefix length

# H P User1 iliid Portal IAE 2/, 1XAEV A Portal Web iz 25-#% 1 Web WA IEE T,



[E4-3 IPv4 Portal Web INEETIREE

PISHENTAIE RSt

BrRE
=i

oS

# F - User1 i N /7 4 User1 %45 pass, 1@id IPv4 Portal IAE, &3, BT LAV; in) BB
e

[E4-4 |Pv4 Portal P& FEHRII~EE

RN A RS

AP#H: Userl
EARE:
2 A RHC:
KPR
IP3thiit

# Portal 1 FHMEEN 5, AlEHAT LT Eonir 2 &% Router FAE R Portal 726 & E..

[Router] display portal user interface GigabitEthernet3/1/2
Total portal users: 1
Username: Userl
Portal server: newpt
State: Online
VPN instance: N/A
MAC IP VLAN Interface
0015-e%a6-7cfe 1.1.1.3 -= GigabitEthernet3/1/2
Authorization information:
DHCP IP pool: N/A
User profile: N/A

Session group profile: N/A



ACL number: N/A
Inbound CAR: N/A
Outbound CAR: N/A
Inbound priority: N/A
Outbound priority: N/A

4.6 BEENH

#
dhcp enable
dhcp server forbidden-ip 1.1.1.2
#
dhcp server ip-pool 1
gateway-list 1.1.1.1
network 1.1.1.0 mask 255.255.255.0
dns-1list 8.8.8.8
#
interface GigabitEthernet3/1/2
port link-mode route
ip address 1.1.1.1 255.255.255.0
portal enable method direct
portal apply Web-server newpt
portal bas-ip 4.4.4.1
#
radius scheme rsl
primary authentication 4.4.4.2
primary accounting 4.4.4.2
key authentication simple 123456
key accounting simple 123456
user-name-format without-domain
#
domain name dml
authentication portal radius-scheme rsl
authorization portal radius-scheme rsl
accounting portal radius-scheme rsl
#
domain default enable dml
#
portal server newpt
ip 4.4.4.2 key simple 123456
port 50100
#
portal Web-server newpt
url http://2.2.2.2/index 9.html
#



5 IPv4 IPOE Web A IEEE B 2445

KRB E— ARV AUEZAG], LA Tk H P #5348 F IPv4 IPoE Web Ak,
5.1 AMEk

W 5-1 Fizn: Device NIEZER— & BRAS Wi, N AL IPOE 2 NRSS . ZE3K:

e  DHCP Client &1 — 2 /45 UL IPoE 77 :{## A 5| BRAS 5 N B

e BRAS AW &{EN DHCP H4k )iz DHCP IR 55 #% Hiif 1P Hiudik .

. — G223 7 H3C IMC IR 2% 25 5] I & #H RADIUS IR 45 %% . Portal iAE IR 25 %8 #1 Portal Web
R 4545 (R Bt o

o  FTPserver &— & NMARSH, RAEZIHATLAVIR, 24T

e IPoE Web A\ i f5 fRiE SMbps.

[E5-1 IPoE Xtk H F&i@ Web IAERC B4 M [E

DHCP server

4.4.4.3/24
BRAS
GE3/1/1
GE3/1/2 sl 4.4.4.2/24
N ROUTER
Host L2 Switch Device ETP server
DHCP client (DHCP relay) 4.4.4.1/24

9

RADIUS server
Portal server
4.4.4.5/24

5.2 BgE B

N T RAIEF PR 98 R, AR A User Profile 3E47 33 R 421 o

IPOE Web Y IERTIRH it &, X4 HTTP. HTTPS A 1P ) ¢ 43 A8t A [H (1 pA %1 3% . IPoE

Web IAIEHFEFXS Fi%k CPU B, BLE W F =M ARAT N4 R A3

o Ui/RILEL HTTP [FI; User Group N ETIEAR I H, XF M. i T N redirect http-to-cpu.

o i BILAL HTTPS [Aif User Group ARTIEFRICH], XM AT N redirect
https-to-cpu.

o Ui/rRULAED IP [FK User Group NRTIEARICH], XTRAIAT A deny.



5.3 BLE RS

AWCHE 1 DHCP Server & FHS & AT, S2Br R 23S H % 1711 DHCP IR 4545

BRABOLT, REEXN HTTPS R SCHAT H @ M A EBAT iR 15 . #2281 http-redirect
https-port T KL E X HTTPS 5 SC#k47 H 7€ A Mt Wr i 15, I HLC & A0t Wy i AN 22 R
LA i R

2 BRAS 2 NI T4, DHCP Hr 4k 75 A5 iy rh 4k Y - ok e T, 5 A7 A1 0 B T, WU 2% 7] DHCP
k%5 %% /< i% Release # 3L, i 1 DHCP JIR 55 s B Uiz ik AL 24 X gl 75 2 /E DHCP H 4k |1 /] dhep
relay client-information record @45 DHCP 14k F itk R sk fe .
ABEBEHEHBIRERA B, GXRRERIEMTEHENA, EHSN 14 %K.

5.4 BCEZE
5.4.1 BCE IP bt & R

HEIG R 51 OE R HE 1 1P Hudk, JFR R BRAS BEA% A4 0 55 4 2 1 B phy AT ik, LA B A
5.4.2 1% & DNS fR%5=5

THIERE DNS fssas, LAEARSS 28 0] LIRSS IPOE XUHRH /e 2R P U285, f@thit Hi Web
PIE T http://www.h3c.web.com X} B[] IPv4 URL Hihikak IPv6 URL Hidik. DNS AR 45 88 HAK I E
Ul

5.4.3 Bt E DHCP R% %

1. it & DHCPV4 Hiiikith
# J1 5 DHCP % .

<DHCP> system-view
[DHCP] dhcp enable

# QR4 FRA poolt ff) DHCPv4 kit 1 N H AR .
[DHCP] dhcp server ip-pool pooll

# e B VAN A S BC ) 1P Huhik i B 192.168.0.0/24 .
[DHCP-dhcp-pool-pooll] network 192.168.0.0 24

# BCE v P 3 ) I ek y 192.168.0.1.
[DHCP-dhcp-pool-pooll] gateway-list 192.168.0.1
# 14 192.168.0.1 & B 4k 1Lk

[DHCP-dhcp-pool-pooll] forbidden-ip 192.168.0.1

[DHCP-dhcp-pool-pooll] quit

# OB ACE SRS L, K H IR 192.168.0.0 LK) DHCPVA N1 SCH T — B4R i h %4
DHCPv4 % i o 2% (142 1 IPv4 Hidik 4.4.4.2.

[DHCP] ip route-static 192.168.0.0 24 4.4.4.2
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T & A IMC (JR & % iIMC PLAT 7.3 (EO705P02) ) # 1), #.% RADIUS IR 4Bt A ABLE . 1 F

IMC #a A B B 7T R A PR R, BARBL B 5 VASE IR A BT R A6 IMC IR R FMA A, ATELE
1A,

(1) FEBEARS
BN IMC &, ®8 CH TR, B SR R [N SR B N %
BN ATLE ) SRR, NN ARSI, 8% 00 fd <G>, N 5-2
JIT R S8 0 N8 % LT
o HINILZEEHN: radius.
o FHARABRAEIE .

[&]5-2 HEmENEE

Tk BP > BAEEEE » BAREEE » BAEERE » BNEARE

IN
TAERD * 1812 TR * 1813
BRATU TERESER - Rl 2ie) LANZE S -
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FEITFEEHOCR.

HH0EER.

FEZ U P i & BI3R T J5 ae< T 20N>, #E 40 5-3 Fron T A i stk 4.4.4.2 3
H<ffiiE>.
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&

(2) I
B SR R (NSRS B AN R SR, B NIRRT R U, R U
BTN YRA, BN E 5-4 Fros BN A\ SR T .
o HINBEANTKMSA N: student.
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E5-4 HEMENKEE

IR > SAEEEE > EAFETE > BIEASE

ExER
BNREER * student
WE5E + 48
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EARTER % = ST * =
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T User Profile THEVSIEH
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E5-5 #EMmENRS
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[E5-7 #EIMENR R

B Br > 2ARR > EARS @
EAES [=]
e 1PoE_Web001
KEE * userl
mEeEe SHEBYODER MACHELAERER =name fE RS
FEEY ] seesas EREEEA ¢
P = EEEPEESHRE TABT A
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ShTEE G EnER 1
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5.4.5 F2E Portal fRE2E

Z i
T & A IMC (iR A% iIMC PLAT 7.3 (E0705P02) ) 1], #L8A Portal IR £ t9 X K& E . 7R iMC
FRARBLE TR A PTARR], BARELE 35 VAS PRI A BT R R A8 IMC IR 4B F M 4 &, AT B E 4

(1) P& Portal £,
B SR A ) [N RS B /Portal IR 55 BRI S5 AR B B ) ST, 3k N IR 5% A TC B LT

BoE Portal 101, RAIGVEBCEA, JfPdr<fE > e iaRet, W& 5-8 r.
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[&]5-8 Portal fREZEEHCE U@

AreE 2 sPorta BEETE > RESRSD @
BARRER
pEEE
EHER
EHEE
ST Es -
AREARS
P Portal Server
e ECEREHTRE) ¢ 4 ® OB ) * 20 @
EEEAEE AFBLERR () ¢ 5 ® \BaEiE:

Portal Web

PR @) ¢ 15 @] IR @
2 - ERET 2 -

HITPOBLREETA FE v HTTPSUHRERTAT FRE A

http://4.4.4.5:8080/portal/
https://4.4.4.5:8443/portal/
http;//[4:51:8080/portal/

Portal =R httpsy//[4-51:8443 /portal/

(2) BCE Portal VIERHuhEZH Y6
BT SRR ) [ RN SRS T /Portal AR 25 B F/P Mk ZH G B ] ST, HEAIP bk A E
U], TEZOUH PR <3 n>ded], SEN “HEn P shhkHECE ” TSN 1Pv4 dhhkgH, o
&1 5-9 fo.
o HiN IP 4N “IPoE_Web User” ;
o HIACUHHEEY “192.168.0.17, & ibHibly “192.168.0.255”7. T ML IP Huhkoh 4l
EAEZ P M hEZHYE A
o HARRHGRANCE
o FR <M E> 1A T8 R .
[E5-9 t#&n IP #hltARCETImE (IPv4)

-

AFER = EEFR > BAEREE > PortalBSEE > PHEIHERE > 1SinPisiHe
1B
&= rEpnIPHHEA
o FERE >
RArFEmEE IPithEaE * IPoE_Web_User
8 eSS IPv6 * = -
%, SARF Saeimt + 192.168.0.1
3§ wEmaEE _
1 £21HihhE 192.168.0.255
ENAREE , _
AssHE =9 -
HEEE
E I =iE -
EAEEEE 5

(3) i Portal 2 A #4135 B
B SR R (3 N SRNE B B /Portal ARSI AL E ) SRR, BN “RATE” T,
FEZ U et <BE N> 4240, HEN BN (E 2 T, Wil 5-10 iR
o FINWHLN “NAS”;
15



(4)
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o HESERHBEE, FHod<ifie>al e i,
[&]5-12 #EmimOBEREER®E (IPv4)

AreE . * BEAF > BASESEE > PorlRSER > BERS > ROAFSES > BinsOEFEE @=eh
BNAFER > Ehm
EE wEE group| BES ¢ Pl -
HREE _
Fr&in * 0 #Z1HR0 * 722777
IS IN=FA =
HpscE * HTTP - HEAE * S -
EAERER
EENAT * & - TEIREE = .
T A MBS * PAPIAE - PipHE * IPoE_Web_User -
o, =
% RNBSEE UBtERR(E) * 0 LHLER () * 1]
B SASREE 4 o
S wOEEE
V BARHER
FEREABAE FEE v EFRDEE & -
b BNEEEE
palictisae=s - EREAERE v
» LDAPIEER

» PortalREER

vl stEE v WE

5.4.6 BZE BRAS

1. Bt & DHCP dhik
# 4 JR 75 DHCP.

[BRAS] dhcp enable

# i 1l DHCP H 4k (¥ ] P s i R e SR DI g »

[BRAS] dhcp relay client-information record

# X1 DHCP w2k 3l Fl 7 ik 2 350 I Jll B h g -

[BRAS] undo dhcp relay client-information refresh enable

# G 4k bbbt poolt, #8 € VLAC 1ZH ke 1) DHCPV4 % 7 b BT 76 1) W Be bk, 4 e h Ak bk
TR DHCP e 45 s bk o

[BRAS] dhcp server ip-pool pooll

[BRAS-dhcp-pool-pooll] gateway-list 192.168.0.1 export-route

[

BRAS-dhcp-pool-pooll] remote-server 4.4.4.3
[BRAS-dhcp-pool-pooll] quit

# BB TAEAE DHCPV4 gk i .

[BRAS] interface gigabitethernet 3/1/2
[BRAS-GigabitEthernet3/1/2] dhcp select relay proxy

# BCE DT Mg

[BRAS-GigabitEthernet3/1/2] dhcp flood-protection enable
2. Bt & Portal I\IEAR S5 55

# L& |Pv4 Portal iAEARSS 8% : 8RN newpt1, P il N 4.4.4.5, %5983 123456,

[BRAS] portal server newptl
[BRAS-portal-server-newptl] ip 4.4.4.5 key simple 123456
[BRAS-portal-server-newptl] quit
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3. Bt & HTTPS BIAERMuffis O
#ECE HTTPS B9 S Vs 1, i AN B ER O i 1 pp 2 BT

[BRAS] http-redirect https-port 11111

4. QAN A FE
# GUENIERTIEN 4L, AR08 Web.

[BRAS] user-group Web

New user group added.
[BRAS-ugroup-Web] quit

# QA P, AR student.
[BRAS] user-group student

New user group added.

[BRAS-ugroup-student] quit

5. Bt & QoS
(1) FEEMTIERTEHA P ACL H

# A% IPv4 =20 ACL Web_permit U4 T VLEZA 744 Web =~ 1) H (sl Portal IR 55 4%
Huhk R

[BRAS] acl advanced name Web permit

[BRAS-acl-ipv4-adv-Web permit] rule 0 permit ip destination 4.4.4.5 0 user-group Web
[BRAS-acl-ipv4-adv-Web permit] quit

# Q% IPv4 =2¢ ACL neiwang B4R : UCHCHH ;20 student A1 A P () B 13k P 99 il 55 4
HERIHRC

[BRAS] acl advanced name neiwang

[BRAS-acl-ipv4-adv-neiwang] rule 0 permit ip destination 4.4.4.1 0 user—-group student
[BRAS-acl-ipv4-adv-neiwang] quit

# Q% IPv4 52 ACL Web_http #LIU4n R« PLALH 20 Web = H 7 (19 H 35 124 80 (1) TCP i S (R
HTTP i 32).

[BRAS] acl advanced name Web http

[BRAS-acl-ipv4-adv-Web http] rule 0 permit tcp destination-port eg www user-group Web
[BRAS-acl-ipv4-adv-Web http] quit

# Q1 IPv4 =20 ACL Web_https R AT VLECH 7 245 Web = I 7 (4 H i3 1 D 443 1) TCP
SC(ED HTTPS 30).

[BRAS] acl advanced name Web https

[BRAS-acl-ipv4-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv4-adv-Web https] quit

# QI IPv4 =20 ACL ip MM n . ULECH 7 44 Web w7 1P 43

[BRAS] acl advanced name ip

[BRAS-acl-ipv4-adv-ip] rule 0 permit ip user-group Web

[BRAS-acl-ipv4-adv-ip] quit

# Q% IPv4 5 2% ACL neiwang_out B~ VLECH 2 student Hrijgstuhit oy AR 4545 1P Mtk
IR

[BRAS] acl advanced name neiwang out

[BRAS-acl-ipv4-adv-neiwang out] rule 0 permit ip source 4.4.4.1 0 user-group student

[BRAS-acl-ipv4-adv-neiwang out] quit
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# QU IPv4 =2t ACL Web_out BN 41 : VLECH 7 41 Web rhilittidity Portal iR 55 4% IP #ihik 4R

io

[BRAS]

acl advanced name Web out

[BRAS-acl-ipv4-adv-Web out] rule 0 permit ip source 4.4.4.5 0 user-group Web

[BRAS-acl-ipv4-adv-Web out] quit
(2) BCEH T IERTER P2k
# ML E 2K Web_permit, UCHC ACL Web_permit.

[BRAS]

traffic classifier Web permit operator or

[BRAS-classifier-Web permit] if-match acl name Web permit

[BRAS-classifier-Web permit] quit

# BLE 2% neiwang, ULEC ACL neiwang.

[BRAS]

traffic classifier neiwang operator or

[BRAS-classifier-neiwang] if-match acl name neiwang

[BRAS-classifier-neiwang] quit

# fic & 2% Web_http, UCEC ACL Web_http.

[BRAS]

traffic classifier Web http operator or

[BRAS-classifier-Web http] if-match acl name Web http

[BRAS-classifier-Web http] quit

# I E 25 Web_https, UCHC ACL Web_https.

[BRAS]

traffic classifier Web https operator or

[BRAS-classifier-Web https] if-match acl name Web https

[BRAS-classifier-Web https] quit

# i B 2% Web_deny, VLAt ACL ip.

[BRAS]

traffic classifier Web deny operator or

[BRAS-classifier-Web deny] if-match acl name ip

[BRAS-classifier-Web deny] quit

# I 2% neiwang_out, ULAC ACL neiwang_out.

[BRAS]

traffic classifier neiwang out operator or

[BRAS-classifier-neiwang out] if-match acl name neiwang out

[BRAS-classifier-neiwang out] quit

# BL B 2% Web_out, ULF¢ ACL Web_out.

[BRAS]

traffic classifier Web out operator or

[BRAS-classifier-Web out] if-match acl name Web out

[BRAS-classifier-Web out] quit
(3) MEWTN
# MCE AT N Web_permit, SuVFH 41 Web 71 H 7 1 H Bty Portal Jlg 2548 1P ik ik SO

ﬁo

[BRAS]

traffic behavior Web permit

[BRAS-behavior-Web permit] filter permit

[BRAS-behavior-Web permit] free account

[BRAS-behavior-Web permit] quit

# BCE AT N neiwang, FoVFH P41 Web o1 H 11 B stk 8 AR 525 1P ik i cscid i

[BRAS]

traffic behavior neiwang

[BRAS-behavior-neiwang] filter permit

[BRAS-behavior-neiwang] quit

19



# ICE ATy Web_http, Xf I 24 Web w1 i H I 104 80 ) TCP 4R (B HTTP i 30) #E
7] £ CPU.

[BRAS] traffic behavior Web http

[BRAS-behavior-Web http] redirect http-to-cpu

[BRAS-behavior-Web http] quit

# ML E AT N Web_https, X141 Web m T 19 H 35 04 443 (1) TCP #iSC(E) HTTPS $i30)
HE [ ] CPU.

[BRAS] traffic behavior Web https

[BRAS-behavior-Web https] redirect https-to-cpu

[BRAS-behavior-Web https] quit

# ML E AT N Web_deny, 22 1EF 740 Web FHF P IFT A IP i .

[BRAS] traffic behavior Web deny

[BRAS-behavior-Web deny] filter deny

[BRAS-behavior-Web deny] free account

[BRAS-behavior-Web deny] quit

# Bic B AT N neiwang_out, oS4 Web HiEistiil Ay i I AR 25 2% 1P bk 3R SCid@ i .
[BRAS] traffic behavior neiwang out

[BRAS-behavior-neiwang out] filter permit

[BRAS-behavior-neiwang out] quit

# ML ERAT AN Web_out, FuvFH 4 Web ity Portal Al 554% 1P iudil 4R S0idE i
[BRAS] traffic behavior Web out

[BRAS-behavior-Web out] filter permit

[BRAS-behavior-Web out] free account

[BRAS-behavior-Web out] quit

(4) M E QoS g

# M E 7 H) QoS g Web

[BRAS] gos policy Web

# NIARE X S ITRAT Y, RN T F - 4 Web HRIAT

FOVF H B HLhE Y Portal il 5% #5 M1 IR 55 4% 1P Uk 4 SO

X H s 28 80 (HTTP #30) #1443 (HTTPS #ik30) B SCH % W] 2] CPU;
Br LRk SChh, HARiorAt ki

BRAS-gospolicy-Web] classifier Web permit behavior Web permit
BRAS-gospolicy-Web] classifier neiwang behavior neiwang

[

[

[BRAS-gospolicy-Web] classifier Web http behavior Web http
[BRAS-gospolicy-Web] classifier Web https behavior Web https
[

BRAS-gospolicy-Web] classifier Web deny behavior Web deny

]
[BRAS-gospolicy-Web] quit

# ML B 77 17 QoS i out

[BRAS] gos policy out

# AR BIIRAT 2, By SR 4 Web Hhrithtik Sy Portal AR 5548 R0 P X 2545 1P M
hEpRoCEN, HoRikoc AR IbE .

[BRAS-gospolicy-out] classifier neiwang out behavior neiwang out

[BRAS-gospolicy-out] classifier Web out behavior Web out

[BRAS-gospolicy-out] classifier Web deny behavior Web deny
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[BRAS-gospolicy-out] quit

(5) BN S
# XU PR R L QoS SR, HEEE 448 Web.
[BRAS] gos apply policy Web global inbound
# X EZH RN QoS HElg,  SRIK 44N out.
[BRAS] gos apply policy out global outbound
(6) AE ISR AL
# #H N J7 1 QoS HME HIRC B A5 B ASAT I ML
[BRAS] display gos policy global slot 3 inbound
Direction: Inbound
Policy: Web
Classifier: Web permit
Operator: OR
Rule (s)
If-match acl name Web permit
Behavior: Web permit
Filter enable: Permit
Free account enable
Classifier: neiwang
Operator: OR
Rule (s)
If-match acl name neiwang
Behavior: neiwang
Filter enable: permit
Classifier: Web http
Operator: OR
Rule (s)
If-match acl name Web_ http
Behavior: Web http
Redirecting:
Redirect http to CPU
Classifier: Web https
Operator: OR
Rule (s)
If-match acl name Web https
Behavior: Web https
Redirecting:
Redirect https to CPU
Classifier: Web deny
Operator: OR
Rule (s)
If-match acl name ip
Behavior: Web deny
Filter enable: Deny
Free account enable
# A 7717 QoS HMg HIKC B A5 B AISAT I ML

[BRAS] display gos policy global slot 3 outbound
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Direction: Outbound
Policy: out
Classifier: neiwang out
Operator: OR
Rule (s)
If-match acl name neiwang out
Behavior: neiwang out
Filter enable: permit
Classifier: Web out
Operator: OR
Rule (s)
If-match acl name Web out
Behavior: Web out
Filter enable: Permit
Free account enable
Classifier: Web deny
Operator: OR
Rule (s)
If-match acl name ip
Behavior: Web deny
Filter enable: Deny

Free account enable

6. it Z RADIUS 5 &
# BN Z N rs1 1 RADIUS 77 Rt N7 20 E .

[BRAS] radius scheme rsl

# Iic & RADIUS 77 E 19 FEVGEM 1 3 i 55 4% A @S % 9.
[BRAS-radius-rsl] primary authentication 4.4.4.5
[BRAS-radius-rsl] primary accounting 4.4.4.5
[BRAS-radius-rsl] key authentication simple radius

[BRAS-radius-rsl] key accounting simple radius

# ML B A% RADIUS e g5 a5 i 1 44 ANy ISP 1844 .

[BRAS-radius-rsl] user-name-format without-domain

[BRAS-radius-rsl] quit

# % & RADIUS DAE % Fuii i) IP Hitik 5y 4.4.4.5, 5 RADIUS DAE & /i 58 H. DAE i ST {5 A Y
FEE B NI radius, 75 EVE R AE P B SCR P17 E B

[BRAS] radius session-control enable

[BRAS] radius dynamic-author server

[BRAS-radius-da-server] client ip 4.4.4.5 key simple radius

[BRAS-radius-da-server] quit

7. BE & User Profile

# BCE AN car 1 User Profile xf B2 T AE A IR OSCEAT IR B IR . ROCIE WIS
5210kbps, 314 325625byte (% & it il 1L, 3 % /N T4 T 5210kbps I IE# 4%, KT 5210kbps
I, ROCHEFE.

[BRAS] user-profile car

[BRAS-user-profile-car] gos car inbound any cir 5210 cbs 325625

[BRAS-user-profile-car] gos car outbound any cir 5210 cbs 325625
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[BRAS-user-profile-car] quit

8. Bt EIAUERTIEA Web A
# e E IPoE F O ERT A FH A IE Ik

[BRAS] domain name dml

[BRAS-isp-dml] authentication ipoe none
[BRAS-isp-dml] authorization ipoe none

[BRAS-isp-dml] accounting ipoe none

# i B AT AU AT

[BRAS-isp-dml] authorization-attribute user-group Web
[BRAS-isp-dml] authorization-attribute ip-pool pooll
# Iic & Web I\IET{H URL.

[BRAS-isp-dml] Web-server url http://www.h3c.web.com
[BRAS-isp-dml] quit

# e & IPoE P 7£ Web WIERT BAE A (A UEIE .

[BRAS] domain name dm2

[BRAS-isp-dm2] authentication ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization ipoe radius-scheme rsl
[BRAS-isp-dm2] accounting ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization-attribute user-profile car

[BRAS-isp-dm2] quit
9. Bt E IPoE
# J1)5 IPoE Thfig, FHIELE —ZHABA.

[BRAS] interface gigabitethernet 3/1/2
[BRAS-GigabitEthernet3/1/2] ip subscriber 12-connected enable

# L E IPoE H K H Web AIIE 7.

[BRAS-GigabitEthernet3/1/2] ip subscriber authentication-method Web

The operation may cut all users on this interface. Continue?[Y/N]:y
# fic B Web YIERTIE Y dm1, Web PAFIN dm2.
[BRAS-GigabitEthernet3/1/2] ip subscriber pre-auth domain dml
[BRAS-GigabitEthernet3/1/2] ip subscriber Web-auth domain dm2
[BRAS-GigabitEthernet3/1/2] quit

5.4.7 W E

# H P NERT GRS 2 5, aTRME UL P EnmmAEE IPoE HELER, H, R
5117 1Pv4 Hiuht A 192.168.0.2. student 43 E2kfa, Toikviin 4.4.4.1 1) FTP k%45 .

[BRAS] display ip subscriber session verbose

Basic:
Description HE
Username : 001b21a80949
Domain : dml
VPN instance : N/A
IP address : 192.168.0.2
User address type : N/A
MAC address : 001b-21a28-0949
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Service-VLAN/Customer-VLAN : —/-

Access interface : GE3/1/2
User ID : 0x30000004
VPI/VCI (for ATM) : =/-

VSI Index I

VSI link ID H

VXLAN ID HE—
DNS servers : N/A
IPv6 DNS servers : N/A
DHCP lease : 86400 sec
DHCP remain lease : 86383 sec
DHCPv6 lease : N/A
DHCPv6 remain lease : N/A
Access time : May 27 00:48:51 2018
Online time (hh:mm:ss) : 00:00:19
Service node : Slot 3 CPU O
Authentication type : Web pre-auth
IPv4 access type : DHCP
IPv4 detect state : Detecting
State : Online

AAA:
ITA policy name : N/A
IP pool : pooll
IPv6 pool : N/A
IPv6 nd preifx pool : N/A
Primary DNS server : N/A
Secondary DNS server : N/A
Primary IPv6 DNS server : N/A
Secondary IPv6 DNS server : N/A
Session idle cut : N/A
Session duration : N/A, remaining: N/A
Traffic quota : N/A
Traffic remained : N/A
Acct start-fail action : Online
Acct update-fail action : Online
Acct quota-out action : Offline
Dual-stack accounting mode : Merge

Max IPv4 multicast addresses: 4

IPv4 multicast address list : N/A

Max IPv6 multicast addresses: 4

IPv6 multicast address list : N/A

Accounting start time : May 27 00:48:51 2018
Redirect URL : http://www.h3c.web.com

Subscriber ID I

QoS:
User profile : N/A
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Session group profile : N/A

User group ACL : Web (active)
Inbound CAR : N/A
Outbound CAR : N/A
Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink packets/bytes : 0/0
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

# H P UGERIEGAEE 2 5, Bk Web T, 414 8-16 Arzw.
[&]5-13 &3F Web I1H

::J SE3 nser1@dn2 [
KD e |
BB 5 2o [ =
L REES

| ks || T8 |

=eEE
A

# LEINUE GUI 0 T 7 44 R0 5 P i< B 2> M 30T Web AIE, FTRMERIBL R Eonin & BE
IPoE I/ fELAE R .

[BRAS] display ip subscriber session verbose

Basic:
Description HE
Username : userl@dm2
Domain : dm2
VPN instance : N/A
IP address : 192.168.0.2
User address type : N/A
MAC address : 001b-21a28-0949
Service-VLAN/Customer-VLAN : —/-
Access interface : GE3/1/2
User ID : 0x30000004
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VPI/VCI (for ATM) : =/=
VSI Index HE
VSI link ID H

VXLAN ID HE—

DNS servers : N/A

IPv6 DNS servers : N/A

DHCP lease : 86400 sec

DHCP remain lease : 86356 sec

DHCPv6 lease : N/A

DHCPv6 remain lease : N/A

Access time : May 27 00:48:51 2018

Online time (hh:mm:ss) : 00:00:04

Service node : Slot 3 CPU O

Authentication type : Web

IPv4 access type : DHCP

IPv4 detect state : Detecting

State : Online
AAA:

ITA policy name : N/A

IP pool : pooll

IPv6 pool : N/A

IPv6 nd preifx pool : N/A

Primary DNS server : N/A

Secondary DNS server : N/A

Primary IPv6 DNS server : N/A

Secondary IPv6 DNS server : N/A

Session idle cut : N/A

Session duration : 86400 sec, remaining: 86395 sec

Traffic quota : N/A

Traffic remained : N/A

Acct start-fail action : Online

Acct update-fail action : Online

Acct quota-out action : Offline

Dual-stack accounting mode : Merge

Max IPv4 multicast addresses: 4

IPv4 multicast address list : N/A

Max IPv6 multicast addresses: 4

IPv6 multicast address list : N/A

Accounting start time : May 27 00:49:32 2018

Subscriber ID I

QosS:
User profile : car (active)
Session group profile : N/A
User group ACL : student (active)
Inbound CAR : N/A
Outbound CAR : N/A
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Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink packets/bytes : 0/0
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

5.4.8 BLEXH

o DHCP Ji %5 #5

#

dhcp enable

#

dhcp server ip-pool pooll
gateway-list 192.168.0.1
network 192.168.0.0 mask 255.255.255.0
forbidden-ip 192.168.0.1

#

interface GigabitEthernet3/1/1
port link-mode route

ip address 4.4.4.3 255.255.255.0

#
ip route-static 192.168.0.0 24 4.4.4.2
#
. Router A (BRAS) :
#

dhcp enable
dhcp relay client-information record
undo dhcp relay client-information refresh enable
#
traffic classifier neiwang operator or
if-match acl name neiwang
#
traffic classifier neiwang out operator or
if-match acl name neiwang out
#
traffic classifier Web deny operator or
if-match acl name ip
#
traffic classifier Web http operator or
if-match acl name Web http
#
traffic classifier Web https operator or
if-match acl name Web https
#

traffic classifier Web out operator or
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if-match acl name Web out
#
traffic classifier Web permit operator or
if-match acl name Web permit
#
traffic behavior neiwang
filter permit
#
traffic behavior neiwang out
filter permit
#
traffic behavior Web deny
filter deny
free account
#
traffic behavior Web http
redirect http-to-cpu
#
traffic behavior Web https
redirect https-to-cpu
#
traffic behavior Web out
filter permit
free account
#
traffic behavior Web permit
filter permit
free account
#
gos policy out
classifier Web out behavior Web out
classifier neiwang out behavior neiwang out
classifier Web deny behavior Web deny
#
gos policy Web
classifier Web permit behavior Web permit
classifier neiwang behavior neiwang
classifier Web http behavior Web http
classifier Web https behavior Web https
classifier Web deny behavior Web_deny
#
interface GigabitEthernet3/1/1
ip address 4.4.4.2 255.255.255.0
#
interface GigabitEthernet3/1/2
port link-mode route
dhcp select relay proxy
dhcp flood-protection enable
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ip subscriber 12-connected enable

ip subscriber authentication-method Web

ip subscriber pre-auth domain dml

ip subscriber Web-auth domain dm2

#

gos apply policy Web global inbound

gos apply policy out global outbound

#
dhcp server ip-pool pooll

gateway-list 192.168.0.1 export-route

remote-server 4.4.4.3

#

acl advanced name ip

rule 0 permit ip user-group Web

#

acl advanced name neiwang

rule 0 permit ip destination 4.4.4.1 0 user-group student
#

acl advanced name neiwang out

rule 0 permit ip source 4.4.4.1 0 user-group student

#

acl advanced name Web http

rule 0 permit tcp destination-port eq www user-group Web
#
acl advanced name Web https

rule 0 permit tcp destination-port eqg 443 user-group Web
#
acl advanced name Web out

rule 0 permit ip source 4.4.4.5 0 user-group Web
#
acl advanced name Web permit

rule 0 permit ip destination 4.4.4.5 0 user-group Web
#
user-profile car

gos car inbound any cir 5210 cbs 325625 ebs 0

gos car outbound any cir 5210 cbs 325625 ebs 0
#
radius scheme rsl

primary authentication 4.4.4.5

primary accounting 4.4.4.5

key authentication cipher $c$3$FhQVcgn3kqglexL0CdTzatcgc9xkFIvL3Z0Ow==
key accounting cipher $c$3$ntIHBRM4ZkG+2JRZQTAKmN10kYJImhZz5Z2g==
user-name-format without-domain
#
radius dynamic-author server

client ip 4.4.4.5 key cipher $c$3$1YC2ERe8ts2gtE6M2xfoDDB8NmMGw6J9v/Q==
#

domain name dml
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authorization-attribute user-group Web
authorization-attribute ip-pool pooll
authentication ipoe none
authorization ipoe none
accounting ipoe none
Web-server url http://www.h3c.web.com
#
domain name dm2
authorization-attribute user-profile car
authentication ipoe radius-scheme rsl
authorization ipoe radius-scheme rsl
accounting ipoe radius-scheme rsl
#
user-group Web
#
user-group student
#
portal server newptl
ip 4.4.4.5 key cipher $c$3$UnoFeLybwld9jDwLnHJQptDET7YZry2EViw==
#
http-redirect https-port 11111

O 1PoE Web S A MAC Tk A iERE B 241 (1Pv6 ik
EFR)

FEMZ& 1A 1PV HER I RE T, T — BN TR, SR 2% BRI A AT SCRR IPVB, TR AR 2 LA

IPv4/IPV6 XU ARIE 1T o
ARBEBREIR XS 1Pv6 i I LLEHI ) 5, #RE I HA IPvA EHIIGIE, 1Pve AAGIE, EAEH
25 B

6.1 AMEEK

W 6-1 fii7n: Device AFRZER—G BRAS 4%, N¥ALH FRHE IPOE B2 N4 . ZK:

e DHCP Client &1 )2/ % L IPoE J7 3 A 51| BRAS $32 \ # 4%

e BRAS AWK AEN DHCP rhékn)itin DHCP JIR45+#% Hii IP Hudik.

o H—H%dE T H3C IMC IR 55 2% [H i 7&K $H Portal IAIEfR %525 F1 Portal Web A% 55 85 (1 HR 51

o H—G3CKE MAC 46 5E ThRER) RADIUS il %5 25 [FI B AR FH VG . BB T 2% R 5545 LA & MAC 46
5E IR 55 A5 R 57

o FTPserver&—& WML %5

e IPoE Web A\ i i 5 fiRiE SMbps.

30



[El6-1 IPoE W% A MAC Fo B EMIAIERR Z 40 W [

DHCP server
4.4.4.3/24
4::3/64

RADIUS server
4.4.4.1/24
4::1/64

BRAS GE3/1/1

4.4.4.2/24
(_§_) GE3/1/2 4yl 4::2/64
SWI)CN =S

Portal server

cees

Host L2 Switch Device 4445124
DHCP client (DHCP relay) 4::5/24
FTP server
4.4.4.6/24
4::6/24

6.2 fic & B

T ERUEF P A e 75 3K, Alid g 524X User Profile iE47 s 2 4251l o

IPOE Web AERTIEH (it &, X4 HTTP. HTTPS A1 IP 230 43 HiE AR ) A% 1% . IPoE

Web WAIEHERXT ik CPU (i, BUE W T =MSEARAT N R

o V/rRULEC HTTP [EI User Group N ETIEFRICHT, X RI[4T N redirect http-to-cpu.

o APRILEE HTTPS A} User Group NETIEARICH, XM AT N redirect
https-to-cpu.

o VArRULAC IP [EIF User Group N ETIEARICHT, XN KRAT A redirect cpu.

2 BRAS # AN P NERIN, DHCP Hh 4k 75 25 1) v 4k FH P ik 300, 5 A7 AE 6 BRI, 1] 2% 7] DHCP

Jik 55 %5 /1% Release # 3, i 51 DHCP Ik 55 28 B Uit ik AL 2 o 1X it 75 22 4F DHCP 14k F 1§ dhep

relay client-information record 74 Jf/5 DHCP 4k P iR Iiid sk U fe .

6.3 BiEFE=EIN

AR E 1 DHCP Server J& & #EA TR, SBR B #1711 DHCP 4545 -

SRAETH T, KRECEX HTTPS #OCHAT H € W i N T e 15 . 752581 http-redirect
https-port i & HKACE X HTTPS G T 5 [l it Wi 1145, 5 ELEC B 00T W o 1 AN 2R
A Uiy 5

AHCE # ) NDRA 77 N 43 it IPv6 ik, {H IPv6 ML &S AMEOAIE, BT A 2% .
AREHHHBIRERGEYE, XA BENIEHNE, S0 14 5.

6.4 ILESLE

6.4.1 F2E IP #ulit & B
Fe R 6-1 OB B2 11 P ok, JEHA{R BRAS B4 HI 5% IR 2% 58 2 8] 8% b Al 3k, ELAACHE B 5k Fms
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6.4.2 % E DNS fR5535
TEIER % B DNS IR% 8%, LAMEIRSS 257 LR TS IPoE XUERF P o B 2RISRk 252, @ dT i Web
PAIE LT http://www.h3c.web.com % 5[] IPv4 URL #bik 8% IPv6 URL #idik. DNS iR %5 %8 B Ak B

6.4.3 FLE DHCP IR

1. Bc & DHCPv4 Haditith
# JFJ5 DHCP fiR%5 -

<DHCP> system-view
[DHCP] dhcp enable

# QU4 FRN poolt ff) DHCPv4 kit 1 N H AR .
[DHCP] dhcp server ip-pool pooll

# e B H Mt Sh 25 2 BB 1P Hudik X Bt 192.168.0.0/24.

[DHCP-dhcp-pool-pooll] network 192.168.0.0 24

# WCE v P e B R Se ik oy 192.168.0.1.

[DHCP-dhcp-pool-pooll] gateway-list 192.168.0.1
# 4 192.168.0.1 ¥ & NZE LMk,

[DHCP-dhcp-pool-pooll] forbidden-ip 192.168.0.1
[DHCP-dhcp-pool-pooll] quit

# OB E RS, K H R 192.168.0.0 B DHCPv4 RS T — Bkt & e

DHCPv4 & F i 48 1132 1 1Pv4 itk 4.4.4.2,
[DHCP] ip route-static 192.168.0.0 24 4.4.4.2

6.4.4 BE RADIUS BR55e2

Xt RADIUS 55 %% - AAA I MAC 48 Elic B, HARTE 25 L RADIUS server R & i iH 5.
6.4.5 B¢ E Portal BR% 82

Z i

T @ vl iMC (iR & % iMC PLAT 7.3 (E0705P02) ) 41, #.% Portal IR -2 49 A KBe & . R iIMC
MRABLE TR A BT AN, BARBL E 35 AR FRIR B B h AR 69 IMC IR 435 M 4 4, AL B A

(1) HACE Portal 71,
B SR A ) [ N RS B /Portal IR S5 BRI A5 AR IO B ) SRR, N R 2% T L DT
fic & Portal 1201, RAHGRETECERIT], JFRdr<tie>4Z e iidilE, Wk 6-2 fis.
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[&6-2 Portal RS EEHEE TTE

AreE 2 sPorta BEETE > RESRSD @
BARRER
pEEE
EHER
EHEE
ST Es -
AREARS
P Portal Server
e ECEREHTRE) ¢ 4 ® OB ) * 20 @
EEEAEE AFBLERR () ¢ 5 ® \BaEiE:

Portal Web

PR @) ¢ 15 @] IR @
2 - ERET 2 -

HITPOBLREETA FE v HTTPSUHRERTAT FRE A

http://4.4.4.5:8080/portal/
https://4.4.4.5:8443/portal/
http;//[4:51:8080/portal/

Portal =R httpsy//[4-51:8443 /portal/

(2) BLE Portal PIE ) HibEZH G
B SR R ) [ SRS T /Portal AR 45 ERIP Mokt ZH G ) SE R, HENCIP bk 41 E
DU, R < >4, g “H9hn 1P dhhkHACE ” vim, W& 6-3 v
o HiN IPHuhtZH 4N “IPoE_Web_User” ;
o HANRIEHNENY “192.168.0.17, LMkl “192.168.0.2557. T EHL IP Huhk b2ty
EAEZ P k2 LA
o HAthRHERAEEE
o HT<fE> 1 e ARAE .
[£l6-3 &N IP Hhlit¢A R & TimE

-

RFER T EZAPF > 20 EREEE > PoralRBSERE - IPHEIHARE > BiNPiEhHE
IEhAR
&= S ANIPHEAHE
o FTEAIF >
FAFEmEE IPifihE s * IPoE_Web_User
& FAFHERE IPv6 * = -
%, SRR sttt + 192.1680.1
& HEEFEEE L
3 21t + 192.168.0.255
BARFEE ,
WESE FoE -
HEEE
s Ejt] -
BiREE
BAEEEE b

(3) i Portal 2 A #4135 B

B AU PR (BRSNS B /Portal ik 55 B A IO B ) SR, HEN “i & BCE” T,
FEZ U h Bl <>, HEN RIS R i, A 6-4 Fos.
o HIANBEYLN “NAS”;
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o MNP Ml “4.4.4.27, %Ml Portal 4650 B 1 GigabitEthernet3/1/1 (1) IP Hukit;
o MINEHIN “123456”

o EFMAMTT AN “HIE”;

o HESHCRMBEE, Hod<iie>izH 5 iRk .

E6-4 #EMERESEERA

AFER IZBF > EAFEEE > Portadl BEEE > #2EE > BINEEREE [QF:4:]
& 150 IBINAEES
fah FrE e > o
. mEER
AFHmIES
EEE NAS Ay + FévE -
& AFILERE
kR * Portal 2.0 - Pt * 4442
&, SIAF
R0+ 2000 FibChallenge * £ -
& wemEEE
WIFEEIRET 0 THERRE 1
BAAFEE
STERREOEE * &l - STEERFLEE * El -
HEER
TH | eesees BAZHE* | eenee
HnER
ARIATL * =i -
AFgEARE
EEER
EANFEEE >
EISER > E

(4) B E i OHER
WP 6-5 Frzilk [8] [ 32\ SRIE R /Portal A 4588 B/ A i B ] SR T, Fa ol <o 1 25 RS >
A, N U AEERE” T .
E6-5 wFIEETIFR

B5 ER > BASRSEE > Portal REEE > REERE HHNEE @

BEEEER

BEs || = -

e - e -

gEs ¢ heE ¢ dSEarA ¢ IPHthE IPveitht B AR ¢ TEER e

NAS-2 Portal 3.0  F44E 192::1 FFE&E =BG
NAS Portal 20  F54E 192.168.0.1 FF& E Egl]
SESITE, SMEl 2, S V1A « < > » 5o [

7E “uty (5 BECE” VU <>, BN <8 hneg D458 vim, & 6-6 B

TNo

o A% N “group” ;

o IEFEIP HihEA N “IPoE_Web_User”, 42 NWZ& 8 1) 1P Huhk 24 250 T Brik i 1P
Hu k4
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o HEBHCRMIGEE, I di<ife >l 7e it
[El6-6 #EnimOAfE BECERE

AreE . * BEAF > BASESEE > PorlRSER > BERS > ROAFSES > BinsOEFEE @=eh
BNAFER > EmsEER
HEER
WS group| BNES * Fhsiem -
ERER B
Fr&in * 0 #Z1HR0 * 722777
IS IN=FA
HRER - HTTP v TRESAE & -
EAERER
EENAT * & - TEIREE = .
AT
T A MBS * PAPYAIE - PipHE * IPoE_Web_User -
o, =
% RNBSEE KBRS ) * 0 OHEER (3 4) * 0
B SASREE B -
S wOEEE
V BARHER
FEREABAE FEE v EFRDEE & -
b BNEEEE
palictisae=s - EREAERE v
» LDAPIEER

» PortalREER

» A RS i

# e B SRR R (RIS E NS S B RS E T LA SR, el b
Portal W\ IEAR 55 #3 FC B A2

6.4.6 ALE BRAS

1. Bic & DHCP dh4
# 4 JsJF J5 DHCP.

[BRAS] dhcp enable

# Jii Fil DHCP th 4k (i A1 /- kR T 5 T e -

[BRAS] dhcp relay client-information record

# <M DHCP 4kl Fl - Huhik 3 T00E I BT 2 RE -

[BRAS] undo dhcp relay client-information refresh enable

# g kit poolt, fi& g VLG 1kt ) DHCPVA & 5 i BT 7 (1) X Btk , - 4 e 4k ik
Xt B ) DHCP R 45w thhik o

[BRAS] dhcp server ip-pool pooll

[BRAS-dhcp-pool-pooll] gateway-list 192.168.0.1 export-route
[BRAS-dhcp-pool-pooll] remote-server 4.4.4.3

[BRAS-dhcp-pool-pooll] quit

# LB #2 0 TAEE DHCPv4 Hgi i

[BRAS] interface gigabitethernet 3/1/2

[BRAS-GigabitEthernet3/1/2] dhcp select relay proxy
[BRAS-GigabitEthernet3/1/2] dhcp flood-protection enable

# W B8 i I HEE o B ik Th RE .

[BRAS-GigabitEthernet3/1/2] dhcp session-mismatch action fast-renew
# ML IPv6 Hitik.

[BRAS-GigabitEthernet3/1/2] ipv6 address 192::1 64

# HOH B R AT RA T S0

[BRAS-GigabitEthernet3/1/2] undo ipv6 nd ra halt
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2. B2 & Portal INTERR S 22
# lic ® IPv4 Portal NIERSS 88 &N newpt1, IP ikl 4.4.4.5, 2491 9HC 123456.

[BRAS] portal server newptl
[BRAS-portal-server-newptl] ip 4.4.4.5 key simple 123456
[BRAS-portal-server-newptl] quit

3. Bt & HTTPS KA ER s O
# L E HTTPS BN EF i Wrss 1, I DOANELER O 35 1 ph 2B T

[BRAS] http-redirect https-port 11111

4. BIEAMA A
# QUEERTIEN 4, AR08 Web.

[BRAS] user-group Web

New user group added.

[BRAS-ugroup-Web] quit

5. Bt & QoS

(1) FCEMTGERTEH % ACL #U

# G IPv4 =14 ACL Web_permit 40~ ULECH F 41 Web /1 A P 1 H Btk Portal il 5525
Mk RS

[BRAS] acl advanced name Web permit

[BRAS-acl-ipv4-adv-Web permit] rule 0 permit ip destination 4.4.4.5 0 user-group Web
[BRAS-acl-ipv4-adv-Web permit] quit

# Q% IPv4 =14 ACL neiwang LI W1 . UEECH ;41 Web #1711 B Btk Py 3 i 5528 ik 11
WL

[BRAS] acl advanced name neiwang

[BRAS-acl-ipv4-adv-neiwang] rule 0 permit ip destination 4.4.4.1 0 user-group Web
[BRAS-acl-ipv4-adv-neiwang] quit

# G IPv4 =4t ACL Web_http U4 T - ULECHI /44 Web 1 I 1 H #3124 80 ) TCP 4R S (B!
HTTP i 32).

[BRAS] acl advanced name Web http

[BRAS-acl-ipv4-adv-Web http] rule 0 permit tcp destination-port eg www user-group Web
[BRAS-acl-ipv4-adv-Web http] quit

# Q1% IPv4 =2 ACL Web_https BRI 40T ULECH] 21 Web w1 ™ ) H Ik 110 443 1) TCP 4
SC(ED HTTPS 30).

[BRAS] acl advanced name Web https

[BRAS-acl-ipv4-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv4-adv-Web https] quit

# QI IPv4 =20 ACL ip MM An . ULECH 41 Web H F P 1P 432

[BRAS] acl advanced name ip

[BRAS-acl-ipv4-adv-ip] rule 0 permit ip user-group Web

[BRAS-acl-ipvé4-adv-ip] quit

# G IPv4 =2 ACL neiwang_out Bt 4n . UCECH 7 2H Web Hrijgstiht 4 AR 55 3% 1P kit i
WL,

[BRAS] acl advanced name neiwang out

[BRAS-acl-ipv4-adv-neiwang out] rule 0 permit ip source 4.4.4.1 0 user-group Web
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[BRAS-acl-ipv4-adv-neiwang out] quit

# % IPv4 =2 ACL Web_out BT R . TTECH 20 Web A ifistilik 4 Portal Al 55 #% IP bk 4
3o

[BRAS] acl advanced name Web out

[BRAS-acl-ipv4-adv-Web out] rule 0 permit ip source 4.4.4.5 0 user-group Web
[BRAS-acl-ipv4-adv-Web out] quit

(2) BECEM T VAERTERME

# I B 2% Web_permit, ULEL ACL Web_permit.

[BRAS] traffic classifier Web permit operator or
[BRAS-classifier-Web permit] if-match acl name Web permit
[BRAS-classifier-Web permit] quit

# lic B 2K neiwang, ULAC ACL neiwang.

[BRAS] traffic classifier neiwang operator or
[BRAS-classifier-neiwang] if-match acl name neiwang

[BRAS-classifier-neiwang] quit
# fic & 2% Web_http, UCEC ACL Web_http.

[BRAS] traffic classifier Web http operator or
[BRAS-classifier-Web http] if-match acl name Web http
[BRAS-classifier-Web http] quit

# LB 2% Web_https, VLAC ACL Web_https.

[BRAS] traffic classifier Web https operator or
[BRAS-classifier-Web https] if-match acl name Web https
[BRAS-classifier-Web https] quit

# MBS ip_cpu, VLA ACLip.

[BRAS] traffic classifier ip cpu operator or
[BRAS-classifier-ip cpu] if-match acl name ip
[BRAS-classifier-ip cpul] quit

# i B 2% Web_deny, VLAt ACL ip.

[BRAS] traffic classifier Web deny operator or
[BRAS-classifier-Web deny] if-match acl name ip
[BRAS-classifier-Web deny] quit

# IC # 2% neiwang_out, [LAC ACL neiwang_out.

[BRAS] traffic classifier neiwang out operator or
[BRAS-classifier-neiwang out] if-match acl name neiwang out
[BRAS-classifier-neiwang out] quit

# Wic & 2% Web_out, UL ACL Web_out.

[BRAS] traffic classifier Web out operator or
[BRAS-classifier-Web_out] if-match acl name Web_out

[BRAS-classifier-Web out] quit

(3) MEWITHN

# ICE ATy Web_permit, FCVFHI2H Web #1117 1 H #93t ity Portal ik 5545 1P bt 4RSI
[BRAS] traffic behavior Web permit

[BRAS-behavior-Web permit] filter permit

[BRAS-behavior-Web permit] free account
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[BRAS-behavior-Web permit] quit
# [ BTN neiwang, FovrHI 41 Web o F P 1 H 3Lk D9 A R AR 55 4% 1P bk 3 SOdE i
[BRAS] traffic behavior neiwang
[BRAS-behavior-neiwang] filter permit
[BRAS-behavior-neiwang] quit
# MCE ATy Web_http, Xf 41 Web w1 ™ i1 H ¥ 104 80 ) TCP RS (B HTTP i 30) 5 &
q ¥ CPU.
[BRAS] traffic behavior Web http
[BRAS-behavior-Web http] redirect http-to-cpu
[BRAS-behavior-Web http] quit
# ML E AT N Web_https, X141 Web m T ) H 35 104 443 (1) TCP #iSC(E) HTTPS $i30)
H &7 ¥ CPU.
[BRAS] traffic behavior Web https
[BRAS-behavior-Web https] redirect https-to-cpu
[BRAS-behavior-Web https] quit
# B E AT N Web_cpu, Xt 4H Web F1H P IIATA 1P R SCHRE & W) 31 CPU.
[BRAS] traffic behavior Web cpu
[BRAS-behavior-Web cpu] redirect cpu
[BRAS-behavior-Web cpu] quit
# M EIRAT N Web_deny, 22 1EF 741 Web FHF AT A IP it .
[BRAS] traffic behavior Web deny
[BRAS-behavior-Web deny] filter deny
[BRAS-behavior-Web deny] free account
[BRAS-behavior-Web deny] quit
# BiC BiAT N neiwang_out, o 41 Web HhiEsbdil Ay i AR 2% 2% 1P ik 3R SCd@ it .
[BRAS] traffic behavior neiwang out
[BRAS-behavior-neiwang out] filter permit
[BRAS-behavior-neiwang out] quit
# ML BT Web_out, Fe¥FHI 4 Web HriiiitihtJy Portal 5545 IP bR SCiE R .
BRAS] traffic behavior Web out

[
[BRAS-behavior-Web out] filter permit
[BRAS—behavior—Web_out] free account
[

BRAS-behavior-Web out] quit
(4) & QoS HHE
# I B\ J7 [ QoS Helg Web
[BRAS] gos policy Web
# OGRS XT R RAT . BT P 4 Web g
FVF H kA Portal Ak 45 %5 A1 P9 X AR 2525 1P Mk i 4 G
T H R34 80 (HTTP 4R30) 1 443 (HTTPS 4k30) MR CEE[E) CPU, /4N Web
(1 1P 4% 3 5 58 7] #] CPU;
B bRk SCAr, HRWorzEiEd.

[BRAS-gospolicy-Web] classifier Web permit behavior Web permit
[BRAS-gospolicy-Web] classifier neiwang behavior neiwang

[BRAS-gospolicy-Web] classifier Web http behavior Web http
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[BRAS-gospolicy-Web]
[BRAS-gospolicy-Web]
[BRAS-gospolicy-Web]

classifier Web https behavior Web https
classifier ip cpu behavior Web cpu

classifier Web deny behavior Web deny

[BRAS-gospolicy-Web] quit
# o E 717 QoS kg out

[BRAS] gos policy out

# NRIREN BLIIAT N, M. FovEH T 2H Web ity Portal IR 5545 FH A 9 il 55 25 1P 3

hkpRoOEN, HoRikoo AR bE .

[BRAS-gospolicy-out]
[BRAS-gospolicy-out]
[BRAS-gospolicy-out]
[BRAS-gospolicy-out]

(5) TS SN

classifier Web out behavior Web out

classifier neiwang out behavior neiwang_out

classifier Web deny behavior Web deny

quit

# 0P EC F AR LA QoS SR, SIS 440 Web.
[BRAS] gos apply policy Web global inbound

# 0 RIE I L2 P R N T QoS SR, HEIE 440N out.
[BRAS] gos apply policy out global outbound

(6) EFA NS Z R

# BH N7 1A QoS S IINC B 5 B A TR

[BRAS] display gos policy global slot 3 inbound

Direction: Inbound

Policy: Web

Classifier: Web permit

Operator: OR
Rule (s)

If-match acl name Web permit

Behavior: Web permit

Filter enable:

Permit

Free account enable

Classifier: neiwang

Operator: OR
Rule(s)

If-match acl name neiwang

Behavior: neiwang

Filter enable:

Permit

Classifier: Web http

Operator: OR
Rule (s)

If-match acl name Web http

Behavior: Web http

Redirecting:

Redirect http to CPU

Classifier: Web https

Operator: OR
Rule(s)

If-match acl name Web https
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Behavior: Web https
Redirecting:
Redirect https to CPU
Classifier: Web cpu
Operator: OR
Rule (s)
If-match acl name ip
Behavior: Web cpu
Redirecting:
Redirect to the CPU
Classifier: Web deny
Operator: OR
Rule(s)
If-match acl name ip
Behavior: Web deny
Filter enable: Deny
Free account enable
# A& U7 QoS Mg ML B AR B AISAT1E M«
[BRAS] display gos policy global slot 3 outbound
Direction: Outbound
Policy: out
Classifier: neiwang out
Operator: OR
Rule (s)
If-match acl name neiwang out
Behavior: neiwang out
Filter enable: Permit
Classifier: Web out
Operator: OR
Rule (s)
If-match acl name Web_ out
Behavior: Web out
Filter enable: Permit
Free account enable
Classifier: Web_ deny
Operator: OR
Rule (s)
If-match acl name ip
Behavior: Web deny
Filter enable: Deny

Free account enable

6. it B RADIUS /5 &
# B Z RN rs1 ) RADIUS 75 Z3Fi# N %77 ZME .

[BRAS] radius scheme rsl
# I E RADIUS 77 R EEF 1 37 R 5548 I s E %41 .

[BRAS-radius-rsl] primary authentication 4.4.4.1

[BRAS-radius-rsl] primary accounting 4.4.4.1

40



[BRAS-radius-rsl] key authentication simple radius

[BRAS-radius-rsl] key accounting simple radius

# WL B %% RADIUS g5 s i 44 ANty ISP 3844 .

[BRAS-radius-rsl] user-name-format without-domain

[BRAS-radius-rsl] quit

# % & RADIUS DAE % Fuii i IP Hitik 4 4.4.4.1, 5 RADIUS DAE & /i 58 H. DAE S5 A I
FEE YIS radius.

[BRAS] radius dynamic-author server

[BRAS-radius-da-server] client ip 4.4.4.1 key simple radius

[BRAS-radius-da-server] quit

7. Bt & User Profile

# it & A A car 1) User Profile 28 I P R 26 I #CSCIF T & IR 5 - i SC IEH il A 5210kbps,
fYF 325625byte 15 KRR, HE /N T4 T 5210kbps B IEH K%, KT 5210kbps i, $H3C
WEFT

[BRAS] user-profile car

[BRAS-user-profile-car] gos car inbound any cir 5210 cbs 325625

[BRAS-user-profile-car] quit

8. L & TAUERTIHAN Web TATEEL
# & IPoE F 7 UIE mi s A A AE IR

[BRAS] domain name dml

[BRAS-isp-dml] authentication ipoe none
[BRAS-isp-dml] authorization ipoe none

[BRAS-isp-dml] accounting ipoe none

# i B AU A

[BRAS-isp-dml] authorization-attribute user-group Web
[BRAS-isp-dml] authorization-attribute ip-pool pooll
# Iic & Web I\ IE T URL.

[BRAS-isp-dml] Web-server url http://www.h3c.web.com
[BRAS-isp-dml] quit

# I & IPOE Fl F7 7 Web A TER B fil I AIAAE R o

[BRAS] domain name dm2

[BRAS-isp-dm2] authentication ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization ipoe radius-scheme rsl
[BRAS-isp-dm2] accounting ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization-attribute user-profile car

[BRAS-isp-dm2] quit
9. Bic & IPoE
# J1)5 IPoE Thfg, HIECE —ZEHABA.

[BRAS] interface gigabitethernet 3/1/2
[BRAS-GigabitEthernet3/1/2] ip subscriber 12-connected enable ipvi4

# Bt & IPoE Fi /% F Web MAC AiF 7 e

[BRAS-GigabitEthernet3/1/2] ip subscriber authentication-method Web mac-auth

The operation may cut all users on this interface. Continue?[Y/N]:y

# It )3 IPoE i&liFLIfE .
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[BRAS-GigabitEthernet3/1/2]

ip subscriber roaming enable

# Mo & Web IVIERTERY dm1, Web AIESEAT Web MAC TAIEEI Y dm2.

[BRAS-GigabitEthernet3/1/2]
[BRAS-GigabitEthernet3/1/2]
[BRAS-GigabitEthernet3/1/2]
[BRAS-GigabitEthernet3/1/2]

6.4.7 WIFACE

# M ANERTHEOMEENE 2 )5,
131 1Pv4 Kbty 192.168.0.2.

[BRAS] display ip subscriber
Basic:
Description
Username
Domain
VPN instance
IP address
User address type
MAC address
Service-VLAN/Customer-VLAN
Access interface
User ID
VPI/VCI (for ATM)
VSI Index
VSI link ID
VXLAN ID
DNS servers
IPv6 DNS servers
DHCP lease
DHCP remain lease
Access time
Online time (hh:mm:ss)
Service node
Authentication type
IPv4 access type
IPv4 detect state
State

AAA:
ITA policy name
IP pool
IPv6 pool
IPv6 nd preifx pool
Primary DNS server
Secondary DNS server
Primary IPv6 DNS server

Secondary IPv6 DNS server

ip subscriber pre-auth domain dml
ip subscriber Web-auth domain dm2
ip subscriber mac-auth domain dm2

quit

AUMERBL T EoR & IPoE HI P ELER,

session verbose

001b21a80949
dml

N/A
192.168.0.2
N/A
001b-21a8-0949
-/~

GE3/1/2
0x30000004

-/~

N/A

N/A

86400 sec
86383 sec

May 27 00:48:51 2018
00:00:19

Slot 3 CPU O
Web pre-auth
DHCP

Detecting

Online

N/A
pooll
N/A
N/A
N/A

N/A
N/A
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Session idle cut : N/A

Session duration : N/A, remaining: N/A
Traffic quota : N/A

Traffic remained : N/A

Acct start-fail action : Online

Acct update-fail action : Online

Acct quota-out action : Offline

Dual-stack accounting mode : Merge

Max IPv4 multicast addresses: 4

IPv4 multicast address list : N/A

Max IPv6 multicast addresses: 4

IPv6 multicast address list : N/A

Accounting start time : May 27 00:48:51 2018
Redirect URL : http://www.h3c.web.com
Subscriber ID HE

QoS:
User profile : N/A
Session group profile : N/A
User group ACL : Web (active)
Inbound CAR : N/A
Outbound CAR : N/A
Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink packets/bytes : 0/0
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

# P ERTSMEBIL 2 /5, %% Web UL, 41 8-16 .
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[El6-7 &3x Web T1HE

I oF
*EES
B35 2o
L atrER

iuserlé&;Z

I

g || T8 |

raldy n! ‘I U] Bﬁigm

L]
. EpE

A o)

# FEVAIE DUy N\ 7 44 A0 0 B < F 2k > 3R AT

IPoE M/ fEZRAE 2

[BRAS] display ip subscriber session verbose

Basic:
Description
Username
Domain
VPN instance
IP address
User address type
MAC address
Service-VLAN/Customer-VLAN
Access interface
User ID
VPI/VCI (for ATM)
VSI Index
VSI link ID
VXLAN ID
DNS servers
IPv6 DNS servers
DHCP lease
DHCP remain lease
Access time
Online time (hh:mm:ss)
Service node
Authentication type

IPv4 access type

userl@dm2

dm2

N/A
192.168.0.2
N/A
001b-21a8-0949
_/_

GE3/1/2
0x30000004

-/-

N/A

N/A

86400 sec

86356 sec

May 27 00:49:20 2018
00:00:04

Slot 3 CPU O

Web

DHCP
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IPv4 detect state
State

AAA:

Q

F

ITA policy name

IP pool

IPv6 pool

IPv6 nd preifx pool
Primary DNS server

Secondary DNS server

Primary IPv6 DNS server

Secondary IPv6 DNS server

Session idle cut
Session duration
Traffic quota

Traffic remained

Acct start-fail action

Acct update-fail action

Acct quota-out action

Dual-stack accounting mode
Max IPv4 multicast addresses:
IPv4 multicast address list
Max IPv6 multicast addresses:

IPv6 multicast address list

Accounting start time

Subscriber ID

0S:

User profile

Session group profile
User group ACL
Inbound CAR

Outbound CAR

Inbound user priority

Outbound user priority

low statistic:
Uplink packets/bytes
Downlink packets/bytes

IPv6 uplink

IPv6 downlink packets/bytes

6.4.8 BLEXH

#

DHCP Jik %5 2%

dhcp enable

packets/bytes

Detecting

Online

N/A
pooll
N/A
N/A
N/A
N/A
N/A
N/A
N/A
86400 sec,
N/A
N/A
Online
Online
Offline
Merge

4

N/A

4

N/A

remaining:

May 27 00:49:20 2018

car
N/A
N/A
N/A
N/A
N/A
N/A

0/0
0/0
0/0
0/0
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#
dhcp server ip-pool pooll
gateway-list 192.168.0.1
network 192.168.0.0 mask 255.255.255.0
forbidden-ip 192.168.0.1
#
interface GigabitEthernet3/1/1
port link-mode route
ip address 4.4.4.3 255.255.255.0
#
ip route-static 192.168.0.0 24 4.4.4.2
#

. Router A (BRAS) :

#
dhcp enable
dhcp relay client-information record
undo dhcp relay client-information refresh enable

#

traffic classifier ip cpu operator or
if-match acl name ip

#

traffic classifier ip deny operator or
if-match acl name ip

#

traffic classifier neiwang operator or
if-match acl name neiwang

#

traffic classifier neiwang out operator or
if-match acl name neiwang out

#

traffic classifier Web http operator or
if-match acl name Web http

#

traffic classifier Web https operator or
if-match acl name Web https

#

traffic classifier Web out operator or
if-match acl name Web out

#

traffic classifier Web permit operator or
if-match acl name Web permit

#

traffic behavior neiwang
filter permit

#

traffic behavior neiwang out
filter permit

#
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traffic behavior Web cpu
redirect cpu
#
traffic behavior Web deny
filter deny
free account
#
traffic behavior Web http
redirect http-to-cpu
#
traffic behavior Web https
redirect https-to-cpu
#
traffic behavior Web out
filter permit
free account
#
traffic behavior Web permit
filter permit
free account
#
gos policy out
classifier Web out behavior Web out
classifier neiwang out behavior neiwang out
classifier ip deny behavior Web deny
#
gos policy Web
classifier Web permit behavior Web permit
classifier neiwang behavior neiwang
classifier Web http behavior Web http
classifier Web https behavior Web https
classifier ip cpu behavior Web cpu
classifier ip deny behavior Web deny
#
interface GigabitEthernet3/1/1
ip address 4.4.4.2 255.255.255.0
ipvé address 4::2/64
#
interface GigabitEthernet3/1/2
port link-mode route
dhcp select relay proxy
dhcp flood-protection enable
dhcp session-mismatch action fast-renew
ipvé address 192::1/64
undo ipv6 nd ra halt
ip subscriber 12-connected enable ipvi4
ip subscriber authentication-method Web mac-auth

ip subscriber roaming enable
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ip subscriber pre-auth domain dml

ip subscriber mac-auth domain dm2

ip subscriber Web-auth domain dm2

#

gos apply policy Web global inbound

gos apply policy out global outbound

#

dhcp server ip-pool pooll

gateway-list 192.168.0.1 export-route

remote-server 4.4.4.3

#

acl advanced name ip

rule 0 permit ip user-group Web

#

acl advanced name neiwang

rule 0 permit ip destination 4.4.4.6 0 user-group Web

#

acl advanced name neiwang out

rule 0 permit ip source 4.4.4.6 0 user-group Web

#

acl advanced name Web http

rule 0 permit tcp destination-port eq www user-group Web
#

acl advanced name Web https

rule 0 permit tcp destination-port eqg 443 user-group Web
#

acl advanced name Web out

rule 0 permit ip source 4.4.4.5 0 user-group Web

#

acl advanced name Web permit

rule 0 permit ip destination 4.4.4.5 0 user-group Web

#
user-profile car

gos car inbound any cir 5210 cbs 325625 ebs 0

#
radius scheme rsl

primary authentication 4.4.4.1

primary accounting 4.4.4.1

key authentication cipher $c$3$FhQVcgn3kgqlexL0CdTzatcgc9IxFIvL3Z0w==
key accounting cipher $c$3$ntIHBRM4AZkG+2JRZQTAKmN1OkYJmhZz5Zg==
user-name-format without-domain
#
radius dynamic-author server

client ip 4.4.4.1 key cipher $c$3$1YC2ERe8ts2gtE6M2xfoDDB8NmGw6JI9v/Q==
#
domain name dml

authorization-attribute user-group Web

authorization-attribute ip-pool pooll
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authentication ipoe none
authorization ipoe none
accounting ipoe none
Web-server url http://www.h3c.web.com
#
domain name dm2
authorization-attribute user-profile car
authentication ipoe radius-scheme rsl
authorization ipoe radius-scheme rsl
accounting ipoe radius-scheme rsl
#
user—-group Web
#
portal server newptl
ip 4.4.4.5 key cipher $c$35UnoFelybwld9jDwLnHIQptDE7YZry2EV1w==
#
http-redirect https-port 11111
#

7 IPOE Web XA MAC TR &0 IEED B 2441 (ND BiZR
=)

FEMZ& 1A 1PV JHER I RE T, T — BN TAI N, SR 2% BRI VA AT SCRR IPVB, TR 2 DA

IPv4/IPV6 XU ARIE 1T o
AREEGIEIE — R ERE XS 1Pv4 A IPVe #OAERI7 5, T HSSHUEE — DI BRI IEEL, 7
AR AT

A28 1] NDRA SR AC 1PV Hht, XA REEBEGALM T, MEE KL, HETRFE
(17 1Pv6 bk B IRE %, WIREAIE S I

7.1 AMNEEK

WE 7-1 fisn: Device AR K —6G BRAS W5, AR AL IPOE B2 ARG . Bk
. DHCP Client &t — 2 %% Ll IPoE 77 I8 A\ 3] BRAS A% o
e  BRAS EANK&{EN DHCP "4k m)izis; DHCP AR 55 4% Bl IP itk .

. — &G 2T H3C IMC [k %% 2% [FlIs 2 40 Portal WiF 55 %8 F1 Portal Web JIk 2% 2% (1 ER 55 .
o  H—H X MAC 42 ThRER RADIUS R 45 2% RIS AR FHIE . B2BCFI T 9 IRk 45 2% LA & MAC 45
TE AR5 AR R 5T

. FTP server /& —& N MRS 2%
e  IPoE Web iAiFiEid )5 BiE 5Mbps.
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E]7-1 IPoE W% A MAC Fo B EIAIERR Z 40 W [

DHCP server
4.4.4.3/24
4::3/64

RADIUS server
4.4.4.1/24
4::1/64

BRAS GE3/1/1

4.4.4.2/24
(_§_) GE3/1/2 4yl 4::2/64
SWI)CN =S

Portal server

cees

Host L2 Switch Device 4445124
DHCP client (DHCP relay) 4::5/24
FTP server
4.4.4.6/24
4::6/24

7.2 BPE R

T ERUEF P A e 75 3K, Alid g 524X User Profile iE47 s 2 4251l o

IPOE Web AERTIEH (it &, X4 HTTP. HTTPS A1 IP 230 43 HiE AR ) A% 1% . IPoE

Web WAIEHERXS ik CPU (i, BoE W T =M ARAT MR

o V/rRULEC HTTP [EI User Group N ETIEFRICHT, X RI[4T N redirect http-to-cpu.

o APRILEE HTTPS A} User Group NETIEARICH, XM AT N redirect
https-to-cpu.

o VArRULAC IP [EIF User Group N ETIEARICHT, XN KRAT A redirect cpu.

2 BRAS # AN P NERIN, DHCP Hh 4k 75 25 1) v 4k FH P ik 300, 5 A7 AE 6 BRI, 1] 2% 7] DHCP

Jik 55 %5 /1% Release # 3, i 51 DHCP Ik 55 28 B Uit ik AL 2 o 1X it 75 22 4F DHCP 14k F 1§ dhep

relay client-information record 74 Jf/5 DHCP 4k P iR Iiid sk U fe .

7.3 BLE RS

A5+ DHCP Server s X & 3T, SBR R AW A & 1711 DHCP 4545 .

SRAETH T, KRECEX HTTPS #OCHAT H € W i N T e 15 . 752581 http-redirect
https-port i & HKACE X HTTPS G T 5 [l it Wi 1145, 5 ELEC B 00T W o 1 AN 2R
A Uiy 5

AWCE AT LASEEL 2 FLF-HL iPhone. PC £ #73 i IPvA/IPv6 Hitik, FERMOAIE, {275 EH IPv6
b SRR 2, 7B A bt LIk B T .

AR E T EHBIRERLA B, AXAGRIERTEANA, ESW 14 K

7.4 BCETE
7.4.1 FCE P #hlit & IR

==

Ko

TR 7-1 OB &R 1P bk, FFAf 0k BRAS B A& il 5% # 18] H Pl ok, FLARTD B g R
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7.4.2 % E DNS BR5535
TEIERi % B DNS IR%5 8%, LAMEIRSS 25 7T LR TS IPoE XUERF P o B 2RISRk 252, @ dT i Web
PAIE LT http://www.h3c.web.com % 5[] IPv4 URL #bik 8% IPv6 URL #idik. DNS iR %5 %8 B Ak B

7.4.3 FLE DHCP IR

1. Bc & DHCPv4 Haditith
# JFJ5 DHCP fiR%5 -

<DHCP> system-view
[DHCP] dhcp enable

# QU4 FRN poolt ff) DHCPv4 kit 1 N H AR .
[DHCP] dhcp server ip-pool pooll

# e B H Mt Sh 25 2 B8 1P Hudik X Bt 192.168.0.0/24 .

[DHCP-dhcp-pool-pooll] network 192.168.0.0 24

# WCE v P e B R Se ik oy 192.168.0.1.

[DHCP-dhcp-pool-pooll] gateway-list 192.168.0.1
# 4 192.168.0.1 ¥ & NZE LMk,

[DHCP-dhcp-pool-pooll] forbidden-ip 192.168.0.1
[DHCP-dhcp-pool-pooll] quit

# OB E RS, K H R 192.168.0.0 B DHCPv4 RS T — Bkt & e

DHCPv4 & F i 48 1132 1 1Pv4 itk 4.4.4.2,
[DHCP] ip route-static 192.168.0.0 24 4.4.4.2

7.4.4 BE RADIUS PRS2

Xt RADIUS 55 %% - AAA I MAC 48 Elic B, HARTE 25 L RADIUS server R & i iH 5.
7.4.5 BPE Portal BR% &2

Z i

T @ vl iMC (iR & % iMC PLAT 7.3 (E0705P02) ) 41, #.% Portal IR -2 49 A KBe & . R iIMC
MRABLE TR A BT AN, BARBL E 35 AR FRIR B B h AR 69 IMC IR 435 M 4 4, AL B A

(1) ALE Portal 11,
A SR [ N EEE B Portal Ik 558 RS AR BCE ) ST, 3 N IRSS # AT B U
FeE Portal =0T, RITSVEBCE IR, Jf i<t >4t e sidgdt, A 7-2 fios.
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E7-2 Portal fREZEEHEETTE

AreE 12 R > B\ EEEE SPor BEEE > RESRS @
BARPER
FEER
HAER
FHREER
BEES =) -
PPN B
e — Portal Server
HElsem TRSCEFEBAIRE) * 4 @ W OBHAFRRIR ) * 20 @
FERAER 5 @] LBdEitt
Portal Web
FETRCERR R () * 15 @ fra=t cie =] @
BRI £ - s 2 -
HITPOBLREETA FE v HTTPSUHRERTAT FRE A
http://4.4.4.5:8080/portal/
https://4.4.4.5:8443/portal/
Portal= http;//[4:51:8080/portal/

https://[4:51:8443/portal/

(2) FCE Portal IAE R HHEZH VO R
B SR R ) [ SRS T /Portal AR 45 ERIP Mokt ZH G ) SE R, HENCIP bk 41 E
DU, R < >4, #EN “H9hn 1P dhhkHAECE ” vim, wE 7-3 FioR.
o HiN IPHuhtZH 4N “IPoE_Web_User” ;
o HANRIEHNENY “192.168.0.17, LMkl “192.168.0.2557. T EHL IP Huhk b2ty
EAEZ P k2 LA
o HAthRHERAEEE
o HT<fE> 1 e ARAE .
E7-3 &0 P #bhtARCETIE (IPv4)

-

RFER T EZAPF > 20 EREEE > PoralRBSERE - IPHEIHARE > BiNPiEhHE
IEhAR
&= S ANIPHEAHE
o FTEAIF >
FAFEmEE IPifihE s * IPoE_Web_User
& FAFHERE IPv6 * = -
%, SRR sttt + 192.1680.1
& HEEFEEE L
3 21t + 192.168.0.255
BARFEE ,
WESE FoE -
HEEE
s Ejt] -
BiREE
BAEEEE b

WE 7-4 Fios, 288 ERIRAEERIN IPV6 Mk 2H .
o N IP ikt 4N “IPOE_Web_User-2” ;
o IPv6 IELIHELLFE “ /2"

52



®3)

o HNEIEHNE Y “192:17, ZabHibkSy “192:FFFF”. F P EHL IPv6 Mk b 204 & 75 1%

IP St ik 2 e Bl A
o HARGRERCE

o FHudly<fify e > e iR -

&]7-4 1#&h0 1P HhhitARCE TImE (IPV6)

RFREER

& B
i FFERE
RS
¥ BenERE
PREIN: =
& womaEE
NI
EeE
EFER
BrEABRE

BEAFEEE

Hahn Portal #: N % & 15 B

Fl AP > EA\FEBEEE > PortallRSEE > IPIUIHERSE > 1SiNPithHE

IEhniPitbiE

IPHELEEE S *

IPv6 *

ECAELE +

£21HipiE +

WEaaE

IPoE_Web_User-2

= -
192:1

192:FFFF

Fo4E -

BT SR AR ) [ N SRS HE /P ortal IR 65 B HE AT B ) SRR, HEN RS E T T,
TEVZ L T <I >4, SN “BWimik&E 87 T, WK 7-5 s

o HINBHEHN “NAS”;

o FINIPHhEN “4.4.427, ZHuhEA Portal 3¢ Hi 2 1 GigabitEthernet3/1/1 1 IP Hutik;

o MNEYIN “123456” ;

o WFAM Ay “HIE”;
o HEBHCRMIGEE, JFi <>l 7e ik
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(4)

E7-5 M EERENRE (IPv4)

AFER IZBF > EAEEEE > Portal BEEE > BEEE > BINGERFE (O3]
&o EIAF IBImEEER
igh FrEAR > .
" REEE
AFHmES
HEE NAS k55348 * F9r4E -
& AFIERE
R *+ Portal 2.0 - IPiaE * 4442
&, SNAR
w0 * 2000 FiHbChallenge * =5 hd
& HSEEEE
MEERREL 0 THERRE 1
EANAFREE
iRk & - SeEFRFLEE * El -
HEER
R e BUZE Y | e
HinEE i
AR BE -
AFEA RS
inEER
ENFEEER

tElsER > WE

W 7-6 o, 4k EIRERAEASIN A IPV6 15 5.

e}

(e]

o

(¢]

BN “NAS-27;

AR LR “Portal 3.07;

BN P Mty “4:27, ZiihikJy Portal i 3C H 2 1 GigabitEthernet3/1/1 [ 1P #iudik;
BN “1234567

IERRAM T AN “EHIE”

HWESHCRHEE, R di<tie>1e 5o iRk .

El7-6 #EMREESERERE (IPv6)

ArER IZ B > EAEESE > Portal BEEE > £E8EE > BNEEREE @z
& B0 I=LaEEs
eh FrERF > . .
" BEES
RrFihEs
EEE Y NAS-2 AEEeE Fo3E A
& BPHERE
ks * Portal 3.0 - IPitaE = 4:2
&, S AP
IR0 * 2000 FipChallenge * = -
& HSEAEE
IEEERE 0 THEERRI 1
EANAFER
LR ¢ = A FEERPLBE * = A
HEER
ZEHY | ssees BINESEE * | s
ZRER . .
HRAE =E -
ArREANEE
REREE
ENEEERE

TR NEER S
0B 7-7 Jisil [a] [N SR B /Portal ik 556 B A BC B ) SRR, PR < 1 2H 45 B >
o, BEN “m I ZAEERCE” T .
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El7-7 w&ERIIE

02 FP > ENEEEE > Portd BEER > BEERE W IMAEE @R

4

BEEEER

BES || P23 -

s S :

gEs ¢ ki ¢ 59 ¢ IPHbhE IPveitht B N amE ¢ TEEER = (3

NAS-2 Portal 3.0  FH4E 192:1 E-4 BEEEFD
NAS Portal 20  F$4E 192.168.0.1 FFE E. Edlil
SEIRER, SAEL-2, B ULA < < > » 50 [

78 “ut (5 BRCE” DU B < in>4edt, #EN “Hhnug D587 v, wnE 7-8 B

No

o HANimHZH4 K~ “group” ;

o IEFE IP HihZH A “IPoE_Web_User”, F P4 NMIZEI AT IP Hukik 0o Zi & T Brik iy 1P
o2 ;

o HEZHCKRHGEE, JFodi<tfe >l 7o iRiE.

E7-8 & QEESRERE (IPv4)

E— , 2| BERF > SAEEE > Porta RS EE > ASME > RAFESES > BinwEES @
BEANAPER > EmslEER
S ’ wOaE * grour] EE — -
HIREE >
Freainll = 0 £ IHR > 777777
TN > |=
iR HTTP - BHERAIE * & A
BANERER
EENAT * & - TEIREE = v
AT
T AN MBS * PAPMIE - PipIkE * IPoE_Web_User -
% &)
3 BAESEE LENEIRR(DH) * 0 OHEEER () * 0
BAEHER L
APESE mOERE
» BAEHER
FREEHATE i v R = .
» BAREER
TR v EEAERE v

» LDAPISEE

» Portal ESERE

| o !

WA 7-9 Fiow, 4RE: FaRIRAEIS N 4 1PV6 {5 2.

o AN AN “group-2” ;

o MEFFIP ML “IPoE_Web_User-2”, F ' Hz NMIZ I # F 1) 1Pv6 sl 242008 T Fridk
) IPV6 Hihik2 ;

o HEZHCKHGEE, JFodi<tfie>tl 7 iRiE.
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E7-9 #EmimOBESEER®E (IPv6)

ArER > (o B AR > BEAFEEE > Poral BEEE » BEEE > BLACSES > BROEEE @z
ENAFER > B 1EES
HEEE
waEs * group-2 BEE ¢ s -
HREE
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BAFERER
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LEERREE) * 0 LBkEE () * 0
BAFREEE L
il wOEEA
FEREABAE T v EPRbER = -
DIEIEEEEE A ERESAIERE -
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* Portal REEE
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# e B SRR R (RIS E NS S B RS E T LA SERm, el b
Portal WA IEAR 55 #5 FC B A2 240

7.4.6 BLE BRAS

1. Fic & DHCP dhé
# 4 )R 5 DHCP.

[BRAS] dhcp enable

# Ji Fl DHCP w4k (il /- Uk R e 5 h e

[BRAS] dhcp relay client-information record

# M) DHCP th 4k 525 1 7 bk R I50E I RHT 2 Be -

[BRAS] undo dhcp relay client-information refresh enable

# QI P 4k Mk poolt, Fi %€ ULAC bkt i) DHCPVA %5 7 S T £ () W Be bk, 4 5 Hh 4k ik
Hxf B2 ) DHCP iRk 55 #s bl o

[BRAS] dhcp server ip-pool pooll

[BRAS-dhcp-pool-pooll] gateway-list 192.168.0.1 export-route

[

BRAS-dhcp-pool-pooll] remote-server 4.4.4.3
[BRAS-dhcp-pool-pooll] quit

# QUERTSUbNE 1, FRES ) 2 BCRI TSR .

[BRAS]ipv6 dhcp prefix-pool 1 prefix 192::/48 assign-len 64
# QA RN pool2 1) DHCPV6 Mkt 3 12f N AL .

[DHCP] ipv6 dhcp pool pool?2

# P B bt SRR AT 2R b ki 1

[DHCP-dhcp6-pool-pool2] prefix-pool 1 export-route
[DHCP-dhcp6-pool-pool2] quit

# Wi B 3 1 TAE7E DHCPV4 4kt

[BRAS] interface gigabitethernet 3/1/2
[BRAS-GigabitEthernet3/1/2] dhcp select relay proxy

# lic & DHCP B X e -

56



[BRAS-GigabitEthernet3/1/2] dhcp flood-protection enable

# [ B0 I Hp 0 o Ik Th RE

[BRAS-GigabitEthernet3/1/2] dhcp session-mismatch action fast-renew
[BRAS-GigabitEthernet3/1/2] ipv6 dhcp session-mismatch action fast-renew
# O F B0 A IPV6 BB AL, 1% 1PV FE R A IEVE P O
[BRAS-GigabitEthernet3/1/2] ipv6 address auto link-local

# BUH B KA RATH S B0 .

[BRAS-GigabitEthernet3/1/2] undo ipv6é nd ra halt

2. Bt & Portal IATERR S5 28
# FLE IPv4 Portal iAIEARSS 28 4 F% N newpt1, IP il hy 4.4.4.5, %51 885 123456,

[BRAS] portal server newptl

[BRAS-portal-server-newptl] ip 4.4.4.5 key simple 123456
[BRAS-portal-server-newptl] quit

# fic & IPv6 Portal NIEARSS 88 #H0N newpt2, 1Pv6 itk ly 4::5, 541N SC 123456,
[BRAS] portal server newpt2

[BRAS-portal-server-newpt2] ipv6 4::5 key simple 123456
[BRAS-portal-server-newpt2] quit

3. BL& HTTPS MR ARl im O
# ML HTTPS F AN AU 1, I AN ZEER O S R AT

[BRAS] http-redirect https-port 11111

4. BIEARMA FE
# QIR IIERTIN 4, 47509 Web.

[BRAS] user-group Web

New user group added.

[BRAS-ugroup-Web] quit

5. Bt & QoS

(1) FEEMTIERTEH P ACL H

# 7359 IPva H1 IPv6 5 2% ACL Web_permit €1 HN 41~ - ULACH] /21 Web Hh I f H gDy
Portal il %5 &8 bk 4k 5L

[BRAS] acl advanced name Web permit

[BRAS-acl-ipv4-adv-Web permit] rule 0 permit ip destination 4.4.4.5 0 user-group Web
[BRAS-acl-ipvé4-adv-Web permit] quit

[BRAS] acl ipv6 advanced name Web permit

[BRAS-acl-ipv6-adv-Web permit] rule 0 permit ipvé destination 4::5 128 user-group Web
[

BRAS-acl-ipvé6-adv-Web permit] quit
# 58 IPv4 Fil IPv6 =14 ACL neiwang BRI 4n . DLECH 7 20 Web w7 19 H Rk A A
IR ik 55 % kb PRI S o

BRAS] acl advanced name neiwang
BRAS-acl-ipv4-adv-neiwang] rule 0 permit ip destination 4.4.4.6 0 user-group Web
BRAS-acl-ipv4-adv-neiwang] quit

[

[

[

[BRAS] acl ipvé advanced name neiwang

[BRAS-acl-ipvé6-adv-neiwang] rule 0 permit ipvé6 destination 4::6 128 user-group Web
[

BRAS-acl-ipv6-adv-neiwang] quit
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# 7373109 IPv4 F11PV6 =2 ACL Web_http Gl MUl 40 - UL EC I~ 21 Web H AT 9 H (93 1 80
f¥) TCP 4R 3L (B HTTP 45 XX).

[BRAS] acl advanced name Web http

[BRAS-acl-ipv4-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv4-adv-Web http] quit

[BRAS] acl ipv6 advanced name Web http

[BRAS-acl-ipv6-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv6-adv-Web http] quit

# 735104 IPv4 HTIPV6 152t ACL Web_https G MLNIAN T . DLECHI ™ 41 Web w1~ (¥ H 35 E A
443 1¥] TCP 4 3C(BI HTTPS it 30)-

[BRAS] acl advanced name Web https

[BRAS-acl-ipv4-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv4-adv-Web https] quit

[BRAS] acl ipv6 advanced name Web https

[BRAS-acl-ipv6-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv6-adv-Web https] quit

# 779308 1Pva A1 1Pv6 4% ACL ip QMU @R« ULFEC T 41 Web H 1 i IP 432

[BRAS] acl advanced name ip

[BRAS-acl-ipv4-adv-ip] rule 0 permit ip user-group Web

[BRAS-acl-ipv4-adv-ip] quit

[BRAS] acl ipv6 advanced name ip

[BRAS-acl-ipv6-adv-ip] rule 0 permit ipv6 user-group Web

[BRAS-acl-ipv6-adv-ip] quit

# 4378 IPv4 Al IPV6 2% ACL neiwang_out SR AN UCHELH 7 41 Web Higstht A Py 9 Al
2525 Ptk RS

[BRAS] acl advanced name neiwang out

[BRAS-acl-ipv4-adv-neiwang out] rule 0 permit ip source 4.4.4.6 0 user-group Web
[BRAS-acl-ipv4-adv-neiwang out] quit

[BRAS] acl ipv6 advanced name neiwang out

[BRAS-acl-ipv6-adv-neiwang out] rule 0 permit ipv6 source 4::6 128 user-group Web
[BRAS-acl-ipv6-adv-neiwang out] quit

# 73794 IPv4 A1 IPv6 =12 ACL Web_out BRI 40 . VLECH] 744 Web ittty Portal Ik 55
# 1P Mk 4R S

[BRAS] acl advanced name Web out

[BRAS-acl-ipv4-adv-Web out] rule 0 permit ip source 4.4.4.5 0 user-group Web
[BRAS-acl-ipv4-adv-Web out] quit

[BRAS] acl ipv6 advanced name Web out

[BRAS-acl-ipv6-adv-Web out] rule 0 permit ipvé6 source 4::5 128 user-group Web
[BRAS-acl-ipv6-adv-Web out] quit

(2) BCE M TIIERTIERA 8926

# BL B 2% Web_permit, VLHL ACL Web_permit.

[BRAS] traffic classifier Web permit operator or
[BRAS-classifier-Web permit] if-match acl name Web permit
[BRAS-classifier-Web permit] if-match acl ipv6 name Web permit

[BRAS-classifier-Web permit] quit

# I #25 neiwang, LA ACL neiwang.

58



[BRAS] traffic classifier
[BRAS-classifier-neiwang]
[BRAS-classifier—-neiwang]

[BRAS-classifier-neiwang]

neiwang operator or
if-match acl name neiwang
if-match acl ipv6 name neiwang

quit

# I B 2% Web_http, VLEC ACL Web_http.

[BRAS] traffic classifier

Web http operator or

[BRAS-classifier-Web http] if-match acl name Web http

[BRAS-classifier-Web http] if-match acl ipv6 name Web http

[BRAS-classifier-Web http] quit

# I 2% Web_https, ULAc ACL Web_https.

[BRAS] traffic classifier

Web https operator or

[BRAS-classifier-Web https] if-match acl name Web https

[BRAS-classifier-Web https] if-match acl ipv6 name Web https

[BRAS-classifier-Web https] quit

# M. &2 ip_cpu, VLA ACL

[BRAS] traffic classifier

ipo

ip cpu operator or

[BRAS-classifier-ip cpu] if-match acl name ip

[BRAS-classifier-ip cpu] if-match acl ipv6 name ip

[BRAS-classifier-ip cpu] quit

# L &% ip_deny, UCGHZ ACL ip.

[BRAS] traffic classifier
[BRAS-classifier-ip deny]
[BRAS-classifier-ip deny]
[BRAS-classifier-ip deny]

ip _deny operator or
if-match acl name ip
if-match acl ipv6 name ip

quit

# L E 2% neiwang_out, LFC ACL neiwang_out.

[BRAS] traffic classifier

neiwang out operator or

[BRAS-classifier-neiwang out] if-match acl name neiwang out

[BRAS-classifier-neiwang out] if-match acl ipv6 name neiwang out

[BRAS-classifier-neiwang out] quit

# Wic & 2% Web_out, ULHC ACL Web_out.

[BRAS] traffic classifier
[BRAS-classifier-Web out]
[BRAS-classifier-Web out]
[BRAS-classifier-Web out]
(3) HBLEIMATHN

# L ERAT N Web_permit,

Web out operator or
if-match acl name Web out
if-match acl ipv6 name Web out

quit

FEVFH 4 Web H A1 B9 H BIHENEDY Portal ik 952 1P Mk A4 Gl

[BRAS] traffic behavior Web permit

[BRAS-behavior-Web permit]
[BRAS-behavior-Web permit]

[BRAS-behavior-Web permit]

filter permit
free account

quit

# BCE AT N neiwang, FoVFH P40 Web o1 H 11 B stk i AR 525 1P ik i cscid it

[BRAS] traffic behavior neiwang

[BRAS-behavior-neiwang] filter permit

[BRAS-behavior-neiwang] quit
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# ICE ATy Web_http, Xf I 24 Web w1 i H I 104 80 ) TCP 4R (B HTTP i 30) #E
7] £ CPU.
[BRAS] traffic behavior Web http
[BRAS-behavior-Web http] redirect http-to-cpu
[BRAS-behavior-Web http] quit
# ML E AT N Web_https, X141 Web m T 19 H 35 04 443 (1) TCP #iSC(E) HTTPS $i30)
HE [ ] CPU.
[BRAS] traffic behavior Web https
[BRAS-behavior-Web https] redirect https-to-cpu
[BRAS-behavior-Web https] quit
# B E AT N Web_cpu, Xt 4H Web FH P HIFTA 1P ) SCHTE & W) 1 CPU.
[BRAS] traffic behavior Web cpu
[BRAS-behavior-Web cpu] redirect cpu
[BRAS-behavior-Web cpu] quit
# ML EIRAT N Web_deny, ZE1EH P4 Web 1 FHIFTA IP 4Rk SCiER .
BRAS] traffic behavior Web deny

[

[BRAS-behavior-Web deny] filter deny
[BRAS-behavior-Web deny] free account
[

BRAS-behavior-Web deny] quit
# lic B AT N neiwang_out, o 4 Web HhiEistiiil i I AR 25 2% 1P bk 3R SCid@ i .
[BRAS] traffic behavior neiwang out

[BRAS-behavior-neiwang out] filter permit

[BRAS-behavior-neiwang out] quit
# ML BT Web_out, Fe¥FHI 4 Web HriiidtihitJy Portal 5545 1P bk 4R SCiE R .
BRAS] traffic behavior Web out

BRAS-behavior-Web out] filter permit

BRAS—behavior—Web_out] free account

[
[
[
[BRAS-behavior-Web out] quit

(4) TBCE QoS Kl

# BCE 71 QoS g Web

[BRAS] gos policy Web

# AR TE N N AT, BRI ot 4 Web H i

RV H Bhihk A Portal i 45 #8 F11 4 9 il 55 % 1P Huhik i S s

ST H 118 80 (HTTP #30) #1443 (HTTPS 30 I L& & %] CPU;

B BRI SCAHE, HARIROCERE € M 2] CPU, 4 5 [a) RIR AR R I, U E 54K,

BRAS-gospolicy-Web] classifier Web permit behavior Web permit
BRAS-gospolicy-Web] classifier neiwang behavior neiwang

BRAS-qgospolicy-Web] classifier Web http behavior Web http

BRAS-gospolicy-Web] classifier ip cpu behavior Web cpu

BRAS-gospolicy-Web

[

[

[

[BRAS-gospolicy-Web] classifier Web https behavior Web https
[

[ classifier ip deny behavior Web deny

[

]
]

BRAS-gospolicy-Web] quit
# B & 717 QoS g out

[BRAS] gos policy out
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# ONRARE X RIIAT N, MR fuvEH  2H Web ity Portal JIk 45 #8570 A I ik 55 25 1P Hi
Ak, HopdhoctgtibE .
[BRAS-gospolicy-out] classifier Web out behavior Web out
[BRAS-gospolicy-out] classifier neiwang out behavior neiwang out
[BRAS-gospolicy-out] classifier ip deny behavior Web deny
[BRAS-gospolicy-out] quit
(5) ML E N S
# U PR R R QoS Sl , SRR 449 Web.,
[BRAS] gos apply policy Web global inbound
# XRGER L2 R N ] QoS HElg, SRI‘ 44N out.
[BRAS] gos apply policy out global outbound
(6) AN ISRNS & 5 AR
# #H N J7 1] QoS HME KL B A5 B AISATIE ML
[BRAS] display gos policy global slot 3 inbound
Direction: Inbound
Policy: Web
Classifier: Web permit
Operator: OR
Rule (s)
If-match acl name Web permit
If-match acl ipv6 name Web permit
Behavior: Web permit
Filter enable: Permit
Free account enable
Classifier: neiwang
Operator: OR
Rule (s)
If-match acl name neiwang
If-match acl ipvé name neiwang
Behavior: neiwang
Filter enable: Permit
Classifier: Web http
Operator: OR
Rule (s)
If-match acl name Web http
If-match acl ipv6 name Web http
Behavior: Web http
Redirecting:
Redirect http to CPU
Classifier: Web https
Operator: OR
Rule (s)
If-match acl name Web https
If-match acl ipvé name Web https
Behavior: Web https
Redirecting:

Redirect https to CPU

61



Classifier: ip cpu
Operator: OR
Rule (s)
If-match acl name ip
If-match acl ipv6 name ip
Behavior: Web cpu
Redirecting:
Redirect to the CPU
Classifier: ip deny
Operator: OR
Rule(s)
If-match acl name ip
If-match acl ipv6 name ip
Behavior: Web deny
Filter enable: Deny

Free account enable
# BFE 171 QoS HHK )L & F BB ATIE M.

[BRAS] display gos policy global slot 3 outbound
Direction: Outbound
Policy: out
Classifier: Web out
Operator: OR
Rule (s)
If-match acl name Web out
If-match acl ipv6 name Web out
Behavior: Web out
Filter enable: Permit
Free account enable
Classifier: neiwang out
Operator: OR
Rule (s)
If-match acl name neiwang out
If-match acl ipv6 name neiwang out
Behavior: neiwang out
Filter enable: Permit
Classifier: ip_ deny
Operator: OR
Rule (s)
If-match acl name ip
If-match acl ipv6 name ip
Behavior: Web_deny
Filter enable: Deny

Free account enable

6. it E RADIUS 5 &
# B4 F0N rs1 [ RADIUS 7 Z3fi A% 5 M E .

[BRAS] radius scheme rsl

# I & RADIUS J7 S TAUEA 3 11 3% iRk 55 4% S Hal (5 3 8
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[BRAS-radius-rsl] primary authentication 4.4.4.1
[BRAS-radius-rsl] primary accounting 4.4.4.1
[BRAS-radius-rsl] key authentication simple radius
[BRAS-radius-rsl] key accounting simple radius

# ML B %% RADIUS w55 a5 1 P 44 ANy ISP 3844
[BRAS-radius-rsl] user-name-format without-domain
[BRAS-radius-rsl] quit

# ¥ E RADIUS DAE % /" iii (1 IP ik 4.4.4.1, 5 RADIUS DAE % )*'3iii 3¢ H. DAE i SCHHE FH 1
HEEYINYIC radius.

[BRAS] radius dynamic-author server

[BRAS-radius-da-server] client ip 4.4.4.1 key simple radius

[BRAS-radius-da-server] quit

7. B & User Profile

# Wi B A PR A car ¥ User Profile % 45 FH 7 ik 4R SCHEAT LR IR - ) OC IR # ii# A 5210kbps,
fVF 325625byte 158 K B, W /N T4 T 5210kbps I IEH &%, KT 5210kbps i, 3530
WEFT.

[BRAS] user-profile car

[BRAS-user-profile-car] gos car inbound any cir 5210 cbs 325625

[BRAS-user-profile-car] quit

8. Bt EIAUERTIEA Web A
# Iic & IPoE F I IE RS A AR

[BRAS] domain name dml

[BRAS-isp-dml] authentication ipoe none
[BRAS-isp-dml] authorization ipoe none
[BRAS-isp-dml] accounting ipoe none

# i B AU A

[BRAS-isp-dml] authorization-attribute user-group Web
[BRAS-isp-dml] authorization-attribute ip-pool pooll
[BRAS-isp-dml] authorization-attribute ipvé-nd-prefix-pool pool2
# Iic & Web I\IE T URL.

[BRAS-isp-dml] Web-server url http://www.h3c.web.com
[BRAS-isp-dml] Web-server ipvé6-url http://www.h3c.web.com
[BRAS-isp-dml] quit

# L& IPOE Fl 7 7E Web AIERT B A8 I AAIE IS .

[BRAS] domain name dm2

[BRAS-isp-dm2] authentication ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization ipoe radius-scheme rsl
[BRAS-isp-dm2] accounting ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization-attribute user-profile car
[BRAS-isp-dm2] quit

9. it & IPoE

# JT)A IPoE ifg, JFRCE —ZHEAR.

[BRAS] interface gigabitethernet 3/1/2
[BRAS-GigabitEthernet3/1/2] ip subscriber 12-connected enable
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[BRAS-GigabitEthernet3/1/2] ip subscriber initiator ndrs enable

# L& IPoE H F ¥ H Web MAC iAiiE )7 0.

[BRAS-GigabitEthernet3/1/2] ip subscriber authentication-method Web mac-auth
The operation may cut all users on this interface. Continue?[Y/N]:y
# L& IPoE 1ZVF DR .

[BRAS-GigabitEthernet3/1/2] ip subscriber roaming enable

# LB Web JIERTECA dm1, Web INIEEAT Web MAC TAIEEII A dm2.
[BRAS-GigabitEthernet3/1/2] ip subscriber pre-auth domain dml
[BRAS-GigabitEthernet3/1/2] ip subscriber Web-auth domain dm2
[BRAS-GigabitEthernet3/1/2] ip subscriber mac-auth domain dm2
[BRAS-GigabitEthernet3/1/2] quit

7.4.7 WFALE

# P GERSOAMEEE 2 5, "TUMERIL N ERam S EE IPoE FIELER,
21 IPv4 k4 192.168.0.2, IPv6 itk 192::2,

[BRAS] display ip subscriber session verbose

Basic:
Description HE
Username : 001b21a80949
Authorization Domain : dml
Authentication Domain : dml
VPN instance : N/A
IP address : 192.168.0.2
IPv6 ND Prefix : 192::/64
User address type : N/A
MAC address : 001b-21a8-0949
Service-VLAN/Customer-VLAN : —/-
Access interface : GE3/1/2
User ID : 0x30000004
VPI/VCI (for ATM) =/
VSI Index i

VSI link ID I

VXLAN ID e

DNS servers : N/A

IPv6 DNS servers : N/A

DHCP lease : 86400 sec
DHCP remain lease : 86383 sec
DHCPv6 lease : N/A

DHCPv6 remain lease : N/A

Access time : May 27 00:48:51 2018
Online time (hh:mm:ss) : 00:00:19
Service node : Slot 3 CPU O
Authentication type : Web pre-auth
IPv4 access type : DHCP

IPv6 access type : NDRS

IPv4 detect state : Detecting
IPv6 detect state : Detecting
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State Online
AAA:
ITA policy name N/A
IP pool pooll
IPv6 pool N/A
IPv6 nd preifx pool pool2
Primary DNS server : N/A
Secondary DNS server : N/A
Primary IPv6 DNS server : N/A
Secondary IPv6 DNS server : N/A
Session idle cut : N/A
Session duration : N/A, remaining: N/A
Traffic quota : N/A
Traffic remained : N/A
Acct start-fail action : Online
Acct update-fail action : Online
Acct quota-out action : Offline
Dual-stack accounting mode : Merge

Max IPv4 multicast addresses: 4
IPv4 multicast address list : N/A
Max IPv6 multicast addresses: 4
IPv6 multicast address list : N/A
Accounting start time May 27 00:48:51 2018
Redirect URL http://www.h3c.web.com

Subscriber ID H

QosS:
User profile : N/A
Session group profile : N/A
User group ACL : Web (active)
Inbound CAR : N/A
Outbound CAR : N/A
Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink packets/bytes : 0/0
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

# M P ERTIBOAMIEEN 2 5, B3 Web T, 114 8-16 fas.
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# LEINIE GUIH i ] 7 44 R0 8 0 B < b >4 3047 Web IE, FTRMERI LU R B dr & B E

IPoE M/ fEZRAE 2

[BRAS] display ip subscriber session verbose

Basic:
Description
Username
Authorization Domain
Authentication Domain
VPN instance
IP address
IPv6 ND Prefix
User address type
MAC address
Service-VLAN/Customer-VLAN
Access interface
User ID
VPI/VCI (for ATM)
VSI Index
VSI link ID
VXLAN ID
DNS servers
IPv6 DNS servers
DHCP lease
DHCP remain lease
DHCPv6 lease
DHCPv6 remain lease

Access time

userl@dm2
dml

dml

N/A
192,1.66,0,2
192::/64
N/A
001b-21a8-0949
-/~

GE3/1/2
0x30000004
-/~

N/A

N/A

86400 sec

86356 sec

N/A

N/A

May 27 00:49:20 2018
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Online time (hh:mm:ss)
Service node
Authentication type
IPv4 access type
IPv6 access type
IPv4 detect state
IPv6 detect state
State

AAA:
ITA policy name
IP pool
IPv6 pool
IPv6 nd preifx pool
Primary DNS server
Secondary DNS server

Primary IPv6 DNS server

Secondary IPv6 DNS server

Session idle cut
Session duration
Traffic quota

Traffic remained

Acct start-fail action
Acct update-fail action

Acct quota-out action

Dual-stack accounting mode

Max IPv4 multicast addresses:

IPv4 multicast address list

Max IPv6 multicast addresses:

IPv6 multicast address list

Accounting start time

Subscriber ID

QosS:
User profile
Session group profile
User group ACL
Inbound CAR
Outbound CAR
Inbound user priority

Outbound user priority

Flow statistic:
Uplink packets/bytes
Downlink packets/bytes

IPv6 uplink

IPv6 downlink packets/bytes

packets/bytes

00:00:04
Slot 3 CPU 0
Web

DHCP

NDRS
Detecting
Detecting

Online

N/A
pooll
N/A
pool2
N/A
N/A
N/A
N/A
N/A

86400 sec, remaining:

N/A
N/A
Online
Online
Offline
Merge

4

N/A

4

N/A
May 27 00:49:20 2018

car (active)
N/A
N/A
N/A
N/A
N/A
N/A

0/0
0/0
0/0
0/0
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7.4.8 BLEXH

e  DHCP flk%5#s:

#

dhcp enable

#

ipv6 dhcp server forbidden-address 192::1
#
dhcp server ip-pool pooll

gateway-list 192.168.0.1

network 192.168.0.0 mask 255.255.255.0
forbidden-ip 192.168.0.1

#

interface GigabitEthernet3/1/1

port link-mode route

ip address 4.4.4.3 255.255.255.0

#
ip route-static 192.168.0.0 24 4.4.4.2
#
. Router A (BRAS) :
#

dhcp enable
dhcp relay client-information record
undo dhcp relay client-information refresh enable
#
ipv6 dhcp prefix-pool 1 prefix 192::/48 assign-len 64
#
traffic classifier ip cpu operator or
if-match acl name ip
if-match acl ipv6 name ip
#
traffic classifier ip deny operator or
if-match acl name ip
if-match acl ipv6 name ip
#
traffic classifier neiwang operator or
if-match acl name neiwang
if-match acl ipv6 name neiwang
#
traffic classifier neiwang out operator or
if-match acl name neiwang out
if-match acl ipv6 name neiwang out
#
traffic classifier Web http operator or
if-match acl name Web http
if-match acl ipv6 name Web http
#

traffic classifier Web https operator or
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if-match acl name Web https
if-match acl ipv6 name Web https
#
traffic classifier Web out operator or
if-match acl name Web out
if-match acl ipv6é name Web out
#
traffic classifier Web permit operator or
if-match acl name Web permit
if-match acl ipv6 name Web permit
#
traffic behavior neiwang
filter permit
#
traffic behavior neiwang out
filter permit
#
traffic behavior Web cpu
redirect cpu
#
traffic behavior Web deny
filter deny
free account
#
traffic behavior Web http
redirect http-to-cpu
#
traffic behavior Web https
redirect https-to-cpu
#
traffic behavior Web out
filter permit
free account
#
traffic behavior Web permit
filter permit
free account
#
gos policy out
classifier Web out behavior Web out
classifier neiwang_out behavior neiwang_out
classifier ip deny behavior Web deny
#
gos policy Web
classifier Web permit behavior Web permit
classifier neiwang behavior neiwang
classifier Web http behavior Web http
classifier Web https behavior Web https
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classifier ip cpu behavior Web cpu
classifier ip deny behavior Web deny

#

interface GigabitEthernet3/1/1

ip address 4.4.4.2 255.255.255.0

ipv6 address 4::2/64

#

interface GigabitEthernet3/1/2

port link-mode route

dhcp select relay proxy

dhcp flood-protection enable

ipvée dhcp flood-protection enable

dhcp session-mismatch action fast-renew

ipv6 dhcp session-mismatch action fast-renew
ipvé address auto link-local

undo ipv6 nd ra halt

ip subscriber 12-connected enable

ip subscriber initiator ndrs enable

ip subscriber authentication-method Web mac-auth
ip subscriber roaming enable

ip subscriber pre-auth domain dml

ip subscriber mac-auth domain dm2

ip subscriber Web-auth domain dm2
#

qos apply policy Web global inbound

gos apply policy out global outbound
#
dhcp server ip-pool pooll

gateway-list 192.168.0.1 export-route
remote-server 4.4.4.3
#
ipvée dhcp pool pool2

prefix-pool 1 export-route
#
acl advanced name ip

rule 0 permit ip user-group Web
#
acl advanced name neiwang

rule 0 permit ip destination 4.4.4.6 0 user-group Web
#
acl advanced name neiwang out

rule 0 permit ip source 4.4.4.6 0 user-group Web
#
acl advanced name Web http

rule 0 permit tcp destination-port eq www user-group Web
#
acl advanced name Web https

rule 0 permit tcp destination-port eq 443 user-group Web
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#

acl advanced name Web out

rule 0 permit ip source 4.4.4.5 0 user-group Web

#

acl advanced name Web permit

rule 0 permit ip destination 4.4.4.5 0 user-group Web

#

acl ipv6 advanced name ip

rule 0 permit ipv6 user—-group Web

#

acl ipv6 advanced name neiwang

rule 0 permit ipv6 destination 4::6/128 user—-group Web

#

acl ipv6 advanced name neiwang out

rule 0 permit ipv6 source 4::6/128 user-group Web

#

acl ipv6 advanced name Web http

rule 0 permit tcp destination-port eq www user-group Web
#

acl ipv6 advanced name Web https

rule 0 permit tcp destination-port eq 443 user-group Web
#

acl ipv6 advanced name Web out

rule 0 permit ipvé6 source 4::5/128 user-group Web
#
acl ipv6 advanced name Web permit

rule 0 permit ipv6 destination 4::5/128 user-group Web
#
user-profile car

gos car inbound any cir 5210 cbs 325625 ebs 0
#
radius scheme rsl

primary authentication 4.4.4.1

primary accounting 4.4.4.1

key authentication cipher $c$3$FhQVcgn3kqglexL0CdTzatcgcIxFIVL3ZOw==
key accounting cipher $c$3$ntIHBRM4ZkG+2JRZQTAKmN10kYJImhZz5Z2g==
user-name-format without-domain
#
radius dynamic-author server

client ip 4.4.4.1 key cipher $c$3$1YC2ERe8ts2gtE6M2xfoDDBENMGw6JIIv/ Q==
#
domain name dml

authorization-attribute user-group Web
authorization-attribute ip-pool pooll
authorization-attribute ipv6-nd-prefix-pool pool2
authentication ipoe none

authorization ipoe none

accounting ipoe none
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Web-server url http://www.h3c.web.com
Web-server ipv6-url http://www.h3c.web.com
#
domain name dm2
authorization-attribute user-profile car
authentication ipoe radius-scheme rsl
authorization ipoe radius-scheme rsl
accounting ipoe radius-scheme rsl
#
user-group Web
#

portal server newptl

ip 4.4.4.5 key cipher $c$3$UnoFelLybwld9jDwLnHJIQptDET7YZry2EViw==
#
portal server newpt2

ipv6e 4::5 key cipher $c$3$HxisNWeML9fhYRS+7umwGbYwAKL+KGiCjw==
#

http-redirect https-port 11111
#

8 IPOE MUERFH 7338 Web A IFEC B 244 (DHCPV6 5 3)

TEMIZ% 1) 1Pve Bt #E A, BT — BB (Rl , Sl X 2% SRR A AT SCRF 1PV,  [RIHE 7R LD
IPv4. IPV6 SMARIZAT . AZEBIHEIR TN IPv4 FT IPV6 ERMHGAE 5823 5, T HSePT & —
MPSRVGEE fE, AR T

A 24148 H DHCPV6 KL IPv6 bk, X Fi 7 R IE A H L P, BN % .40 4 3 FF DHCPV6,
WA BESREL IPv6 Btk 78] IPV6 4% %55 .

8.1 Ak

Wi 8-1 ffizn: Device NE2E1 M — & BRAS %45, N PR IPOE B NS . EoK:

e  DHCP Client &1 )2/ % L IPoE J7 3 A 51| BRAS $2 \ # 4%

e BRAS AWK &{EN DHCP 4k mliz i DHCP x5 #% Hif 1P Hiudik .

o 1524 T H3CIMC KI5 2% [F) i & $H RADIUS 45 %% . Portal WAIE R 55 2% A1 Portal Web
k55 2 R T

e  FTPserver & — & NMARS 2.

o IPoE Web iAlFiE It 5 FRi#E 5Mbps .
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[#8-1 IPoE % F P& 18 Web TAERL E 2HME

BRAS GE3/1/1

DHCP server
4.4.4.3/124
4::3/24
4.4.4.2/24

FTP server
GE3/1/2 ~A ::
“§’ EsS. 2:2123 ‘ 4.4.4.1/24

W”"H ROUTER 4::1/24

RADIUS server
Portal server
4.4.45/24
4::5/24

Host L2 Switch Device
DHCP client (DHCP relay)

8.2 BfE AR

T ERUEF P A e 75 3K, Alid g 524X User Profile iE47 s 2 4251l o

IPOE Web YIERTIR - (I &, X4 HTTP. HTTPS A% IP 47305 78 A F i BA 31 _Ei% . IPoE

Web IAIEHEFX] ik CPU (e, BLE W F =M ARAT N4 R AL

o V/rRULEC HTTP [EI User Group N ETIEFRICHT, X RI[4T N redirect http-to-cpu.

o APRILEE HTTPS A} User Group NETIEARICH, XM AT N redirect
https-to-cpu.

o APRILHED IP [FEIRF User Group NETIFRICIT, XM K747 A deny.

8.3 BLEXEEM

At DHCP Server /& HB & AT, S2 bR iUl % 11 DHCP ik %5 %% -

BRATEOLT, REEXN HTTPS R SCHAT H & [l ) N EBATT i 15 . 75221 http-redirect
https-port it % HRACE X HTTPS # SCEAT 5 () i W o 15, I HLIC B 00t W o 1 AN 22 R
A S 5

ANFE B f# F DHCPV4 A% 43It IPv4 ik, DHCPV6 A% 4 it IPv6 Hitik, JFSE8L—UGAIE, W
B FEIEAT . (A X P E, 2= THLA Re oik3R1S IPve Hitik.

2 BRAS # A ' NE&IN, DHCP Hh 4k 75 225 1) v 4k FH P ik 6 300, 5 A7 AE 6 BRI, ] 2% 7] DHCP
Jik %% 45 K 1% Release i 3T, i %1 DHCP JIr 55 2 B Ji0Z bk FHL 24 o 3X 5t 75 2 7E DHCP 14k FffiH dhep
relay client-information record 4 /5 DHCP 4k P Hihk R Iiid sk I fe .

AR E T EHBIRERLA BN, GXRAARIENEHNE, ESW 14 %K.

8.4 BLELTE
8.4.1 B E IP bt & R
FRRJE 81 iR B B 1 1P ki, JEHAfE BRAS 4% R4 IR 5% 52 2 A1 ¥ tH ATk, ELAAHD Bt A2 g .
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8.4.2 1% E DNS fR%s:

W IERAEE DNS IRS5%8, DME RS 2 0] LIARHE IPoE XUER FH /2t LRIk, @A H Web
PAIE LT http://www.h3c.web.com % 5[] IPv4 URL #bik 8% IPv6 URL #idik. DNS iR %5 %8 B Ak B

8.4.3 fit & DHCP PR%E

1. Bc & DHCPv4 Haditith
# JFJ5 DHCP fiR%5 -

<DHCP> system-view
[DHCP] dhcp enable

# QU4 FRN poolt ff) DHCPv4 kit 1 N H AR .
[DHCP] dhcp server ip-pool pooll

# e B H Mt Sh 25 2 BB 1P Hudik X Bt 192.168.0.0/24.
[DHCP-dhcp-pool-pooll] network 192.168.0.0 24

# WCE v P e B R Se ik oy 192.168.0.1.
[DHCP-dhcp-pool-pooll] gateway-list 192.168.0.1
# ¥ 192.168.0.1 ¥ B A5 LML

[DHCP-dhcp-pool-pooll] forbidden-ip 192.168.0.1

[DHCP-dhcp-pool-pooll] quit

# I A E S, o H iy 192.168.0.0 MY DHCPv4 LB SC M T —Bkie & ik
DHCPv4 % i X 4% ({12 11 1Pv4 Hhhik 4.4.4.2.

[DHCP] ip route-static 192.168.0.0 24 4.4.4.2

2. fit & DHCPvV6 Hititith
# B4 5N pool2 [ DHCPV6 ikt I3 A ALK

[DHCP] ipv6é dhcp pool pool2

# B EHLE BN B IPV6 ik B 192::0/64 .
[DHCP-dhcp6-pool-pool2] network 192::0/64
[DHCP-dhcp6-pool-pool2] quit

#4192 WE AR EHE.
[DHCP] ipvé dhcp server forbidden-address 192::1
# it & #2 1 GigabitEthernet3/1/1 T{/E#E DHCPV6 55 244 =

[DHCP] interface gigabitethernet 3/1/1
[DHCP-GigabitEthernet3/1/1] ipv6 dhcp select server
[DHCP-GigabitEthernet3/1/1] quit

#IE B AR, K H Ak 192::0 R EX ) DHCPV6 W 254 SC I N —BkiE € %4 DHCPV6
22 P 2% 2 11 IPve Hitik 4::2,

[DHCP] ipv6 route-static 192::0 64 4::2
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8.4.4 B2E RADIUS g%

Z i
T & A IMC (JR & % iIMC PLAT 7.3 (EO705P02) ) # 1), #.% RADIUS IR 4Bt A ABLE . 1 F

IMC #a A B B 7T R A PR R, BARBL B 5 VASE IR A BT R A6 IMC IR R FMA A, ATELE
1A,

(1) FEBEARS
BN IMC &, ®8 CH TR, B SR R [N SR B N %
BTSRRI, NN ARSI, %00 fdr <t >4, N 8-2
JIT R S8 0 N8 % LT
o HINILZEEHN: radius.
o FHARABRAEIE .

[&[8-2 EMmiENIEE

Tk BP > BAEEEE » BAREEE » BAEERE » BNEARE

IN
TAERD * 1812 TR * 1813
BRATU TERESER - Rl 2ie) LANZE S -
ENEEER H3C(Genera )] v EaiE FIE v
15 + BT -
EANRESE i -

BT

jui=rat g EIPiEhE wERs =3 =3

FEITFEEHOCR.

HH0EER.

FEZUH P i & 513 T 5 < T 20N>, #2401 8-3 s T A i stk 4.4.4.2 3
H<ffiiE>.
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[E8-3 FaMEMTENRE

iCRAIPIBLE * 4.4.4.2

SEFRIPHELE

&

(2) IR
B YRS (0 [N SRS B N SRS B ) SR, NN RS B U, 7EAZ DL
P <IEhN>TAL, RN &L 8-4 FTon B N N S T
o FINFENKME 4 H: AccessPolicy.
o HAhRFHBRAERCE .
[E18-4 EINEENTREE

BR > EAEEEE > SEAEEEE > BN

@
EAER =]
HENEEEE AccessPolicy
bS53 * Esape A
&k
ERER [=]
EARER 7o A SRR * =] -
THTEEE(Kbps) _EiTiEEE(Kbps)

(3) HINFENNRS
PR AR R (NSRS B AR N IR S ) SR, NI RSS E
U, 1% R <t in>4adl, 340 8-5 B gz A R4 DL .
o NS4 N: IPOE_Server
o TRELNKIEIES C AR KRS “AccessPolicy”
o HAhRHAHREEE .
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[E18-5 HEINFENARSS

P P > BAEEEE > BARSEE > BIEAES @8

BAES =]
EEsE IPoE_Server EEEE

RIE=p sz FaE - FREEAERE ¢ AccessPolicy A O]
BHETRERE MR A M

THERERE FitE hd

RERNS B EEEIERE 0 RN SEEERG 0

iy s

F=ER FREDME @

(4) 7E IMC ST
F SRR A (R P RN P ST, NN ] 8-6 AT i UL, S A P
Y FE 5. IPOE_Web001 11 001,
[El8-6 A

& B > EmAA @ =8

=R~
2EAEE

FFgEE * IPoE_Web001 iEESEE 001 BEEETA
it BiE @

BT @ BFRaE 4 ]

FHEEEhKS

B < 8 >4RALS S8 O P I I
(5) HEMEANH
B SRR (A S BRI ) S, HENANHT T U, AR U <2
In>$24,  BEN N 8-7 By i A P BT .
o M P #EAIEF: IPoE_Web001
o IKTHIHEN: user
o HfLN: passi
o NS IER: AT AR IPoE_Server
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[E18-7 EIMIENRF

B Br > 2ARR > EARS @
EAES [=]
e 1PoE_Web001
KEE * userl
mEeEe SHEBYODER MACHELAERER =name fE RS
FEEY ] seesas EREEEA ¢
P = EEEPEESHRE TABT A
smtiE . s .
ShTEE G EnER 1
o T - FHEF) - 0
e P -
sRErES
#EMNES lE‘
BEE SRS S T SRIPHEE
Tw T

IPoE_Server

8.4.5 & Portal fRE &

Z i
T & A IMC (iR A% iIMC PLAT 7.3 (E0705P02) ) 1], #L8A Portal IR £ t9 X K& E . 7R iMC
FRARBLE TR A PTARR], BARELE 35 VAS PRI A BT R R A8 IMC IR 4B F M 4 &, AT B E 4

(1) P& Portal £,
B SR A ) [N RS B /Portal IR 55 BRI S5 AR B B ) ST, 3k N IR 5% A TC B LT

BoE Portal 101, RAIGVEBCEA, JfPi<ifE > e ke, Wik 8-8 jr.
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[¥]8-8 Portal fREZEEHCE TI @

AreE 2 sPorta BEETE > RESRSD @
BARRER
pEEE
EHER
EHEE
ST Es -
AREARS
P Portal Server
e ECEREHTRE) ¢ 4 ® OB ) * 20 @
EEEAEE AFBLERR () ¢ 5 ® \BaEiE:

Portal Web

PR @) ¢ 15 @] IR @
2 - ERET 2 -

HITPOBLREETA FE v HTTPSUHRERTAT FRE A

http://4.4.4.5:8080/portal/
https://4.4.4.5:8443/portal/
http;//[4:51:8080/portal/

Portal =R httpsy//[4-51:8443 /portal/

(2) FCE Portal IAE R HHEZH VO R
B SR R ) [ SRS T /Portal AR 45 ERIP Mokt ZH G ) SE R, HENCIP bk 41 E
DU, R < >4, #EN “H9hn 1P dhhbHAECE 7 vim, W& 8-9 AR,
o HiN IPHuhtZH 4N “IPoE_Web_User” ;
o HANRIEHNENY “192.168.0.17, LMkl “192.168.0.2557. T EHL IP Huhk b2ty
EAEZ P k2 LA
o HAthRHERAEEE
o HT<fE> 1 e ARAE .
[E18-9 t&jn IP #but¢ARCETIE (IPv4)

-

RFER T EZAPF > 20 EREEE > PoralRBSERE - IPHEIHARE > BiNPiEhHE
IEhAR
&= S ANIPHEAHE
o FTEAIF >
FAFEmEE IPifihE s * IPoE_Web_User
& FAFHERE IPv6 * = -
%, SRR sttt + 192.1680.1
& HEEFEEE L
3 21t + 192.168.0.255
BARFEE ,
WESE FoE -
HEEE
s Ejt] -
BiREE
BAEEEE b

W 8-10 A, 4ksE B A/Eds N IPv6 Hubik4H .
o HiNIPiht4H4 N “IPoE_Web User-2” ;
o IPV6 IETHELE: “ 2"
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®3)

o HNEIEHNE Y “192:17, ZabHibkSy “192:FFFF”. F P EHL IPv6 Mk b 204 & 75 1%

IP St ik 2 e Bl A
o HARGRERCE

o FR<Hf > 5 UERAE
[&]8-10 i&hn IP #hut¢ARCE TiE (IPv6)

RFREER

& B
i FFERE
RS
¥ BenERE
PREIN: =
& womaEE
NI
EeE
EFER
BrEABRE

BEAFEEE

Hahn Portal #: N % & 15 B

Fl AP > EA\FEBEEE > PortallRSEE > IPIUIHERSE > 1SiNPithHE

IEhniPitbiE

IPHELEEE S *

IPv6 *

ECAELE +

£21HipiE +

WEaaE

IPoE_Web_User-2

= -
192:1

192:FFFF

Fo4E -

PR AU PR (RN SRS B /Portal iRk 558 B A R B SR, HEN & BCE” T,
FEZ U <>, N “HnAE R i, A 8-11 .

o HINBHEHN “NAS”;

o FINIPHhEN “4.4.427, ZHuhEA Portal 3¢ Hi 2 1 GigabitEthernet3/1/1 1 IP Hutik;

o MMANEYIN “123456” ;

o WFAM Ay “HIE”;
o HEBHCRMIGEE, JFi <>l 7e ik
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E8-11 #EMEFEEERENE (IPv4)

AFER IZBF > EAEEEE > Portal BEEE > BEEE > BINGERFE (O3]
&o EIAF IBImEEER
igh FrEAR > .
" REEE
AFHmES
HEE NAS k55348 * F9r4E -
& AFIERE
R *+ Portal 2.0 - IPiaE * 4442
&, SNAR
w0 * 2000 FiHbChallenge * =5 hd
& HSEEEE
MEERREL 0 THERRE 1
EANAFREE
iRk & - SeEFRFLEE * El -
HEER
R e BUZE Y | e
HinEE i
AR BE -
AFEA RS
inEER
ENFEEER

tElsER > WE

Wi 8-12 ffiow, 4h%: FRIRAERINIL# 1 IPV6 {5 5.

o MIANWHRAN “NAS-2”;

o A “Portal 3.07;

o FNIP N “4:27, ZHbEA Portal #iSCH 42 1 GigabitEthernet3/1/1 1) 1P Hutik;
o HINEEHN “123456” ;

o EFHMTT N “HIE”;

o HEZHCRHGAME, IFod<ifie>4%H 70 ik,

E8-12 Mg RE2EERE (IPv6)

ArER IZ B > EAEESE > Portal BEEE > £E8EE > BNEEREE @z
& B0 I=LaEEs
eh FrERF > . .
" BEES
RrFihEs
EEE Y NAS-2 AEEeE Fo3E A
& BPHERE
ks * Portal 3.0 - IPitaE = 4:2
&, S AP
IR0 * 2000 FipChallenge * = -
& HSEAEE
IEEERE 0 THEERRI 1
EANAFER
LR ¢ = A FEERPLBE * = A
HEER
ZEHY | ssees BINESEE * | s
ZRER . .
HRAE =E -
ArREANEE
REREE
ENEEERE

(4)  TE AR
W 8-13 FruriR [A] [ F2 N SIS £ /Portal AR 4558 B/ A L B 1 S8 000, PR o <diy 11 2HA5 B B>
M, HEN “SOZE ERE” T .
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E8-13 & ERTI%*

02 FP > ENEEEE > Portd BEER > BEERE W IMAEE @R

BEEEER

BES || P23 -

s S :

gEs ¢ ki ¢ 59 ¢ IPHbhE IPveitht B N amE ¢ TEEER =

NAS-2 Portal 3.0  FH4E 192:1 E-4 BEEEFD
NAS Portal 20  s54E 192.168.0.1 F=F& E: Egl]
ST, MaS1 2, E 1A < < > » | 50 [f]

1E “un VA G ERCE” T <>, N “afhneg DA SRS T, a0 8-14 B

TNo

o HANimHZH4 K~ “group” ;

o JEFE IP HikikZH Ny “IPoE_Web_User”, F P4 N4 I AT K] 1P Mk 2420 & - Firide i) 1P
Huht2H

o HEZHCRHGAME, IFodi<ifie>42H 72 ik,

[E8-14 Enin OEFESRERE (IPv4)

E— , 2| BERF > SAEEE > Porta RS EE > ASME > RAFESES > BinwEES @
BEANAPER > EmslEER
HEER
’ WO + groug wvEE i -
HIREE >
Freainll = 0 £ IHR > 777777
TN > |=
iR HTTP - BHERAIE * & A
BANERER
EENAT * & - TEIREE = v
AT
T AN MBS * PAPMIE - PipIkE * IPoE_Web_User -
% &)
3 BAESEE LENEIRR(DH) * 0 OHEEER () * 0
BAEHER L
APESE mOERE
» BAEHER
FREEHATE i v R = .
» BAREER
TR v EEAERE v

» LDAPISEE

» Portal ESERE

| o !

W& 8-15 fiow, 4642 EaRHRAEIR nsm L 20 IPv6 15 5.

o AN AN “group-2” ;

o MEFFIP ML “IPoE_Web_User-2”, F ' Hz NMIZ I # F 1) 1Pv6 sl 242008 T Fridk
) IPV6 Hihik2 ;

o HEZHCKHGEE, JFodi<tfie>tl 7 iRiE.
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[E18-15 i#Enim Q4RE2EETIE (IPv6)

AFER — BE P > BARREE > Poral RS EE > REEE > BEEEES > BmRERES @z
BNAFER EhmsEES
HEEE
waEs * group-2 BEE ¢ s -
FrAwO 0 #IHRO * 77777
ArFgAEF H
HHuEER - HTTP - AL * ) -
BAREER
FENAT # SR * =2 -
T BREAD
IMIEATL * PAPIAIE - IPithabe * IPoE_Web_User-2 v
0 BARSER
LEARRSH) * 0 LR (5344) * 0
BAFREER L
FEFES wOERE
v BARHER
FEEFABME iz - EFRER * ) -
P BENEEEE
TIEIEESREE - FESIETE -
» LDAPUSER

¢ Portal BSER

-

PRt

8.4.6 BCE BRAS

1. Bt & DHCP dhik
# 4 JaHF J5 DHCP.

[BRAS] dhcp enable

# Jii Fil DHCP th 4k (i 1 /- k3R Wi 5 T e o

[BRAS] dhcp relay client-information record

# XM DHCP h 4k )25 Fl - sk 3 T00E I BT 2 RE -

[BRAS] undo dhcp relay client-information refresh enable

# g kbt pool1, fi& g VLG 1kt ) DHCPVA & 5 i BT 76 (1) I Btk , - 4 e 4k ik
X B ) DHCP R 45w thhik o

[BRAS] dhcp server ip-pool pooll

[BRAS-dhcp-pool-pooll] gateway-list 192.168.0.1 export-route

[BRAS-dhcp-pool-pooll] remote-server 4.4.4.3

[BRAS-dhcp-pool-pooll] quit

# g kbt pool2, fi& g ULRC 1 bkt ) DHCPVE & 7 i T 76 (1) X Bk, 4 e 4k ik
XK DHCP ik 45 s Hiudik o

[BRAS] ipv6 dhcp pool pool2

[BRAS-dhcp6-pool-pool2] gateway-list 192::1

[BRAS-dhcp6-pool-pool2] remote-server 4::3

[BRAS-dhcp6-pool-pool2] quit

# BB TAEAE DHCPV4 ki .

[BRAS] interface gigabitethernet 3/1/2
[BRAS-GigabitEthernet3/1/2] dhcp select relay proxy

# I E H AR IPV6 B A HbIHE, 1% IPV6 B At bk A A P R %
[BRAS-GigabitEthernet3/1/2] ipv6 address auto link-local
# e B 810 TAE/E DHCPvV6 H a4k i, )5 DHCPvV6 4k H P R I & D RE

[BRAS-GigabitEthernet3/1/2] ipv6 dhcp select relay
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[BRAS-GigabitEthernet3/1/2] ipv6 dhcp relay client-information record
[BRAS-GigabitEthernet3/1/2] ipv6é dhcp relay release-agent

# I & DHCP B X hfe .

[BRAS-GigabitEthernet3/1/2] dhcp flood-protection enable

[BRAS-GigabitEthernet3/1/2] ipvé dhcp flood-protection enable

# TiC B IE R FH P R @ %1 DHCPV6 iRk 55 28 BT 2

[BRAS-GigabitEthernet3/1/2] ipv6 dhcp relay release-agent

# BUH % RAT RATE B ] . ﬁaﬁ%ﬁmfﬁﬂiﬁﬁ@ﬁﬂﬁhwmjj 1, BPEHLEE DHCPV6 IR %5 4%
SREL IPV6 Huhik . FiC & HA(E BACE RSN 1, RIEHLIET DHCPV6 AR 45 28 3K HUER IPv6 HihkLLoH
i HARE B

[BRAS-GigabitEthernet3/1/2] undo ipv6 nd ra halt

[BRAS-GigabitEthernet3/1/2] ipv6 nd autoconfig managed-address-flag
[BRAS-GigabitEthernet3/1/2] ipv6 nd autoconfig other-flag

# O B I I HOET 2 oM Bk Th RE

[BRAS-GigabitEthernet3/1/2] dhcp session-mismatch action fast-renew
[BRAS-GigabitEthernet3/1/2] ipv6 dhcp session-mismatch action fast-renew

2. Bt & Portal IAIEBR S 28
# L& |Pv4 Portal iAIEARSS 8% : 8RN newpt1, Pl A 4.4.4.5, %5198 123456,

[BRAS] portal server newptl
[BRAS-portal-server-newptl] ip 4.4.4.5 key simple 123456
[BRAS-portal-server-newptl] quit

# fic B IPv6 Portal INIEARSS 88 #H0N newpt2, 1IPv6 Hilikly 4::5, 541N SC 123456,

[BRAS] portal server newpt2
[BRAS-portal-server-newpt2] ipvé 4::5 key simple 123456
[BRAS-portal-server-newpt2] quit

3. BLE HTTPS B ERmlTis O

# ML HTTPS F AN Ao 1, I AN SRR CA S 1 R RIAT
[BRAS] http-redirect https-port 11111

4. BIEAK A A

# QUEVAERTIH P H, 2P0 Web.

[BRAS] user-group Web
New user group added.

[BRAS-ugroup-Web] quit

5. Bt & QoS
(1) ECEMTIAERTERH P r ACL AL

# 73N IPv4 FIPV6 =2% ACL Web_permit 1 81 a0« UCACH 7 26 Web 0 F P O H sty
Portal IR 25 28 bk 4R S o

BRAS] acl advanced name Web permit
BRAS-acl-ipv4-adv-Web permit] rule 0 permit ip destination 4.4.4.5 0 user-group Web
BRAS-acl-ipv4-adv-Web permit] quit

[

[

[

[BRAS] acl ipv6 advanced name Web permit

[BRAS-acl-ipv6-adv-Web permit] rule 0 permit ipv6 destination 4::5 128 user-group Web
[

BRAS-acl-ipvé6-adv-Web permit] quit
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# 58 IPv4 Fil IPv6 =14 ACL neiwang BRI 40 R DLECH 7 20 Web = H 7 19 H Rk A A
WA AR 55 8 bk RS2

[BRAS] acl advanced name neiwang

[BRAS-acl-ipv4-adv-neiwang] rule 0 permit ip destination 4.4.4.1 0 user-group Web
[BRAS-acl-ipvé4-adv-neiwang] quit

[BRAS] acl ipv6 advanced name neiwang

[BRAS-acl-ipvé6-adv-neiwang] rule 0 permit ipv6 destination 4::1 128 user-group Web
[BRAS-acl-ipv6-adv-neiwang] quit

#7334 IPv4 A1 1PV6 =2t ACL Web_http SR 41 T - ULHACH] - 41 Web 1~ ) H 35 1104 80
f¥) TCP R 3C(BI HTTP $1:30).

[BRAS] acl advanced name Web http

[BRAS-acl-ipv4-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv4-adv-Web http] quit

[BRAS] acl ipv6 advanced name Web http

[BRAS-acl-ipv6-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv6-adv-Web http] quit

# 73504 IPv4 R IPV6 =2l ACL Web_https G MNIAN T ULEC AT 41 Web 1 (¥ H ()35 F A
443 (] TCP L (B HTTPS R 30).

[BRAS] acl advanced name Web https

[BRAS-acl-ipv4-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv4-adv-Web https] quit

[BRAS] acl ipv6 advanced name Web https

[BRAS-acl-ipv6-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv6-adv-Web https] quit

# 9193100 1Pva F11Pv6 4 ACL ip G4t = ULFEC I 241 Web H 7 i) 1P 332

[BRAS] acl advanced name ip

[BRAS-acl-ipv4-adv-ip] rule 0 permit ip user-group Web

[BRAS-acl-ipvé4-adv-ip] quit

[BRAS] acl ipv6 advanced name ip

[BRAS-acl-ipv6-adv-ip] rule 0 permit ipv6 user-group Web

[BRAS-acl-ipv6-adv-ip] quit

# 3N IPv4 1 IPv6 2% ACL neiwang_out GIZEREIN a1~ : ULHECH 41 Web Hrjgiibhit A vy ik
5% 1P Hh (3.

[BRAS] acl advanced name neiwang out

[BRAS-acl-ipv4-adv-neiwang out] rule 0 permit ip source 4.4.4.1 0 user-group Web
[BRAS-acl-ipv4-adv-neiwang out] quit

[BRAS] acl ipv6 advanced name neiwang out

[BRAS-acl-ipv6-adv-neiwang out] rule 0 permit ipv6 source 4::1 128 user-group Web
[BRAS-acl-ipv6-adv-neiwang out] quit

# 735009 IPv4 A1 IPV6 152 ACL Web_out SIEERIIN4n T : ULECH /7 241 Web ittty Portal il 55
52 1P ML (3R

[BRAS] acl advanced name Web out

[BRAS-acl-ipv4-adv-Web out] rule 0 permit ip source 4.4.4.5 0 user-group Web
[BRAS-acl-ipvé4-adv-Web out] quit

[BRAS] acl ipvé6 advanced name Web out

[BRAS-acl-ipv6-adv-Web out] rule 0 permit ipv6 source 4::5 128 user-group Web
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[BRAS-acl-ipv6-adv-Web out] quit

(2) FCEMFIERTEH 12

# L& 2% Web_permit, [LAC ACL Web_permit.

[BRAS] traffic classifier Web permit operator or
[BRAS-classifier-Web permit] if-match acl name Web permit
[BRAS-classifier-Web permit] if-match acl ipv6 name Web permit
[BRAS-classifier-Web permit] quit

# BLE 2% neiwang, ULEC ACL neiwang.

[BRAS] traffic classifier neiwang operator or
[BRAS-classifier-neiwang] if-match acl name neiwang
[BRAS-classifier-neiwang] if-match acl ipv6 name neiwang

[BRAS-classifier-neiwang] quit
# L E 2% Web_http, IULEC ACL Web_http.

[BRAS] traffic classifier Web http operator or
[BRAS-classifier-Web http] if-match acl name Web http
[BRAS-classifier-Web http] if-match acl ipvé name Web http
[BRAS-classifier-Web http] quit

# I E 2% Web_https, UCHC ACL Web_https.

[BRAS] traffic classifier Web https operator or
[BRAS-classifier-Web https] if-match acl name Web https
[BRAS-classifier-Web https] if-match acl ipv6 name Web https
[BRAS-classifier-Web https] quit

# IiC & 2% Web_deny, [LHL ACL ip.

[BRAS] traffic classifier Web deny operator or
[BRAS-classifier-Web deny] if-match acl name ip
[BRAS-classifier-Web deny] if-match acl ipv6 name ip
[BRAS-classifier-Web deny] quit

# L E 2% neiwang_out, LFC ACL neiwang_out.

[BRAS] traffic classifier neiwang out operator or
[BRAS-classifier-neiwang out] if-match acl name neiwang out
[BRAS-classifier-neiwang out] if-match acl ipv6 name neiwang out
[BRAS-classifier-neiwang out] quit

# lic & 2% Web_out, UL ACL Web_out.

[BRAS] traffic classifier Web out operator or

[BRAS-classifier-Web out] if-match acl name Web out

[BRAS-classifier-Web_out] if-match acl ipv6 name Web_ out

[BRAS-classifier-Web out] quit

(3) HBLEIMATHN

# ML EIRAT N Web_permit, fovFH P4l Web F H P i) H Ftbhit N Portal AR 4545 1P sk f$k SCiE
[BRAS] traffic behavior Web permit

[BRAS-behavior-Web permit] filter permit

[BRAS-behavior-Web permit] free account

[BRAS-behavior-Web permit] quit

# FC BTN neiwang, o vrHI 41 Web 7 F P 1 H 3L IE D9 A R AR 55 45% 1P 3thik 3 SOE e
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[BRAS] traffic behavior neiwang

[BRAS-behavior-neiwang] filter permit

[BRAS-behavior-neiwang] quit

# ICE ATy Web_http, Xf HI /21 Web w1 H i3 104 80 ) TCP 4R S (E HTTP i 30) # &
7] £ CPU.

[BRAS] traffic behavior Web http

[BRAS-behavior-Web http] redirect http-to-cpu

[BRAS-behavior-Web http] quit

# MCE AT N Web_https, X141 Web m T 19 H 35 104 443 (1) TCP #iSC(E) HTTPS $i30)
HE [ ] CPU.

[BRAS] traffic behavior Web https

[BRAS-behavior-Web https] redirect https-to-cpu

[BRAS-behavior-Web https] quit

# ML EIRAT N Web_deny, 22 1EF 741 Web FHF AT A IP i .

[BRAS] traffic behavior Web deny

[BRAS-behavior-Web deny] filter deny

[BRAS-behavior-Web deny] free account

[BRAS-behavior-Web deny] quit

# Bic B AT N neiwang_out, oS4 Web HiEistiil Ay i I AR 25 2% 1P bk 3R SCid@ i .
[BRAS] traffic behavior neiwang out

[BRAS-behavior-neiwang out] filter permit

[BRAS-behavior-neiwang out] quit

# ML ERAT AN Web_out, fuvFHI 24 Web ity Portal iz 5 4% 1P bk 4k S0i@ i
[BRAS] traffic behavior Web out

[BRAS-behavior-Web out] filter permit

[BRAS-behavior-Web out] free account

[BRAS-behavior-Web out] quit

(4) M E QoS g

# M E 7 H) QoS g Web

[BRAS] gos policy Web

# ONIARE X N IRAT Y, BT F P 4 Web R IAT

FOVF H by Portal 45 #45 F1 A R 25 2% 1P bk iy SCad s

X H i 28 80 (HTTP #3C0) #1443 (HTTPS ik 30) By SCH %€ W] 2] CPU;

B LRk SChh, HRRoCAR ki

BRAS-gospolicy-Web] classifier Web permit behavior Web permit
BRAS-gospolicy-Web] classifier neiwang behavior neiwang

[

[

[BRAS-gospolicy-Web] classifier Web http behavior Web http
[BRAS-gospolicy-Web] classifier Web https behavior Web https
[

BRAS-gospolicy-Web] classifier Web deny behavior Web deny

]
[BRAS-gospolicy-Web] quit
# B E H 717 QoS HkK out
[BRAS] gos policy out

# NRTRER BLIRAT 9, BN o VFH P20 Web rhisitik 4 Portal IR 45280 P 194 I 5% 25 1P 3
EIRIDES S VPR 9 @ O | Wi U

87



[BRAS-gospolicy-out] classifier neiwang out behavior neiwang out

[BRAS-gospolicy-out] classifier Web out behavior Web out
[BRAS-gospolicy-out] classifier Web deny behavior Web deny
[BRAS-gospolicy-out] quit
(5) e BN S
# XU PR R L QoS SR, HEEE 448 Web.
[BRAS] gos apply policy Web global inbound
# X EZH RN QoS HElg,  SRIK 44N out.
[BRAS] gos apply policy out global outbound
(6) N IS & R AR
# #H N J7 1 QoS HME HIRC B A5 B ASATIH ML
[BRAS] display gos policy global slot 3 inbound
Direction: Inbound
Policy: Web
Classifier: Web permit
Operator: OR
Rule (s)
If-match acl name Web permit
If-match acl ipv6 name Web permit
Behavior: Web permit
Filter enable: Permit
Free account enable
Classifier: neiwang
Operator: OR
Rule (s)
If-match acl name neiwang
If-match acl ipv6 name neiwang
Behavior: neiwang
Filter enable: Permit
Classifier: Web http
Operator: OR
Rule (s)
If-match acl name Web http
If-match acl ipv6 name Web http
Behavior: Web http
Redirecting:
Redirect http to CPU
Classifier: Web https
Operator: OR
Rule (s)
If-match acl name Web https
If-match acl ipv6 name Web https
Behavior: Web_https
Redirecting:
Redirect https to CPU
Classifier: Web deny

Operator: OR
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Rule(s)
If-match acl name ip
If-match acl ipvé6 name ip
Behavior: Web deny
Filter enable: Deny

Free account enable
# BFE 171 QoS g M & E B AEATIE M.

[BRAS] display gos policy global slot 3 outbound
Direction: Outbound
Policy: out
Classifier: neiwang out
Operator: OR
Rule(s)
If-match acl name neiwang out
If-match acl ipv6 name neiwang out
Behavior: neiwang out
Filter enable: Permit
Classifier: Web out
Operator: OR
Rule(s)
If-match acl name Web out
If-match acl ipv6 name Web out
Behavior: Web out
Filter enable: Permit
Free account enable
Classifier: Web deny
Operator: OR
Rule(s)
If-match acl name ip
If-match acl ipvé name ip
Behavior: Web deny
Filter enable: Deny

Free account enable

6. it E RADIUS B &
# G2 F0N rs1 [ RADIUS 77 Z3fi A% 5 R E .

[BRAS] radius scheme rsl

# LB RADIUS J7 M FUEA 3271 9 il 2% 2 S FLd A5 %41
[BRAS-radius-rsl] primary authentication 4.4.4.5
[BRAS-radius-rsl] primary accounting 4.4.4.5
[BRAS-radius-rsl] key authentication simple radius
[BRAS-radius-rsl] key accounting simple radius

# ML B R i%% RADIUS e g5 as i 1 44 ANy ISP 1844 .
[BRAS-radius-rsl] user-name-format without-domain
[BRAS-radius-rsl] quit

# 1B RADIUS DAE % i) IP Hitik 4y 4.4.4.5, 5 RADIUS DAE % /7 4 22 H. DAE i SCH 48 FH 1)
R NWISC radius, 75 ZEVE R R IE P 3 B OB A TR B
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[BRAS] radius dynamic-author server
[BRAS-radius-da-server] client ip 4.4.4.5 key simple radius

[BRAS-radius-da-server] quit

7. Bt & User Profile

# Wit & A 5 car 1) User Profile X2k H P R 26 I CSC TR & 1B 5 - i SCIEH il A 5210kbps,
RVF 325625byte R A EiEIT, HE/NTET 5210kbps B IE% &%, KT 5210kbps i, &
WEF.

[BRAS] user-profile car
[BRAS-user-profile-car] gos car inbound any cir 5210 cbs 325625
[BRAS-user-profile-car] quit

8. Bt E TAUERTIHAN Web TATEEL
# B E IPoE F 7 GIE RS A A IE IR

[BRAS] domain name dml

[BRAS-isp-dml] authentication ipoe none
[BRAS-isp-dml] authorization ipoe none
[BRAS-isp-dml] accounting ipoe none

# e B AT - AR .

[BRAS-isp-dml] authorization-attribute user-group Web
[BRAS-isp-dml] authorization-attribute ip-pool pooll
[BRAS-isp-dml] authorization-attribute ipv6-pool pool2

# ML & Web IETUTH URL.

[BRAS-isp-dml] Web-server url http://www.h3c.web.com
[BRAS-isp-dml] Web-server ipv6-url http://www.h3c.web.com
[BRAS-isp-dml] quit

# I & IPOE Fl F7 7 Web A TER B fil I AIAAE R o

[BRAS] domain name dm2

[BRAS-isp-dm2] authentication ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization ipoe radius-scheme rsl
[BRAS-isp-dm2] accounting ipoe radius-scheme rsl
[BRAS-isp-dm2] authorization-attribute user-profile car

[BRAS-isp-dm2] quit
9. it E IPoE
# JFJA IPoE i, JFACE —Z A

[BRAS] interface gigabitethernet 3/1/2

[BRAS-GigabitEthernet3/1/2] ip subscriber 12-connected enable

# L& IPoE H1 K H] Web AIETT 2.

[BRAS-GigabitEthernet3/1/2] ip subscriber authentication-method Web
The operation may cut all users on this interface. Continue?[Y/N]:y
# & Web JUERTECA dm1, Web IAIESCN dm2.
[BRAS-GigabitEthernet3/1/2] ip subscriber pre-auth domain dml
[BRAS-GigabitEthernet3/1/2] ip subscriber Web-auth domain dm2
[BRAS-GigabitEthernet3/1/2] quit
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8.4.7 WFALE

# HPERHRGEEN 2 J5, FTRMER LN E RS EE IPoE I ELER, Hrd, H3K
317 1Pv4 Hikik v 192.168.0.2, 1Pv6 Hitik oy 192::2.

[BRAS] display ip subscriber session verbose

Basic:
Description I
Username : 001b21a80949
Domain ¢ dml
VPN instance : N/A
IP address : 192.168.0.2
IPv6 address 1972332
User address type : N/A
MAC address : 001b-21a8-0949
Service-VLAN/Customer-VLAN : —/-
Access interface : GE3/1/2
User ID : 0x30000004
VPI/VCI (for ATM) : -/-
VSI Index i

VSI link ID I

VXLAN ID R
DNS servers : N/A
IPv6 DNS servers : N/A
DHCP lease : 86400 sec
DHCP remain lease : 86383 sec
DHCPv6 lease : 2592000 sec
DHCPv6 remain lease : 2591981 sec
Access time : May 27 00:48:51 2018
Online time (hh:mm:ss) : 00:00:19
Service node : Slot 3 CPU O
Authentication type : Web pre-auth
IPv4 access type : DHCP
IPv6 access type : DHCP
IPv4 detect state : Detecting
IPv6 detect state : Detecting
State : Online

AAA:
ITA policy name : N/A
IP pool : pooll
IPv6 pool : pool2
IPv6 nd preifx pool : N/A
Primary DNS server : N/A
Secondary DNS server : N/A
Primary IPv6 DNS server : N/A
Secondary IPv6 DNS server : N/A
Session idle cut : N/A
Session duration : N/A, remaining: N/A
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Traffic quota : N/A

Traffic remained : N/A
Acct start-fail action : Online
Acct update-fail action : Online
Acct quota-out action : Offline
Dual-stack accounting mode : Merge

Max IPv4 multicast addresses: 4

IPv4 multicast address list : N/A

Max IPv6 multicast addresses: 4

IPv6 multicast address list : N/A

Accounting start time : May 27 00:48:51 2018
Redirect URL : http://www.h3c.web.com

Subscriber ID HE

QoS:
User profile : N/A
Session group profile : N/A
User group ACL : Web (active)
Inbound CAR : N/A
Outbound CAR : N/A
Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink packets/bytes : 0/0
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

# P ERTSMEBAL 2 /5, %% Web JUH, 41 8-16 .
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[#[8-16 &3F Web IiHE

APE user1@dn2 i
*e=D B |
B35 2<2 j v |
L3 ER

T

raldy n! ‘I U] Bﬁigm

L]
. EpE

A o)

# LEINIE GUIH i ] 7 44 R0 8 0 B < b >4 3047 Web IE, FTRMERI LU R B dr & B E
IPoE M/ fEZRAE 2

[BRAS] display ip subscriber session verbose

Basic:
Description H
Username : userl@dm2
Domain : dm2
VPN instance : N/A
IP address : 192.168.0.2
IPv6 address 172332,
User address type : N/A
MAC address : 001b-21a8-0949
Service-VLAN/Customer-VLAN : -/-
Access interface : GE3/1/2
User ID : 0x30000004
VPI/VCI (for ATM) =/
VSI Index Hl

VSI link ID HE

VXLAN ID .

DNS servers : N/A

IPv6 DNS servers : N/A

DHCP lease : 86400 sec

DHCP remain lease : 86356 sec

DHCPv6 lease : 2592000 sec

DHCPv6 remain lease : 2591954 sec

Access time : May 27 00:48:51 2018
Online time (hh:mm:ss) : 00:00:04
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Service node
Authentication type
IPv4 access type
IPv6 access type
IPv4 detect state
IPv6 detect state
State

AAA:
ITA policy name
IP pool
IPv6 pool
IPv6 nd preifx pool
Primary DNS server
Secondary DNS server
Primary IPv6 DNS server
Secondary IPv6 DNS server
Session idle cut
Session duration
Traffic quota
Traffic remained
Acct start-fail action
Acct update-fail action
Acct quota-out action
Dual-stack accounting mode
Max IPv4 multicast addresses:
IPv4 multicast address list
Max IPv6 multicast addresses:
IPv6 multicast address list
Accounting start time

Subscriber ID

QosS:
User profile
Session group profile
User group ACL
Inbound CAR
Outbound CAR
Inbound user priority

Outbound user priority

Flow statistic:
Uplink packets/bytes
Downlink packets/bytes
IPv6 uplink packets/bytes
IPv6 downlink packets/bytes

Slot 3 CPU O
Web

DHCP

DHCP
Detecting
Detecting

Online

N/A
pooll
pool2
N/A
N/A
N/A
N/A
N/A
N/A

86400 sec, remaining:

N/A
N/A
Online
Online
Offline
Merge

4

N/A

4

N/A
May 27 00:49:32 2018

car (active)
N/A
N/A
N/A
N/A
N/A
N/A

0/0
0/0
0/0
0/0
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8.4.8 BLENX

e  DHCP flk%5#s:

#
dhcp enable
#
ipv6 dhcp server forbidden-address 192::1
#
dhcp server ip-pool pooll
gateway-list 192.168.0.1
network 192.168.0.0 mask 255.255.255.0
forbidden-ip 192.168.0.1
#
ipv6e dhcp pool pool2
network 192::/64
#
interface GigabitEthernet3/1/1
port link-mode route
ip address 4.4.4.3 255.255.255.0
ipv6e dhcp select server
ipv6 address 4::3/64
#
ip route-static 192.168.0.0 24 4.4.4.2
ipvé route-static 192:: 64 4::2
#
. Router A (BRAS) :

#
dhcp enable
dhcp relay client-information record
undo dhcp relay client-information refresh enable

#

traffic classifier neiwang operator or
if-match acl name neiwang
if-match acl ipv6 name neiwang

#

traffic classifier neiwang out operator or
if-match acl name neiwang out
if-match acl ipv6 name neiwang out

#

traffic classifier Web deny operator or
if-match acl name ip
if-match acl ipv6 name ip

#

traffic classifier Web http operator or
if-match acl name Web http
if-match acl ipv6 name Web http

#

traffic classifier Web https operator or
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if-match acl name Web https
if-match acl ipv6 name Web https
#
traffic classifier Web out operator or
if-match acl name Web out
if-match acl ipv6é name Web out
#
traffic classifier Web permit operator or
if-match acl name Web permit
if-match acl ipv6 name Web permit
#
traffic behavior neiwang
filter permit
#
traffic behavior neiwang out
filter permit
#
traffic behavior Web deny
filter deny
free account
#
traffic behavior Web http
redirect http-to-cpu
#
traffic behavior Web https
redirect https-to-cpu
#
traffic behavior Web out
filter permit
free account
#
traffic behavior Web permit
filter permit
free account
#
gos policy out
classifier Web out behavior Web out
classifier neiwang_out behavior neiwang_out
classifier Web deny behavior Web deny
#
gos policy Web
classifier Web permit behavior Web permit
classifier neiwang behavior neiwang
classifier Web http behavior Web http
classifier Web https behavior Web https
classifier Web deny behavior Web_deny
#
interface GigabitEthernet3/1/1
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ip address 4.4.4.2 255.255.255.0

ipvé address 4::2/64
#
interface GigabitEthernet3/1/2

port link-mode route

dhcp select relay proxy

dhcp flood-protection enable

ipv6e dhcp select relay

ipv6e dhcp flood-protection enable

ipv6 dhcp relay client-information record
ipv6e dhcp relay release-agent

ipv6 address auto link-local

ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag

undo ipv6 nd ra halt

ip subscriber 12-connected enable

ip subscriber authentication-method Web
ip subscriber pre-auth domain dml

ip subscriber Web-auth domain dm2
#

gos apply policy Web global inbound

gos apply policy out global outbound
#
dhcp server ip-pool pooll

gateway-list 192.168.0.1 export-route
remote-server 4.4.4.3
#
ipvée dhcp pool pool2

gateway-list 192::1

remote-server 4::3
#
acl advanced name ip

rule 0 permit ip user-group Web
#
acl advanced name neiwang

rule 0 permit ip destination 4.4.4.1 0 user-group Web
#
acl advanced name neiwang out

rule 0 permit ip source 4.4.4.1 0 user-group Web
#
acl advanced name Web http

rule 0 permit tcp destination-port eq www user-group Web
#
acl advanced name Web https

rule 0 permit tcp destination-port eq 443 user-group Web
#
acl advanced name Web out

rule 0 permit ip source 4.4.4.5 0 user-group Web
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#

acl advanced name Web permit

rule 0 permit ip destination 4.4.4.5 0 user-group Web

#

acl ipv6 advanced name ip

rule 0 permit ipv6 user—-group Web

#

acl ipv6 advanced name neiwang

rule 0 permit ipv6 destination 4::1/128 user—-group Web

#

acl ipv6 advanced name neiwang out

rule 0 permit ipv6 source 4::1/128 user-group Web

#

acl ipv6 advanced name Web http

rule 0 permit tcp destination-port eq www user-group Web
#

acl ipv6 advanced name Web https

rule 0 permit tcp destination-port eq 443 user-group Web
#

acl ipv6 advanced name Web out

rule 0 permit ipv6 source 4::5/128 user-group Web

#

acl ipv6 advanced name Web permit

rule 0 permit ipv6 destination 4::5/128 user-group Web
#
user-profile car

gos car inbound any cir 5210 cbs 325625 ebs 0
#
radius scheme rsl

primary authentication 4.4.4.5

primary accounting 4.4.4.5

key authentication cipher $c$3$FhQVcgn3kglexL0CdTzatcgcIxFIvL3Z0w==
key accounting cipher $c$3$ntIHBRM4ZkG+2JRZQTAKmN1OkYJImhZz5Zg==
user-name-format without-domain
#
radius dynamic-author server

client ip 4.4.4.5 key cipher $c$3$1YC2ERe8ts2gtE6M2xfoDDB8NmGw6J9v/Q==
#
domain name dml

authorization-attribute user-group Web
authorization-attribute ip-pool pooll
authorization-attribute ipv6-pool pool2

authentication ipoe none

authorization ipoe none

accounting ipoe none

Web-server url http://www.h3c.web.com

Web-server ipvé-url http://www.h3c.web.com
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domain name dm2

#

authorization-attribute user-profile car
authentication ipoe radius-scheme rsl
authorization ipoe radius-scheme rsl

accounting ipoe radius-scheme rsl

user-group Web

#

portal server newptl

#

ip 4.4.4.5 key cipher $c$3$UnoFeLybwld9jDwLnHJQptDE7YZry2EV1iw==

portal server newpt2

#

#

ipv6e 4::5 key cipher $c$3$HxisNWeML9fhYRS+7umwGbYwAKL+KGiCjw==

http-redirect https-port 11111

9 IPOE XUERFH 38 Web A IFEC B 245 (IPv4 3835, IPv6

)

TEMZ% 1) 1Pve Bt FE A, BT — B TRl N, b X 2% SR A AT SRR IPv6,  [RIEFR ZEDA
IPv4/IPV6 XU MM ARIZAT .

DR P 2 BT A& IPv4 Bl A R4k s(fir: RN IPv6 ST B L kw7 sh
BT, XENE A IPv4 AR, 1Pv6 {4 DHCPV6 43 F bl 25451 .

9.1 AR

& 9-1 firzs: Router A AFEEIHI— G BRAS Wk, NI HR ML IPOE e N IRSy . ZEK:

DHCP Client £t —/ZM %% UL IPoE 77 32 A\ % BRAS # N % %

BRAS #: A\ % #%1E 5 DHCPV6 k454, 2oy Bo bt .

H— & %% 7 H3C IMC AR 55 2 [A i & $H RADIUS Al 45 4. Portal WA IEAR %5 25 Al Portal Web
55 2 R 5T

FTP server & — & WM AR5 25

IPoE Web A iiEidE i /5 FR & 5Mbps.
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[]9-1 IPoE W% F P &8 Web TAERC E 2HME

DHCP server
4.4.4.3/24
4::3/24

BRAS GE3/1/1
4.4.4.2/24 FTP server
GE3/1/2 i
192.168.20.115 @ % 4::2124 4.4.4.1/24
4::1/24
Host L2 Switch Device
RADIUS server
Portal server
4.4.4.5/24
4::5/24

DHCP client (DHCP relay)

9.2 fic&E B

T ERUEF P A e 75 3K, Alid g 524X User Profile iE47 s 2 4251l o

IPOE Web YIERTIR - (I &, X4 HTTP. HTTPS A% IP 47305 78 A F i BA 31 _Ei% . IPoE

Web IAIEHEFX] ik CPU (e, BLE W F =M ARAT N4 R AL

o V/rRULEC HTTP [EI User Group N ETIEFRICHT, X RI[4T N redirect http-to-cpu.

o APRILEE HTTPS A} User Group NETIEARICH, XM AT N redirect
https-to-cpu.

o RAPRILHED IP [FEIRF User Group N ETIFRICHT, XM K747 N deny.

9.3 BLEXIEEM

BRAETEOLT, RECEXN HTTPS Rk SCHEAT H5E 15 9 N ST i 5 . 75 2581d http-redirect
https-port i HIRELE XS HTTPS i SCHEAT 5 5E [ fTWr o 115, JF HLEC B A i 1 AN LR
A i R

AR E P BGER AR, ARAA RN, ES 0 14 5.

0.4 BLETE
9.4.1 HEE IP bk & IR

PR [ 9-1 il B &% 11 1P ki, HAfifR BRAS W& F1 & il 5% #2812l PT Ik, HLARRD B i FE I .

9.4.2 % & DNS IR% £

THIEMRE DNS IRS2%, LUMEARSS 28 1] LURTE IPOE XUARH] 7 2 4R T e 2570, fi##f Y Web
IIE T http://www.h3c.web.com X 5 ) IPv4 URL Hidikag IPv6 URL Hidik. DNS 45 2% Bk B
R
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9.4.3 fit & DHCP BR%5sE

1. Fig & DHCPvV6 Hititsth
# 4 RT3 DHCP.

[BRAS] dhcp enable
# BIEEL RN va ) DHCPv4 bbb FEE N AL
[BRAS] dhcp server ip-pool v4

# 0 bkt ) SR 7 P ) b I B

BRAS-dhcp-pool-v4] gateway-list 192.168.20.1 export-route

BRAS-dhcp-pool-v4] forbidden-ip 192.168.20.1

[
[BRAS-dhcp-pool-v4] network 192.168.20.0 mask 255.255.255.0 export-route
[
[BRAS-dhcp-pool-v4] forbidden-ip 192.168.20.115

[BRAS-dhcp-pool-v4] quit

# QI 4 RN v6 1) DHCPV6 Mkt 31k N AL

[BRAS] ipv6 dhcp pool v6

# Tic B M hE A 2 EL R IPv6 Ml B 192::0/64
[BRAS-dhcp6-pool-v6] network 2408:8667:20::/64 export-route
[BRAS-dhcp6-pool-v6] dns-server 2409:8667::1
[BRAS-dhcp6-pool-v6] quit

# MC E 42 1 RAGG3 L{E{E DHCPV6 k55w .

[BRAS] interface Route-Aggregation3
[BRAS-Route-Aggregation3] ipv6 dhcp select server

[BRAS-Route-Aggregation3] quit

9.4.4 EtE RADIUS RE 2=

= i
T & A IMC (iR A& % iIMC PLAT 7.3 (EO705P02) ) # %), #.%) RADIUS IR 4 H ey XA KB E . 1 F

IMC pa A BL B T 88 A BT NR], BAKBL B iF VASE TR B3t B R A S IMC RSB FMA &, AFEE
AL FE,

(1) MEBARE
BN IMC EHET- &, ®8 CH7 T4, g SR R [ SRS B N %
BNRATE | SRR, NN R ARSI, %00 <>, N 9-2
TR 38 N 4% TLIH]
o MINILEEHN: radius.

o HALRMBRERCE -
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[E19-2 HEINENKH

T BF > BAREER » BAREEE » BAEEES > BIEARE

BARE
TAIERD * 1812 iTEm0 * 1813
ARAT TEREEEN - EER LANZA LS A
ENEEHER H3C(Genera ] - EEsria Hor4E -
ZEEHY e BADEEEY e
BNEEGE % v
RETIE
IBEER AP BERe -3 11123
FHATEEECE.
HEOSITE.

FEZ U i & B3R T T b < T 0>, 7240 9-3 Fron Wi AR Itk 4.4.4.2
FLh<ffiE >

E9-3 FaMEMBENRE

#2AIPIBLE * 4442

(2) BN
B SR T (B N SRS AR N SRR A ST, NI N SRR U, 7R D
<S>, NG0B 9-4 P B N N SRR DU .
o HMIANBENIKMEAN: AccessPolicy.
o HAhRHAHREEE .
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[E19-4 EINFENIREE

Bl R > B AEESE > SAFESE > BN

EETN i AccessPolicy
kS5 * FirE -
fEik
EREE
BAETER 7 -

TITEEE(Kbps)

(3) IIEAMRSS

B AU R B [N SRS R N IR 55 B ) SR TI

RGO, AE1Z% 00 P el <t > das, NN B 9-5 BT R B g N R4S UL .
o HINARZ 4 N: IPoE_Server

SERIPHIE *

i |

_EATIEER(Kbps)

0, BEAEANIRSSE

o WRAEFENRIGILFE A HIE “AccessPolicy” .

o HAKRFGBEIE.
[&9-5 EmiENRS

@ zan

WY AP > BAEEEE > B ARESEE > BINEAES

BEs IPoE_Server
AEHE ESars)
TR A T
T Fits
EEEREEEETR 0

BEfER

H=E®

(4) 7E IMC FHifE s

BT TR A [ P R 0 1 SR
K FF SR A IPOE_Web001 F1 001,

BE=EE
h TREEAEE AccessPolicy
MY
TREERNSITARAEIRS] ¢ 0
FTEABAE @
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[£19-6 EMAF

& B > EmAA @8
=hnRAA
BEAER
FFgs IPoE_Web001 S ¢ 001 HEEEA
Sttt BiE @

BT @ BF5E - 4 ]

U rEsemk~

F < E > S S R AN
(5) SEMEANR
B SR (A E B AR AN ) S B, BEN N U, AR U <
>R, N 9-7 B ingE N O .
o HPMEZi%SE: IPOE_Web001
o IKTHIHEN: user
o #N: passi
o ENRSIER: AT AN IPoE_Server
[E9-7 #EmMEANAF

B BA > #ABF > BiHE AR @=a

SN =

— PRTAO - | - |

HEE userl

fEms SHEBYODER MACHBEAER S =heme RS
FE Y aeseas BEEALY | sess
S EREE TR FRERAEREE
L5 o s o
EAE S EnER 1
o e - THEEGD) * 0

EBiFE FAF -

lEsE IRESS R Hs HEERE SEIPHELE

IPoE_Server TIERE TitE
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9.4.5 B2E Portal fR%3E

Z i
T & A IMC (R & % iMC PLAT 7.3 (E0705P02) ) # 1], L% Portal IR 4% 49 X KEc & . R iIMC

PRABLE TR A PT R, BLAKELE 5 VAL BRI BT B AR89 IMC IR B F M A A, AP BBt
7’;‘%0

(1) ME Portal T,
BT AU ) [N SRS E R/ Portal il 558 PR S5 AR 0 B ) SR, dF N IR S5 AR 0 B U,
Fe# Portal 300, RAGRERCE R, JFedi<tfiE>tz e iiailE, Wk 9-8 fs.
[£19-8 Portal fR5=5ECE TTHE

grEm 2 lortal ESETE > BEBRS @
BN
pEEE
EREE
EEETR =)
AREARS
P — Portal Server
HEuzEm BEREHITRE) ¢ 4 ® L OBUEIBI () * 20 ®
sEEARE AP OBERRTRA) * 5 ® LBiREHE

Portal Web

BRIRSCER T E) * 15 @ EEIRTES @
g - wRET 2

HITPOBLRERTAT HEAE - HITPSUBFERTAL FRE

http://4.4.4.5:8080/portal/
https://4.4.4.5:8443/portal/
http;//[4:51:8080/ portal/
hittps://[4:5]:8443/portal/

Portal=H

(2) HCE Portal YIERHuhEZH Y6
R SR A [ FR N RIS B /Portal AR5 EIP HuhEAH FC & ] SR I, HEANCIP Hihk AL B
DU, FEZIU R e <Hin>44, gEN “3Ehn 1P #uhbHECE 7 i, i 9-9 fis.
o HiN IP 4N “IPoE_Web User” ;
o HNELEHLNEY “192.168.0.17, bbbl “192.168.0.2557, I AL IP kA 206
TAEZ P bk 2 YE R 5
o HAthRHGANCE;
o FR <M > T8 R .
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(3)

[&]9-9 &0 IP thtt¢ARCE TiE (IPv4)

-

ArER ‘M BE AP > SASEEEE > PortallRSEEE > IPHEIHARS > ISIPHEIHE
AR
&= IS hnIP ke
o FrERR ?
EEHER IPitEbHEE * IPoE_Web_User
& FFitEEE IPVE * & M
&, SIAR Hhedtht * 192.168.0.1
& WSFHEEE =
= #21 b * 192.168.0.255
B NAFER >
U= iz F5rH M
nEER >
s » =5 -
EinER >
BAEEER »

N 9-10 firw, 4kgk HIREAEARIN IPV6 Mk 2

o fFNIP ikt %A “IPOE_Web_User-2” ;

o IPv6 IEIIHEGLFE “Je”;

o HANERMEHLEERY “192:17, &ibHihbN “192:FFFF”. F 7 EHL IPV6 Huhkoh il & 75 1%
|P Huhik 21 5 Bl P 5

o HARRHGRANCE

o FR <M E> 1A T8 R .

[£19-10 10 IP #bht4BRCE I E (IPV6)

masE EE P > S)AEESE > Porta RS EE > IPIHERME > 1SinPitiHa
Iﬁn
& FAE ehnIPHAHA
ot ’
e IPittiHE S * IPoE_Web_User-2
& FAFIERE IPv6 * 2 v
&, AR ERpaihE * 192:1
& wemEER
=1 + 192::FFFF
B NAFER
RSz = FaE v
FEEE
RAFsANEE 2
BEANFEER

400 Portal #: AN 441E B
BT SR ) RN R IS Portal IR TR AT E  SERRTR, N CRRECE T T,
FEZ U P <>, #EN B &SR T, wE 9-11 Fis.
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o HINEHYN “NAS”;

o FNIPHibEN “4.4.427, ZHubEA Portal #f 3C 42 0 GigabitEthernet3/1/1 1] IP Mk
o HINEEN “1234567 ;

o EFEHMIT N “HIE”;

o HEZHCRHGAME, Iod<ifie>42 7o idiiE.

Eo-11 #EMigHE2EETE (IPv4)

o 12 B > EASKEE > Poral BESEE > L8RS > BINEEES @
&, B IS
o FrE AR > BEEE
ArImiEE
N BEE NAS AEseE Fr48 -
& IR B + Portal20 v TPt * 444.2
- %/\ﬂi'ﬂ 0w * 2000 FifpChallenge * E v
KEEE
& mEREER AEERRE * 0 TEERRE 1
EAAREE e = . S = -
5= ot BUERS | e
ERER e e .
AREARE P
BAEEER
tEuEER

W 9-12 iR, 44 BRI INBEE 1) IPV6 15 K.

o MINKEHLN “NAS-2";

o AL “Portal 3.07;

o HIN IPHibEA “4:27, Zdl A Portal 3 B GigabitEthernet3/1/1 {7 IP il
o HINEHIN “123456” ;

o EFRAMITH N “HE”

o HEZHCRHIGAME, IFodi<ifie>42H 7o ik,
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E9-12 #Emg&EEEERE (IPv6)

AreER IZ B > SAEEEE > Portal BSEE > LE88ES > BINEREE @
& B0 I=LaEEs
h FFERF > .
3 BEEs
RrFihEs
EEE Y NAS-2 AEEeE Fo3E A
8 BPRERE
R Portal 3.0 - IPiBaE * 4:2
&, S HEF
IR0 * 2000 FipChallenge * = -
& HSEaEE
WIEERIRE 0 THEERRE 1
ENAPEE
SRk ¢ = A AP = A
HEER
ZH | e BAZE | e
ERER ) i
ARE BE -
ArREANEE
REREE
ENEEERE

(4) A= MELER SN
N &1 9-13 Fr7 iR m] [ N HEE Bl /Portal IRk 558 BREA % 0 B ] B I, B i <di 1 2045 2V B>
A, BEN “um D AAE BECE” T .
.9 13 X%’L:ln_.\ﬁl]%i

K5 AR > 8BS > Portal BESE » BERE HMAEE @@

4

REEEES

BEs || 23 -

BEs ¢ k& & A£544H ¢ 1Pl IPveiiht EiE— AR ¢ TR B

NAS-2 Portal 3.0  FH4E 192:1 FFE =B
NAS Portal 20  F$4E 192.168.0.1 FFE&E =B O
HESIER, MES1 2. S 1T < < > | » | 50 g

78 “om D AE B BCE” TUm P e <3 in> a4, #BEN e D455 T, Wi 9-14 fr

TNo

o fFNimHH4 AN “group” ;

o IEFE IP HihZHH “IPoE_Web_User”, F ;4 NIZE I AT ) 1P Hukik o Zi & T Brik iy 1P
Huht4H

o HESHCKRMERAME, FHodi<fie >4 2B,
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E9-14 #EmimOAE2EERE (IPv4)

e , 2| BER > EARREE > rolBSEE  BERE > RSESEE > BROEEe @
BABPER » || mmsness
mEEE
’ whes - groupl s e -
mER >
i + 0 iR S—
AFEAaS E
thivsem + HTTP - EEAE = -
BAREEE
STNAT + = - mEEE e 2 -
.
T REAT YIRS PAPIAE -~ PEt IPOE_Web_User -
o =
» BAREER BER) * 0 BB () * 0
B EAEEEE L
BrEE wOEs
 mAGEER
FREDAL Tt v R = -
 BAREER
T - sEmAIEE -

v LDAPISSEE

» Portal ESEE

WA 9-15 fior, 4k ERERAE ISR FTALR) IPV6 5 2.

o HuNimH2H4 )y “group-2” ;

o IEFFE IP HihZHN “IPoE_Web_User-2”, /4 NS S A ¥ IPv6 Mk Zit g T ik
(1) 1Pv6 Hhtik4 ;

o HEZHCKHIGREE, JFodi<tie >t e iRl .

[E9-15 Eiim OAFEERETE (IPv6)

ArEE > ) AR > BASEEE > PoralREEE > BERE > BIEEERE > BnRlase @
BAErER > ||| mmsnsEs
PEER >
s - group-2 ERES RS N
sRER >
A - o gibR0 * 77z
Nz > |2
hisen « HTTP v BREAE B v
ErmEEE
SENAT* ERER = T
72 REN]
SAEATE * PAPIAIE v IPtmA IPoE_Web_User-2 -
% BNEEER
CBEIRSE) * 0 DIERACEE) * o
B AR L
P wOams
» BARHER
TRSTAE Tt v PR = -
v BABEEE
TR v GENEEE -

» LDAPIKSER

» Portal BSEE

- -

9.4.6 BZE BRAS

1. Bt E IPve ERIfCE
# L E 304 IPV6 SRRk A b, 1% IPv6 4Rk AS b HEAE o B P R o6

[BRAS-Route-Aggregation3] ipv6 address auto link-local
# I & DHCP B Bt T
[BRAS-Route-Aggregation3] dhcp flood-protection enable

[BRAS-Route-Aggregation3] ipv6 dhcp flood-protection enable
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# WUH B R AT RATH S 0] i B e S i BAs A0 1, Bl EHLIEE DHCPV6 k45 4%
SREL IPV6 Hihik . FiC & HA(E BECE RSN 1, RIEHLIET DHCPV6 AR %528 3K HUER IPv6 HihkLAoH
AR .

[BRAS-Route-Aggregation3] undo ipv6 nd ra halt

[BRAS-Route-Aggregation3] ipv6 nd autoconfig managed-address-flag
[BRAS-Route-Aggregation3] ipv6é nd autoconfig other-flag

# [ B8 0 I Hp 2 o ik Th RE

[BRAS-Route-Aggregation3] ipv6 dhcp session-mismatch action fast-renew

2. B2 E Portal I\IEAR S22
# I E |Pv4 Portal iAFARSS 5. 8RN newpt1, P il A 4.4.4.5, %% 983 123456,

[BRAS] portal server newptl

[BRAS-portal-server-newptl] ip 4.4.4.5 key simple 123456
[BRAS-portal-server-newptl] quit

# L& IPv6 Portal iAIERSS 2% : ZFR A newpt2, IPv6 Hulik Ay 4::5, 541 NH S 123456,
[BRAS] portal server newpt2

[BRAS-portal-server-newpt2] ipv6 4::5 key simple 123456
[BRAS-portal-server-newpt2] quit

3. BL& HTTPS MR ARl im O
# MCE HTTPS H P ST s 1, S AN 2R O S 1 RE AT

[BRAS] http-redirect https-port 11111

4. BIEARMA A
# QU VIERTIEN 4, AR08 Web.

[BRAS] user-group Web

New user group added.

[BRAS-ugroup-Web] quit

5. Bt & QoS
(1) FEEMTIERTEH P ACL H

# 79N IPv4 F1 IPV6 =2% ACL Web_permit G 800U 4« UCHEZHH 7 20 Web 0 A 7 /O H stk
Portal 25 a8 bk 4R S o

[BRAS] acl advanced name Web permit

[BRAS-acl-ipvé4-adv-Web permit] rule 0 permit ip destination 4.4.4.5 0 user-group Web
[BRAS-acl-ipv4-adv-Web permit] quit

[BRAS] acl ipv6 advanced name Web permit

[BRAS-acl-ipv6-adv-Web permit] rule 0 permit ipv6 destination 4::5 128 user-group Web
[BRAS-acl-ipv6-adv-Web permit] quit

# 70108 IPv4 A1 1Pv6 4% ACL neiwang @& KLU G . DLHECH 241 Web 1™ 19 H AOHLAE Y
WA e 55 s btk R4 S

BRAS] acl advanced name neiwang

BRAS-acl-ipv4-adv-neiwang] rule 0 permit ip destination 4.4.4.1 0 user—-group Web

BRAS] acl ipv6 advanced name neiwang

[

[

[BRAS-acl-ipv4-adv-neiwang] quit

[

[BRAS-acl-ipv6-adv-neiwang] rule 0 permit ipvé6 destination 4::1 128 user-group Web
[

BRAS-acl-ipvé6-adv-neiwang] quit
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# 7373109 IPv4 F11PV6 =2 ACL Web_http Gl MUl 40 - UL EC I~ 21 Web H AT 9 H (93 1 80
#118080 () TCP 4 (Bl HTTP i 3C).

[BRAS] acl advanced name Web http

[BRAS-acl-ipv4-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv4-adv-Web http] rule 0 permit tcp destination-port eq 8080 user-group Web
[BRAS-acl-ipv4-adv-Web http] quit

[BRAS] acl ipv6 advanced name Web http

[BRAS-acl-ipv6-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv6-adv-Web http] rule 0 permit tcp destination-port 8080 www user-group Web
[BRAS-acl-ipv6-adv-Web http] quit

# 735104 IPv4 HTIPV6 152t ACL Web_https G MLNIUN T . DLEC T 41 Web 1~ (¥ H )35 E A
443 1f] TCP #SC(BI HTTPS # 30).

[BRAS] acl advanced name Web https

[BRAS-acl-ipv4-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv4-adv-Web https] quit

[BRAS] acl ipv6 advanced name Web https

[BRAS-acl-ipv6-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv6-adv-Web https] quit

# 779300 1Pva A1 1Pv6 4 ACL ip QMU @R - ULFEC AT 41 Web H 1 i IP 432

[BRAS] acl advanced name ip

[BRAS-acl-ipvé4-adv-ip] rule 0 permit ip user-group Web

[BRAS-acl-ipv4-adv-ip] quit

[BRAS] acl ipv6 advanced name ip

[BRAS-acl-ipv6-adv-ip] rule 0 permit ipv6 user-group Web

[BRAS-acl-ipv6-adv-ip] quit

# 3N IPv4 F IPv6 2% ACL neiwang_out SIZERIIN a1 R ULHECH 41 Web Hrgiibhit A vy ik
533 1P HehLHO4RSL.

[BRAS] acl advanced name neiwang_out

[BRAS-acl-ipv4-adv-neiwang out] rule 0 permit ip source 4.4.4.1 0 user-group Web
[BRAS-acl-ipv4-adv-neiwang out] quit

[BRAS] acl ipv6 advanced name neiwang out

[BRAS-acl-ipv6-adv-neiwang out] rule 0 permit ipv6 source 4::1 128 user-group Web
[BRAS-acl-ipv6-adv-neiwang out] quit

#1579 IPv4 AT IPV6 2 ACL Web_out G S 41 R . ULFCH] /41 Web HilitiikJy Portal Ak 5%
% 1P Mk iR ST

[BRAS] acl advanced name Web out

[BRAS-acl-ipv4-adv-Web out] rule 0 permit ip source 4.4.4.5 0 user-group Web
[BRAS-acl-ipvé4-adv-Web out] quit

[BRAS] acl ipv6 advanced name Web out

[BRAS-acl-ipvé6-adv-Web out] rule 0 permit ipvé6 source 4::5 128 user-group Web
[BRAS-acl-ipvé6-adv-Web out] quit

(2) MEEMHTIAERERAH P R2E
# M. E 25 Web_permit, ULEC ACL Web_permit.

[BRAS] traffic classifier Web permit operator or
[BRAS-classifier-Web permit] if-match acl name Web permit

[BRAS-classifier-Web permit] if-match acl ipv6 name Web permit
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[BRAS-classifier-Web permit] quit
# BLE 2% neiwang, ULEC ACL neiwang.

[BRAS] traffic classifier neiwang operator or
[BRAS-classifier-neiwang] if-match acl name neiwang
[BRAS-classifier-neiwang] if-match acl ipv6 name neiwang

[BRAS-classifier-neiwang] quit
# I & 2% Web_http, VLEC ACL Web_http.

[BRAS] traffic classifier Web http operator or
[BRAS-classifier-Web http] if-match acl name Web http
[BRAS-classifier-Web http] if-match acl ipv6 name Web http
[BRAS-classifier-Web http] quit

# I E 25 Web_https, UCHC ACL Web_https.

[BRAS] traffic classifier Web https operator or
[BRAS-classifier-Web https] if-match acl name Web https
[BRAS-classifier-Web https] if-match acl ipv6 name Web https
[BRAS-classifier-Web https] quit

# i B 2% Web_deny, VLAt ACL ip.

[BRAS] traffic classifier Web deny operator or
[BRAS-classifier-Web deny] if-match acl name ip
[BRAS-classifier-Web deny] if-match acl ipv6 name ip
[BRAS-classifier-Web deny] quit

# L # 2% neiwang_out, LFC ACL neiwang_out.

[BRAS] traffic classifier neiwang out operator or
[BRAS-classifier-neiwang out] if-match acl name neiwang out
[BRAS-classifier-neiwang out] if-match acl ipv6 name neiwang out
[BRAS-classifier-neiwang out] quit

# Wic & 2% Web_out, ULHC ACL Web_out.

[BRAS] traffic classifier Web out operator or

[BRAS-classifier-Web out] if-match acl name Web out

[BRAS-classifier-Web out] if-match acl ipv6 name Web out

[BRAS-classifier-Web out] quit

() MEMITHN

# MCEMAT N Web_permit, suvFH P40 Web i~ 1 H ()HidikJy Portal iik4525 1P ik ()45 S0l
[BRAS] traffic behavior Web permit

[BRAS-behavior-Web permit] filter permit

[BRAS-behavior-Web permit] free account

[BRAS-behavior-Web permit] quit

# BCE AT N neiwang, FoVFH P41 Web o1 H 11 B stk 8 AR 525 1P ik i cscid i
[BRAS] traffic behavior neiwang

[BRAS-behavior-neiwang] filter permit

[BRAS-behavior-neiwang] quit

# BCE ATy Web_http, xf H1 741 Web m ™ 19 H #3119 80 ) TCP R 3C(RI HTTP i 30) H €
7] ] CPU.

[BRAS] traffic behavior Web http
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[BRAS-behavior-Web http] redirect http-to-cpu
[BRAS-behavior-Web http] quit

# MCE ATy Web_https, x¥HI 41 Web = i) H (#53m H 0 443 1) TCP i 3C(E HTTPS #5.32)
HEMH] CPU.

[BRAS] traffic behavior Web https

[BRAS-behavior-Web https] redirect https-to-cpu
[BRAS-behavior-Web https] quit

# ML E 1T Web_deny, ZE1EH] 4 Web I A 1P 4Rko0iEd
[BRAS] traffic behavior Web deny

[BRAS-behavior-Web deny] filter deny

[BRAS-behavior-Web permit] free account

[BRAS-behavior-Web deny] quit

# lic B AT N neiwang_out, oS4 Web HiEistiil Ay i AR 25 2% 1P bk 3R SCid@ i .
[BRAS] traffic behavior neiwang out

[BRAS-behavior-neiwang out] filter permit

[BRAS-behavior-neiwang out] quit

# M BT 9 Web_out, fe¥FHI 4 Web iiidtihitJy Portal iz 55 4% IP btk SCiE R .
BRAS] traffic behavior Web out

[
[BRAS-behavior-Web out] filter permit
[BRAS-behavior-Web out] free account
[

BRAS-behavior-Web out] quit

(4) FE QoS

# I B N\ J7 17 QoS g Web

[BRAS] gos policy Web

# ZFR N B IRAT N, B T 4 Web HH R

oV H itk Portal AR 25 %5 R0 P9 IR 45 2% 1P kb ()45 SCdE it

St H 3 A 80 (HTTP #30) #1443 (HTTPS #.30) 4R SCHE 52 [ 3] CPU;

B Bk oscsh, HARIR SR .

BRAS-gospolicy-Web] classifier Web permit behavior Web permit
BRAS-gospolicy-Web] classifier neiwang behavior neiwang

[

[

[BRAS-gospolicy-Web] classifier Web http behavior Web http
[BRAS-gospolicy-Web] classifier Web https behavior Web https
[

BRAS-gospolicy-Web] classifier Web deny behavior Web deny

]
[BRAS-gospolicy-Web] quit

# ML E U7 ) QoS Mg out

[BRAS] gos policy out

#ONRAR RN BIIRAT N, MU Ve 4 Web Hriiitidit > Portal AR 55245 504 Il 2525 1P 1
hkpocEe, Hopikoo gt ibEe .

BRAS-gospolicy-out] classifier neiwang out behavior neiwang out

BRAS-gospolicy-out] classifier Web out behavior Web out

BRAS-gospolicy-out

[ ]
[ ]
[ ] classifier Web_deny behavior Web_deny
[ ]

BRAS-gospolicy-out
(5) Mo N g
# S PR E R QoS KRB, HREX 49 Web.

quit
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[BRAS] gos apply policy Web global inbound
# XL EZH RN QoS HElg,  SIK 44N out.
[BRAS] gos apply policy out global outbound
(6) AE NSRS AL
# BHE N Ji T QoS M AL & 5 S AIZATIF Il
[BRAS] display gos policy global slot 3 inbound
Direction: Inbound
Policy: Web
Classifier: Web permit
Operator: OR
Rule(s)
If-match acl name Web permit
If-match acl ipv6 name Web permit
Behavior: Web permit
Filter enable: Permit
Free account enable
Classifier: neiwang
Operator: OR
Rule(s)
If-match acl name neiwang
If-match acl ipv6 name neiwang
Behavior: neiwang
Filter enable: Permit
Classifier: Web http
Operator: OR
Rule(s)
If-match acl name Web http
If-match acl ipv6 name Web http
Behavior: Web http
Redirecting:
Redirect http to CPU
Classifier: Web https
Operator: OR
Rule (s)
If-match acl name Web https
If-match acl ipv6 name Web https
Behavior: Web https
Redirecting:
Redirect https to CPU
Classifier: Web_ deny
Operator: OR
Rule (s)
If-match acl name ip
If-match acl ipv6 name ip
Behavior: Web deny

Filter enable: Deny

# BA 717 QoS S HE B 5 B AL T
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[BRAS] display gos policy global slot 3 outbound
Direction: Outbound
Policy: out
Classifier: neiwang out
Operator: OR
Rule (s)
If-match acl name neiwang out
If-match acl ipv6 name neiwang out
Behavior: neiwang out
Filter enable: Permit
Classifier: Web out
Operator: OR
Rule(s)
If-match acl name Web out
If-match acl ipv6 name Web out
Behavior: Web out
Filter enable: Permit
Free account enable
Classifier: Web deny
Operator: OR
Rule (s)
If-match acl name ip
If-match acl ipv6 name ip
Behavior: Web deny

Filter enable: Deny
6. it RADIUS &

# I 4N rs1 1 RADIUS J7 Z3FHE N 1% 7 A

[BRAS] radius scheme rsl

# Iic & RADIUS 77 E 19 EVGEM 1 3 i 55 4% A @S % 9.
[BRAS-radius-rsl] primary authentication 4.4.4.5
[BRAS-radius-rsl] primary accounting 4.4.4.5
[BRAS-radius-rsl] key authentication simple radius

[BRAS-radius-rsl] key accounting simple radius
# ML B %% RADIUS Ik g5 as i H 1 44 ANy ISP 1844 .

[BRAS-radius-rsl] user-name-format without-domain

[BRAS-radius-rsl] quit

# 1 B RADIUS DAE % i) IP Hitik 4y 4.4.4.5, 5 RADIUS DAE & 7 5 22 H. DAE # SCHT 8 FH 1)
R PNWISC radius, 75 ZEVE R R IR P 3 OB A R 2B

[BRAS] radius dynamic-author server

[BRAS-radius-da-server] client ip 4.4.4.5 key simple radius

[BRAS-radius-da-server] quit

7. Bt & User Profile

# Wit B 4 %A car 1) User Profile Xt 28 1 P & 26 I CSCIF TR & 18 5 - f SC IE # Ui A 5210kbps,
fo v 325625byte 1% K EiBIE, W N T4 T 5210kbps I IE % & i%, KT 5210kbps i, 3¢
WEF.

[BRAS] user-profile car
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[BRAS-user-profile-car] gos car inbound any cir 5210 cbs 325625
[BRAS-user-profile-car] gos car outbound any cir 5210 cbs 325625

[BRAS-user-profile-car] quit

8. Bt EIAUERTIEA Web A
# I & IPoE F P I ERT A FH A IE I,

[BRAS] domain name pre-Web
[BRAS-isp-pre-Web] authentication ipoe none
[BRAS-isp-pre-Web] authorization ipoe none
[BRAS-isp-pre-Web] accounting ipoe none

# e B AT AU - A I .

[BRAS-isp-pre-Web] authorization-attribute user-group Web
[BRAS-isp-pre-Web] authorization-attribute ip-pool v4
[BRAS-isp-pre-Web] authorization-attribute ipv6-pool v6
# Iic & Web I\IETTH URL.

[BRAS-isp-dml] Web-server url http://www.h3c.web.com
[BRAS-isp-dml] Web-server ipvé6-url http://www.h3c.web.com
[BRAS-isp-dml] quit

# L& IPoE 7 7E Web AIERT B s I HIAIE S .

[BRAS] domain name Web

[BRAS-isp-Web] authentication ipoe radius-scheme rsl
[BRAS-isp-Web] authorization ipoe radius-scheme rsl
[BRAS-isp-Web] accounting ipoe radius-scheme rsl
[BRAS-isp-Web] authorization-attribute user-profile car

[BRAS-isp-Web] quit
9. B & IPoE
# J1)5 IPoE Thfig, FHIELE —ZHABA.

[BRAS] interface Route-Aggregation3
[BRAS-Route-Aggregation3] ip subscriber 12-connected enable

# AR R JNE 1P R 7 .
[BRAS-Route-Aggregation3] ip subscriber initiator unclassified-ip enable matching-user

[BRAS-Route-Aggregation3] ip subscriber initiator unclassified-ipv6 enable matching-user

# ICE IPoE F /K H Web AiE 72,

[BRAS-Route-Aggregation3] ip subscriber authentication-method Web
The operation may cut all users on this interface. Continue?[Y/N]:y
# LB Web A IEATHH )y pre-Web, Web iAiFiH A Web.
[BRAS-Route-Aggregation3] ip subscriber pre-auth domain pre-Web
[BRAS-Route-Aggregation3] ip subscriber Web-auth domain Web
[BRAS-Route-Aggregation3] quit

# B E M P ESTECE R IPv4 Hhilik )y IPoE FASH .

[BRAS] ip subscriber session static ip 192.168.20.115 domain pre-Web interface
Route-Aggregation3 support-ds
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0.4.7 WFALE

# HPERHRGEEN 2 J5, FTRMER LN E RS EE IPoE I ELER, Hrd, H3K

1317 1Pv4 Hilik oy 192.168.20.115, 1Pv6 Hikikly 2408:8667:20::1.

[BRAS] display ip subscriber session verbose

Basic:
Description
Username
Authorization domain
Authentication domain
VPN instance
IP address
IPv6 address
User address type
MAC address
IPv6 DUID
Service-VLAN/Customer-VLAN
Access interface
User ID
VPI/VCI (for ATM)
VSI Index
VSI link ID
VXLAN ID
DNS servers
IPv6 DNS servers
DHCP lease
DHCP remain lease
DHCPv6 lease
DHCPv6 remain lease
DHCPv6 PD lease
DHCPv6 PD remain lease
Access time
Online time (hh:mm:ss)
Service node
Authentication type
IPv4 access type
IPv6 access type
IPv4 detect state
IPv6 detect state
State

AAA:
ITA policy name
IP pool
IPv6 pool
IPv6 nd preifx pool
Primary DNS server

Secondary DNS server

80cleeellbed
pre-Web
pre-Web

N/A
192.168.20.115
2408:8667:20::1
N/A
80cl-6eel-16ed
80cl-6eel-16ed
-/~

RAGG3
0x38200001

-/~

N/A
2409:8667::1
N/A

N/A

2592000 sec
N/A

N/A

N/A

Jul 31 09:33:09 2020
01:39:05

Slot 2 CPU O
Web pre-auth
Static

DHCP

Detecting
Detecting

Online

N/A
v
V6
N/A
N/A
N/A
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Primary IPv6 DNS server : N/A

Secondary IPv6 DNS server : N/A

Session idle cut : N/A

Session duration : N/A, remaining: N/A
Traffic quota : N/A

Traffic remained : N/A

Acct start-fail action : Online

Acct update-fail action : Online

Acct quota-out action : Offline

Dual-stack accounting mode : Merge

Max IPv4 multicast addresses: 4
IPv4 multicast address list : N/A
Max IPv6 multicast addresses: 4

IPv6 multicast address list : N/A

Accounting start time : Jul 31 09:33:09 2020
Redirect URL : http://www.h3c.web.com
Redirect IPv6 URL : http://www.h3c.web.com

Subscriber ID I

QoS:
User profile : N/A
Session group profile : N/A
User group ACL : Web (active)
Inbound CAR : N/A
Outbound CAR : N/A
Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink  packets/bytes : 183/22084
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

# P ERTSMEBIL 2 /5, %% Web UL, 41 8-16 .
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[&]9-16 &EF Web TlHE

I oF
*EES
B35 2o
L atrER
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L]
. EpE

A o)

# LEINIE GUIH i ] 7 44 R0 8 0 B < b >4 3047 Web IE, FTRMERI LU R B dr & B E

IPoE M/ fEZRAE 2

[BRAS] display ip subscriber session verbose

Basic:
Description
Username
Authorization domain
Authentication domain
VPN instance
IP address
IPv6 address
User address type
MAC address
IPv6 DUID
Service-VLAN/Customer-VLAN
Access interface
User ID
VPI/VCI (for ATM)
VSI Index
VSI link ID
VXLAN ID
DNS servers
IPv6 DNS servers
DHCP lease
DHCP remain lease
DHCPv6 lease

DHCPv6 remain lease

bjl

Web

Web

N/A
192.168.20.115
2408:8667:20::1
N/A
80cl-6eel-16ed
80cl-6eel-16ed
—-/-

RAGG3
0x38200001

—-/-

N/A
2409:8667::1
N/A
N/A
2592000 sec
N/A
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DHCPv6 PD lease
DHCPv6 PD remain lease
Access time

Online time (hh:mm:ss)
Service node
Authentication type
IPv4 access type
IPv6 access type

IPv4 detect state
IPv6 detect state
State

AAA:
ITA policy name
IP pool
IPv6 pool
IPv6 nd preifx pool
Primary DNS server
Secondary DNS server

Primary IPv6 DNS server

Secondary IPv6 DNS server

Session idle cut
Session duration
Traffic quota

Traffic remained

Acct start-fail action
Acct update-fail action

Acct quota-out action

Dual-stack accounting mode
Max IPv4 multicast addresses:
IPv4 multicast address list
Max IPv6 multicast addresses:

IPv6 multicast address list

Accounting start time
Redirect URL
Redirect IPv6 URL

Subscriber ID

QosS:
User profile
Session group profile
User group ACL
Inbound CAR
Outbound CAR
Inbound user priority

Outbound user priority

Flow statistic:

N/A

N/A
Jul 31 09:33:09 2020
00:00:17

Slot 2 CPU O
Web

Static

DHCP
Detecting
Detecting

Online

N/A
v

V6

N/A
N/A
N/A
N/A
N/A
N/A

86400 sec, remaining:

N/A
N/A
Online
Online
Offline
Merge

4

N/A

4

N/A

Jul 31 11:27:11 2020
N/A

car (active)
N/A
N/A
N/A
N/A
N/A
N/A
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Uplink packets/bytes : 67/11569
Downlink packets/bytes : 8/7519
IPv6 uplink packets/bytes : 0/0

IPv6 downlink packets/bytes : 0/0

9.4.8 BLEXH

. Router A (BRAS)

#
dhcp enable
#

ip subscriber session static ip 192.168.20.115 domain pre-Web interface Route-Aggregation3
support-ds

#

traffic classifier ip cpu operator or
if-match acl name ip
if-match acl ipv6 name ip

#

traffic classifier ip deny operator or
if-match acl name ip
if-match acl ipv6 name ip

#

traffic classifier neiwang operator or
if-match acl name neiwang
if-match acl ipv6 name neiwang

#

traffic classifier neiwang out operator or
if-match acl name neiwang out
if-match acl ipv6 name neiwang out

#

traffic classifier Web http operator or
if-match acl name Web http
if-match acl ipv6é name Web http

#

traffic classifier Web https operator or
if-match acl name Web https
if-match acl ipv6 name Web https

#

traffic classifier Web out operator or
if-match acl name Web out
if-match acl ipv6 name Web out

#

traffic classifier Web permit operator or
if-match acl name Web-permit
if-match acl ipv6 name Web-permit

#

traffic behavior ip cpu
redirect cpu

#
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traffic behavior neiwang
filter permit

#

traffic behavior neiwang out
filter permit

#

#

traffic behavior Web cpu
redirect cpu

#

traffic behavior Web deny
filter deny
free account

#

traffic behavior Web http
redirect http-to-cpu

#

traffic behavior Web https
redirect https-to-cpu

#

traffic behavior Web out
free account

#

traffic behavior Web permit
free account

#

gos policy out

classifier Web out behavior Web out
classifier neiwang out behavior neiwang out
classifier ip deny behavior Web deny

#

gos policy Web
classifier Web permit behavior Web permit
classifier neiwang behavior neiwang
classifier Web http behavior Web http
classifier Web https behavior Web https
classifier ip cpu behavior Web cpu
classifier ip deny behavior Web deny

#

user-profile car

gos car inbound any cir 5210 cbs 325625
gos car outbound any cir 5210 cbs 325625

#

dhcp server ip-pool v4

gateway-list 192.168.20.1 export-route
network 192.168.20.0 mask 255.255.255.0 export-route
forbidden-ip 192.168.20.1
forbidden-ip 192.168.20.115

122



#
ipvée dhcp pool v6

network 2408:8667:20::/64 export-route

dns-server 2409:8667::1

#

interface Route-Aggregation3

ipv6e dhcp select

server

ipv6 address auto link-local

ipv6 nd autoconfig managed-address-flag

ipv6 nd autoconfig other-flag

undo ipv6 nd ra halt

ip subscriber 12-

connected enable

ip subscriber initiator dhcpvé enable

ip subscriber initiator unclassified-ip enable matching-user

ip subscriber initiator unclassified-ipv6 enable matching-user

ip subscriber initiator arp enable

ip subscriber authentication-method Web

ip subscriber pre-auth domain pre-Web

ip subscriber Web-auth domain Web

#

interface GigabitEthernet2/2/18

port link-mode route

port link-aggregation group 3

#

interface GigabitEthernet2/2/19

port link-mode route

ip address 192.168.2.24 255.255.255.0

#
gos apply policy
gos apply policy

#

acl advanced name
rule 5 permit ip

#

acl advanced name
rule 5 permit ip

#

acl advanced name
rule 5 permit ip

#

acl advanced name
rule 5 permit ip

#

acl advanced name

Web global inbound
out global outbound

ip

user-group Web

neiwang

destination 4.4.4.1 0 user-group Web

neiwang out

source 4.4.4.1 0 user-group Web

Web-permit

destination 4.4.4.5 0 user-group Web

Web http

rule 5 permit tcp destination-port eq www user-group Web

rule 10 permit tcp destination-port eqg 8080 user-group Web

#

acl advanced name

Web https
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rule 5 permit tcp destination-port eq 443 user-group Web
#

acl advanced name Web out

rule 5 permit ip source 4.4.4.5 0 user-group Web

#

acl ipvé advanced name ip

rule 5 permit ipv6 user-group Web

#

acl ipvé6 advanced name neiwang

rule 5 permit ipvé6 destination 4::1/128 user-group Web
#

acl ipv6 advanced name neiwang out

rule 5 permit ipv6 source 4::1/128 user-group Web

#

acl ipvé advanced name Web-permit

rule 5 permit ipv6 destination 4::5/128 user-group Web
#

acl ipv6 advanced name Web http

rule 5 permit tcp destination-port eq www user-group Web
rule 10 permit tcp destination-port eq 8080 user-group Web
#

acl ipv6 advanced name Web https

rule 5 permit tcp destination-port eq 443 user-group Web
#
acl ipv6 advanced name Web out

rule 5 permit ipv6 source 4::5/128 user-group Web
#
radius scheme rsl

primary authentication 192.168.2.249

primary accounting 192.168.2.249

key authentication simple radius

key accounting simple radius

nas-ip 192.168.2.24
#
radius dynamic-author server

client ip 4.4.4.5 key simple radius
#
domain name pre-Web

authorization-attribute user-group Web
authorization-attribute ip-pool v4
authorization-attribute ipv6-pool v6

authentication ipoe none

authorization ipoe none

accounting ipoe none

Web-server url http://www.h3c.web.com

Web-server ipvé-url http://www.h3c.web.com
#

domain name Web
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authentication ipoe radius-scheme imc
authorization ipoe radius-scheme imc
accounting ipoe radius-scheme imc

#
user-group Web
#
portal server newptl
ip 4.4.4.5 key simple radius
#
portal server newpt2
ipv6 4::5 key simple radius
#
http-redirect https-port 11111

#

10 wessmmaen

FERLPE IR B, AFAEVF 2 AN T EE07 R AN X 28 B2, AT ENNL. S5 44, X LB BT A 7 2L
WHIP BT M A I RIWT, A 2 HAER K e XA — XX Aol 55 (R B 24 . X A4S
BT IPoE 1), HEZMER DML, 5 1P HAMT7 R, HORRIIC S b R A bt
I, AHRERLL.

10.1 AMEEX

W 10-1 s, SEASHEIRIITE 2 X fl7p 2 X B EEPE BRAS T, H BRAS fEyH M5 44 BIHEANH
HZE T ISP A1 ISP2, BEsRSzILun F A&k
o IAXITEIHLELERS IPOE 70N, AN SRYFT ] HLIE X 555
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[&]10-1 BRAS #X[EIM A FP2H % 1 O fic & =545

GE3/1/1

GE3/1/1

GE3/1/2 GE3/1/3

4.4.4.2/124

RADIUS server
Portal Server

TBEX GE3/0/1

Layer switch B

GE3/0/3 GE3/0/3

VLAN = = == VLAN
13

Host A Host B Host C Host D Printer

userl@ISP1 user2@ISP2 user3@ISP1 user4@ISP2  Printer@ISP3
2.1.2.1/24 2.1.3.1/24 2.1.4.1/24 2.1.5.1/24 2.1.6.1/24

&S o IPxbht K& B0 P Ak
RADIUS server | - 4.4.4.2/24 Router A (BRAS) | GE3/1/1 2.1.1.1/24
Portal server - 4.4.4.2/24 GE3/1/2 3.3.3.1/24
Router B GE3/1/1 3.3.3.2/24 GE3/1/3 5.5.5.1/24
Router C GE3/1/1 5.5.5.2/24 GE3/1/4 4.4.4.1/24

10.2 ALE B

N T SEBASTRVFIR A DXFTEDHLG i) ELER I BEE, - 75 28xF BRAS #1031 GE3/1/2 At GE3/1/3 &
E AR SCEHEAT I E
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10.3 BEE LT
10.3.1 FCE IP it & B&
o R R 10-1 FiC B 12 C1 1P ik, JEHA 17 BRAS 14 RIS I 25 98 2 18] % b vl i, ELAAHC Bt Fmg

10.3.2 A& BRAS

1. B & ik th
# QI IEN 4 N poolt T HBAEM

[BRAS] dhcp enable

[BRAS] dhcp server ip-pool pooll

[BRAS-dhcp-pool-pooll] gateway-list 2.1.1.1 export-route
[BRAS-dhcp-pool-pooll] network 2.1.1.1 16 export-route
[BRAS-dhcp-pool-pooll] quit

[

BRAS] dhcp server forbidden-ip 2.1.0.0 2.1.255.255
2. e E b
# QRIS T N isp3 1 ISP 5.

[BRAS] domain name isp3
# I B ISP 5 isp3 i FH ANIIE.

BRAS-isp-isp3] authentication ipoe none

BRAS-isp-isp3] authorization ipoe none

authorization-attribute ip-pool pooll

[ ]
[ ]
[BRAS-isp-isp3] accounting ipoe none
[BRAS-isp-isp3]
[ ]

BRAS-isp-isp3] quit

3. BLEERTS IPOE B P#EAN
# BCE ACL %1% 3002, VLEZFTEIHL.

[BRAS] acl advanced 3002

[BRAS-acl-ipv4-adv-3002] rule 5 deny ip source 2.1.6.1 0
[BRAS-acl-ipv4-adv-3002] quit

# 1fE IPOE Thfig, JHfaE RN

[BRAS] interface gigabitEthernet 3/1/1
[BRAS-GigabitEthernet3/1/1] ip subscriber 12-connected enable
# AEREAR AR P RS R J7 2

[BRAS-GigabitEthernet3/1/1] ip subscriber initiator unclassified-ip enable matching-user
# e ARP i 3Cfil R 77 2.

[BRAS-GigabitEthernet3/1/1] ip subscriber initiator arp enable
# NP XATENHUACE 1P HhhitAy 2.1.6.1, WAEECN isp3 E A6
[BRAS-GigabitEthernet3/1/1] quit

[BRAS]ip subscriber session static ip 2.1.6.1 domain isp3 interface GigabitEthernet3/1/1
request-online gateway ip 2.1.1.1

# I ] ACL3002 *}4% 1 GigabitEthernet3/1/2 W 21| (R SCHEAT L UE

[BRAS] interface gigabitEthernet 3/1/2
[BRAS-GigabitEthernet3/1/2] packet-filter 3002 outbound
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[BRAS-GigabitEthernet3/1/2] quit

# N F ACL3002 x}#z 1 GigabitEthernet3/1/3 W R4 ST T L 3E
[BRAS] interface gigabitEthernet 3/1/3
[BRAS-GigabitEthernet3/1/3] packet-filter 3002 outbound
[BRAS-GigabitEthernet3/1/3] quit

10.4 FuFACE

# 2K IPoE #f A H P AT EIHLA VRS

<BRAS> display ip subscriber session static verbose

Basic:
Description -
Username : N/A
Domain : isp3
VPN instance : N/A
IP address :2.1.6.1
User address type : N/A
MAC address : 000c-29b6-Cc756
Service-VLAN/Customer-VLAN : -/-
Access interface : GE3/1/1
User ID : 0x38080000
VPI/VCI (for ATM) s /-
VSI Index I

VSI link ID Hl

VXLAN ID HE
DNS servers : N/A
IPv6 DNS servers : N/A
DHCP lease : N/A
DHCP remain lease : N/A
Access time : Mar 21 13:27:21 2016
Online time (hh:mm:ss) : 00:00:49
Service node : Chassis 1 Slot 3 CPU 0
Authentication type : Bind
IPv4 access type : Static
IPv4 detect state : Detecting
State : Online
AAA:
ITA policy name : N/A
IP pool : pooll
IPv6 pool : N/A
IPv6 nd preifx pool : N/A
Primary DNS server : N/A
Secondary DNS server : N/A
Primary IPv6 DNS server : N/A
Secondary IPv6 DNS server : N/A
Session idle cut : 1800 sec, 10240 bytes, direction:Both
Session duration : N/A, remaining: N/A

128



Traffic quota : N/A

Traffic remained : N/A
Acct start-fail action : Online
Acct update-fail action : Online
Acct quota-out action : Offline
Dual-stack accounting mode : Merge

Max IPv4 multicast addresses: 4

IPv4 multicast address list : N/A

Max IPv6 multicast addresses: 4

IPv6 multicast address list : N/A

Accounting start time : Mar 21 13:27:21 2016
Subscriber ID I

QoS:
User profile : N/A
Session group profile : N/A
User group ACL : N/A
Inbound CAR : N/A
Outbound CAR : N/A
Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink packets/bytes : 43/5179
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

10.5 FLEX

#
dhcp enable
dhcp server forbidden-ip 2.1.0.0 2.1.255.255
#
dhcp server ip-pool pooll
gateway-list 2.1.1.1 export-route
network 2.1.0.0 mask 255.255.0.0 export-route
#

ip subscriber session static ip 2.1.6.1 domain isp3 interface GigabitEthernet3/1/1
request-online gateway ip 2.1.1.1

#
interface GigabitEthernet3/1/1

port link-mode route

ip subscriber 12-connected enable

ip subscriber initiator unclassified-ip enable matching-user
#
interface GigabitEthernet3/1/2

port link-mode route

ip address 3.3.3.1 255.255.255.0
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packet-filter 3002 outbound
#
interface GigabitEthernet3/1/3
port link-mode route
ip address 5.5.5.1 255.255.255.0
packet-filter 3002 outbound
#
acl advanced 3002
rule 5 deny ip source 2.1.6.1 0
#
domain name isp3
authorization-attribute ip-pool pooll
authentication ipoe none
authorization ipoe none
accounting ipoe none

#

11 IPOE Web FI P42 H DA B2 (Radius HATH )

FERSFE P ERE o, WA NEE R O, iy B O 58 LIRS A . R E R A
%, NN ARSI R H B 2 A 2R

11.1 2BMEESK

W -1 B, SRR )1 & XA X BEEAE BRAS T, H BRAS fE N H H 4% 43 AN

FIIZE T ISP AT ISP2, BSRSZHLUN T 7K

o TEEXAIPAXHHEL IPOE Web 770N, TR VIERT, HAEVIH Web IkR%#%; 7Ei@
HAIESS, AT LA A B BE R B 5

o AXITEIWLELERZ IPoE 0B, A FCVF U 1] ELI R B2 IR

o TEENXAIIAXHPIELERH P4 IN@ISP1 M@ISP2 177 s\ id 4 14k, BRAS N
MR 7 o0t B2 B¢ FH P 2E R F P 48 5 [ (R BT T

o I IRAL 5 U ) X% B RIS 4 B 1P Mk R A IP bk, BRH S E B R EisE
P ¥ DNS il 55 2% A H ARt 42 A i IR 55

o IEILIZEFE AAA RS EHZBUH PR 7 S P 4R 2 H D D RE .
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E11-1 BRAS #[EM A FP2H % 1 O fic & =545

DNS Server 1

5 GE3/1/6

GE3/1/2

GE3/1/3
GES/L/O g R M GES/1/4  4.4.4.2124

DNS Server 2

=S I S

WLES™ GE3/1/5 GE3/1/5 "&iEd
Router B GE3/1/1

BRAS

Router A RADIUS server

Portal Server
GE3/0/1

Convergence switch A

8
GE3/0/2 GE3/0/3

E&X GE3/0/ IAK GE3/0/1
Layer switch B : Layer switch C
GE3/0/2 & GE3/0/3 302 S GE3/0/3
VLAN VLAN = = = = \LAN VLAN VLAN
11 13 14 15
Host A Host B Host C Host D Biiniar
userl@ISP1 user2@ISP2 user3@ISP1 userd@ISP2 Printer@ISP3
1P:2.1.2.1/16 1P:2.1.3.1/16 1P:2.1.4.1/16 IP:2.1.5.1/16 IP:2.1.6.1/16
DNS:1.1.1.1 DNS:1.1.1.1 DNS:1.1.1.1 DNS:1.1.1.1 D
&S o IP 3 bk % & o IP 31k
RADIUS server | - 4.4.4.2/24 Router A (BRAS) | GE3/1/1 2.1.1.1/16
Portal server - 4.4.4.2/24 GE3/1/2 3.3.3.1/24
DNS Server 1 - 3.3.3.2/24 GE3/1/3 5.5.5.1/24
DNS Server 2 - 5.5.5.2/24 GE3/1/4 4.4.4.1/24
Router B GE3/1/5 - GE3/1/5 -
GE3/1/5.100 | 6.6.100.2/24 GE3/1/5.100 | 6.6.100.1/24
GE3/1/5.200 | 6.6.200.2/24 GE3/1/5.200 | 6.6.200.1/24
GE3/1/6 7.7.7.2124 GE3/1/6 7.7.7.1/24
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11.2 B E B

RADIUS Jik %% I T ZRCE BN, HOINs P 46,

N T AR 78 2 Portal Il 55-48 1 f €, 75 ZELE AN INHEE N\ ¥ 4% TUIH 1 & Portal $33UF1 Portal
.,

N T KRR E T 1 HEAT IPOE NAE, 752 7E BRAS Lt & Portal Ak %528 ¢ HAEHE IPOE Al
N T SEBliEE RADIUS Sk IPoE F P T IR BT 2%, 75 %7t BRAS L& RADIUS
T3 AR A BV BUR S5 2 AT S kg5 45, FRR R T IPoE H 7 & B E Ik
N T 1E BRAS #1 RADIUS Jili %5 2% 2 0] 2 A A& P %464, F HLEE/E BRAS 55 iE RADIUS
IR 5% 2500 N 4R ST ARSI, 7E BRAS F1 RADIUS %% #5% b #8458 FAR SO i F i3k =2
A ORI ZEH N 123456) .

NTARIESEE R P e 2 O ThRg, 72t BRAS LCE ANH K H 7 41 group1 1 group?2,
Sr I RL ISP AT ISP2 Hff F /7, TG B SRA % H 23 il 4 e & P iR 5 K .

N SEBUAS A 6 5 4% TR A8 7 1 DNS IR 45 % L SR 8 44 25 160 R 45 AR B AL )
B4 T \P ik, T DLE R S ) DNS AR SCHE T e ), AR AN R A e A P
17 NAT #:4, MK DNS E i SO 21 % B 4T DNS 1275 F AL SREX 1P Mkl o A5 b 5
SR6608 7t 24 Router B 1)y NAT ##i% %

NIRRT RE AAA RS ERAZAUR P ALSE LR Pl 2 O ThEE, REEARSS %% LN RADIUS J&
T “group1” F1 “group2”, FiE RADIUS JE . 2l SRME A i S0 o

N SEBASFRVE IR A AT BB i) FLIBE B3, 75 220 BRAS ¥ & f1452 11 GE3/1/2 71 GE3/1/3
RIE AR SCHAT IS IE

11.3 BB FEEIN

N T G S RS EURS AT, FRAOR BRI o 5 AN A A B S A s S, BOANRE
B H B I T TCP PRl RS G H . O HARIRSS S B TCP ¥ 115 7] LUl Y display tep wid

HE.

ABCE HH R 2] User-Group R0 A JE@YE, ARAA BHERFENND, ES0 14 [,
114 BCEDXE

11.4.1 BCE RADIUS BRSSEEFN0 Portal BR 528 ((UEATF AAA IR IANEAR)

Z i

T @ VAR R A 4.0.9 AR 522 A1), 3.9 RADIUS MR 4 % 4= Portal IR 4 209 2 KBL & .

(1) FEX TR “http://4.4.4.2:80817, KR5S AN INEEN B £ F1 RADIUS J& 1%
N CRAAE Y, B CUINBE T TR, sl U e

WE 4T “BRAS”
WENASIP K “4.4.417;
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. WERMNMIP N “4.4.4.27;

o EFENAS HKALN “Hh. H3C. FIMM K
. B DM g2k “3799”

. W E RADIUS %44 “1234567;

o ERREGEFMEN “AEHR

o i&#% Portal hy “HE=, #H (h3cv1.2)”;
. W Portal %1% “123456”,

El11-2 AMEANEEECETRE

Srun4000 > FEINE S

=71 BRAS g
U 4.4 =
Eigr e (A0 R & R HERIP)

RS [ RER v | (MBS REME R E R
Portali\if

S = d(h3cvi) v

i (123456 =
# WHE RADIUS f51F. i @Mif: “Radius”, 1%E# “Radius 5L E” #i#:3 N RADIUS (51%:

WHEM, Fretmdih b AR R E A B .

# 4% “RADIUS IR E” WASIESEH P AR5 s ”.

# V5 RADIUS J&1%: “group1” A1 “group2”, LA FLL “group1” M#i.

M SR “Radius”, i&#% “UNIN Radius J@ 1" 1%, iy “@vin” %4l
o  WHEALAN “gp1” T RADIUS B “group2”, AALEE AN “gp2”);
o WHEEMKZN “groupl” (T RADIUS J&1E “group2”, AAL#E N “group2”);
e % H VendorID N “25506"7;

e  %H Vendor name i “H3C”;

o WHEHJEMIDN “1407;

o EFHERALN “THFH

o WHEFHMIMN “dictionary.h3c”;

o iE$E Nas KALUN “4Ey. H3C. IR K"

o EFERIEFM N “IEEHPKIE”:

o WEKAN “%s”:

o EFEWIARMER “To (EHEEED”
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o WHEMEEMN “groupl” (KT RADIUS J&1E “group2”, A4b#E N “group2”).
[E]11-3 RADIUS BBl E T E

Srun4000 > EhnRadiusfElE

fop1 (aiREmBiEEm)

[aroup1 BHE  FRDE | <-BREUOSBaBITE, FRAK)S.
TENIDER M RSN

[ss06 (D, Ba AR E B IR 0)

jhac (=E=0)

[Leo )

T v

BT - |c[|ct|onary.h3(

TEHERFIES

£ H3C FiRix ¥ (NSRESE TNASEA, NIEHNZEITE. )
EFRAFRE Y (BERHHTER)

[es (40In_%dM, %ddeT— 1 -3241)

Z(EMAEREE) ~ (EERAEEE 2EHEEHEE" )

[aroupt

i
8%

(2) TEN 285 N “https://4.4.4.2:80807, & hR 5% 44 Hc B SIS A1 7 .

# Wi B 45 H g “group1” 1 “group2”.

HEN “SRBGEERAEHISRNG, AUl CUNINT HRER, IR SR .

o PEHIFEEA “groupl” O TN “group2”, A EN “group2”)

e Radius TRHEEMEES “group1” CHf Tl 5 “group2”, A4bik &N “group2”™ .
# BLE 77 RS “policy1” F1 “policy2”.

MEPE “SRMEAE BRI SR T DUAS, AU SN HEL, WINPT g “policy1” F “policy2”, DA
N AN “policy1” A,

o WEWMAIN “policyl” CHT 77 iikEE “policy2” , AAL¥EEN “policy2” );

o PRI BN Gt RN

o ILFEAEHITEEE N “groupl” CRFTENEEES “policy2” , AKLEE N “group2” );

# NN R S5

HEHE “ R A E R B T, ek YRR, AR <A X R AKX 48T,

# U

EHE CHP BRI R 0%, S Cam” .

o NI usert: kS "user1@isp1", 1Y “pass1” ; BEFALILEHN “fa & X7 "
N “policy1”.

o ININH user2: MKS5"user2@isp2", #hY “pass2” ; EFEMHLRLEMN TEE X7 EEEST M
A “policy2”,

o UNINH T user3: Mk5"user3@isp1", #1Y “pass3” ; LRGN “TPAKX " HFEF= M
A “policy1”,
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o UNINAJT userd: MKk5"userd@isp2", HhY “passd” ; MEPERHLGENI N CIPANIX 7 EFEFE T
A “policy2”.

11.4.2 BPE DNS BR$53S

A5 7 LA Windows Server2003 #4 % DNS k%548 .
7t DNS Server1 H s it 4 %113 www.test1.com------ 100.1.1.1, B4R & i FEng
1 DNS Server2 F1R N4 513 www.test2.com------ 200.1.1.1, BEAKE & i FEmg

11.4.3 B E IP #hlit & B

A 111 Fo B &3 R 1P Mk, #i{f BRAS ¥ ##1 Router B DL % IR95 ds 2 [k vl ik, A
P B I R

11.4.4 A& BRAS

1. Bt E DHCP bkt
# &5 7T )i DHCP.

[BRAS] dhcp enable
# Qg bbbt pool1, F8E iZ b ) DHCPv4 W CATN Btk o
BRAS] dhcp server ip-pool pooll

BRAS-dhcp-pool-pooll] gateway-list 2.1.1.1 export-route

[
[ ]

[BRAS-dhcp-pool-pooll] network 2.1.0.0 16 export-route
[BRAS-dhcp-pool-pooll] forbidden-ip 2.1.1.1
[BRAS-dhcp-pool-pooll] quit

# 0 B G HbHE AR — B0 request $R7 C&% nak R SC TR
[BRAS] dhcp server request-ip-address check

# G 4 PR pool2 [1) DHCPV6 Hudil-it i3k AN HAL K

[BRAS] ipvé6 dhcp pool pool2

# Tic B MU Bh A 7 FL ) 1PV Ml B 192::0/64
[BRAS-dhcp6-pool-pool2] network 192::0/64
[BRAS-dhcp6-pool-pool2] quit

# o5 19201 W E AR IR

[BRAS] ipv6 dhcp server forbidden-address 192::1

# Wi B 2 11 GigabitEthernet3/1/1 T./f: 7 DHCPv6 R 55 #3#i2{.
[BRAS] interface gigabitethernet 3/1/1
[BRAS-GigabitEthernet3/1/1] ipv6 dhcp select server
[BRAS-GigabitEthernet3/1/1] quit

# ML E B IPVe BERR A, % IPv6 BERK A AR g K
[BRAS-GigabitEthernet3/1/1] ipvé address 192::1 64

# WO B AT RA T B

[BRAS-GigabitEthernet3/1/1] undo ipv6 nd ra halt
2. Bt & Portal IAIEAR 528

# fic & IPv4 Portal NEARSS 8%: 45N newpt1, 1P il A 4.4.4.5, %481 NIHSC 123456,
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[BRAS] portal server newptl

[BRAS-portal-server-newptl] ip 4.4.4.5 key simple 123456
[BRAS-portal-server-newptl] quit

# liC E IPv6 Portal INIERSS#5: SN newpt2, IPv6 Hitik iy 4::5, 25412481 3L 123456,
[BRAS] portal server newpt2

[BRAS-portal-server-newpt2] ipv6 4::5 key simple 123456
[BRAS-portal-server-newpt2] quit

3. Bt & HTTPS KA ER im0
# L E HTTPS BN # i Wrss 1, I DOANELER O 35 1 ph 2B T

[BRAS] http-redirect https-port 11111

4. BIEARMA A
# GUEIERTIEN 4, AR08 Web.

[BRAS] user-group Web

New user group added.
[BRAS-ugroup-Web] quit

# G 4 group1, 4 F% N groupt.
[BRAS] user-group groupl

New user group added.
[BRAS-ugroup-groupl] quit

# QU 4 group2, 4 FR7N group2.
[BRAS] user-group group?2

New user group added.

[BRAS-ugroup-group2] quit
5. B. & QoS

(1) FECEMTERTERA - #) ACL

#5009 IPv4 AT IPV6 =2 ACL Web_permit G2 R0 U 4T« VLHESHH 24 Web HFH P i H ik oy
Portal il %5 #5 itk (4 5C .

BRAS] acl advanced name Web permit

BRAS-acl-ipvé4-adv-Web permit] rule 0 permit ip destination 4.4.4.5 0 user-group Web

[

[

[BRAS-acl-ipv4-adv-Web permit] quit

[BRAS] acl ipv6 advanced name Web permit

[BRAS-acl-ipv6-adv-Web permit] rule 0 permit ipv6 destination 4::5 128 user-group Web
[BRAS-acl-ipv6-adv-Web permit] quit

# 73904 IPv4 F11IPv6 =54% ACL neiwang G FEI W1 R . DEECH F 20 Web 1 H 2 (1) B Hthik A A
WA e 55 s bk 4R S

[BRAS] acl advanced name neiwang

[BRAS-acl-ipv4-adv-neiwang] rule 0 permit ip destination 4.4.4.6 0 user-group Web
[BRAS-acl-ipv4-adv-neiwang] quit

[BRAS] acl ipv6 advanced name neiwang

[BRAS-acl-ipv6-adv-neiwang] rule 0 permit ipv6 destination 4::6 128 user-group Web
[BRAS-acl-ipvé6-adv-neiwang] quit

# 7373109 IPv4 F11IPV6 =2 ACL Web_http G KU 40 - ULEC I~ 21 Web H1 AT 9 H (3 1 80
f¥) TCP 4R 3L (B) HTTP 45 X2).

[BRAS] acl advanced name Web http
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[BRAS-acl-ipv4-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv4-adv-Web http] quit

[BRAS] acl ipv6 advanced name Web http

[BRAS-acl-ipv6-adv-Web http] rule 0 permit tcp destination-port eq www user-group Web
[BRAS-acl-ipv6-adv-Web http] quit

# 73708 1Pv4 F1 1Pv6 514 ACL Web_https G &N 40T~ . VLECH 44 Web H = 1 H )3 H
443 [f] TCP i 3C (B HTTPS #i 30).

[BRAS] acl advanced name Web https

[BRAS-acl-ipv4-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv4-adv-Web https] quit

[BRAS] acl ipv6 advanced name Web https

[BRAS-acl-ipv6-adv-Web https] rule 0 permit tcp destination-port eq 443 user-group Web
[BRAS-acl-ipv6-adv-Web https] quit

# 43 1Pv4 R IPV6 #54% ACL ip GIEHI AT T - DCALA /41 Web ) IP 453

[BRAS] acl advanced name ip

[BRAS-acl-ipv4-adv-ip] rule 0 permit ip user-group Web

[BRAS-acl-ipvé4-adv-ip] quit

[BRAS] acl ipv6 advanced name ip

[BRAS-acl-ipv6-adv-ip] rule 0 permit ipv6 user-group Web

[BRAS-acl-ipv6-adv-ip] quit
# 437 1Pv4 Fl IPv6 4% ACL neiwang_out SR U~ . ULECHH 7 20 Web H il ik 9 ) ik
5 9% 1P HUBE IR

[BRAS] acl advanced name neiwang out

[BRAS-acl-ipv4-adv-neiwang out] rule 0 permit ip source 4.4.4.6 0 user-group Web
[BRAS-acl-ipv4-adv-neiwang out] quit

[BRAS] acl ipv6 advanced name neiwang out

[BRAS-acl-ipv6-adv-neiwang out] rule 0 permit ipv6 source 4::6 128 user-group Web
[BRAS-acl-ipv6-adv-neiwang out] quit

# 5154 IPv4 T IPV6 =2 ACL Web_out BRI 4 . ULFCH] S 41 Web il Portal 55
7 1P itk R S

[BRAS] acl advanced name Web out

[BRAS-acl-ipv4-adv-Web out] rule 0 permit ip source 4.4.4.5 0 user-group Web
[BRAS-acl-ipvé4-adv-Web out] quit

[BRAS] acl ipv6 advanced name Web out

[BRAS-acl-ipv6-adv-Web out] rule 0 permit ipv6 source 4::5 128 user-group Web
[BRAS-acl-ipv6-adv-Web out] quit

# 4394 IPva F1 IPv6 =2 ACL redirect_group S BN 41~ : UCHECH 7 41 group1. group2 1/
1P 43

[BRAS] acl advanced name redirect groupl

[BRAS-acl-ipv4-adv-redirect groupl] rule 0 permit ip user-group groupl
[BRAS-acl-ipvé4-adv-redirect groupl] quit

[BRAS] acl ipv6 advanced name redirect groupl

[BRAS-acl-ipvé6-adv-redirect groupl] rule 0 permit ipv6 user-group groupl
[BRAS-acl-ipv6-adv-redirect groupl] quit

[BRAS] acl advanced name redirect group2

[BRAS-acl-ipvé4-adv-redirect group2] rule 0 permit ip user-group group2
[BRAS-acl-ipvé4-adv-redirect group2] quit
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[BRAS] acl ipv6 advanced name redirect group2

[BRAS-acl-ipv6-adv-redirect group2] rule 0 permit ipv6é user-group group2
[BRAS-acl-ipv6-adv-redirect group2] quit

(2) FCE M TIAERTEE R
# ML E 2K Web_permit, UTHC ACL Web_permit.

[BRAS] traffic classifier Web permit operator or

[BRAS-classifier-Web permit] if-match acl name Web permit
[BRAS-classifier-Web permit] if-match acl ipv6 name Web permit

quit
# BLE 2% neiwang, ULEC ACL neiwang.

[BRAS]

[BRAS-classifier-Web permit]

traffic classifier neiwang operator or
[BRAS-classifier-neiwang] if-match acl name neiwang

[BRAS-classifier-neiwang] if-match acl ipv6 name neiwang

[BRAS-classifier-neiwang] quit

# LB 2% Web_http, VULEC ACL Web_http.

[BRAS] traffic classifier Web http operator or

[BRAS-classifier-Web http] if-match acl name Web http
[BRAS-classifier-Web http] if-match acl ipvé name Web http

quit
# I E 25 Web_https, UCHC ACL Web_https.

[BRAS]

[BRAS-classifier-Web http]

traffic classifier Web https operator or
[BRAS-classifier-Web https] if-match acl name Web https
[BRAS-classifier-Web https] if-match acl ipv6 name Web https
[BRAS-classifier-Web https] quit

# M. &35 ip_cpu, VLA ACL ip.

[BRAS] traffic classifier ip cpu operator or

[BRAS-classifier-ip cpu] if-match acl name ip
[BRAS-classifier-ip cpu] if-match acl ipv6 name ip
[BRAS-classifier-ip cpul] quit

# L &2 ip_deny, VLA ACL ip.

[BRAS] traffic classifier ip deny operator or

[BRAS-classifier-ip deny] if-match acl name ip

[BRAS-classifier-ip deny] if-match acl ipvé name ip
[BRAS-classifier-ip deny] quit

# I & 25 neiwang_out, ULAC ACL neiwang_out.

[BRAS] traffic classifier neiwang out operator or
[BRAS-classifier-neiwang out] if-match acl name neiwang out
[BRAS-classifier-neiwang out] if-match acl ipv6é name neiwang out
[BRAS-classifier-neiwang out] quit

# Wic & 2% Web_out, UL ACL Web_out.

[BRAS] traffic classifier Web out operator or

[BRAS-classifier-Web_out] if-match acl name Web_out

[BRAS-classifier-Web out] if-match acl ipv6 name Web out

quit

# M # 2K redirect_group1, PLAC ACL redirect_group1.

[BRAS-classifier-Web out]
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[BRAS] traffic classifier redirect groupl operator or
[BRAS-classifier-redirect groupl] if-match acl name redirect groupl
[BRAS-classifier-redirect groupl] traffic classifier redirect groupl v6 operator or
[BRAS-classifier-redirect groupl v6] if-match acl ipv6 name redirect groupl
[BRAS-classifier-redirect groupl v6] quit

# ML # 2K redirect_group2, PLAC ACL redirect_group2.

[BRAS] traffic classifier redirect group2 operator or
[BRAS-classifier-redirect group2] if-match acl name redirect group2
[BRAS-classifier-redirect group2] traffic classifier redirect group2 v6 operator or
[BRAS-classifier-redirect group2 v6] if-match acl ipv6 name redirect group2

[BRAS-classifier-redirect group2 v6] quit

(3) HBCEIMATHN

# BCE AT N Web_permit, FuiFH 740 Web HH P i) B 9 HBEE N Portal AR 4545 1P Hubik (194 SCil
[BRAS] traffic behavior Web permit

[BRAS-behavior-Web permit] filter permit

[BRAS-behavior-Web permit] free account

[BRAS-behavior-Web permit] quit

# M E VAT Y neiwang, JSVFHT 4 Web Hf P 9 H stk g 3 (IR 95 4 1P ik i)l S i
[BRAS] traffic behavior neiwang

[BRAS-behavior-neiwang] filter permit

[BRAS-behavior-neiwang] quit

# MCE ATy Web_http, Xf I 241 Web 1™ 1 H i 104 80 () TCP 4R (B HTTP i 30) 5 &
] %] CPU.

[BRAS] traffic behavior Web http

[BRAS-behavior-Web http] redirect http-to-cpu

[BRAS-behavior-Web http] quit

# MCE AT )Y Web_https, x¥HI 41 Web = i) H (35 0 443 1) TCP 3L (BF HTTPS #.3C)
HE [ £ CPU.

[BRAS] traffic behavior Web https

[BRAS-behavior-Web https] redirect https-to-cpu

[BRAS-behavior-Web https] quit

# LB AT 8 Web_cpu, Xt 4 Web t P BIFTA IP HRSCHSE 2 1715 CPU.

[BRAS] traffic behavior Web cpu

[BRAS-behavior-Web cpu] redirect cpu

[BRAS-behavior-Web cpu] quit

# MU E AT AN Web_deny, Z51EH 20 Web H P T A 1P 4Ro0Ed

[BRAS] traffic behavior Web deny

[BRAS-behavior-Web deny] filter deny

[BRAS-behavior-Web deny] free account

[BRAS-behavior-Web deny] quit

# LB AT N neiwang_out, i 4L Web Rl Ay i IR 55 2% 1P bk 4R SCE i
[BRAS] traffic behavior neiwang out

[BRAS-behavior-neiwang out] filter permit

[BRAS-behavior-neiwang out] quit
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# LB AT N Web_out, fUYFF P 41 Web itk Portal AR 45 2% IP bk i di SCid it .

[BRAS] traffic behavior Web out

[BRAS-behavior-Web out] filter permit

[BRAS-behavior-Web out] free account

[BRAS-behavior-Web out] quit

# WL B AT N redirect, f0FF 741 group1\group?2 K IP S0 E 2 A1 F45 E N —Bk.
[BRAS] traffic behavior redirect groupl
[BRAS-behavior-redirect groupl] redirect next-hop 6.6.100.2
[BRAS-behavior-redirect groupl] traffic behavior redirect groupl vé6
[BRAS-behavior-redirect groupl v6] redirect next-hop 6:6:100::2
[BRAS-behavior-redirect groupl v6] traffic behavior redirect group2
[BRAS-behavior-redirect group2] redirect next-hop 6.6.200.2
[BRAS-behavior-redirect group2] traffic behavior redirect group2 v6
[BRAS-behavior-redirect group2 v6] redirect next-hop 6:6:200::2
[BRAS-behavior-redirect group2 v6] quit

(4) FHE QoS ik

# lCE 71 QoS g Web

[BRAS] qgos policy Web

# AR E X N HIRAT A, AR gt T 4H Web s

FVF H i HshE Ry Portal S5 2 A0 /9 AR 25 2% 1P Mkt itk scim il

SobF H s oA 80 (HTTP #R30) #1443 (HTTPS #.30) Kk S & [ 5] CPU;

B Lidfocsh, HARCCERE e m E] CPU, Wi 5 Ml A IE R, & FF 4R,

[BRAS-gospolicy-Web] classifier Web permit behavior Web permit
[BRAS-gospolicy-Web] classifier neiwang behavior neiwang

[BRAS-gospolicy-Web] classifier Web http behavior Web http
[BRAS-gospolicy-Web] classifier Web https behavior Web https
[BRAS-gospolicy-Web] classifier ip cpu behavior Web cpu

[BRAS-gospolicy-Web] classifier ip deny behavior Web deny

[BRAS-gospolicy-Web] classifier redirect groupl behavior redirect groupl
[BRAS-gospolicy-Web] classifier redirect groupl v6 behavior redirect groupl vé6
[BRAS-gospolicy-Web] classifier redirect group2 behavior redirect group2
[BRAS-gospolicy-Web] classifier redirect group2 v6 behavior redirect group2 v6
[BRAS-gospolicy-Web] quit

# MU E U7 1) QoS Mg out

[BRAS] gos policy out

#ONRAR RN BIIRAT N, MU Ve 4 Web bk Portal AR 4525 504 Il 2525 1P 1
hErgkociBRE, Hopdhortgi b .

[BRAS-gospolicy-out] classifier Web out behavior Web out

[BRAS-gospolicy-out] classifier neiwang out behavior neiwang out
[BRAS-gospolicy-out] classifier ip deny behavior Web deny

[BRAS-gospolicy-out] quit

(5) ECE N HS
# R PR E N QoS Rl , HREE 4 N Web.

[BRAS] gos apply policy Web global inbound

# X ROE N EEH PR ] QoS S, SRk 4 0 out.
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[BRAS] gos apply policy out global outbound
(6) AE NS & SRR
# f& NJ7 1A QoS HMg ML B A5 B AISAT1E I«
[BRAS] display gos policy global slot 3 inbound
Direction: Inbound
Policy: Web
Classifier: Web permit
Operator: OR
Rule (s)
If-match acl name Web permit
If-match acl ipv6 name Web permit
Behavior: Web permit
Filter enable: Permit
Free account enable
Classifier: neiwang
Operator: OR
Rule(s)
If-match acl name neiwang
If-match acl ipv6 name neiwang
Behavior: neiwang
Filter enable: Permit
Classifier: Web http
Operator: OR
Rule (s)
If-match acl name Web http
If-match acl ipv6 name Web http
Behavior: Web http
Redirecting:
Redirect http to CPU
Classifier: Web https
Operator: OR
Rule(s)
If-match acl name Web https
If-match acl ipv6 name Web https
Behavior: Web https
Redirecting:
Redirect https to CPU
Classifier: ip cpu
Operator: OR
Rule (s)
If-match acl name ip
If-match acl ipvé name ip
Behavior: Web cpu
Redirecting:
Redirect to the CPU
Classifier: ip deny
Operator: OR
Rule(s)
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If-match acl name ip
If-match acl ipv6 name ip
Behavior: Web deny
Filter enable: Deny
Free account enable
Classifier: redirect groupl
Operator: OR
Rule(s)
If-match acl name redirect groupl
Behavior: redirect groupl
Redirecting:
Redirect to next-hop 6.6.100.2
Classifier: redirect groupl vé
Operator: OR
Rule (s)
If-match acl ipv6 name redirect groupl v6
Behavior: redirect groupl v6
Redirecting:
Redirect to next-hop 6:6:100:2
Classifier: redirect group2
Operator: OR
Rule(s)
If-match acl name redirect group2
Behavior: redirect group2
Redirecting:
Redirect to next-hop 6.6.200.2
Classifier: redirect group2 v6
Operator: OR
Rule (s)
If-match acl ipv6 name redirect group2 vé6
Behavior: redirect group2 vé6
Redirecting:

Redirect to next-hop 6:6:200:2

# A 771 QoS HME HIRC B A5 B AISATIE L.
[BRAS] display gos policy global slot 3 outbound
Direction: Outbound
Policy: out
Classifier: Web out
Operator: OR
Rule (s)
If-match acl name Web out
If-match acl ipv6 name Web out
Behavior: Web out
Filter enable: Permit
Free account enable
Classifier: neiwang out

Operator: OR

142



Rule(s)
If-match acl name neiwang out
If-match acl ipv6 name neiwang out
Behavior: neiwang out
Filter enable: Permit
Classifier: ip deny
Operator: OR
Rule(s)
If-match acl name ip
If-match acl ipv6 name ip
Behavior: Web deny
Filter enable: Deny

Free account enable

6. it & RADIUS 5 &
# BIEEZ N rs1 1 RADIUS 77 Rt N7 20 A .

[BRAS] radius scheme rsl

# ML & RADIUS J7 1 FEEAN 3271 3% il 2% 2 S A5 2% 4H
[BRAS-radius-rsl] primary authentication 4.4.4.1

[BRAS-radius-rsl] primary accounting 4.4.4.1

[BRAS-radius-rsl] key authentication simple radius

[BRAS-radius-rsl] key accounting simple radius

# IiC B i4 %5 RADIUS AR 5583 I 24 A5 ISP 154

[BRAS-radius-rsl] user-name-format without-domain

[BRAS-radius-rsl] quit

# % & RADIUS DAE % Fuiift) IP Hitik 4 4.4.4.1, 5 RADIUS DAE & /i 58 H. DAE S5 A Y
FE YW radius.

[BRAS] radius dynamic-author server

[BRAS-radius-da-server] client ip 4.4.4.1 key simple radius

[BRAS-radius-da-server] quit

7. BE & User Profile

# it & 5N car 1) User Profile 28 I P & 26 I#CSCIF T & IR 5 - i SC IE 7 Ui A 5210kbps,
SV 325625byte 15K @R, H A /NT 4T 5210kbps I 1IE# &%, KT 5210kbps i, 3L
WEFF

[BRAS] user-profile car

[BRAS-user-profile-car] gos car inbound any cir 5210 cbs 325625

[BRAS-user-profile-car] quit

8. EL & TAERTIEAN Web TAEE;
# BCE IPoE F P E RIS A A IF Ik

[BRAS] domain name dml

[BRAS-isp-dml] authentication ipoe none
[BRAS-isp-dml] authorization ipoe none
[BRAS-isp-dml] accounting ipoe none

# i B AT AU P AT

[BRAS-isp-dml] authorization-attribute user-group Web
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[BRAS-isp-dml] authorization-attribute ip-pool pooll
[BRAS-isp-dml] authorization-attribute ipv6-pool pool2

# Iic & Web IAIET{ URL.

[BRAS-isp-dml] Web-server url http://www.h3c.web.com
[BRAS-isp-dml] Web-server ipv6-url http://www.h3c.web.com
[BRAS-isp-dml] quit

# IC & IPoE F 7 7E Web AIERT B AL A A IE .

BRAS] domain name dm2
BRAS-isp-dm2] authentication ipoe radius-scheme rsl
BRAS-isp-dm2] authorization ipoe radius-scheme rsl
BRAS-isp-dm2
BRAS-isp-dm2

[
[ ]
[ 1
[BRAS-isp-dm2] accounting ipoe radius-scheme rsl
[ ] authorization-attribute user-profile car
[ ] quit

9. Bt & IPoE
# JF )5 IPOE IhiE, HHACE —JE AR,

[BRAS] interface gigabitethernet 3/1/2
[BRAS-GigabitEthernet3/1/2] ip subscriber 12-connected enable
L N N ~ e n
# (F AR IR P 4Rk 5 2K
[BRAS-Route-Aggregation3] ip subscriber initiator unclassified-ip enable matching-user

[BRAS-Route-Aggregation3] ip subscriber initiator unclassified-ipvé6 enable matching-user
# ML & IPoE F J* >k Web MAC E 77 .

[BRAS-GigabitEthernet3/1/2] ip subscriber authentication-method Web mac-auth
The operation may cut all users on this interface. Continue?[Y/N]:y

# Tic & Web WIERTECY dm1, Web AEEA Web MAC AIEE) A dm2.
[BRAS-GigabitEthernet3/1/2] ip subscriber pre-auth domain dml
[BRAS-GigabitEthernet3/1/2] ip subscriber Web-auth domain dm2
[BRAS-GigabitEthernet3/1/2] ip subscriber mac-auth domain dm2
[BRAS-GigabitEthernet3/1/2] quit

11.4.5 F2E Router B (NAT &%)

@ 5% AR

o & A SR6608 %% B B 4F A NAT X & 3H/75 5], %A SR8800-X # &1 545 H NAT X &8, %
LATELE SN T LA BCE T NAT Lk 46942 o i i nat service 4445 & #2 4 NAT & 32 49 slot;
ZN iz o ey NAT AR A 3. A £ nat service &40 mAE, FH5 L = Bd b F 4.

o A% DNS iF KA & R L AL AX E 4045 K, L0445k Router B 12| Al 7 M £ 2.1.0.0/16 493
B i 4 2 1L h Gigabitethernet3/1/5.100 #= Gigabitethernet3/1/5.200, 2| DNS Jk 4% 6935 & i
# 212 A Gigabitethernet3/1/6.
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1. e ERERARSSES NAT 4%k

# 7E4%10 GigabitEthernet3/1/5.100 LI E NAT MRS 58, % MiZds D] 1 DNS 45047 H
1P hhbFe e (1.1.1.1->3.3.3.2) , XFAZL ORI ZMK DNS HOCHATIH 1P Hht# e
(3.3.3.2->11.1.D

[RouterB] interface gigabitethernet 3/1/5.100

[RouterB-GigabitEthernet3/1/5.100] nat server protocol udp global 1.1.1.1 53 inside 3.3.3.2
53

# IiC B #2 1 GigabitEthernet3/1/5.100 Rgf% 245 i /MZ VLAN ID 2 100 1] VLAN 2 3C.

[RouterB-GigabitEthernet3/1/5.100] vlan-type dotlg vid 100
[RouterB-GigabitEthernet3/1/5.100] quit

# 7E4%11 GigabitEthernet3/1/5.200 LIt E NAT MRS 58, % MiZd D[ DNS 45047 H
K 1P Mk (1.1.1.1->5.5.5.2) , X iz AIEH KK DNS OCHEATIR 1P bk B 46t
(5.55.2->1.1.1.1) .

[RouterB] interface gigabitethernet 3/1/5.200

[RouterB-GigabitEthernet3/1/5.200] nat server protocol udp global 1.1.1.1 53 inside 5.5.5.2
53

# LB 2 1 GigabitEthernet3/1/5.200 fgfis 2445 i 42 VLAN ID 24 200 1) VLAN 2 3.

[RouterB-GigabitEthernet3/1/5.200] vlan-type dotlg vid 200
[RouterB-GigabitEthernet3/1/5.200] quit

2. GEEH FEENZS NAT 44k
# Mt E ACL 3000, PLECVE IP Hidikf2 2.1.0.0/16 WELH H 7 1K) DNS #iSCAIJE 1P Hidikly 3.3.3.2 F11
5.5.5.2 [f] DNS Server ] DNS 3.
RouterB] acl advanced 3000

[
[RouterB-acl-ipv4-adv-3000] rule 5 permit udp source 2.1.0.0 0.0.255.255 source-port eq dns
[RouterB-acl-ipv4-adv-3000] rule 10 permit udp source 3.3.3.2 0 source-port eqg dns

[

RouterB-acl-ipv4-adv-3000] rule 15 permit udp source 5.5.5.2 0 source-port eqg dns
[RouterB-acl-ipv4-adv-3000] quit

# Qg — MR 1, RN EEZH R 5L 7.7.7.100~7.7.7.254.
[RouterB] nat address-group 1

[RouterB-address—-group-1] address 7.7.7.100 7.7.7.254
[RouterB-address—-group-1] quit

# {E #2111 GigabitEthernet3/1/6 L & i 77 [ ZhaS bk %4, FovFxt UGS ACL 3000 4R SC A4 A itk
A AT M R4, HAE R I 4 FH UDP 13 S S

[RouterB] interface gigabitethernet 3/1/6
[RouterB-GigabitEthernet3/1/6] nat outbound 3000 address-group 1
[RouterB-GigabitEthernet3/1/6] quit

11.5 IGUERCE

# @ Portal AEZ AT, X EEVT IR Portal Web R 45 431 Web AIEE T,

145



E11-4 Portal Web NiFETIR~=E

RIS A TALE RSt

BrRs

e

==

# M pPdd Portal INIEZ J5, AT LAVT i ELERM B2 3. LA Host A A, HAF 4 user1@ isp1 il
N pass1 Ja, EF.

E11-5 APERRM~EE

SR !
B : user1@ispl
IPHbHE: 2.1.2.1
CRERE : 0k
B : 070

PR : ¥ 100.00

EH

# BE M usert@isp1 HITELIE .

[BRAS] display ip subscriber session verbose

Basic:
Description HE
Username : userl@ispl
Authorization Domain : dm2
Authentication Domain : dm2
VPN instance : N/A
IP address :2.1.2.1
IPv6 address 0 192::2
User address type : N/A
MAC address : 38ad-befc-1led7
IPv4 DUID : 38ad-befc-1led7

146



Service-VLAN/Customer-VLAN
Access interface

User ID

VPI/VCI (for ATM)

VSI Index

VSI link ID

VXLAN ID

DNS servers

IPv6 DNS servers
DHCP lease

DHCP remain lease
DHCPv6 lease
DHCPv6 remain lease
Access time

Online time (hh:mm:ss)
Service node
Authentication type
IPv4 access type
IPv6 access type

IPv4 detect state
IPv6 detect state

State

AAA:

ITA policy name

IP pool

IPv6 pool

IPv6 nd preifx pool
Primary DNS server
Secondary DNS server
Primary IPv6 DNS server
Secondary IPv6 DNS server
Session idle cut
Session duration
Traffic quota

Traffic remained

Acct start-fail action
Acct update-fail action
Acct quota-out action

Dual-stack accounting mode

Max IPv4 multicast addresses:

IPv4 multicast address list

Max IPv6 multicast addresses:

IPv6 multicast address list
Accounting start time
Redirect URL

Redirect IPv6 URL

-/-
GE3/1/2
0x3000abf2
-/-

211.138.24.66
211.138.30.66

4444::1
86400 sec
86242 sec
N/A

N/A

Apr

00:02:37
Slot 3 CPU O
Web

DHCP

DHCP
Detecting
Detecting

Online

N/A
pooll
pool2
N/A
N/A
N/A
4444::1
N/A
N/A
N/A,
N/A
N/A
Online
Online
Offline
Merge
4

N/A

4

N/A
Apr
N/A
N/A
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Subscriber ID HE

QoS:
User profile : N/A
Session group profile : N/A
User group ACL : groupl (active)
Inbound CAR : N/A
Outbound CAR : N/A
Inbound user priority : N/A
Outbound user priority : N/A

Flow statistic:
Uplink packets/bytes : 26/1698
Downlink packets/bytes : 0/0
IPv6 uplink packets/bytes : 0/0
IPv6 downlink packets/bytes : 0/0

# $17 Router B [¥] NAT i SCI A%

<RouterB> terminal monitor

<RouterB> terminal debugging

<RouterB> debugging nat packet

# 1 host A L ping www.test1.com.

C:\Users>ping www.testl.com

IEfE Ping www.testl.com [100.1.1.1]1 EA 32 Fr0%dE:

kHE 100.1.1.1 MEE: F1=32 KE=1mns TTL=127
KHE 100.1.1.1 WREIE: F35=32 B[El=1ms TTL=127
KHE 100.1.1.1 WREIE: F35=32 BEl=1ms TTL=127
kHE 100.1.1.1 MEE: F1=32 KE=1mns TTL=127

100.1.1.1 fJ Ping ZilEE:
HaEf. oRE = 4, B8l = 4, BR = 0 (0% £K),
AARATREAAG THIN 8] (DAZRD A AT ) -
W = lms, K = 1ms, P = 1ms
C:\Users>
# f£ Router B _L4TENUNT NAT Jikf5E 5 .
<RouterB>*Apr 10 19:35:23:097 2017 H3C NAT/7/COMMON: -MDC=1-Slot=3;
PACKET: (GigabitEthernet3/1/5.100-in-config) Protocol: UDP
2.1.2.1:64192 - 1.1.1.1: 53 (VPN: 0) —-—-——-- >
2.1.2.1:64192 - 3.3.3.2: 53 (VPN: 0)
*Apr 10 19:35:23:097 2017 H3C NAT/7/COMMON: -MDC=1-Slot=3;
PACKET: (GigabitEthernet3/1/6-out-config) Protocol: UDP
2.1.2.1:64192 - 3.3.3.2: 53 (VPN: 0) —-————- >
7.7.7.116: 1754 - 3.3.3.2: 53 (VPN: 0)
*Apr 10 19:35:23:098 2017 H3C NAT/7/COMMON: -MDC=1-Slot=3;
PACKET: (GigabitEthernet3/1/6-in-session) Protocol: UDP
3.3.3.2: 53 - 7.7.7.116: 1754 (VPN: 0) —-————- >
3.3.3.2: 53 - 2.1.2.1:64192 (VPN: 0)
*Apr 10 19:35:23:098 2017 H3C NAT/7/COMMON: -MDC=1-Slot=3;
PACKET: (GigabitEthernet3/1/5.100-out-session) Protocol: UDP
3.3.3.2: 53 - 2.1.2.1:64192 (VPN: 0) —-—-——-- >
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1.1.1.1: 53 - 2.1.2.1:64192 (VPN:  0)
PLEAEEERIE, 4 Host A fi[] user1@isp1 3% /5 Ui 384 www.test1.com i}, F /A 1 H I
HihbSE 1.1.1.1 /) DNS R C#t % 52 719 Router B, 1 Router B 4838 — 2651 ) NAT % 3 fe &%
DNS iR K% %] 7 ISP1 () DNS Server1, B34 Host A fif#ir & AL i 1P il 100.1.1.1,

11.6 A&

o BRAS

#

dhcp enable

dhcp server request-ip-address check

#

ipv6 dhcp server forbidden-address 192::1

#

traffic classifier ip cpu operator or

if-match acl name ip

if-match acl ipv6 name ip

#

traffic classifier ip deny operator or
if-match acl name ip

if-match acl ipv6 name ip

#

traffic classifier neiwang operator or
if-match acl name neiwang

if-match acl ipv6 name neiwang

#

traffic classifier neiwang out operator or
if-match acl name neiwang out

if-match acl ipv6 name neiwang out

#

traffic classifier redirect groupl operator or
if-match acl name redirect groupl

#

traffic classifier redirect group2 operator or
if-match acl name redirect group2

#

traffic classifier redirect groupl v6 operator or
if-match acl name redirect groupl v6

#

traffic classifier redirect group2 v6 operator or
if-match acl name redirect group2 v6

#

traffic classifier Web http operator or
if-match acl name Web http

if-match acl ipv6 name Web http

#

traffic classifier Web https operator or

if-match acl name Web https
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if-match acl ipv6 name Web https

#

traffic classifier Web out operator or

if-match acl name Web out

if-match acl ipv6 name Web out

#

traffic classifier Web permit operator or

if-match acl name Web permit

if-match acl ipv6é name Web permit

#

traffic behavior http redirect

redirect http-to-cpu

#

traffic behavior https redirect

redirect https-to-cpu

#

traffic behavior neiwang

filter permit

#

traffic behavior neiwang out

filter permit

#

traffic behavior redirect groupl

redirect next-hop 6.6.100.2

#

traffic behavior redirect group2

redirect next-hop 6.6.200.2

#

traffic behavior redirect groupl v6

redirect next-hop 6:6:100::2

#

traffic behavior redirect group2 vé6

redirect next-hop 6:6:200::2

#

gos policy out

classifier
classifier
classifier

#

Web out behavior Web out
neiwang_out behavior neiwang_out

ip deny behavior Web deny

gos policy Web

classifier
classifier
classifier
classifier
classifier
classifier
classifier

classifier

Web_permit behavior Web permit

neiwang behavior neiwang

Web_http behavior Web http

Web_https behavior Web https

ip cpu behavior Web cpu

ip deny behavior Web deny

redirect groupl behavior redirect groupl

redirect groupl v6 behavior redirect groupl v6
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classifier redirect group2 behavior redirect group2
classifier redirect group2 v6 behavior redirect group2 vé6
#
user-profile car
gos car inbound any cir 5120 cbs 365625 ebs 0
#
dhcp server ip-pool pooll
gateway-list 2.1.1.1 export-route
network 2.1.0.0 mask 255.255.0.0 export-route
dns-1list 211.138.24.66 211.138.30.66
forbidden-ip 2.1.1.1
#
ipv6 dhcp pool pool2
network 192::/64 export-route
dns-server 4444::1
#
interface GigabitEthernet3/1/2
port link-mode route
ipv6 dhcp select server
ipv6 address 192::1/64
ipv6e nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
ip subscriber 1l2-connected enable
ip subscriber initiator unclassified-ip enable matching-user
ip subscriber initiator unclassified-ipv6 enable matching-user
ip subscriber authentication-method Web mac-auth
ip subscriber pre-auth domain dml
ip subscriber Web-auth domain dm2
ip subscriber mac-auth domain dm2
#
qos apply policy Web global inbound
gos apply policy out global inbound
#
acl advanced name ip
rule 0 permit ip user-group Web
#
acl advanced name neiwang
rule 0 permit ip destination 4.4.4.6 0 user-group Web
#
acl advanced name neiwang out
rule 0 permit ip source 4.4.4.6 0 user-group Web
#
acl advanced name redirect groupl
rule 0 permit ip user-group groupl
#
acl advanced name redirect group2

rule 0 permit ip user-group group2

151



#
acl advanced name Web http
rule 0 permit tcp destination-port eqg www user-group Web
#
acl advanced name Web https
rule 0 permit tcp destination-port eq 443 user-group Web
#
acl advanced name Web out
rule 0 permit ip source 4.4.4.5 0 user-group Web
#
acl advanced name Web permit
rule 0 permit ip destination 4.4.4.5 0 user-group Web
#
acl ipv6 advanced name ip
rule 0 permit ipvé user—-group Web
#
acl ipv6 advanced name neiwang
rule 0 permit ipv6 destination 4::6/128 user—-group Web
#
acl ipv6 advanced name neiwang out
rule 0 permit ipv6 source 4::6/128 user-group Web
#
acl ipv6 advanced name redirect groupl v6
rule 0 permit ipvé6 user-group groupl
#
acl ipv6 advanced name redirect group2 v6
rule 0 permit ipvé6 user-group group?2
#
acl ipv6 advanced name Web http
rule 0 permit tcp destination-port eq www user-group Web
#
acl ipv6 advanced name Web https
rule 0 permit tcp destination-port eq 443 user-group Web
#
acl ipv6 advanced name Web out
rule 0 permit ipvé6 source 4::5/128 user-group Web
#
acl ipv6 advanced name Web_permit
rule 0 permit ipv6 destination 4::5/128 user-group Web
#
radius scheme rsl
primary authentication 4.4.4.1
primary accounting 4.4.4.1
key authentication simple radius
key accounting simple radius
user-name-format without-domain
#

radius dynamic-author server
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client ip 4.4.4.1 key simple radius
#
domain name dml
authorization-attribute user-group Web
authorization-attribute ip-pool pooll
authorization-attribute ipv6-pool pool2
authentication ipoe none
authorization ipoe none
accounting ipoe none
Web-server url http://www.h3c.web.com
#
domain name dm2
authorization-attribute user-profile car
authentication ipoe radius-scheme rsl
authorization ipoe radius-scheme rsl
accounting ipoe radius-scheme rsl
#
user—-group groupl
#
user-group group2
#
user-group Web
#
portal server newptl
ip 4.4.4.5 simple 123456
#
portal server newpt2

ipv6e 4::5 simple 123456

#
http-redirect https-port 11111
#
e Router B (NAT % 4)
#

nat address-group 1

address 7.7.7.100 7.7.7.254

#

interface GigabitEthernet3/1/5

port link-mode route

#

interface GigabitEthernet3/1/5.100

ip address 6.6.100.2 255.255.255.0

nat server protocol udp global 1.1.1.1 53 inside 3.3.3.2 53
vlan-type dotlg vid 100

#

interface GigabitEthernet3/1/5.200

ip address 6.6.200.2 255.255.255.0

nat server protocol udp global 1.1.1.1 53 inside 5.5.5.2 53
vlan-type dotlg vid 200
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#

interface GigabitEthernet3/1/6

#

port link-mode route
ip address 7.7.7.2 255.255.255.0
nat outbound 3000 address-group 1

acl advanced 3000

#

rule 5 permit udp source 2.1.0.0 0.0.255.255 source-port eq dns
rule 10 permit udp source 3.3.3.2 0 source-port eqg dns

rule 15 permit udp source 5.5.5.2 0 source-port eqg dns

1 2 ITA M ECE 2545

FERZEE R R, R T o SEAEAE LU BT BR AR bl Py B SAEAE LUK, I IR 2 1K 5 ) 77 5 PR
DA LA A2 BRI ZE X ANFNE 55, MR v o a0 R 21— MERT ITA SEELUS R A AR
70 7 BRE 2R 651

12.1 BMEEKR

W 12-1 Fron, RSB M 7E & XA Ip X HSEAE BRAS &, HARZRE M A7 AE KR A B AR 55 4%
HARTRATR

T 5 X Ip 8 X P 383did Portal YAIEEEN, A S50 UERT, (AT LAV 1] Portal Web Iz
2231 Web VIE 311, @I Portal AIE)5, 7] LLVT ) EJ M B3R o

fE s XA P A 8IS Portal TAEJS , V7 18] ]IS ITA oF 2% [ BRI 5M, 15 1] 48R 1TA
TH3%. AAA ZERARE 10M;

154 X B did Portal YGIESG, V5l N RES ITA 3%, &2 BRIE 5M, U i 4RI 1TA i
. AAA ZISFALFRIE 10M:;

IMAXEI T C il Portal NEJG, V5 1) A RIRS AN 27 8 5E FRGE 5M, D7 [l 4R R ITA

TH3%. AAA ZERARE 10M;

A P DLt Portal INIESE, Uiin) 3 I ITA TF9%. AAA S AURE 5M, i 1] 4
MBS ITA 1127, AAA BZSFZALRE 10M;

AP AL By C Uil AR R 58 JE AT RE U 1]

ffFIARFE R TESZBL R & ITA S 6T AL BARIC, fEFE R A ITA SEB%; X1
J1 D, dd@iE AAA IS5 A R ITA SRS .
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[&]12-1 BRAS #ZEIM ITA R Bic & 25451

4.4.4.2/24

GE3/1/2

BRAS GE3/1/3 RADIUS server
Router Portal Server

GE3/1/1
4.4.4.3/24
GE3/0/1

SO R 25A%

Convergence switch A

GE3/0/3
GE3/0/2

EEX AKX

Layer switch C

Layer switch B

VLAN
11
Host A Host B Host C Host D

userl@portall_dm  yser2@portal2_dm user3@portal3_dm  yser4@portald_dm
K& o IPX K& #Fo P ht
RADIUS server | - 4.4.4.2/24 Router (BRAS) | GE3/1/1 2.1.1.1/24
Portal server - 4.4.4.2/24 GE3/1/2 3.3.3.1/24
AR 458 - 4.4.4.3/24 GE3/1/3 4.4.4.1/24

12.2 FL&E B

e RADIUS [R5 % FFEEREBE AL, RADIUS @, H2 0. #HI5mE (FlIiniE AAA
FIASFBPRIE 10M) 7= 5ins, FERIN&H P &g,

e T {f RADIUS R4 #: R 784 Portal IR 55 #5175 ZEAEMR N N & 4 T % & Portal
YA Portal 241,

o RN XRIE MV A 3E4T Portal AIE, 75 B 7E BRAS LAC E Portal il %5 %% 51 Hff 5¢ Portal iAilF .
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N T SEELEE RADIUS kXt Portal F P AT VGIE/ARZBURI 9%, 75 27E BRAS it & RADIUS

T3 R FEFR A N AR AR SS B AT SR iR 55 2%, B LN T Portal F 7 B g IRAES .

9 7 1E BRAS Hil RADIUS fili45 #% < 1) 2 At A& 5 FH P %05, F HL g/t BRAS [3%1E RADIUS

IR 5% 20 S 4 SC R, 7 BRAS F1 RADIUS JIl 4% #5% b #4842 TLAR SO BT A i 3t =2

A ORBIFL BN 123456)

F -6 FH P U 1) PN DR R0 A X PR i 20 Al EAT LT SR R PRGE, 75 227E BRAS AL E ACL. QoS

TREME AT ITA SRS 4 P9 I I B B b e v 2R 20N 2, B4 E 3K B 9 X 2 AR AR A 1

T SEELR P A BT Portal PAIE S, U7 18] P9 B ITA 1 2% [ & BRI 5M, 15 5] 48 s E 1TA

9%, AAA ZHEFZAUREE 10M. %4 ERCE R A 1 ITA SEng R

o XTAMLE (ETFHREHIN 2 MRE) Aaeit B (AELE ipvd ST, R
AT ITATE 9%, FERC B H 2 I B R WS B IE 2 5000kbps;

o AMERE EXTIMRR R R B AIBRE A E .

N T SEHUA P B i@ Portal AIESS, V7 ) YIRS ITA #F 2% [E 2 Bk 5M, 7 13 4RI ITA i

. AAA ZISIRBURE 10M. B34 LECE P B 1 ITA SRBSHY

o IHENMLE GRETHREHN 2 MRE) iHHKE0N IPv4 (id E ipv4 S8 ) 3HT ITA
%%, JFACE RIS &S B8 % 5000kbps;

o RN R FRIAN IPvA (BLE ipvd S8 ), ANFERA LB R SRS Bl
oy

o A ITA LR &S it i = 2 Thig.

N SEBUR P C it Portal IAIESE, Vil P RIBS AN T2, S BRAE 5M, D7 RIS ITA

9. AAA BHERAURE 10M. %4 ERCE T C Y ITA SRS

o XTAMLE (RSN 2 MiE) AMeeit B (ABLE ipvd ST, R
AT ITA T2, Hc B Hm & I A 7K 1A (5 20d %l 5000kbps;

o ATERA FXT AR RT3 AR R L

o JE ITANLSRES H P Bt =5 5 Ihfe.

N SEBUH P DLt Portal IAESE,  Usin) N I ITA TF9%. AAA S AURE 5M, 1] 4

RIEF ITA TH3% . AAA BIERAURE 10M. ECE R P D 1 ITA SREEHS :

o AAA 4% ER R ITA Sl .

o W& EBENMME REHTHRHIN 2 KE) 580N IPv4 (R E ipva <87
HAT ITATH 2%, JRRCE R & I 7K (5 EId % 5000kbps;

o W& EAREAMR RN IPv4 (BCE ipvd S5y, Be B E s &
10000kbps.

NTSEBH AL B CUFRAMNRIR 2 T ART Avs il ]9, 75 RADIUS AR 55 #5 B B U il 419 (1)

P g con_pl1 B, 528 A FH 214 4 a0 v n AR AN I 42949672960Byte (40GB),

FER ARV 6] AR B AN 42949672960Byte (40GB) I, A g, i s

FHA7 15) P9 9 22k S5 m& con_pl2, AT 4k 27 1) Y IR o

oif

SSUE YN
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12.3 BEEFEEN
N T B S RS ERS AT, R SR 5 S A R A U B S, HOANRE
P IE T TOP WM RS 5 . Lt MR 4% o F 9 TCP 3 11 5 7T LUl display tep %
E%O

AL E h {8 3 Accounting-Level. ITA-Policy-Name FAG @1, HXAHBIEREMNHE, ES
UL 14 Bf5E.

12.4 BLE S

12.4.1 B2E RADIUS BR558550 Portal fR 5535

Z

T @ AR A 4.0.9 AR S 5 A5, L9 RADIUS IR %% 4= Portal IR 4 5 69 X ABLE .

(1) 7E RN BN “hittp://4.4.4.2:80817 , B R4 BV I A ¥ 4 1 RADIUS J&@ 1.
R IEE NG

RN CWREE, B AN AR, sl Wi dzd.
o WHEKKHAIA “BRAS™;

. WE NASIP N “4.4.4.17;

o HEBRMMIP N “44427;

. EFE NAS K54 “H3C 88X™;

. BWE DM i oy “3799”

o % H& RADIUS %N “1234567;

o EBREGEFMEN “AER

o i&#% Portal hiy “H=, ) (h3cv1.2)”;

e &H Portal %N “123456”.
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E12-2 FMENREEETNE

Srun4000 > FINEE

5= BRAS *
(G310 [4.4.4.1 *
A d paa.2 *(AnEERHERIP)

3799 =
123456 -
EREFE (frBahiRahimsE " £5")

L [#=gonth3cv2) v

e Bk (123456 *

# % H RADIUS 51, M SMif2 “Radius”, 4% “Radius [5/EE” #EHE N RADIUS (51E

BB, fFemdih A AR A E R A ORI .
# V5 RADIUS JZ 14 “RADIUS Jg1E 1”7 #1 “RADIUS Jg14 2”7, LLFLL “RADIUS J@i: 1”7 A,
B SR “Radius”, i&FF “¥bn Radius JE 1" T4, Adi “Win” 24,

8 259 “RADIUS J& 1 17 (4 T RADIUS J& ¥ “RADIUS J& 1 27, 4404 B J9 “RADIUS
JEME27);

WHEJEMES N “H3C-Accounting-Level

W E Vendor ID 2y “255067;

% & Vendor name y “H3C”;

WHERMEID A “2157;

EPERACN B

W 7 CE A “dictionary.h3c”;

i%#% Nas K440 “H3C 88X”;

R RIE RN TR RIE,

BEKAN “%d”;

EREATAR MR T8 (R EDEED s

WHEEEMN “1”7 T RADIUS J&1% “RADIUS J&tt 2”7 @M EHEN “27).
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[E|12-3 RADIUS B+ “RADIUS Bt 1”7 BLETE
Srun4000 > JEMNRadiusfE
[RaDILSEEL axEERE )

£
| -5 i3C-Accounting-Level O ayey SDDE| <-EiehneSaBiss, FRIANS.

TERIDERIHR REREhRE

(LS 0 p5506 | avIDE, 224k AR EA H0)
Vendor name |ZEM (NGE=1)
120 T )
fze | v]

—=-:beic o (dictionary.h3c
TENERFIES

\C | H3C 88X v [($0i%E TNASEY, MISHRIEARTE - )
S e v [(FRRMHTE)
e ed (40In_%adM, %ddT—1-2i4)
K(EAEEE) v (EEEEEE REEAEE )
B |
L |
_$#% |

# ¥nJn RADIUS J&E “ITA 35BS 7.

L “Ushn Radius @17 %%, sy Wi &5
o WEHAA “ITA KL

o WEREMAN “H3C-ita-Policy”;

e %# VendorID & “25506”;

e % & Vendor name &y “H3C”;

. WEEMID A “2167;

o IEFREEACN CEFFHR

o  WETFMMN “dictionary.h3c”;
° 1 F Nas K444 “H3C 88X”;

o EFRRIEFMN “TFAMKIE”:

o WEMNKAN “%s”

o EFERIARMEN “To (EHEEED
o KE[MEEMEN “portald_dm”.
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E12-4 RADIUS B¢ “ITAREE” BLETIHE
Srun4000 > FhnRadiusfEE
[rTazm (EREFERBE-=E)

=0
H3C-Ita-Poky O sy [FRDE] < BtauneSass TR, TREANS

TERIDECIR REREEHHE

VLI 25506 | mivID(E, B s, AT g AT 590)
Vendor name | TE[8 ((mEE=t))

I={E30] 216 (824h)

el sy v

=4t |dictionary.h3c
TEOERFTES

i) [H3c sex v [(NSRI%HE T NASHA), MIDHTERETE. )
] AR v (HREHTER)
] os (fnIn_%dM, %dZ:T—2281)
D | | RREREE) v (EERERE. REEAE R )
555 ] ra_pk
A |
_i#x |

# UL “RADIUS R3S B E 7 WARIEFEH T ARy “aiidsdds 7.

(2) fEDEZRHIAN “https://4.4.4.2:80807, & k55 4% HC B A R& A H -
# HCE T2

WP CTRIRRNG T AR, A CUSINT 1%L

o WEIIE, Bl 1GB Ytk 5 Jt.

o WEHETL, Flun 100 T,

E12-5 i+ FREEER®E

E-<i mEitE

s 1 GB M ¥

HEHN 100

PO ST, KEARSE

fith==stid v 1024387

TS SEE R

#ECEX P AL B C Ui 4 M g4z 5mg “con_pl1”,
R R BRI IR, Rl AT .

o WEHITEIE N “con_pl1”.

o EFETFATHAEN “10Mbps”;

o L BHATHZEY “10Mbps”;
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o EPERMIABTRIACN “TELATHE, TARMNE COABH R

o EERETRNERMRN “Z:

o EFFECOATFTKANEEMN “£7.

e LF¥ Radius TR HEXEMN “RADIUS Bt 17,

o WHEMMHLM N “sum_bytes<=429496729607, Fix 2RI 0] 4RI B A
42949672960Byte I, i F A J 1l SHEs

#ECEXT P AL B. C Ujin) A I )43 SFEBE “con_pl2”7,

WP CORMEE BAE W SRAG ” DI%E, s U ded

o WEHIEIEA “con_pl2”,

o EPEIRMRARTRICN “TELARTHE, TARMNE COABH R

o EERTTRHNERMRN “Z

o JEFECOATKNEEMN “£7.

e ¥ Radius TR HEXEMN “RADIUS &k 27,

# LB XTH 7 D g sEg “con_pl3”.

WP CRBSE B AEWIRNG” DU, sl CUNINT HREH, s “con_pl3”.

o KEIEHIEIEA “con_pl3”;

o EFE AT AR

o EFE RATIEEY AR

o &F¥ Radius FARHEE BN “ITA B,

#ECEXH T AL By C =M 3KEE “policy1” 1 “policy2”.

WedF CHBEE B NS DUAE, R U L IR S S “policy1” T “policy2”, LA

LA “policy1” Ml

o WEMMATN “policyl” G T 7= MkEHE “policy2” , AAL¥#EN “policy2” );

o EFEIFREAN YRR

o EFEEHIEEE A “con_pl1” G T IEEE “policy2”, AALEE N “con_pl2”);

El12-6 FEaRskEE “policyl” ECETIE

FEm B policyl

itEE BEEES itEATL ;. 1KB 07T EREEF: 1
phg HEAE . 1IMB 153 FREE: 1
1>01MB it=AT0: 1IMB 17T RS 1
1ot/1h TSR Ve 17g FREF: 1
sun-test T=AT: 1KB 07g EREE: 1
BA57T iT=AT.: 18 57 FREHF: 1
@ RETE itE=EAT. ¢ 1GB 575 ERSEEF: 1
2= IT&ATL . 1KB 57T FREF: 1
I TERE groupl EERET 1 4 Mbps / 4 Mbps HEREE : line_type=10
% con_pll AT 1 10 Mbps / 10 Mbps EREF: 1
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# BCEXTH P D =i 5k “policy3”.

R IR BRI RN IR, Rl CUNINT HZEL, IS g “policy3”.
o WEMWMAIN “policy3”;

o EFRIFTEADN CRETHIR

o ILFFFEHIZEME N “con_pl3”;

E12-7 =A% “policy3” BLER@E

FREE | policy3

itesist

EHEE | conpl3 e 1 IS RS w1
# I INAL 2451

MR RGBS E AR TR, di Y R, RIS R X R AKX Y,

# I

R CH PRSI DU, s Cun” i .

o NINA Y usertl: KS"useri@portall_dm", %Y “pass1” ; MEFEALLGHN “158 X7,
W N “policy1” 1 “policy2”.

o NINA Y user2: MKS"user2@portal2_dm", Y “pass2” ; MEFLLGHIN “rE X7,
W N “policy1” Al “policy2”.

o RINH userd: K5 "user3@portald_dm", Y “pass3” ; MEFRALLRLEHIN AKX
EFEFE N “policy1” AT “policy2”.

o NINH ) userd: KS"userd@portald_dm", Y “passd” ; MEFEHLGEHIN T AKX,
PN “policy3”,

12.4.2 FE IP it & B8
PR ] 12-1 0B 3 1 P ik, 5017 BRAS 1545 F1 % R 25 98 2 7] 2% FH AT Ik , LA HC Bl 7RG .
12.4.3 BigE BRAS

1. it E DHCP
# {8t DHCP Thft.
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[BRAS] dhcp enable

# )& DHCP Hhikith pool1.

[BRAS] dhcp server ip-pool pooll

# 0 B Hu b i B3 70 BC A 1P Mkl B 2.1.0.0/16, Z3r AL M Sk 2.1.1.1 [ DNS filk 55 #1141 8.8.8.8.
[BRAS-dhcp-pool-pooll] network 2.1.0.0 16
[BRAS-dhcp-pool-pooll] gateway-list 2.1.1.1
[BRAS-dhcp-pool-pooll] dns-list 8.8.8.8
#01% 2.1.1.1 WE N IR ECHE
[BRAS-dhcp-pool-pooll] forbidden-ip 2.1.1.1
[BRAS-dhcp-pool-pooll] quit

2. BLE ACL 71 QoS RHg
# il & ACL L% 7 3000

[BRAS] acl advanced 3000
#ICEILARHFP (HPMECN 2.1.0.0/16) FifilR%sas (REAHEMEBA 4.4.4.0124) 18] BT,

[BRAS-acl-ipv4-adv-3000] rule 10 permit ip source 2.1.0.0 0.0.255.255 destination 4.4.4.0
0.0.0.255

[BRAS-acl-ipv4-adv-3000] rule 20 permit ip source 4.4.4.0 0.0.0.255 destination 2.1.0.0
0.0.255.255

# MBI (P RBON 2.1.6.0/16) T8 17 AR .

[BRAS-acl-ipv4-adv-3000] rule 30 permit ip source 2.1.0.0 0.0.255.255 destination 2.1.0.0
0.0.255.255
[BRAS-acl-ipv4-adv-3000] quit
# MCE WL K4 cl_usern, JFICEFRULECHLIN Y ACL 3000 ) FH 7 i 3.
[BRAS] traffic classifier cl usern
[BRAS-classifier-cl usern] if-match acl 3000
[BRAS-classifier-cl usern] quit
# € X474 be_usern, Fridit N 2.
[BRAS] traffic behavior be usern
[BRAS-behavior-be usern] remark account-level 2
[BRAS-behavior-be usern] quit
# € REM policy share JFEBE T IRELAT A
[BRAS] gos policy policy share
[BRAS-gospolicy-policy share] classifier cl usern behavior be usern
[BRAS-gospolicy-policy share] quit
# AR BB R B2 H] A E N ] QoS S .
[BRAS] interface gigabitethernet 3/1/1
[BRAS-GigabitEthernet3/1/1] qgos apply policy policy share inbound
[BRAS-GigabitEthernet3/1/1] qgos apply policy policy share outbound
[BRAS-GigabitEthernet3/1/1] quit
3. it E Radius 5§
# Q14708 rs1 1) Radius 77 RIFHEANZTT R, 88 NIE. BB 2S5 4% .
[BRAS] radius scheme rsl
# L& Radius 77 21 ENEA F2 01 2% ik 55 28 S LR S % .

[BRAS-radius-rsl] primary authentication 4.4.4.2
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[BRAS-radius-rsl] primary accounting 4.4.4.2
[BRAS-radius-rsl] key authentication simple 123456
[BRAS-radius-rsl] key accounting simple 123456

# VB W% k1% RADIUS UM Y5 b .

[BRAS-radius-rsl] nas-ip 4.4.4.1

[BRAS-radius-rsl] quit

# % E RADIUS DAE % /" i (1 IP ikl 4.4.4.2, 5 RADIUS DAE %) 3iii 58 H. DAE i SCHHE F 1
LYWL 123456

[BRAS] radius dynamic-author server

[BRAS-radius-da-server] client ip 4.4.4.2 key simple 123456

[BRAS-radius-da-server] quit

4. BLE ITA SRBE

o BCEMT AR ITA I

# lLE ITA SR ita_pl1.

[BRAS] ita policy ita pll

[BRAS-ita-policy-ita pll] accounting-method radius-scheme rsl

# MBI

[BRAS-ita-policy-ita pll] accounting-level 2 car inbound cir 5000 outbound cir 5000
[BRAS-ita-policy-ita pll] quit

e BCEMNT B ITA KK

# L E ITA 5% ita_pl2.

[BRAS] ita policy ita pl2

[BRAS-ita-policy-ita pl2] accounting-method radius-scheme rsl

# B R G0

[BRAS-ita-policy-ita pl2] accounting-level 1 ipv4

[BRAS-ita-policy-ita pl2] accounting-level 2 ipv4 car inbound cir 5000 outbound cir 5000
# 15 ITA LSS 5 P S P & B Ih R

[BRAS-ita-policy-ita pl2] traffic-separate enable

[BRAS-ita-policy-ita pl2] quit

o FEEMT CHITA SEmS

# I E ITA RN ita_pl3.

[BRAS] ita policy ita pl3

[BRAS-ita-policy-ita pl3] accounting-method radius-scheme rsl

# B E T3 Z0)

[BRAS-ita-policy-ita pl3] accounting-level 2 car inbound cir 5000 outbound cir 5000
#IT R ITA ML SR 5 P St St o B T ae

[BRAS-ita-policy-ita pl3] traffic-separate enable

[BRAS-ita-policy-ita pl3] quit

e MCEM/ DI ITA 5Em

# L E ITA 5% ita_pld.

[BRAS] ita policy ita pli4

[BRAS-ita-policy-ita pl4] accounting-method radius-scheme rsl

# MBS0 .
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[BRAS-ita-policy-ita pl4] accounting-level 1 ipv4 car inbound cir 10000 outbound cir 10000
[BRAS-ita-policy-ita pl4] accounting-level 2 ipv4 car inbound cir 5000 outbound cir 5000
[BRAS-ita-policy-ita pl4] quit

5. Bt EIAEE
# G N4 TN portal1_dm [¥] ISP 5.

[BRAS] domain name portall dm

# ML ISP Hfi F 1 Radius 77 % rs1.

[BRAS-isp-portall dm] authentication portal radius-scheme rsl
[BRAS-isp-portall dm] authorization portal radius-scheme rsl
[BRAS-isp-portall dm] accounting portal radius-scheme rsl

# LB 24 AT portall_dm 388 FH ) ITA SER% ita_pl1.
[BRAS-isp-portall dm] ita-policy ita pll

# B E I N4 7N portal2_dm [ ISP 12

[BRAS] domain name portal2 dm

# L& ISP 3 F1 1) Radius 77 % rs1.

[BRAS-isp-portal2 dm] authentication portal radius-scheme rsl
[BRAS-isp-portal2 dm] authorization portal radius-scheme rsl

[BRAS-isp-portal2 dm] accounting portal none

# LB 24 A7 portal2_dm 3d F 1) ITA 50% ita_pl2.
[BRAS-isp-portal2 dm] ita-policy ita pl2

# B E I N4 7N portal3_dm [ ISP 1.

[BRAS] domain name portal3 dm

# [ & ISP {111 Radius /7% rs1.

[BRAS-isp-portal3 dm] authentication portal radius-scheme rsl

[BRAS-isp-portal3 dm] authorization portal radius-scheme rsl

[BRAS-isp-portal3 dm] accounting portal radius-scheme rsl

# T B 2400 portal3_dm I # F 1) ITA 50% ita_pl3.
[BRAS-isp-portal3 dm] ita-policy ita pl3

# G It N %50 portald_dm (1] ISP .

[BRAS] domain name portald4 dm

# e & ISP Hf Hl 1 Radius 77 % rs1.

[BRAS-isp-portal4 dm] authentication portal radius-scheme rsl
[BRAS-isp-portal4 dm] authorization portal radius-scheme rsl

[BRAS-isp-portald4 dm] accounting portal radius-scheme rsl

6. it & Portal IAIE

# I E Portal VIEARSS #%: ZFN newpt, P Ml 4.4.4.2, %4919 123456, Wilr Portal )
SCH% T4 50100,

[BRAS] portal server newpt

[BRAS-portal-server-newpt] ip 4.4.4.2 key simple 123456

[BRAS-portal-server-newpt] port 50100

[BRAS-portal-server-newpt] quit

# L Portal Web flR%5#5 111 URL A http://4.4.4.2/index_9.html (A 4b URL 20T AR 55 288 N 156 4%
JE W AR PN S Y Portal 255 1) 0T T AR FF—H0.
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[BRAS] portal Web-server newpt

[BRAS-portal-Websvr-newpt] url http://4.4.4.2/index 9.html
[BRAS-portal-Websvr-newpt] quit

# HCE XS HTTPS i SCHEAT B ] () A A0 W s 15
[BRAS] http-redirect https-port 8888

# £ 1 GigabitEthernet3/1/1 - {# g E #2275 A Portal \ilE.

[BRAS] interface gigabitethernet 3/1/1
[BRAS-GigabitEthernet3/1/1] portal enable method direct

# (£ 3210 GigabitEthernet3/1/1 15| F Portal Web Il %5 %% newpt.

[BRAS-GigabitEthernet3/1/1] portal apply Web-server newpt

# {E8: 11 GigabitEthernet3/1/1 L B k1% 4 Portal I\IE AR 55 28 1) Portal 7 3¢+ (1) BAS-IP J& 1
2111,

[BRAS-GigabitEthernet3/1/1] portal bas-ip 2.1.1.1

[BRAS-GigabitEthernet3/1/1] quit
A\ T
12.5 BuEACE

# F FiE s Portal EZ BT, X AEVT ] Portal Web AR 45 21 Web AiFE £ 17T,
E12-8 Portal Web NiFETI =R

RIS A TALE RSt

FPE

# H i8S Portal INIEZ J&, AT RAVS ) LB B9 . LA P A B, i N - 44 user1@portal1_dm
MZLY passt J&, BRI,
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E12-9 APERRM~EE

S5k !
RR%E : userl@portall_dm
IPiBRE: 2. 1. 0.1
ERER : Ok
NS : 0F)
BKPAR%R . ¥ 10,000.00
FiA

# R A RIEALE B
[BRAS] display portal user ip 2.1.0.1 verbose
Basic:
Current IP address: 2.1.0.1
Original IP address: 2.1.0.1
Username: userl@portall dm
User ID: 0x10000024
Session-ID: 678900123456790123456788901234534578901266789001234567890
Access interface: GigabitEthernet3/1/1
Service-VLAN/Customer-VLAN: -/-
MAC address: 001lb-21c6-95cl
Domain name: portall dm
VPN instance: N/A
Status: Online
Portal server: sl
Portal authentication method: Direct
AAA:
Realtime accounting interval: 720s, retry times: 5
Idle cut: N/A
Session duration: 0 sec, remaining: 0 sec
Remaining traffic: N/A
Login time: 2016-03-25 15:44:09 UTC
Online time: 3:4:10
ITA policy name: ita pll
DHCP IP pool: N/A
ACL&QoS&Multicast:
Inbound CAR: CIR 10485760 bps PIR 10485760 bps CBS N/A (active)
Outbound CAR: CIR 10485760 bps PIR 10485760 bps CBS N/A (active)
Level-2 Inbound CAR: CIR 5120000 bps PIR 5120000 bps
Outbound CAR: CIR 5120000 bps PIR 5120000 bps
Inbound priority: N/A
Outbound priority: N/A
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ACL number: N/A
User profile: N/A

Session

group profile: N/A

Max multicast addresses: 4

Multicast address list: N/A

User group: N/A

Flow statistic:

Uplink

packets/bytes: 1069/132646

Downlink packets/bytes: 630/120000

Level-2

ITA:
level-2

B P ERRER, TPUE A A VAN E AAA SRR E 10M,
, FEITA 1127,

EPRIE 5M
# o

uplink packets/bytes: 500/64000
downlink packets/bytes: 365/34200

uplink packets/bytes: 4/32
downlink packets/bytes: 2/12

B HIVE4H(E B -

[BRAS] display portal user ip 2.1.0.10 verbose

Basic:

Current

IP address: 2.1.0.10

Original IP address: 2.1.0.10

Username: user2@portal2 dm

User 1ID:

Session-

0x10000023

ID: 678900123456790123456788901234534578901266789001234567890

Access interface: GigabitEthernet3/1/1

Service-

VLAN/Customer-VLAN: -/-

MAC address: 002c-22c7-99d3

Domain name: portal2 dm

VPN instance: N/A

Status:

Online

Portal server: sl

Portal authentication method: Direct

AAA:

Realtime accounting interval: 720s, retry times: 5

Idle cut: N/A

Session

duration: 0 sec, remaining: 0 sec

Remaining traffic: N/A

Login time: 2016-03-25 14:53:33 UTIC

Online time: 3:4:10

ITA policy name: ita pl2

DHCP IP

pool: N/A

ACL&QoS&Multicast:

Inbound

CAR: CIR 10485760 bps PIR 10485760 bps CBS N/A

Outbound CAR: CIR 10485760 bps PIR 10485760 bps CBS N/A

Level-2

Inbound

Inbound CAR: CIR 5120000 bps PIR 5120000 bps
Outbound CAR: CIR 5120000 bps PIR 5120000 bps
priority: N/A

Outbound priority: N/A
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ACL number: N/A
User profile: N/A
Session group profile: N/A
Max multicast addresses: 4
Multicast address list: N/A
User group: N/A
Flow statistic:
Uplink packets/bytes: 3782/223924
Downlink packets/bytes: 2629/154291
Level-1 uplink packets/bytes: 3074/211168
downlink packets/bytes: 2060/143268
Level-2 uplink packets/bytes: 698/12756
downlink packets/bytes: 569/11023
ITA:
level-1 uplink packets/bytes: 0/0
downlink packets/bytes: 0/0
level-2 uplink packets/bytes: 4/32
downlink packets/bytes: 2/12

W EEREE, WA AT B U5 AR AR AAA SIS AURIE 10M, 7 i P R 97 R

JE FRE 5M, ITA i 9%,
# osH P C TS R
[BRAS] display portal user ip 2.1.0.20 verbose
Basic:
Current IP address: 2.1.0.20
Original IP address: 2.1.0.20
Username: user3@portal3 dm
User ID: 0x1000002b
Session-ID: 678900123456790123456788901234534578901266789001234567890
Access interface: GigabitEthernet3/1/1
Service-VLAN/Customer-VLAN: -/-
MAC address: 005d-23e5-95f5
Domain name: portal3 dm
VPN instance: N/A
Status: Online
Portal server: sl
Portal authentication method: Direct
AAA:
Realtime accounting interval: 720s, retry times: 5
Idle cut: N/A
Session duration: 0 sec, remaining: 0 sec
Remaining traffic: N/A
Login time: 2016-03-25 17:15:47 UTC
ITA policy name: ita pl3
Online time: 3:4:10
DHCP IP pool: N/A
ACL&QoS&Multicast:
Inbound CAR: CIR 10485760 bps PIR 10485760 bps CBS N/A (active)
Outbound CAR: CIR 10485760 bps PIR 10485760 bps CBS N/A (active)
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Level-2 Inbound CAR: CIR 5120000 bps PIR 5120000 bps
Outbound CAR: CIR 5120000 bps PIR 5120000 bps
Inbound priority: N/A
Outbound priority: N/A
ACL number: N/A
User profile: N/A
Session group profile: N/A
Max multicast addresses: 4
Multicast address list: N/A
User group: N/A
Flow statistic:
Uplink  packets/bytes: 15500/50142
Downlink packets/bytes: 139/6763
Level-2 uplink packets/bytes: 1623/3450
downlink packets/bytes: 65/153
ITA:
level-2 uplink packets/bytes: 4/32
downlink packets/bytes: 2/12
LA EROREE, ATRUE T C U5 A T AAA SHASEALRIE 10M, 17 i P 9 F) J7T &8 ]
7€ MROE 5M,  dF ITA i 3%.

# SocH P D ITEARE 2o ShRT AAA ST AURIE 10M, A AAA B3 BRE 5M.

[BRAS] display portal user ip 2.1.0.30 verbose
Basic:
Current IP address: 2.1.0.30
Original IP address: 2.1.0.30
Username: user4@portal4d dm
User ID: 0x1000002e
Session-ID: 678900123456790123456788901234534578901266789001234567890
Access interface: GigabitEthernet3/1/1
Service-VLAN/Customer-VLAN: -/-
MAC address: 008f-65£8-97d6
Domain name: portal4d dm
VPN instance: N/A
Status: Online
Portal server: sl
Portal authentication method: Direct
AAA:
Realtime accounting interval: 720s, retry times: 5
Idle cut: N/A
Session duration: 0 sec, remaining: 0 sec
Remaining traffic: N/A
Login time: 2016-03-25 17:48:30 UTC
Online time: 3:4:10
ITA policy name: ita pl4
DHCP IP pool: N/A
ACL&QoS&Multicast:
Inbound CAR: N/A
Outbound CAR: N/A
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Level-1 Inbound CAR: CIR 10240000 bps PIR 10240000 bps
Outbound CAR: CIR 10240000 bps PIR 10240000 bps
Level-2 Inbound CAR: CIR 5120000 bps PIR 5120000 bps
Outbound CAR: CIR 5120000 bps PIR 5120000 bps
Inbound priority: N/A
Outbound priority: N/A
ACL number: N/A
User profile: N/A
Session group profile: N/A
Max multicast addresses: 4
Multicast address list: N/A
User group: N/A
Flow statistic:
Uplink packets/bytes: 1746/56780
Downlink packets/bytes: 2218/39684
Level-1 uplink packets/bytes: 256/16780
downlink packets/bytes: 250/26340
Level-2 uplink packets/bytes: 120/12300
downlink packets/bytes: 210/15027
ITA:
level-1 uplink packets/bytes: 0/0
downlink packets/bytes: 0/0
level-2 uplink packets/bytes: 4/32
downlink packets/bytes: 2/12
A EROREE, ATRAE B D U5 A T AAA SIS EALRIE 10M, 15 i P 99 F) 37T 5 ]
SEPRIE 5M, ITA it7%.

12.6 ALEXH

#
dhcp enable
#
traffic classifier cl usern operator and
if-match acl 3000
#
traffic behavior be usern
remark account-level 2
#
gos policy policy share
classifier cl_usern behavior be_usern
#
dhcp server ip-pool pooll
gateway-list 2.1.1.1
network 2.1.0.0 mask 255.255.0.0
dns-1list 8.8.8.8
forbidden-ip 2.1.1.1
#
interface GigabitEthernet3/1/1

port link-mode route
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ip address 2.1.1.1 255.255.0.0

gos apply policy policy share inbound
gos apply policy policy share outbound
portal enable method direct

portal bas-ip 2.1.1.1

portal apply Web-server newpt

#
acl advanced 3000

rule 10 permit ip source 2.1.0.0 0.0.255.255 destination 4.4.4.0 0.0.0.255
rule 20 permit ip source 4.4.4.0 0.0.0.255 destination 2.1.0.0 0.0.255.255
rule 30 permit ip source 2.1.0.0 0.0.255.255 destination 2.1.0.0 0.0.255.255

#
radius scheme rsl
primary authentication 4.4.4.2

primary accounting 4.4.4.2

key authentication cipher $c$3$pu+zPzgQg+Eh9/KZTPXoXufp7EEMmMCMpSw==

key accounting cipher $c$3$CKtV37dXqv5zE+EJZbjz2clxsrQaXYXTog==

nas-ip 4.4.4.1
#

radius dynamic-author server

client ip 4.4.4.2 key cipher $c$3$8HFjFX3mSr3v8uEXPro6G3ArmEOL6dGIFQ==

#
ita policy ita pll
accounting-method radius-scheme rsl
accounting-level 2 car inbound cir 5000
#
ita policy ita pl2
accounting-method radius-scheme rsl
accounting-level 1 ipv4
accounting-level 2 ipv4 car inbound cir
traffic-separate enable
#
ita policy ita pl3
accounting-method radius-scheme rsl
accounting-level 2 car inbound cir 5000
traffic-separate enable
#
ita policy ita pl4
accounting-method radius-scheme rsl
accounting-level 1 ipv4 car inbound cir
accounting-level 2 ipv4 car inbound cir
#
domain name portall dm
ita-policy ita pll
authentication portal radius-scheme rsl

authorization portal radius-scheme rsl

outbound cir 5000

5000 outbound cir 5000

outbound cir 5000

10000 outbound cir 10000
5000 outbound cir 5000
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accounting portal radius-scheme rsl

#

domain name portalZ dm
ita-policy ita pl2

authentication portal radius-scheme rsl
authorization portal radius-scheme rsl
accounting portal none

#

domain name portal3 dm
ita-policy ita pl3
authentication portal radius-scheme rsl
authorization portal radius-scheme rsl
accounting portal radius-scheme rsl

#

domain name portal4 dm
authentication portal radius-scheme rsl
authorization portal radius-scheme rsl
accounting portal radius-scheme rsl

#

domain name system

#

portal Web-server newpt
url http://4.4.4.2/index 9.html

#

portal server newpt
ip 4.4.4.2 key cipher $c$3$Xf8y+egjtWzvz6oviWp3DHN79F2+1i3vQOEZQ==
#

A} 2y

13 ssems
e  H3C SR8800-X % Hi#% BRAS V41t B 5 5:-R7951P11
e  H3C SR8800-X % Hi#s BRAS W54 %% -R7951P11

14 ws

AR AE A 2N H3C RADIUS WA @k, #8534t RADISU Ji 55 a8 XIS 6 A AL AT J& PE UL

fic. .

#14-1 H3C RADIUS B 21553k
JE M4 JEgT | DIREfiA
Input-Peak-Rate 1 FH P B2 NF NAS 1 EATIEEEZ, DL bps A,
Input-Average-Rate 2 H P ENFI NAS 1 EATFRIEZE, DL bps NHAL,
Output-Peak-Rate 4 M NAS 2 ) MTIEE#ZE, DL bps NEAL,
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Output-Average-Rate 5 M NAS ZIH ) AT P, DL bps N HAL.

User-Group 140 M PERIN G BRI A, — NP TUE T 24
FFH, Z2AHP 42 [mH S 5T

Accounting-Level 215 THRR R, ITA DiReH TR g0, BUETEH]
1~8

ITA-Policy-Name 216 ITA CIntelligent Target Accounting) K& 4 Fx
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