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2.3 M9000-Al-ES 1= H T F2

e  {E V7 Comware &% N2, FreidfEwnT:

(1)1 2610 £ ipe U iE 1A% S flash. _EALHRER LGB ftp 53 titp.
(2) BRI G, WEZSCH AEREAL R RG S, W
<M9000-E8>boot-loader file flash:/M900OE.ipe chassis 1 slot 4 main
Verifying the file flash:/M9000E.ipe on chassis 1 slot

H3C SecPath M9000-AI-E8 images in IPE:
M9O9000E-CMW710-BOOT-E9001P12.bin
M9000E-CMW710-SYSTEM-E9001P12.bin
M9000E-CMW710-DEVKIT-E9001P12.bin

This command will set the main startup software images. Please do not reboot any MPU during
the upgrade. Continue? [Y/N]:y

Add images to chassis 1 slot 4.

File flash:/M9000E-CMW710-BOOT-E9001P12.bin already exists on chassis 1 slot 4.
File flash:/M9000E-CMW710-SYSTEM-E9001P12.bin already exists on chassis 1 slot 4.
File flash:/M9000E-CMW710-DEVKIT-E9001P12.bin already exists on chassis 1 slot 4.

Overwrite the existing files?[Y/N]:y

2.4 M9000-Al-E8VI &R FH K1t S

e  {EV7 Comware 24 FF2%:
(1)1 S 4EML 55 1 ) ipe S A% 2 32451 flash
(2) bAER I, WEAZUHF NFERELO SR B RGeS, Wik

<M9000-E8>boot-loader file flash:/M9000e fw.ipe chassis 1 slot 2 cpu 3 main
Verifying the file flash:/M9000e fw.ipe on chassis 1 slot

Blade5fw images in IPE:
BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin

This command will set the main startup software images. Please do not reboot any MPU during
the upgrade. Continue? [Y/N]:y

Add images to chassis 1 slot 2.3.
File flash:/BLADE4FWMO000-E-CMW710-BOOT-E9001P12.bin already exists on chassis 1 slot 2.3.
File flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin already exists on chassis 1 slot 2.3.

Overwrite the existing files?[Y/N]:y

GYMEIRATE G, RERARE RN RA, W

<M9000-E8>display boot-loader

Software images on chassis 1 slot 2.3:

Current software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:



flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Backup startup software images:

None

Software images on chassis 1 slot 2.4:

Current software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:
flash:/BLADE4FWM9O000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Backup startup software images:

None

Software images on chassis 1 slot 3.1:

Current software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Backup startup software images:

None

Software images on chassis 1 slot 3.2:

Current software images:
flash:/BLADE4FWM9O000-E-CMW710-BOOT-ES001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Backup startup software images:

None

Software images on chassis 1 slot 3.3:

Current software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Backup startup software images:



None

Software images on chassis 1 slot 3.4:

Current software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:
flash:/BLADE4FWM9000-E-CMW710-BOOT-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-SYSTEM-E9001P12.bin
flash:/BLADE4FWM9000-E-CMW710-DEVKIT-E9001P12.bin

Backup startup software images:

None

Software images on chassis 1 slot 4:

Current software images:
flash:/M9000E-CMW710-BOOT-E9001P12.bin
flash:/M9000E-CMW710-SYSTEM-E9001P12.bin
flash:/M9000E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:
flash:/M9000E-CMW710-BOOT-E9001P12.bin
flash:/M9000E-CMW710-SYSTEM-E9001P12.bin
flash:/M9000E-CMW710-DEVKIT-E9001P12.bin

Backup startup software images:

None

Software images on chassis 1 slot 5:

Current software images:
flash:/M9000E-CMW710-BOOT-E9001P12.bin
flash:/M9000E-CMW710-SYSTEM-E9001P12.bin
flash:/M9000E-CMW710-DEVKIT-E9001P12.bin

Main startup software images:
flash:/M9000E-CMW710-BOOT-E9001P12.bin
flash:/M9000E-CMW710-SYSTEM-E9001P12.bin
flash:/M9000E-CMW710-DEVKIT-E9001P12.bin

(A ERBE, ZNTHRUEIIRAE, ERAE ST,

<M9000-E8>display version
H3C Comware Software, Version 7.1.064, Ess 9001P12

Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.

H3C SecPath M9000-AI-E8 uptime is 0 weeks, 0 days, 21 hours,

Last reboot reason : User reboot

Boot image: flash:/M9000E-CMW710-BOOT-E9001P12.bin
Boot image version: 7.1.064, Ess 9001P12
Compiled Jan 03 2019 15:00:00, DEBUG SOFTWARE
System image: flash:/M9000E-CMW710-SYSTEM-ES001P12.bin
System image version: 7.1.064, Ess 9001P12
Compiled Jan 03 2019 15:00:00, DEBUG SOFTWARE
Feature image(s) list:
flash:/M9000E-CMW710-DEVKIT-E9001P12.bin, version: 7.1.064
Compiled Jan 03 2019 15:00:00, DEBUG SOFTWARE
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LPU Chassis 1 Slot 1:
Uptime is 0 weeks, 0 days, 21 hours, 38 minutes

H3C SecPath MY9000-AI-E8 LPU with 1 ARM Processor

BOARD TYPE: NSQM5MBSHAL
DRAM: 2048M bytes
PCB 1 Version: VER.A

SUBCARD 1 PCB Version:VER.A
SUBCARD 2 PCB Version:VER.A
Bootrom Version: 312
CPLD 1 Version: 002
SUBCARD 1 CPLD Version:001
SUBCARD 2 CPLD Version:001

Release Version: H3C SecPath M9000-AI-E8-9001P12
Patch Version : None

Reboot Cause : UserReboot

PowChip Version: 001

LPU Chassis 1 Slot 2:
Uptime is 0 weeks, 0 days, 21 hours, 27 minutes

H3C SecPath M9000-AI-E8 LPU with 1 ARM Processor

BOARD TYPE: NSQM5MBSHAL
DRAM: 2048M bytes
PCB 1 Version: VER.A

SUBCARD 1 PCB Version:VER.A
SUBCARD 2 PCB Version:VER.A
Bootrom Version: 312
CPLD 1 Version: 002
SUBCARD 1 CPLD Version:001
SUBCARD 2 CPLD Version:002

Release Version: H3C SecPath M9000-AI-E8-9001P12
Patch Version : None

Reboot Cause : UserReboot

PowChip Version: 001

Chassis 1 Slot 2 CPU 3

CPU type: Multi-core CPU
DDR4 : 32752M bytes
FLASH: 7296M bytes

Board PCB Version: Ver.A

CPLD Version: 2.0

Release Version: SecBlade FW Enhanced-9001P12
Basic BootWare Version:1.01

Extend BootWare Version:1.01

Chassis 1 Slot 2 CPU 4

CPU type: Multi-core CPU
DDR4 : 32752M bytes
FLASH: 7296M bytes

11



Board PCB Version: Ver.A

CPLD Version: 2.0

Release Version: SecBlade FW Enhanced-9001P12
Basic BootWare Version:1.01

Extend BootWare Version:1.01

LPU Chassis 1 Slot 3:
Uptime is 0 weeks, 0 days, 21 hours, 27 minutes

H3C SecPath M9000-AI-E8 LPU with 1 ARM Processor

BOARD TYPE: NSQM5MBSHAL
DRAM: 2048M bytes
PCB 1 Version: VER.A

SUBCARD 1 PCB Version:VER.E
SUBCARD 2 PCB Version:VER.A
Bootrom Version: 100
CPLD 1 Version: 001
SUBCARD 1 CPLD Version:004
SUBCARD 2 CPLD Version:002

Release Version: H3C SecPath M9000-AI-E8-9001P12
Patch Version : None

Reboot Cause : UserReboot

PowChip Version: 001

Chassis 1 Slot 3 CPU 1

CPU type: Multi-core CPU
DDR4 : 32752M bytes
FLASH: 7296M bytes

Board PCB Version: Ver.A

CPLD Version: 4.0

Release Version: SecBlade FW Enhanced-9001P12
Basic BootWare Version:1.01

Extend BootWare Version:1.01

Chassis 1 Slot 3 CPU 2

CPU type: Multi-core CPU
DDR4 : 32752M bytes
FLASH: 7296M bytes

Board PCB Version: Ver.A

CPLD Version: 4.0

Release Version: SecBlade FW Enhanced-9001P12
Basic BootWare Version:1.01

Extend BootWare Version:1.01

Chassis 1 Slot 3 CPU 3

CPU type: Multi-core CPU
DDR4 : 32752M bytes
FLASH: 7296M bytes

Board PCB Version: Ver.A
CPLD Version: 2.0
Release Version: SecBlade FW Enhanced-9001P12

Basic BootWare Version:1.01

12



Extend BootWare Version:1.01

Chassis 1 Slot 3 CPU 4

CPU type: Multi-core CPU
DDR4 : 32752M bytes
FLASH: 7296M bytes

Board PCB Version: Ver.A

CPLD Version: 2.0

Release Version: SecBlade FW Enhanced-9001P12
Basic BootWare Version:1.01

Extend BootWare Version:1.01

MPU (M) Chassis 1 Slot 4:
Uptime is 0 weeks, 0 days, 21 hours, 4l minutes

H3C SecPath M9000-AI-E8 MPU (M) with 1 XLP316 Processor

BOARD TYPE: NSQM5SUPO8AL

DRAM: 16384M bytes

FLASH: 1024M bytes

PCB 1 Version: VER.A

Bootrom Version: 158

CPLD 1 Version: 002

CPLD 2 Version: 001

Release Version: H3C SecPath M9000-AI-E8-9001P12
Patch Version : None

Reboot Cause : UserReboot

MPU (S) Chassis 1 Slot 5:
Uptime is 0 weeks,0 days,21 hours, 41 minutes

H3C SecPath MY9000-AI-E8 LPU with 1 XLP316 Processor

BOARD TYPE: NSQM5SUPO8AL

DRAM: 16384M bytes

FLASH: 1024M bytes

PCB 1 Version: VER.A

Bootrom Version: 158

CPLD 1 Version: 002

CPLD 2 Version: 001

Release Version: H3C SecPath M9Y9000-AI-E8-9001P12
Patch Version : None

Reboot Cause : UserReboot

NPU Chassis 1 Slot 6:

BOARD TYPE: NSQM5FABO8SAL
PCB Version: VER.A
CPLD Version: 200

NPU Chassis 1 Slot 7:
BOARD TYPE: NSQM5FABO8AL

PCB Version: VER.A
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CPLD Version: 200

25 FEEIN

o WRARGANE, RHI—HREBTERMEE. WHIF—PEIELE slot 5, NN 4
boot-loader file flash:/m9000.ipe slot 5 main. t57] LAEI 5B b 4%, KB R
boot-loader file flash:/m9000.ipe all main.

o IRFIRETF, FFE TN, BHRIHES, 4 boot-loader file flash:/m9000.ipe chassis 1 slot 0
main, iXH chassis & ZHES .

o MR ERKAZYNSHA, FFEMG ISR RFAHH slot 5EKE L.

e M9000-AI-E 1 blade ¥ LRI cpu 75 A A

3 prEEmER
3.1 PAANEERYJLANEAREL &

3.1.1 =21

B KA E R IR 28 22 A e g, P55 I BB SIS, B MIL8 0 s At 22 e AT K e

FoRIAGE. SINZEBIMES G, 228 B RG22 R R D3T3 (R 2IA R %

D, ARl SCILAEE K R R

HHT, M9O000 %414 2438y Management. Local. Trust. Untrust. DMZ 15, BRi\ B

1)@ Management 2415

B2 E, WA b &3 R SO Rl g LA F

o —ARAEWHMENS /AR TR R AN O 2 MRS, SWER.

o AT AL &H: O 2 M PR SCERE =9 £ 57

o AWML RIS T R AR, IR E S R BATHE T . L RIS AR
B, MRS R 5T .

o AELAEBINE L Z MRS E T

o HEHHEBFEHIHE AR OC, B 2 EFE, HIEROCE 2 RS ULED, ) i 22 4 SR ng it
TR, JHRIER AR BUTERE S .

3.1.2 RFMEE

W (Flow) & —ANEJ5 e, MRS B = o4l s TocdimE—4nil. REE 1P E Y
IR, o R
e TCPi: 5;\ FLCHME—FR iR

e  UDPi: il FLocHmE—Frils
e ICMP ¥i: ﬁkjfﬁéﬂ + [CMP type + ICMP code ME—#H5riH.
e  RAWIPJii: NET LRI, @it = e bsid.
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221 (Session) & — ANl INES:, — ANl I8 R AN 7 I I3, — A2 ii K 5 (nitiator),
FH—A RN T (Responder) . 38 idt £ 13 i J& 14T — 7 1] AR fIE AT T DARHE —fff 22 1% 2= 1 LA
J 5 ) o
XIT TCP/UDP/ICMP/RAW IP i, TP KIS G 0 20k, J5 SAH [R] A S alia i [ml
SCHPAVCRC 421G . LA TCP = R4 F R hil:

E3-1 £FEa

trust untrust
SYN
192.168.0.2 SYN_ACK 202.0.0.2
Port 1564 ACK Port 23
192.168.0.2 session 202.0.0.2
Port 1564 Port 23

Wil 3-1 firz, Trust 51 192.168.0.2:1564 7 ] Untrust $5¥) 202.0.0.2 1) 23 i 1, AL syn &
YIFIEANEE— A RA 21 (192.168.0.2:1564<---->202.0.0.2:23), J54: SYN_ACK F1 ACK R 3 #5
VLRCH| 218 5, SEBI SR A e M. JE SR i FEUC AL 3 b 21 W U7 i il

M9000 R %5 %4 W HmiEE EMR

%t MO000 AFfi%&, WLLEiT Telnet. SSH. MIB H#E{TA& . ST T, RARTHET
Telnet i FEE M. RAMINKIE L E W T

e B H PN admin, %Y admin,

o U VTY /&35 RN password 77, (HAEEA K E & 5% password.

o  Telnet. SSH. SNMP fi% 4.

o FHBIAYLE management vpn-instance, 17EERIA ML,

o EHOERIAIIA management 3,

o AT AR,
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5 wmam

5.1 IRFFITT&LA
5.1.1 4AMER

Nkl 5-1 s, AMFERLQTE:

o Wif5 MO00O ¥ 4: M9000-1 f1 MO000-2, #4ik IRF ¥4 .

. %4 0N Route-Aggregation1. Route-Aggregation2. Route-Aggregation3.
Route-Aggregation4, X PUANIEE AR AL E 2 AN p it

e JUA T RETH1 KRk 5 14 Route-Aggregation1. Route-Aggregation2, =i 124
Route-Aggregation1.

e JU#&1 RETH2 1% 71 124 Route-Aggregation3. Route-Aggregationd, =¥ [1°4
Route-Aggregation3.

e  HostA #ll Host B EIBTU ping iM. 4 M9000-1 TAEIEH K, Zif& 7 M9000-1 . 4
M9000-1 & I (A] LLiEid shutdown Route-Aggregationt SSZHL R 5D , SifE A
M9000-2 .

o  [LE BFD fuill, W& ¥ &I— MBI BN S H Route-Aggregation 999
o HEZROUNLITI S A 5 75 BV 55 # A U A N ELHT 3 231 £ 1
[E5-1 IRF FITT K 4H LA M E

I IRF |
| M9000-1 M9000-2
I XGE1/4/0/25 XGE2/4/0/25 I
; (IRF-port1/2) (IRF-port2/1) .
| |
XGE1/4/0/26 XGE2/4/0/26 I
fecise |

1/5/0/1

¢

20ISITIPX
A\
&
Q
N/
N
{h
I
I
I
ks
A
A\
e
8/O/S/ZEIOX%
|

\

Switch B

Host A Host B
81.2.1.2/24 82.2.1.2/24

5.1.2 B&E B

o BIEEAD, FICH NI IMARIEES D,
o AIEIUA reth1 1 reth2.
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o QIEITRH, BETIRMA: rethl Fl reth2.

o KIJLA M reth1 Fl reth2 hn A\ 2224238, Trust.

o ORI,

e [iCE BFD &ll, W& &SI — M7 O EIEIA KA Route-Aggregation 999
o HETXUMLITIA i SR 75 L 45 IS U S BT 3 231 £ 1

5.2 REDXER

1. M9000-1 KWELE

1. BCE IRF
# B RS AR e

[M9000-1]1irf member 1

[M9000-1]irf priority 32

# KBTI IRF

[M9000-1]chassis convert mode irf

The device will switch to IRF mode and reboot.

You are recommended to save the current running configuration and specify the configuration
file for the next startup. Continue? [Y/N]:y

#HER A, ATLUE BB D QAR R 4R, R IRF 4 13 shutdown.

M9000-1] interface Ten-GigabitEthernet 1/4/0/25

M9000-1] interface Ten-GigabitEthernet 1/4/0/26
M9000-1-Ten-GigabitEthernetl1l/4/0/25] shutdown

# 1% IRF )2 OIS S

[M9000-1] irf-port 1/2

[
[M9000-1-Ten-GigabitEthernetl1/4/0/25] shutdown
[
[

[M9000-1-irf-portl/2] port group interface ten-gigabitethernet 1/4/0/25

You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active" command to activate the IRF ports.
[M9000-1-irf-portl/2] port group interface ten-gigabitethernet 1/4/0/26
[MO000-1-irf-portl/2] quit

[M9000-1]irf-port-configuration active

# 14 irf ¥) 335 1 F3) undo shutdown GZJC & #:4E/E M9000-2 K] irf i 13/ undo shutdown ¢k
JE )

[M9000-1] interface Ten-GigabitEthernet 1/4/0/25
[M9000-1-Ten-GigabitEthernetl1l/4/0/25] undo shutdown

[M9000-1] interface Ten-GigabitEthernet 1/4/0/26
[M9000-1-Ten-GigabitEthernetl1l/4/0/25] undo shutdown

PO R SE R, SRR BB E R

2. BCEREGH(LUFRCEA TSR 2. M9000-2 HE &AL B J5 E1T)
# 17 = )2 %411 Route-Aggregationt, F3 I DN 28 & 4H..

[M9000-1] interface Route-Aggregationl
[M9000-1-Route-Aggregationl] quit
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[M9000-1] interface ten-gigabitethernet 1/5/0/1
[M9000-1-Ten-GigabitEthernetl/5/0/1] port link-aggregation group 1
[M9000-1-Ten-GigabitEthernetl/5/0/1] quit

[M9000-1] interface ten-gigabitethernet 1/5/0/2
[M9000-1-Ten-GigabitEthernetl/5/0/2] port link-aggregation group 1
[MO9000-1-Ten-GigabitEthernetl/5/0/2] quit

# G = E X410 Route-Aggregation3, 4 MO000-1 L M A IR &2
[M9000-1] interface Route-Aggregation3
[M9000-1-Route-Aggregation3] quit

[M9000-1] interface ten-gigabitethernet 1/5/0/3
[M9000-1-Ten-GigabitEthernetl/5/0/3] port link-aggregation group 3
[M9000-1-Ten-GigabitEthernet1/5/0/3] quit

[M9000-1] interface ten-gigabitethernet 1/5/0/4
[M9000-1-Ten-GigabitEthernetl/5/0/4] port link-aggregation group 3
[M9000-1-Ten-GigabitEthernet1/5/0/4] quit

3. MEILARA IRTEEHM]
#AEITURE 1, FFREICR H A

[M9000-1] interface reth 1

[M9000-1-Rethl] ip address 81.2.1.1 24

[M9000-1-Rethl] member interface Route-Aggregation 1 priority 100
[M9000-1-Rethl] member interface Route-Aggregation 2 priority 1
[M9000-1-Rethl] quit

#AEICARM 2, JHFEEIIR DG

[M9000-1] interface reth 2

[M9000-1-Reth2] ip address 82.2.1.1 24

[M9000-1-Reth2] member interface Route-Aggregation 3 priority 100
[M9000-1-Reth2] member interface Route-Aggregation 4 priority 1
[M9000-1-Reth2] quit

# & Track, FTICRES.

[M9000-1] track 11 interface Route-Aggregationl
[M9000-1] track 12 interface Route-Aggregation3
[M9000-1] track 21 interface Route-Aggregation2
[M9000-1] track 22 interface Route-Aggregation4
[M9000-1] track 31 interface Blade 1/3/0/1 physical
[M9000-1] track 32 interface Blade 2/3/0/1 physical

#MCEAMH, JF4EE MI000-1 Ei)Z%4 5%y, M9000-2 F %45 % )y+% .
[M9000-1] failover group Groupl

[M9000-1-failover-group-Groupl] bind chassis 1 slot 3 cpu 1 primary
[M9000-1-failover-group-Groupl] bind chassis 2 slot 3 cpu 1 secondary
[M9000-1-failover-group-Groupl] quit

# €% Node 1, Node 1 #1 M9000-1 45, T rl. KEKH Track WiJy 11, 12 131,

[M9000-1] redundancy group 1

[M9000-1-redundancy-group-1] node 1

[M9000-1-redundancy-group-1l-node-1] bind chassis 1
[M9000-1-redundancy-group-1l-node-1] priority 100
[M9000-1-redundancy-group-1l-node-1] track 11 interface Route-Aggregation 1
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[M9000-1-redundancy-group-1l-node-1] track 12 interface Route-Aggregation 3
[M9000-1-redundancy-group-1l-node-1] track 31
[M9000-1-redundancy-group-l-node-1] quit

# €% Node 2, Node 2 f1 MO000-2 4F5€, NI, FRELR Track ik 21, 22 Fil 32,

[M9000-1-redundancy-group-1] node 2

[M9000-1-redundancy-group-1l-node-2] bind chassis 2
[M9000-1-redundancy-group-l-node-2] priority 50
[M9000-1-redundancy-group-1l-node-2] track 21 interface Route-Aggregation 2
[M9000-1-redundancy-group-l-node-2] track 22 interface Route-Aggregation 4
[M9000-1-redundancy-group-1l-node-2] track 32
[M9000-1-redundancy-group-l-node-2] quit

[M9000-1-redundancy-group-1] member interface reth 1
[M9000-1-redundancy-group-1] member interface reth 2
[M9000-1-redundancy-group-1] member failover group Groupl
[M9000-1-redundancy-group-1] quit

4. T E AN 2 A TR
# ¥ Reth1. Reth2 I\ #2448 Trust.

[M9000-1] security-zone name trust
[M9000-1-security-zone-Trust] import interface reth 1
[M9000-1-security-zone-Trust] import interface reth 2

[M9000-1-security-zone-Trust] quit
# BN RA.

[M9000-1]object-group ip address A
[M9000-1-0obj-grp-ip-Alnetwork subnet 81.2.1.0 24
[M9000-1-0obj-grp-ip-Alquit

[M9000-1]object-group ip address B
[M9000-1-0obj-grp-ip-Blnetwork subnet 82.2.2.0 24
[M9000-1-0obj-grp-ip-Blquit

# B E Trust 2 Trust 32 8] 1) 22 42 50K

[M9000-1]security-policy ip
[M9000-1-security-policy-ip]rule name trust-trust
[M9000-1-security-policy-ip-8-trust-trust]source-ip A
[M9000-1-security-policy-ip-8-trust-trust]source-ip B
[M9000-1-security-policy-ip-8-trust-trust]action pass
[M9000-1-security-policy-ip-8-trust-trust]quit
[M9000-1-security-policy-ip]lquit

5. HEc'E BFD il
# IEKERY 32 1B I IN AN B4 10 Route-Aggregation 999, #:[1 F#ifE BFD.

[m9000]interface Route-Aggregation999

[m9000-Route-Aggregation999]mad bfd enable

[m9000-Route-Aggregation999]mad ip address 192.168.1.254 255.255.255.0 member 1
[m9000-Route-Aggregation999]mad ip address 192.168.1.253 255.255.255.0 member 2
[m9000-Route-Aggregation999]interface Ten-GigabitEthernetl/2/0/31
[m9000-Ten-GigabitEthernetl/2/0/31]port link-mode route
[m9000-Ten-GigabitEthernetl/2/0/31]port link-aggregation group 999
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[m9000-Ten-GigabitEthernetl/2/0/31]interface Ten-GigabitEthernet2/2/0/31
[m9000-Ten-GigabitEthernet2/2/0/31]port link-mode route
[m9000-Ten-GigabitEthernetl/2/0/31]port link-aggregation group 999

6. HE B UL IR A5 10 SR 75 B 55 AR AA I Z BT i 214 4% 1
[m9000] session synchronization enable

[m9000] session synchronization dns

[m9000] session synchronization http

2. M9000-2 HECLE

1. BCE IRF
# MO E A S AR 2 .

[M9000-2]1irf member 2
[M9000-2]irf priority 1

# R U] IRF B

[M9000-2]chassis convert mode irf
The device will switch to IRF mode and reboot.

You are recommended to save the current running configuration and specify the configuration

file for the next startup. Continue? [Y/N]:y

Now rebooting, please wait...

# H)H)E, TRVE BB O CAR NI 4ERI, R IRF 22 1 5] shutdown.
[M9000-2] interface Ten-GigabitEthernet 2/4/0/25
[M9000-2-Ten-GigabitEthernet2/4/0/25] shutdown

[M9000-2] interface Ten-GigabitEthernet 2/4/0/26
[M9000-2-Ten-GigabitEthernet2/4/0/25] shutdown

# 44 IRF 335 CUIMAE] IRF 3 FH

[M9000-2] irf-port 2/1

[M9000-2-irf-port2/1] port group interface ten-gigabitethernet 2/4/0/25
You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active" command to activate the IRF ports.
[M9000-2-irf-port2/1] port group interface ten-gigabitethernet 2/4/0/26

[M9000-2-irf-port2/1] quit
[M9000-2] irf-port-configuration active

# % irf )3 3% 11F-3) undo shutdown &5, 1#7E4HiACE

[M9000-2] interface ten-gigabitethernet 2/4/0/25

[M9000-2- Ten-GigabitEthernet2/4/0/25] undo shutdown

[M9000-2] interface ten-gigabitethernet 2/4/0/26
[M9000-2-Ten-GigabitEthernet2/4/0/26] undo shutdown

[M9000-2] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name (*.cfqg) [flash:/startup.cfqg]

(To leave the existing filename unchanged, press the enter key):

Validating file. Please wait...

The current configuration adds 42 commands and deletes 350 commands.

The flash:/startup.cfg file already exists. The save operation will overwrite the file.

Are you sure you want to continue the save operation? [Y/N]:y
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# 13 = )2 %4 1 Route-Aggregationd, 3 M9000-2 I i N A B R A 4L .
[M9000-2] interface Route-Aggregation4

[M9000-2-Route-Aggregationd] quit

[M9000-2] interface ten-gigabitethernet 2/5/0/3
[M9000-2-Ten-GigabitEthernet2/5/0/3] port link-aggregation group 4
[M9000-2-Ten-GigabitEthernet2/5/0/3] quit

[M9000-2] interface ten-gigabitethernet 2/5/0/4
[M9000-2-Ten-GigabitEthernet2/5/0/4] port link-aggregation group 4
[M9000-2-Ten-GigabitEthernet2/5/0/4] quit

2. HABEE

IRF @ k)G, JFORK 2 GW&Em 1 6%4%& 7, HAWNE S M9000-1 LT,
3. Switch A L&

# It B iE R Host A 411,

<SwitchA> system-view

[SwitchA] interface GigabitEthernet 1/0/3
[SwitchA-GigabitEthernetl/0/3] port access vlan 1120
[SwitchA-GigabitEthernet1/0/3] quit

#ECE O (5 M000-1 EEMEEE),

[SwitchA] interface Bridge-Aggregationl
[SwitchA-Bridge-Aggregationl] port access vlan 1120
[SwitchA-Bridge-Aggregationl] quit

#ECEHEN (5 M9000-2 iEHEMR G D).

[SwitchA] interface Bridge-Aggregation?2
[SwitchA-Bridge-Aggregationl] port access vlan 1120
[SwitchA-Bridge-Aggregationl] quit

# i AR AR GZEEERD.
4. Switch B L & 18
# W0 B % Host B 211,

<SwitchB> system-view

[SwitchB] interface GigabitEthernet 1/0/3
[SwitchB-GigabitEthernetl1/0/3] port access vlan 1121
[SwitchB-GigabitEthernetl/0/3] quit

#ACEHBEN (5 MI000-1 MR AR,

[SwitchB] interface Bridge-Aggregation3
[SwitchB-Bridge-Aggregationl] port access vlan 1121
[SwitchB-Bridge-Aggregationl] quit

#HCEHBEN (5 MI000-2 MR AR,

[SwitchB] interface Bridge-Aggregationd
[SwitchB-Bridge-Aggregationl] port access vlan 1121
[SwitchB-Bridge-Aggregationl] quit

# 400 MRS AT G ERD.
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5.2.2 XEEW

o M IRFORL, SERBIBE N B
o JURMMARRERMED, METHEO, REO, RET#%M.
o IRFXMLAIM A, X4 &0 A ZREREAMHERDIL S 51 SR LA CPU 75 22— X L.

5.3 M9000ORYVRRP+RBME K IffE

5.3.1 AMER

Wn1El 5-2 PR, 2 5 MOK I = 23 14 3] Py 35 000 208 M1 A0 A 5%, 75 K 8 7 ) A E N AT S b L%

E]5-2 VRRP+RBM £ A I 48 i ]

SW1

N\

VRID 1

20.1.1.3/16
FGE7/0/1 FGET/0/1
20.1.1.1/16 20.1.1.2/16
FGE7/0/2 FGE7/0/2
11.1.1.1/24 11.1.1.2/24
M9K1 M9OK2
REM—Channel
¢ FGET/0/4
FGET7/0
30.1.1.1/16 30.1.1.2/16

VRID 2
30.1.1.3/16

/

22



5.3.2 BPE R

o EEEOMNIFINNZSE, RUEAETATIA
. il ® VRRP &4
o F&PBKEE FEE RBM 4, A543 E A EdE miE

533 BEELE

(1) PR E R A IR A PR BT — 3K

# (IR B 5 0 B B D RE 2 A0, 1 S0 PRIIE 32/ 4 LA IR SR B RN A PR BT I — B
(2 FE MIK1

#ECE O P bk, PR, Al A SRR PR UE I 28 Tl IA

[M9K1-FortyGigE7/0/2] ip address 11.1.1.1 255.255.255.0
[M9K1-FortyGigE7/0/1] ip address 20.1.1.1 255.255.0.0
[M9K1-FortyGigE7/0/4] ip address 30.1.1.1 255.255.0.0
[M9Kl-security-zone-Untrust]import interface FortyGigE7/0/1
[M9Kl-security-zone-Trust]import interface FortyGigE7/0/4
[M9K1l-security-zone-RMB]import interface FortyGigE7/0/2
[M9Kl-security-policy-iplrule name Trust-Untrust
[MI9Kl-security-policy-ip-5-Trust-Untrust]source-zone Trust
[M9K1l-security-policy-ip-5-Trust-Untrust]destination-zone Untrust
[M9K1l-security-policy-ip-5-Trust-Untrust]action pass
# e B 2 R 22 438 RBM 5 %4238 Local Z IR SCH.IE, fRiE RBM IS & 37 i )
M9Kl-security-policy-iplrule name Local-RBM
M9Kl-security-policy-ip-7-Local-RBM]source-zone Local

M9K1l-security-policy-ip-7-Local-RBM]destination-zone RBM

M9Kl-security-policy-iplrule name RBM-Local

[

[

[

[M9K1l-security-policy-ip-7-Local-RBM]action pass

[

[M9K1l-security-policy-ip-8-RBM-Local]source-zone RBM
[

MI9Kl-security-policy-ip-8-RBM-Local]destination-zone Local
[MI9Kl-security-policy-ip-8-RBM-Locallaction pass
# [l B RBM & B IE R 1P Mkt 11.1.1.2, 3 1154 F BRIL ) 66064.
<M9K1> system-view

[M9K1] remote-backup group

[M9K1l-remote-backup-group] remote-ip 11.1.1.2
# BC B RBM 2 IHIE (A 1P Hhkoy 11.1.1.1.
[M9K1l-remote-backup-group] local-ip 11.1.1.1

# MU E RBM HOBEIEIE, A% 4 i) 18 T8 1) ) B B o 7 5T
[M9K1-remote-backup-group] data-channel interface FortyGigE7/0/2
# B WA MO E RS

[M9K1l-remote-backup-group] device-role primary

# M B RBM LA HIR Oy . (BRI A=)

[MO9K1l-remote-backup-group] undo backup-mode

23



3)

# JF)3 RBM #&Ift .

[M9K1l-remote-backup-group] hot-backup enable

# PR E S B A& Ihae.

[M9K1l-remote-backup-group] configuration auto-sync enable

# PR EEE B R AT RE, JFRE MBI 12 /.
[MO9K1l-remote-backup-group] configuration sync-check interval 12

[M9K1l-remote-backup-group] quit

# liL® RBM 5 VRRP XBt. 741 FortyGigE7/0/1 i VRRP #4340 1, il 1P bkl
20.1.1.3, HCEHET VRRP ative 4.

[M9K1] interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1] vrrp vrid 1 virtual-ip 20.1.1.3 active

# it @ RBM 5 VRRP 58, 7E32 0 FortyGigE7/0/4 6% VRRP %434 2, FHBil IP Hudik sy
30.1.1.3, JFACEH)E T VRRP ative 4.

[M9K1] interface FortyGigE7/0/4

[MOK1-FortyGigE7/0/4] vrrp vrid 2 virtual-ip 30.1.1.3 active
#ILE 3 NAT

HIEULEC B 25000, A FEA T EHERA MOKL ERCE NAT fUAHRECE, MOK1 L NAT i
B2 AN FED B B MIK2,

# L E NAT Hohb2H 1, Hohhbpk 53E Ry 2.1.1.5 $1] 2.1.1.10.
<M9K1> system-view

[MOK1] nat address-group 1

[M9K1l-address-group-1] address 2.1.1.5 2.1.1.10

# 8 NAT #hhk4l 1 5 VRRP %041 1 455 .
[MOK1l-address-group-1] vrrp vrid 1

[M9Kl-address—-group-1] quit

# RN ERCE U7 mshA ik e, SRVERE R 1 o b BEAT IR B e, R A e R
TR A e FE R

[M9K1] interface FortyGigE7/0/1

[MO9K1-FortyGigE7/0/1] nat outbound address-group 1

# 5 5 328 0 A 3 4 R 3 A 1A% T LA ) NAT 3 DT EYE Bl (RBM A1 £ JiC &R T primary
)5, RBM A< HBIALE secondary iy %)

<M9K1> system
[M9K1] nat remote-backup port-alloc primary
# L AFAE HTTP B DNS N PG, 38 75 T 50 N () 2 5 24 Th g .
<M9K1> system
[MIK1] session synchronization http
[MIK1] session synchronization dns
fic & M9K2
#ECER P bl B, 2 I 2 A RS ORAIE R 2% T A
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[MO9K2-FortyGigE7/0/2] ip address 11.1.1.2 255.255.255.0
[MO9K2-FortyGigE7/0/1] ip address 20.1.1.2 255.255.0.0
[MO9K2-FortyGigE7/0/4] ip address 30.1.1.2 255.255.0.0
[MO9K2-security-zone-Untrust]import interface FortyGigE7/0/1
[MO9K2-security-zone-Trust]import interface FortyGigE7/0/4
[MO9K2-security-zone-RMB] import interface FortyGigE7/0/2
[M9K2-security-policy-ip]rule name Trust-Untrust
[M9K2-security-policy-ip-5-Trust-Untrust]source-zone Trust
[M9K2-security-policy-ip-5-Trust-Untrust]destination-zone Untrust

[MO9K2-security-policy-ip-5-Trust-Untrust]action pass
# JiC B 40 A Rl 22 4238 RBM 5 %2 428 Local 2 (R4l SCHE, fRIE RBM Ji3iE i3 7 i 2h

[M9K2-security-policy-ip]lrule name Local-RBM
[MO9K2-security-policy-ip-7-Local-RBM]source-zone Local
[MI9K2-security-policy-ip-7-Local-RBM]destination-zone RBM
[M9K2-security-policy-ip-7-Local-RBM]action pass
[M9K2-security-policy-ip]rule name RBM-Local
[M9K2-security-policy-ip-8-RBM-Local]source-zone RBM
[M9K2-security-policy-ip-8-RBM-Local]destination-zone Local
[M9K2-security-policy-ip-8-RBM-Local]laction pass

# fic B RBM 2 il 1 (5o 1P Mk oAy 11.1.1.1, 3 5436 A BRIA K 66064
<M9K2> system-view

[M9K2] remote-backup group

[MOK2-remote-backup-group] remote-ip 11.1.1.1

# Tic & RBM %@ 38 1) A< 1P Hidik oy 11.1.1.2.
[M9K2-remote-backup-group] local-ip 11.1.1.2

# i E RBM BB, AR 450516 FH 425 1 8 T8 (1) ) B s A T
[MO9K2-remote-backup-group] data-channel interface FortyGigE7/0/2

# e B A B BN S R A

[MOK2-remote-backup-group] device-role secondary

# BCE RBM WL AR Ay &R, BRI A0

[M9K2-remote-backup-group] undo backup-mode

# JF 5 RBM #4366

[MO9K2-remote-backup-group] hot-backup enable

# TR EE B B3 & DEE .

[MI9K2-remote-backup-group] configuration auto-sync enable

# PRI EGE - BER AT RE, JFRE AN 12 /).
[M9K2-remote-backup-group] configuration sync-check interval 12

[MI9K2-remote-backup-group] quit

# it B RBM 5 VRRP %8¢, 7E32 10 FortyGigE7/0/1 )% VRRP &4 1, &l 1P Hudikly
20.1.1.3, JHMCEHET VRRP standby 4.

[M9K2] interface FortyGigE7/0/1

[M9K2-FortyGigE7/0/2] vrrp vrid 1 virtual-ip 20.1.1.3 standby

25



# i B RBM 5 VRRP 5%, 7E3: 10 FortyGigE7/0/4 6% VRRP &40 2, Bl 1P HudikJy
30.1.1.3, HMEHET VRRP standby 4.

[MO9K2] interface FortyGigE7/0/4

[M9K2-FortyGigE7/0/2] vrrp vrid 2 virtual-ip 30.1.1.3 standby

# A APAE HTTP 50 DNS BB, 38 75T 5 0 B ) 25 1 4% 4y D e
<MY9K1> system

[M9K1] session synchronization http

[M9K1] session synchronization dns

(4) TiHE swi
# 76 SW1 672 VLAN 10, FKiER: MOK1. MOK2 (4 L% B TAEAE —EM, Bk
PREANy Access, FFIELHIIA VLAN 10.

(5) FHE Sw2

# 7 SW2 L)% VLAN 10, FF¥i%Ed: MOK1., MOK2 4 L Bk TAEAE B R, 208
BTN Access, FEEFZ NN VLAN 10,

5.3.4 JFEEIm

o AFFEETIA:

o ASFRFBIEAUA;

o EIRBAT NI O G & EESUNBCEAM I, O EIALE . RMEEE A, 5%
PR ECE A EAH R, A5 02 I3 W& & i £S5, 58 & BB B G2
FEE VS B IR

o BRIV NN P LTI BIAH A (1) 22 42 X 38, 0= % % 1) GigabitEthernet1/0/0 2
CIINT Trust X3, A4 % F 411 GigabitEthernet1/0/0 £ I 625U Trust [X 15,

o BURFREAM HASH LA, HASH KL E —F.

o  HBROXF=EVEHOMEEND, BHENKEZCR 8 MMM,

. BRI vrrp 2L E P Context, Context ID (A Z5iAH [F]

e VRRP A" #F IPV6 5 rbm EXBhIhfE .

o MERMPIREREE LA, Bl EREE FEdaL RS RIRE S, FRE S bR 4
G2 E BRI, B DU DO G B R E AL & R AT

o AFT ML IIREA SR VRRP XL HE

e  VRRP A ¥%F nat easyip.
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6 M9000 H) 22 RIg AL B
6.1 AMER

] LA Device 1F N 4810 F 22 4 37 % 4%, it B 22 45 SR, {645 Trust 38 A 7 w] LT ) untrust
WA, {5 untrust NI P ASBE DT IR] trust P S

[El6-1 R RMEARTHREEME

6.2 ECE B

o TERECMME, ZrAlKE M trust 1 untrust f25

o  MCEMHEXTZRA

o FEMBZNRAH

o BN, ARSI RAEF RSN R AH

6.3 BELEDTE
# It B B2 11 GigabitEthernet 5/0/11 FrjHiik .

[m9%k Cllinterface GigabitEthernet 5/0/11

[m9%k Cl-GigabitEthernet5/0/11]ip address 17.1.1.1 24
[m9k_Cl-GigabitEthernet5/0/11]quit

# Iic B #£10 GigabitEthernet 5/0/12 f¥)3iik

[m9k_Cl]interface GigabitEthernet 5/0/12

[m9%k Cl-GigabitEthernet5/0/12]ip address 18.1.1.1 24

[m9k Cl-GigabitEthernet5/0/12]quit

# 707 AT T3 1 GigabitEthernet 5/0/11 I Trust 35

[m9k Cl]lsecurity-zone name Trust

[m9%k Cl-security-zone-Trust]import interface GigabitEthernet 5/0/11
[m9k Cl-security-zone-Trust]quit

# TEAT AT P H: ] GigabitEthernet 5/0/12 I\ Untrust 3.

[mOk Cl]security-zone name Untrust

[m9%k Cl-security-zone-Untrust]import interface GigabitEthernet 5/0/12

[m9k Cl-security-zone-Untrust]quit

# B 445N trust-untrust FOHHEXT R4, 1P HuhiEYEREIM 17.1.1.2~17.1.1.200
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[m9k Cl]object-group ip address trust-untrust
[m9k Cl-obj-grp-ip-trust-untrust]lnetwork range 17.1.1.2 17.1.1.200
[m9k Cl-obj-grp-ip-trust-untrust]quit

# G EE L FRON untrust-trust AHIEXT G20, 1P HuhikyE A 18.1.1.2~18.1.1.200

[m9k Cl]lobject-group ip address untrust-trust

[m9k Cl-obj-grp-ip-untrust-trust]lnetwork range 18.1.1.2 18.1.1.200

[m9k Cl-obj-grp-ip-untrust-trust]quit

# QI A TRN tep HIIRSS X R, FFE L SCHRF RIS A tep

[m9k Cllobject-group service tcp

[m9k Cl-obj-grp-service-tcplservice tcp source gt 1023 destination gt 79
[m9k Cl-obj-grp-service-tcplquit

# OE 224 ENE trust-untrust, SEPES Y. U5 IP bk A trust-untrust AHBHERF R AL, H kN
untrust-trust bk X R4, ARSS KT G41N teps TFE H BT 6y h S8 B Th e .

m9k Cl]security-policy ip

m9k Cl-security-policy-ip]lrule 6 name trust-untrust

m9k Cl-security-policy-ip-6-trust-untrust]source-ip trust-untrust

m9k Cl-security-policy-ip-6-trust-untrust]destination-ip untrust-trust
]

m9k Cl-security-policy-ip-6-trust-untrust]service tcp

m9k Cl-security-policy-ip-6-trust-untrust]logging enable

m9k Cl-security-policy-ip-6-trust-untrust]counting enable

]

[

[

[

[

[m9k Cl-security-policy-ip-6-trust-untrust]action pass
[

[

[

[m9k Cl-security-policy-ip-6-trust-untrust]quit

[

m9k Cl-security-policy-ip-6]quit

63 Zl /HElLa\Eiiljs

o MR EUIIEFNBCER, FOYR 2RISR BE R IR AT, IR0 R
UMLK RN Ja , A FREEAT G e AL EE, Py DAVE & BEAC B 2 e s it 38, S REL 35
e B R s AR

o MEE LA, THILI ORI N CRIEHIVEE /N SR Ffe A RT, YEREIRH)
fEJR) BATHCE

7 M9000 ] NAT ZEAThEE

7.1 AEk
WK 7-1 frx, MO000 8 M AIAMN, FTP Server &b T ™, IP #ulik A 10.1.1.2, Host ZE4M,

IP Hihil Ky 220.1.1.2. BLZE Host LA M 220.1.1.1 37 1] FTP Server, 2% Host Hiliki#i4T NAT
Outbound #: 4, ##ihhbybitihl A 10.1.1.100~10.1.1.102,
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[&]7-1 NAT EAKIhEELE M E

Trust Untrust

GE7/0/2
220.1.1.1/24 ’

FTP server Host
10.1.1.2/24 220.1.1.2/24

GE7/0/1
10.1.1.1/24

7.2 BPE B

o MCEHOHME, #1210 GigabitEthernet7/0/2 it A% Untrust 3. GigabitEthernet7/0/1 A%

Trust 3.
e  {EF:I GigabitEthernet7/0/2 it & NAT Server, Server Hilith 220.1.1.1, FARHuhE N
10.1.1.1.2,

e HMNWTE Untrust 3. WITE Trust 38, A% Untrust 33 Trust 351 22 4= 50 .
7.3 BEELE

# MO E#E L

<Sysname> System-view
Sysname] interface GigabitEthernet 7/0/2
Sysname-GigabitEthernet7/0/2] ip address 10.1.1.1 24

[

[

[Sysname-GigabitEthernet7/0/2] quit

[Sysname] interface GigabitEthernet 7/0/2
[Sysname-GigabitEthernet7/0/2] ip address 220.1.1.1 24
# £ 4% 11 GigabitEthernet7/0/2 it & NAT server.

[Sysname-GigabitEthernet7/0/2] nat server protocol tcp global 220.1.1.1 ftp inside 10.1.1.2
ftp

[Sysname-GigabitEthernet7/0/2] quit
# Q7% NAT Hulikith
[Sysname] nat address-group 0

[Sysname-address—-group-0] address 10.1.1.100 10.1.1.102

[Sysname-address—-group-0] quit
# Tic B 75 E bR 1 ACL.
[Sysname] acl basic 2999

[Sysname-acl-ipv4-basic-2999] rule 0 permit source 220.1.1.0 0.0.0.255
[Sysname-acl-ipv4-basic-2999] quit

# (£ i H B E NAT Outbound.
[Sysname] interface GigabitEthernet 7/0/1

[Sysname-GigabitEthernet7/0/1] nat outbound 2999 address-group 0
[Sysname-GigabitEthernet7/0/1] quit

# $4% 1 GigabitEthernet7/0/1 I A\ Trust .

[Sysname] security-zone name trust
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[Sysname-security-zone-Trust] import interface GigabitEthernet 7/0/1

[Sysname-security-zone-Trust] quit
# 4% 11 GigabitEthernet7/0/2 il \F] Untrust 4 .

[Sysname] security-zone name untrust
[Sysname-security-zone-Untrust] import interface GigabitEthernet 7/0/2

[Sysname-security-zone-Untrust] quit
# LB X 5.

Sysname] object-group ip address testSouAddr
Sysname-obj-grp-ip-testSouAddr] network host address 220.1.1.2
Sysname-obj-grp-ip-testSouAddr] quit

Sysname] object-group ip address testDestAddr

[
[
[
[
[Sysname-obj-grp-ip-testDestAddr] network host address 10.1.1.2
[

Sysname-obj-grp-ip-testDestAddr] quit
# W B A TR

Sysname] security-policy ip
Sysname-security-policy-ip] rule name testObjPol

Sysname-security-policy-ip-7-testObjPol] source-ip testSouAddr

Sysname-security-policy-ip-7-testObjPol] destination-ip testDestAddr

Sysname-security-policy-ip-7-testObjPol] service ftp

Sysname-security-policy-ip-7-testObjPol] destination-zone trust

Sysname-security-policy-ip-7-testObjPol

]

]

]
Sysname-security-policy-ip-7-testObjPol] source-zone untrust

]

] action pass

]

Sysname-security-policy-ip-7-testObjPol

[
[
[
[
[
[
[
[
[ quit
[

Sysname-security-policy-ip] quit

7.4 FEEN

o X NAT Server Kiji, 7522450 UCEC R H FHbhE g NAT Server B4t J5 [ AL X i
Bk

o XT NAT Outbound K1, %4 5RE& T, AU UTC PRIV 1k g B 68 i 1 Mk
o MO NHLARCE ) NAT server, #% 1] 7 HF 2048 /.
o  HAEONEE natoutbound, % R[S HF 2048 .
o NAT Ml M, B2 AT SCHF 256 1.
o AN NAT itk rp i bl Sk, e 2 W] S 3F 65535 4,
o RENHhEbMRHEESH, BEASCHF 64 .
. NAT Hb ki e B v = 00
Mok o hE R R R — N se B A s, FCE R8O 0~2%n 8L 2An~27(n+1)-1, A1 n>0,
T A bl B R R R SR AR
10.1.1.0~10.1.1.255
11.1.1.4~11.1.1.17
Tk B E AR ATECG: 10.1.1.3~10.1.1.255
50 2 Ut b5 4 FR 7 X RS 25 R o0 e AR (B SR 5 7 R A4 1 k), e
10.1.1.4-10.1.1.7(10.1.1.4/30)
10.1.1.8-10.1.1.11(10.1.1.8/30)
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10.1.1.8-10.1.1.15(10.1.1.8/29)
10.1.1.16-10.1.1.31(10.1.1.16/28)
10.1.1.32-10.1.1.63(10.1.1.32/27)

O i FiEIE NAT VAR (R AsHbHLEE O
8.1 AMEk

WK 8-1 Fan, WHEBMZE A 10.110.10.8/24 1 F A Hb sk 202.38.1.100 Vi14] Internet.
[&8-1 NAT EAIhAELE M E]

Trust
GE1/0M1 GE1/0/2
. 10.110.10.1/24 202.38.1.1/16
Host Device

Server
10.110.10.8/24

Untrust

8.2 fic & EE

o MUEEEOMME. FHEID GigabitEthernet1/0/2 il A F| Untrust 5. GigabitEthernet710/1 i\
FI| Trust 5.

° i & PN IP ik 10.110.10.8 F 4 Xk 202.38.1.100 2 [8] ) — % —F S ik 4 5 nat 2 0) .
. HRWILE Untrust 38, N IN7E Trust 35, 6% Untrust 381 Trust 35 1) 22 42 5505 .

8.3 BLELE

# ECE B L.

<Sysname> System-view
Sysname] interface GigabitEthernet 1/0/2
Sysname-GigabitEthernetl1/0/2] ip address 202.38.1.1 16

[

[

[Sysname-GigabitEthernetl/0/2] quit
[Sysname] interface GigabitEthernet 1/0/1
[

Sysname-GigabitEthernetl/0/1] ip address 10.110.10.1 24

#ECE MM IP itk 10.110.10.8 2 4M Mtk 202.38.1.100 2 [A] ) — X —F A Huhik 42 /) nat AL .

[Sysname] nat global-policy

[Sysname-nat-global-policy] rule name Rule 1
[Sysname-nat-global-policy-rule Rule 1l]source-ip host 10.110.10.8
[Sysname-nat-global-policy-rule Rule 1l]source-zone Trust
[Sysname-nat-global-policy-rule Rule l]destination-zone Untrust
[Sysname-nat-global-policy-rule Rule l]action snat static ip-address 202.38.1.1

# 4210 GigabitEthernet1/0/1 in A% Trust 45,
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[Sysname] security-zone name Trust
[Sysname-security-zone-Trust] import interface GigabitEthernet 1/0/1

[Sysname-security-zone-Trust] quit
# ¥4 10 GigabitEthernet1/0/2 i A3 Untrust 1.

[Sysname] security-zone name Untrust
[Sysname-security-zone-Untrust] import interface GigabitEthernet 1/0/2

[Sysname-security-zone-Untrust] quit
# W0 B 24 N

[Sysname] security-policy ip
[Sysname-security-policy-ip]rule name Trust-Untrust

[Sysname-security-policy-ip-Trust-Untrust]action pass
[Sysname-security-policy-ip-Trust-Untrust]quit

[Sysname-security-policy-ip] rule name Untrust-Trust

[Sysname-security-policy-ip-Untrust-Trust]action pass

8.4 JFEEIN

o XFT4R NAT SR, UCAD4: /= NAT A 80 4 B it 47 Hh bk 5 e
o XF4JE NAT BEas&45 51 hifEH

9 SSL VPN
9.1 SSL VPNEN

SSL VPN H il =24 41 J Lk

o Web AT/ ) REWIET Web 2N J7 305 1) £k Py i 55 3
o TCPHAT A M/ REMIELL TCP A\ TJ7 27 ] il 4 194 B 3 .
o IPEEATI: A RENEIELL IP 2 N7 A5 1) Al P Y B
Y. HHT MO000 #51# A SCHF Web A TCP [#AT5 e

9.2 BEEIPEAAR
9.2.1 HMFEKX

PC ik SSL VPN W2 £ 22 4=t i a] Al 45w it IO 22 1P RV
[®]9-1 A M [E]

10.1.1.2 GE1/0/1 GE1/0/2 20.1.1.2
10.1.1.1/24 > 20.1.1.1/24
8 —¢ ’
9%

PC
M9000
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9.2.2 FLEER

o MUEREMMNL, A g

e & PKIdomain,

o FA CAIEBRMIRS&IUET.

o MLE ssl iRk5% a4 HuE o

. fit & SSL VPN M5,

e  MiE SSLVPN ] AC H, LR bk,

o PCE SSLVPN Uil sefi, J£ESe T G i i R IR SR 4 o

o FCEAMMI.

923 BLELE

# BC B4 bk

<System> system-view

[System] interface GigabitEthernetl/0/1
[Sysname-GigabitEthernet1/0/1] ip address
[Sysname-GigabitEthernetl/0/1] quit
[System] interface GigabitEthernetl/0/2
[Sysname-GigabitEthernet1/0/2] ip address
[Sysname-GigabitEthernetl/0/2] quit

# L& PKI X sslvpn

[System] pki domain sslvpn
[System-pki-domain-sslvpn] public-key rsa
[System-pki-domain-sslvpn] undo crl check

[System-pki-domain-sslvpn] quit

10.1.1.1 255.255.255.0

20.1.1.1 255.255.255.0

general name sslvpn

enable

# S\ CAALET ca.cer FIIRZS#HIET server.pfx.

[System] pki import domain sslvpn der ca f

[System] pki import domain sslvpn pl2 loca
# e & SSL kg5 a4k HiMg ssl.

[System] ssl server-policy ssl
[System-ssl-server-policy-ssl] pki-domain
[System-ssl-server-policy-ssl] quit

# I & SSL VPN ¢ gw.

[System] sslvpn gateway gw

[System-sslvpn-gateway-gw] ip address 10.1
[System-sslvpn-gateway-gw] ssl server-poli
[System-sslvpn-gateway-gw] service enable

[System-sslvpn-gateway-gw] quit

ilename ca.cer

1 filename server.pfx

sslvpn

.1.1 port 2000

cy ssl

# @)% SSL VPN AC #2111, FFalzH Ik ippool

[System] interface sslvpn-ac 1
[System-SSLVPN-AC1l] ip address 1.1.1.100 2
[System-SSLVPN-AC1l] quit
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[System] sslvpn ip address-pool ippool 1.1.1.1 1.1.1.10
# ¥ AC HUIMA 22 A3

[System] security-zone name trust

[System-security-zone-Trust] import interface SSLVPN-AC 1
# L& SSL VPN 1y ] S otx1,  7ESEH] T G i i i AR UM g 4, TF R IS5 o

[System] sslvpn context ctxl

[System-sslvpn-context-ctxl] gateway gw

[System-sslvpn-context-ctxl] ip-tunnel interface sslvpn-ac 1
[System-sslvpn-context-ctxl] ip-route-list rtlist
[System-sslvpn-context-ctxl-route-list-rtlist] include 2.1.1.0 255.255.255.0
[System-sslvpn-context-ctxl-route-list-rtlist] quit
[System-sslvpn-context-ctxl] policy-group pgroup

[System-sslvpn-context-ctxl-policy-group-pgroup] ip-tunnel address-pool ippool mask
255.255.255.0

[System-sslvpn-context-ctxl-policy-group-pgroup] ip-tunnel access-route ip-route-list
rtlist

[System-sslvpn-context-ctxl-policy-group-pgroup] filter ip-tunnel acl 3000
[System-sslvpn-context-ctxl-policy-group-pgroup]quit
[System-sslvpn-context-ctxl] service enable

[System-sslvpn-context-ctxl] quit

[System]acl advanced 3000

[System-acl-ipv4-adv-3000]rule permit ip

[System-acl-ipv4-adv-3000]quit

# O E % ACL, BCE HJ7 1 NAT bk,

[System] nat address-group 1

[System -nat-address-group-1] address 20.1.1.10 20.1.1.20
[System -nat-address-group-1] quit

[System] interface GigabitEthernetl/0/2
[System-GigabitEthernetl/0/2] nat outbound 3000 address-group 1

# Gz AH SSL VPN JHi /7 h3c, %% 123456, #KLH 1 SSL VPN I&2H N pgroup.

[System] local-user h3c class network

[System-luser-network-h3c] password simple 123456

[System-luser—-network-h3c] service-type sslvpn

[System-luser-network-h3c] authorization-attribute sslvpn-policy-group pgroup

[System-luser-network-h3c] quit

9.2.4 BERFEIEEM

1. 5%
IP 42 N\ 7 3 75 B A N R 5 7 ity %2 5«
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[&9-2 iNode % Fi%

iNodeEsEEF R

SSL VPN

B = | 10.1.1.1:2000
BPE | h3c

= B |-.---.|
£

Portali=E

B02.1X=8E

* SELVPM 3

0=

2 EEEmM
e AC it address-pool ANAEAE Mk 5, HNAFE S 7] ZE I8
. 0 G1/0/1 F1 G1/0/2 N %4515
o MELZAEWENENIIAT.
e %5 SSLVPN &/ 'ifi. Server Z [i# Ak
e Serveriiif £ 1.1.1.0/24 MBI .
e CAiF ca.cer FIARSS #3IF server.pfx ZiE %L, HARRT SN .
o BisslvpniLE )5, 7FEAE sslvpn context #LE T 5k undo service enable i service enable
o  THE{EEMME nat outbound, MOK B & LSS RACE KT8 T 2 IR IR 5 @ im A2 1 T
A nat SRORIER SOR Rl B8 12— 3K
o IPEATIAN, AC TR EINAN 24 I HOE SR, bkt 2 Py ) BEU5 )
PC L% 4¢4% SSL VPN IP 5 NI /i, W1 iNode %% 7 oy (& uig (1 R 2] LAidd web 15 7] )
KRB NHE i)
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10 srmz. ps s

10.1 AMEXR

[#]10-1 T9000 K=& IPS E A Ih#ELR M [E

Trust Ten2/1/5 Ten2/1/6 Untrust
10.1.1.1/24 a 20.1.1.1/24 @
PC
M9000

nE N8 TS Device 5 Internet Hi% . WHBMNZSJE T Trust 2438, MM %5 JE T Untrust %

Gl BORIERARCE % a5, (LN E#RL IPS SR

10.2 B E R

o FEEM ip JEIMAZ A
o {I%E IPS S
o MCE LA

10.3 B E S

# Mt & #2111 Ten-GigabitEthernet2/1/5 Kt

[Sysname] interface Ten-GigabitEthernet 2/1/5
[Sysname-Ten-GigabitEthernet2/1/5] ip address 10.1.1.1 24
[Sysname-Ten-GigabitEthernet2/1/5] quit

# It B #2111 Ten-GigabitEthernet2/1/6 [t .

[Sysname] interface Ten-GigabitEthernet 2/1/6
[Sysname-Ten-GigabitEthernet2/1/6] ip address 20.1.1.1 24
[Sysname-Ten-GigabitEthernet2/1/6] quit

# #4210 Ten-GigabitEthernet 2/1/5 Jin A\ Trust 2.

[Sysname] security-zone name trust

[Sysname-security-zone-Trust] import interface Ten-GigabitEthernet 2/1/5
[Sysname-security-zone-Trust] quit

# 76247 M B2 1 Ten-GigabitEthernet2/1/6 I Untrust 15,

[Sysname] security-zone name untrust

[Sysname-security-zone-Untrust] import interface Ten-GigabitEthernet 2/1/6

[Sysname-security-zone-Untrust] quit
# Q7 IPS FEng

[Sysname]ips policy ips
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[Sysname-ips-policy-ips] quit

# Q% app-profile ips, 7E profile 15| ips 5.

[Sysname] app-profile ips
[Sysname-profile-ips]

[Sysname-app-profile-ips] quit

ips apply policy ips mode protect

# QI A, RN BIEEN profile.

Sysname] security-policy ip
Sysname-security-policy-ip]
Sysname-security-policy-ip-1-1]

Sysname-security-policy-ip-1-1

Sysname-security-policy-ip-1-1

rule 1 name ips

profile ips
source-zone trust
destination-zone untrus

action pass

]
Sysname-security-policy-ip-1-1]
]
]

Sysname-security-policy-ip-1-1] quit

[
[
[
[
[
[
[
[

Sysname-security-policy-ip] quit

Web Fiifific &

QI IPS k. Xt R—N % e —— N R B —C B S ——

e NI HE E S

=FE ~ (1-633=FF)

ips
LU

RN | e REEE R R LA R TR, R EEE AR | MBS g
SRR T EEERER A (2 i,

RPITSR © [ 25 -
O O ez
O O msRs
@ [ sttt
@ [ mrTREe% -

e ads @ [ 52F

@ Oi=r

@ OEss

CIREH=TE=50r0

© [ iy s -

ESE BE=5im EFFim

ERENE =5 FHIF BE EaE

EFHINEEER e

Hii

37



FEZ ARSI profile: SRIG— 2 &M —Hrid—#r il Rk — AR L e, IPS Hmg i il 6

] ips Mg

L PR

BN
F==E
BR==E

=8
BEER

whiE
TRIP/MACHEE

B aaIP et
RS

iz A

AP

Bt ElER
WRF

IPSEERE

R EEERS

TritihisESEERR

10.4 JFEEIN
BRI, G E 2 X ips ZRH%[E default ZEBS 8 BRI SR —3, H € RIS H Ay L

*(1-127=F)
[FiE]
[Fif]

(1-127=FF)

ips
Trust
Untrust
@ IPv4 IPv6
OFanss ik
A TR
L n S
HIAERS
HEEN A
EAEa A AP
AR AR
N
REZE
ips
—NONE--
e

E0HE

BT override iy 4 o 5 ELARKHE ) £ BE 17100 S B0
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[FiE]
[FiE]
[EiE]
[EiE]
[EiE]

[EE]




11 avmmpsame

11.1 AR

[&E]11-1 M9000 B9 AV E A ThEELR M [E]

10.1.1.1/24

‘ —| ﬁ Ten1/2/1/15 @
20.1.1.1/24

s M9000

Trust j Tenl/2/1/14 Untrust

nE N8 TS Device 5 Internet Hi% . WHBMNZSJE T Trust 2438, MM %5 JE T Untrust %
. TORIEWINC B 24K, NS T E R &SRR .

11.2 B2 E BE

o fIE AV L,
o {fll% app-profile.
o QIETAEHEN,

11.3 BLE S

# It & £ 11 Ten-GigabitEthernet1/2/1/14 1k .

[MO9000-E8] interface Ten-GigabitEthernetl/2/1/14
[M9000-E8-Ten-GigabitEthernetl/2/1/14] ip address 10.1.1.1 24
[MO000-E8-Ten-GigabitEthernetl/2/1/14] quit

# It B #2111 Ten-GigabitEthernet1/2/1/15 (bt

[MO9000-E8] interface Ten-GigabitEthernetl/2/1/15
[MO9000-E8-Ten-GigabitEthernetl/2/1/15] ip address 20.1.1.1 24
[M9000-E8-Ten-GigabitEthernetl1/2/1/15] quit

# #4210 Ten-GigabitEthernet1/2/1/14 N\ Trust 4.

[M9000-E8] security-zone name Trust

[MO9000-E8-security-zone-Trust] import interface Ten-GigabitEthernet 1/2/1/14
[M9000-E8-security-zone-Trust] quit

# fEdr 47 F¥4% 0 Ten-GigabitEthernet1/2/1/15 Jin A\ Untrust 3.

[M9000-E8] security-zone name Untrust

[M9000-E8-security-zone-Untrust] import interface Ten-GigabitEthernet 1/2/1/15
[M9000-E8-security-zone-Untrust] quit

# G 75 5 AV

[M9000-E8] anti-virus policy AV
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[M9000-E8-anti-virus-policy-av] quit
# fil%E app-profile AV, 7t profile #15| FH AV 5B .
[M9000-E8] app-profile AV

[M9000-E8-app-profile-AV] anti-virus apply policy AV mode protect

[M9000-E8-app-profile-AV] quit

# QI A, RGN profile.

M9000-E8] security-policy ip
M9000-E8-security-policy-ip] rule 1 name 1
M9000-E8-security-policy-ip-1-1] profile AV
source-zone trust

M9000-E8-security-policy-ip-1-1

]

]
M9000-E8-security-policy-ip-1-1] destination-zone untrus

] action pass

]

M9000-E8-security-policy-ip-1-1

[

[

[
[M9000-E8-security-policy-ip-1-1
[

[

[ quit
[

M9000-E8-security-policy-ip] quit

Web [ fic &
QI AV 50 X R——N % ——Bn i ——EIE AV 5

RS E At

=t A «(1-63%F) B
fEit £ 0-25557 )
FEZIWERATRE

@ ihix
RrACT TG
HTTP % TR =i AR B v
FTP i TR =E i BT b
HRFF
SMTRP iy =E e =
POP3 M s S
IMAP @ i TR = e
TSR
NFS iy iE=-3 =E FH B b
ShB & T =NfE FH B i

Fo PR b=l

EHERN RS FR v () N Tl BN EED 1 - 4294867294 () iFhn iz

FEZ AT N ] profile: SRS — 2 3 — i —Br i Sk — A L &b, B 2o B SO P
FI AV 55 .
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F IRl

WVEF

Web iz IR RELE S

Ad= R BrE
FaEiTEELE
RS
Issli e

URLiTieEl i

iDRBE
FEEEREUL Bt
EiEBLETE

11.4 FEZEIN

Ary

B
|

RE=E
—NONE--
—NONE--
—NONE--
—NONE--

aw

+ sEEEEE VY
--MIOMNE--
default

[Eh=q

4

A

= ® ]
= ® i
EH

BiiE

BRUMEMT, A EE X AV 58 [F anti-virus default S528% F I 15 18N RS PR S R4 —3, A
SE SR FR AT DL E S8 SCRE BRI U R 7 ], S EL AT DARC BB A S, A P AT DR HE S bR 4 i 1
DL T I IR KA

12 mx

12.1 HEENY

M9000 i S Fei) H & FEAG W Lk
Syslog H#&: FEAE RGmL#HMENLE, HEHRGELL Syslog iK1k,

Customlog Hi&:  Customlog H &£ —Mikd ik HER T, ALT10EE; 2
NAT444 H &, SR sEms HAE . DPIHEM AFT H&. xfF AFT H&, BRI AFT it
PHE. WRRGHEE 7 NAT, LUk NAT HE, (Hi08 NAT444 1% 2.
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e  Userlog Hi&: NAT Hik, wfLLLL | K%,

12.2 BLE % i%syslogHE&

X R AR E AT H E MRS stk 192.168.96.40, ki HEEZARS4 LA E T

<Sysname> system-view
[Sysname] info-center enable

[Sysname] info-center loghost 192.168.96.40
12.3 Bt & % i%xcustomlog HE&
12.3.1 ELEFK

Wik 12-1 s, FFia NAT HETZhRE, JFE UL customlog #% 30k 1% % Fh NAT444 H L3I H SRS
#£10.1.1.2 71,

[E]12-1 %1% customlog H&E4E M [E

Trust ‘ Ten7/0/1
10111

Server 10.1.1.2 MO0

12.3.2 B BB

e JFJA NAT HEIhfE.
e it ® customlog H &,
o FCEFEIMAL.

12.3.3 L ESE

# It /3 NAT H&EDhRE

<Sysname> system-view

[Sysname] nat log enable

# o B H SR AN L 2 NAT444 HE.

[Sysname] customlog format nat telecom

# e B DL AR 0R H 840 2 H S5 4% 10.1.1.2.

[Sysname] customlog host 10.1.1.2 export telecom-userlog telecom-sessionlog
# L& user 73 icm L H &

[Sysname] nat log port-block-assign

# B & user [mlic R H &

[Sysname] nat log port-block-withdraw

# Iid & session By, =4 HE.
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[Sysname] nat log flow-begin
# L & session 5 R, 7= H &,

[Sysname] nat log flow-end

# di I Hedi 1 o5 e i35 3 H

[Sysname] nat log alarm

# TiC B Mk

[Sysname] interface Ten-GigabitEthernet 7/0/1
[Sysname-Ten-GigabitEthernet7/0/1] ip address 10.1.1.1 24
[Sysname-Ten-GigabitEthernet7/0/1] quit

12.3.4 HEZER»R

(1) user Zrfdum A H ERK W

Jan 05 15:50:39 192.168.210.20 1 Jan 05 15:48:17 - Sysname - NAT444:userbasedA [0 45.0.0.10
- 200.0.2.202 - 6025 6536]

(2) user Al DT H H &R

Jan 05 15:51:09 192.168.210.20 1 Jan 05 15:48:47 - Sysname - NAT444:userbasedW [0 45.0.0.10
- 200.0.2.202 - 6025 6536]

(3) session A HEM W

Jan 05 15:50:39 192.168.210.20 1 Jan 05 15:48:17 - Sysname - NAT444:sessionbasedA [17
45.0.0.10 - 200.0.2.202 4097 6025 -]

Jan 05 15:50:39 192.168.210.20 1 Jan 05 15:48:17 - Sysname - NAT444:sessionbasedA [17
45.0.0.10 - 200.0.2.202 4096 6026 -]

(4) session &5 HEM W~

Jan 05 15:51:05 192.168.210.20 1 Jan 05 15:48:43 - Sysname - NAT444:sessionbasedwW [17
45.0.0.10 - 200.0.2.202 4096 6026 -]

Jan 05 15:51:05 192.168.210.20 1 Jan 05 15:48:43 - Sysname - NAT444:sessionbasedW [17
45.0.0.10 - 200.0.2.202 4097 6025 -]

(5) i I B 1 o5 2 B H &

Jan 05 16:28:46 192.168.210.20 1 Jan 05 16:26:24 - Sysname - NAT444:userbasedF [17 45.0.0.10
- 200.0.2.202 - - -]

12.4 BLE % XUserlogHE
12.4.1 AMEFEK

Wik 12-2 fiias, FFJA NAT HEDIRE, 3+ Ki% Userlog H &2 H &Rk 4525 186.100.0.24 . Userlog
H &R SR K% NAT #Hr ) H &

43



[E]12-2 %1% Userlog H7&ZAM

Ten7/0/1
186.81.3.1

Trust

Server M9000

186.100.0.24

12.4.2 B E B

e JFJA NAT HEThRE.
e i H userlog ik% %5,
o IEERHEMS B UM R 2 43, A E 2 AR

12.4.3 BLELE

# JF 5 NAT H&EThRE.

<Sysname> System-view
[Sysname] nat log enable

[Sysname] nat log flow-end
#MCE HERIE TN
[Sysname] userlog flow export host 186.100.0.24 port 514

#ECE R IP Mk,

[Sysname] interface Ten-GigabitEthernet 7/0/1
[Sysname-Ten-GigabitEthernet7/0/1] ip address 186.81.3.1 16
[Sysname-Ten-GigabitEthernet7/0/1] quit

12.4.4 HEERE S

Wi'R A& userlog P kil 5 = A2 H &

" 11me sowree estination rrotoeoL Lengin janro

120.013730 186.81.3.1 186.100.0.24 Syslog 954 \005\004\000\a"r@\354\000\020: \220\000\061\603\003\021\002\004\000F\000\000\002\024\600\000\006\312\000\006\002 312000\ 0!

13 0.019906 186.81.3.1 186.100.0.24 Syslog 954 \@05\004\000\a"r@\354\000\020: \227\000\001\603\003\021\b\004\000\000\000\002\024\000\000\ 006\ 312\ 000000\ 002\ 312\0001000\0.
40.000051 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\354\000\020:_\000\001\803\003\021\b\064\000 \000\2001002\024\000\ 060\ 606\ 312\000\000\002\ 3121000100002\
50.010021 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r8\354\000\020:\000\001\603\003\021\b\064\006 F\000\0001002\024\000\ 060\ 006\ 312\000\008\002\ 3120001000002\ .
66.019995 186.81.3.1 186.160.0.24 Syslog 954 \0B5\004\000\a"r0\354\000\020:m\000\001\003\003\021\b\004\000\000\0001002\024\000\ 660\ 606\ 312\000\000\002) 312\0001000\002A...
70.014174 186.81.3.1 186.100.0.24 Syslog 954 \@05\004\000\a"r0\354\000\020: 1\080\001\603\003\021\b\064\000F\000\000\002\024\000\ 060\ 006\ 312\000\000\002\312\000\000\002-+
8 0.020363 186.81.3.1 186.100.0.24 Syslog 954 \005\004\000\a"r@\354\000\020: {\000\001\603\003\021\002\004\006F\ 600\ 000\002\824\000\000\0061 312000000\ 062\ 312\000\000\60...

140.010002 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\355\000\020:\236\000\001\003\003\021\b\004\000F\000\000\002\024\000\000\006\ 3121000000 \002\312\000\200\0...

150.020012 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\355\000\020: \245\000\001\803\003\021\b\004\060F\000\000\002\024\00\000\006\ 312\ 060\ 000\ 802\ 312\000\000\0...

16 6.020395 186.81.3.1 186.160.0.24 Syslog 954 \@05\004\000\a*r6\355\000\020: \254\000\061\003\003\021\b\004\060F\000\000\002\024\006\000\ 006\ 312\ 000\ 000\ 602\ 312\000\000\0...

17 6.019463  186.81.3.1 186.100.0.24 Syslog 954 \@@5\004\000\a"r0\355\000\020:\263\000\001\003\003\021\002\004\000\000\000\002\024\000\000\006312\000\000\002' 312000\ 060.

18 0.010046 186.81.3.1 186.100.0.24 Syslog 954 \005\004\000\a"r@\355\000\020: \272\000\061\603\003\021\b\004\060\000\000\002\024\006\000\ 006\ 312\ 000000\ 802\ 312\000\0

19 .020029 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\355\000\020:\301\009\001\003\003\021\b\004\000F\000\000\002\024\000\000\ 006\ 3121000000\ 002\ 312000000\,

20 0.,013543 3.1 186.100.0. Syslog 954 \@05\004\000\a"r@\355\000\020:310\000\001\00310031021\b\004\ 000 \000\000\002\024\000\ 000\ 006\ 3121000\ 000002\ 3120001000\,

¥ userlog B #: LA — #0772 2R H B N L, £ HE TN wireshark UEL, LS SR OCH &,
R Ay ], Gk B A T B N %5(\005\004\000\a 143 [H 2541 5.0,\003\004\000\016 X5 3.0,
\001\004\000$/t.% 1.0)
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12.5 B & %1%kSessionHE
12.5.1 ZAMEEK
WE 12-3 i, MEESEEN, FAaifEE, RSN HEMRS % 10.1.1.2.
[E]12-3 %1% Session HEEME

Trust Ten7/0/1

10.1.1.1

Server 10.1.1.2 NS00

12.5.2 B ERR

o MERWERERE
o MESAMNERE
o RO TEREXEHE
o MEHERIEMIRS

1253 BLELE

# MCE R BRI

<Sysname> System-view

[Sysname] session log bytes-active 2

# LB 21 AR AR

[Sysname] session log packets-active 1

# W B 2 h AR I TR R R

[Sysname] session log time-active 10

# RO MRESIEHE.

[Sysname] interface ten-gigabitethernet7/0/1
[Sysname-Ten-GigabitEthernet7/0/1] session log enable ipv4 inbound

[Sysname-Ten-GigabitEthernet7/0/1] session log enable ipv4 outbound
[Sysname-Ten-GigabitEthernet7/0/1] quit

# BT BRI H SRS

[Sysname] info-center loghost 10.1.1.2

12.5.4 BEZERESHT

R4 Session HEERER:

Jan 7 10:48:17 2014 Sysname %%10SESSION/6/SESSION IPV4 FLOW: -Slot=3.1;

Protocol (1001)=UDP;SrcIPAddr (1003)=10.1.1.2;SrcPort(1004)=1701;NatSrcIPAddr (1005)=10.1.1
.65;NatSrcPort (1006)=5003;DstIPAddr (1007)=10.1.1.1;DstPort (1008)=1701;NatDstIPAddr (1009)
=10.1.1.1;NatDstPort (1010)=1701; InitPktCount (1044)=137;InitByteCount (1046)=6576;RplyPktC
ount (1045)=0;RplyByteCount (1047)=0;RcvVPNInstance (1042)=;SndVPNInstance (1043)=rel0;RcvDS
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LiteTunnelPeer (1040)=;SndDSLiteTunnelPeer (1041)=;BeginTime e(1013)=01072014093531;EndTim
e e(1014)=;Event (1048)=(6)Active data flow timeout;

12.6 JFEEIN

o WMREHEHEKIXBIHEMS %, EWRAE LA RS A B H]iA.

o MEWSIMAHERKED, AN@EUEHEEOERNHERED,

e customlog #l userlog FNREEILAT .

e  customlog F=Z T NAT444 Hi&. Userlog = EH T NAT Hik.

e  customlog 5 syslog Wi H &, RGHCE customlog i H & K IETT e

e NATH & FFuserlogH & fllcustomlog H & A i 77 20, B Auserlog H .

o TcEuserlogh —ikil 77 AR I, FEARONRESWEHZE: JFEHETN N N5 4514
i s R HEENARewm O, ARG B LLUDPHR ST X .
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