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<H3C>display sslvpn gateway name gw
Gateway name: gw

Operation state: Up

IP: 172.31.0.24 Port: 2000

Front VPN instance: Not configured

<H3C>display sslvpn gateway name gw
Gateway name: gw
Operation state: Up
IP: 172.31.0.24 Port: 2000
SSL server policy configured: ssl
SSL server policy in use: ssl
Front VPN instance: Not configured
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[H3C]lpki validate—certificate domain ssl2 ca
Verifying certificates......
Serial Number:
25:7c:e0:13:d9:cd:cf:a3:42:c8:ea:d1:05:98:61:90
Issuer:
CN=TS-SECURITY-CA
Subject:
CN=TS-SECURITY-CA
Verify result: OK

[H3C]lpki validate—certificate domain ssl2 local
Verifying certificates......
Serial Number:
61:84:54:2a:00:04:00:00:00:1d
Issuer:
CN=TS—SECURITY-CA
Subject:
C=CN
ST=zhe jiang
L=hangzhou
0=H3C Hangzhou
OU=ts—security
CN=H3C local
emailAddress=cert locall2652@h3c. com
Verify result: OK

4. AP REBR BB
AR I B S TIRAL, SO BHIRBALN A = AT AT SR . aniEl 9 PR,
I gs A, Bk SSLOVPN FI ST (h3c), Web BJEAN TCP B ANZS, 1t HITRA AU
FLGHR. TP HANTEEAEH inode % o, WA B, inode &P Uit G
EIRAN, GEl 10 Fis.



= TCPHtiR TP AR R

53

~ REHA 1P N NErE

SR FRrEER
BiE
y

9 BERARF

iNodeEgEZFiR

SSL VPNiEE

B = | 172.31.0.24:2000

= B }oooooo /‘:\
% X (\ﬂ
v RERFE B VPNISE. .
EVVPNEESY.
AEET

10 RBRWEIRTTEHEN inode

5. BALH P ®IESA
PAACHE SSL VPN FH PRI P 4 /2050 UE 0], GBI Web SH0A2 “XF %0 H P& HD AR i H
P BIEEAHLF P, AT RS BLik R SSL VPN SR, 7E T RLE CAUBHE R, SCIAR M



f) SSL VPN $REEZH, Wl 12 fros.

HEEFF

BPe@

=15

AR
FAERE®
SHMRBIAFEA®

B FHRRSS
[EIR e AR AT

3173

TR

ACLER
EACL
FFREYIRET e

FERVLAN

h3c

system

ADVPN IKE IPoE  LaniEA  Portal

-

v

*( 1-55%%F )

(1-63%7F)

(1-63=7F)

PPP | SSL VPN

Bl
& 11 €I sSLVPN B

RUEE

@ IPv4 ACL “EACL

SSL VPNEERSAR

pgroup|

BFRENANED
FBFRUIP VALt
FAFRIMACHHE )

HBERMED

& 12 SSL VPN A AP ETERERLE

X

(1-1024)

(1-127=%)

e (1-120)
(1-4094)

(1-31=%)



U ARAE I P 412 SSL VPN J P 38, AP AL P A TR R K B2, n] A P 4
AR L OCHK SSL VPN SIS ZH, R FH NG REF AR 7 4.
EXRPE @X

FEFEEFR sslvpn A 1-327)

BHRBIRRE @
=10 =
FFE -

N =k
ACL:R @ IPv4 ACL “EACL
RACL -
FAFRETIRTHELE] 3% 001-12000

BEVLAN 001-409430

SSLVPNTEEEE  pgroup (1-31=%)

e JElTF
13 FA 4R XEE SSL VPN REgZE
6. R BEVT R Web BEYR

Web B NTJT AT, A B4 1) S s AR VR @ i Web TUTHTIEAT . %3¢ SSL VPN & U4
N 4 /500, B OO ¥, FTLART)E 5% SSL VPN G, WG E TU “ 1487 £ 5
7~ h3c H AT LA I f Web %298 ACG, 1 14 Fias.

FEERE “ACG”, BRI IR B ACG, WIRVTRIA T, BFH A Web BHUH, HUE
Web HEAMLE



TCPRFRERRET

= TCP
e 4t et (PRI
JavaZ M EIIRE

~” REAFR il

14 if3i8] Web ZiR
7. R Web BAERE
Web #: A7 T, A HLOITEEAE SSL VPN W 2¢ @7 URL #1158, URL RIUA AL A Al
S350 TP Mkl (B 42D @i Web FHUAE “MIZE>SSL VPN> U i) S5 7 47 42 S5 5l 2 4
W|OAS], BE Web WAALE, WA 15 Fras, #ird URL RITACG, F7E URL 413 Web B
51 FH 0 ACG.
FER Web ML ICE Jo, b7 EAE TR pgroup LI ] Web BEJs, WIKl 16 Fros:



FEHRISLAI

BYODVIS5

WebENEIE

@FE SEE XHB
URLE=TR URL =i

ACG http://10.2.0.10/ '

@Fr JSEE XHB
URLZIZ= Ll URLZ=I R/E

Web Web ACG &

15 Web A%

miESRAE
FiRBER pgroup *o(1-31=%)
WebfEA
WebZiE Q ik Q fsk

TRENUNAE

“*
IPv4 ACL —~NONE-- -
IPve ACL —~NONE-- -

& 16 Web RIEMANEIRLE
AT DG Web NS AHCHC E, e E IR Web A X 5.

fr4: display current—configuration configuration sslvpn—context

40 HoE 5E R URL 41138 Web, fEHTYR4H pgroup T3 H.

p=t



<H3C>display current—configuration configuration sslvpn—context
#
sslvpn context ctl

gateway gw

ip—tunnel interface SSLVPN-AC10

ip—tunnel address—pool pool mask 255.255.255.0
web—access ip—client auto—activate
port—forward-item 127.0.0.1 23

local-port 23 local-name 127.0.0.1 remote—server 10.2.0.10 remote—port 23

port—forward pl

resources port—forward-item 127.0.0.1 23
ip—route—list rtlist

include 10.2.0.0 255.255.255.0

url-item ACG

url http://10.2.0.10/

url-list Web

resources url-item ACG

policy—group pgroup

resources port—forward pl

resources url-list Web

log user—login enable

log resource—access enable filtering
session—connections 0

max—onlines 1048500

service enable

#

return
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<H3C>display current—configuration configuration sslvpn—context
#
sslvpn context ctl
gateway gw
ip—tunnel interface SSLVPN-AC10
ip—tunnel address—pool pool mask 255.255.255.0
web—access ip—client auto—activate
port—forward-item 127.0.0.1 23
local-port 23 local-name 127.0.0.1 remote—server 10.2.0.10 remote—port 23
port—forward pl
resources port—forward-item 127.0.0.1 23
ip—route—list rtlist
include 10.2.0.0 255.255.255.0
url-item ACG
url http://10.2.0.10/
url-list Web
resources url-item ACG
policy—group pgroup
resources port—forward pl
resources url-list Web
log user—login enable
log resource—access enable filtering
session—connections 0
max—onlines 1048500
service enable
#
return
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Web |
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IPv4 ACL —~NONE-- -
IPv6 ACL —~NONE-- -
TCPEA ‘
IPv4 ACL —~NONE-- -
IPve ACL —~NONE-- -
IPIEEN
SEHHEAVPN
IEEREENVPN | FRIEE -
FREIR rtlist - "
EFumithiih po°| -
EFREHED 24 (1-30)
IPv4 ACL 3000 -
IPve ACL —~NONE-- -
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<H3C>display current—configuration configuration sslvpn—context
#
sslvpn context ctl
gateway gw
ip—tunnel interface SSLVPN-AC10
ip—tunnel address—pool pool mask 255.255.255.0
web—access ip—client auto—activate
port—forward-item 127.0.0.1 23
local-port 23 local-name 127.0.0.1 remote—server 10.2.0.10 remote—port 23
port—forward pl
resources port—forward-item 127.0.0.1 23
ip—route—-list rtlist
include 10.2.0.0 255.255.255.0
url-item ACG
url http://10.2.0.10/
url-list Web
resources url-item ACG
policy—group pgroup
resources port—forward pl
filter ip—tunnel acl 3000
ip—tunnel access-route ip-route—list rtlist
ip—tunnel address—pool pool mask 255.255.255.0
resources url—-list Web
log user—login enable
log resource—access enable filtering
session—connections 0
max—onlines 1048500
service enable
#
return




