—. FFif
IPsec (IP Security, IP%24x) /& IETF i€ B = ZFEEME P, e BB A4
BRI T RN BTN R A RIE, £ —MESRKSEIL=)Z VPN (Virtual
Private Network, FEI\LHIMEG) %2R, IPsec ML AER:EMAET7 2 [ (il anmgA
AWK ) AL CIEIE”, ROIIEAE T Z AR I PR, B TEEEFCA [Psec
BEiE . TPsec PHUAS & — NP, ©o8 TP J2 LIS A o et 7 — BB w4k
REEH, R4 Wil AH (Authentication Header, AiEsk) HIESP (Encapsulating
Security Payload, ¥%E44#4f). IKE (Internet Key Exchange, HIKMZFEHTH)
DA T 28 UAAIE BN 25 () — S8 k5 o Jorbr, AH BSCRD ESP WM T-HE it 22 4 iRk %%, 1KE
U T35 . TPsec $RAE 1 PIR 2 AHLH]: AUEATINE . IAUENLHIAE 1P 3845 1 & dhs
FWSOT R BB % T I B SE B LA R B A AR i AR b R A B I L
P HOHE AT N8 R AR LB, AR B A AR i AR A BT
SA (Security Association, ZATBEE) A& IPsec LA, 2 [Psec AR, IPsec 1
PR s (R 22 4IRS, X i PR TPsec X484, SA J2& TPsec X 4544 ] X J Lk
BRWLIE, HI0, 14220 (AH. ESP BUH % 45 & D « BhsaR Seisii = (f%
AR E AR ERE . N, ReE T P IR R 1 3L DL BRI A
FFIT [E) 45
IKE T AN BN IPsec BEAT 24P R LARCEE ST SA. B8 — W B, A5 XU 40 1k [A] 2 57
T AT T 5y N ERNR 8 (5 B 22 A Oy i, BIEE S — A TKE SA (RSC g
FI|H) IKE SA #EAREE — BBt SA) o 55— BBy 145830 (Main Mode) AIEF 2545 5K (Aggressive
Mode) WyAf IKE Wriai. 28 —BrB, HIAES —BrBO@ S IKE SA 4 IPsec Wi %4 ik
%, RION IPsec WpRs IPsec SA, FESZFH T 5 W) IP Hdi 2 25 IPsec SA.
BB BN IKE g R e =X EE, B XNEE SR T SA ASHk, ER A
RTINS IKE 224 SEms i AR 38 X B SE R T B HAc e, @i A2 e DH A JEAE
WENEEE (. BENLED, SRR RAFEEEH (B, JEEH.
HUA R T AR Psec BAHSEUEAMEE, A8 b (10 85 35 SH AR % A X 5 221
TKE 1 SRt 22 2 (R0, 55 = 0h W B o 7 ID (35 BB IE SR (s e, FEaE47 X007 S0 1Y
WA PR A e 5 R AR A e F ZEZEFE T, BB Rt B (R Y, R A8 #e 3
FAHE . TEX BRI R AN S I &, A F S B S i B A X T DA s i



B FERT B DR DR R S A, W REZA P A B TR IE SCoh SR AE P B 8
DI B R R, SA SR IER A BT R (KHE R A

= REEMREE U
1. B&EAMFHZE LS
XEF TPsec VHRRYE, 460 SUEBHEIAT 1Psec P HOMIH L% 2 11 (M2, 750
Wi 4 2 [ (KR SC RS HLE B, TEVkEAT TKE SA FITIRT o I, BRATVH 200 S E P s 4t
% LHEAT ping WHAAFIHLAL ORIE, KA M4 ERmYE . 0 FEFTR, b 172.31.0. 20

_ T to break

lemp sed= time= ms
'0: iemp seg=4 ttl=235 time=0.314 ms
ing statistics for 172.31.0.20 ---
=] smi =] rec =d, 0.
T trip min~savg.s A

BRI IKE 28— B BV R 43 FH UDP B3I 500 31 15 R AT SO ., BT MR BERS £R
UEBEE 23 P P Y ICMP 3 SCT DB SRS A)20 R X 25 S8 3 1R 0 W, SR 75 2 W S S
PR IR SR AL T AR Z T TG DL, 75 LA Al A Wi v I R P i B0 26 B EAT debug. 4N
SRAE R v v A R Y IKE RSB A S st 46 JC AR AT S I 5 U8 x4 45 AR 2 IKE
WL, wrRee TR EF RGO AR RV, debug A& MBI TERE, FHEIE
A FH R A 4R B remote-address ¢ BC & J/ D ERE L 77, T 3CH debug 15 A FHi
EVCi

4 : debugging ike packet remote—address X.X.X.X

. @i debug A A, FWI W& A HIER IKE #3C, FW2 & & Ew IR, i iH 2%
Wy, W E3 IKE RO



<FW1>debugging ike packet remote—address 172.31.0.20

<FW1>terminal debugging

<FW1>terminal monitor

*Aug 20 11:58:03:284 2018 FW1 IKE/7/PACKET: vrf = 0, src = 172.31.0.21, dst
172. 31. 0. 20/500

Sending packet to 172.31.0.20 remote port 500, local port 500.

<FW2>debugging ike packet remote—address 172.31.0. 21

<FW2>terminal debugging

<FW2>terminal monitor

*Aug 20 11:58:03:392 2018 FW2 IKE/7/PACKET: vrf = 0, src = 172.31.0.20, dst
172.31.0.21/500

Received packet from 172.31.0.21 remote port 500, local port 500.

2. MERZEHN. RKERE

BRI\ e 18] )3 115 04 500 [ UDP #i SCICIRIE Wl S Jm, Ebm EER/ Win i &2 0a
JECEAH L ) SRS

(1) ZeEE: BhfHERaEMNAE RSN T % ek

[H3C]dis security—zone
Name: Local
Members:

None

Name: Trust

Members:
GigabitEthernet1/0/1
LoopBack10

Name: DMZ
Members:
None

Name: Untrust
Members:
None

Name: Management
Members:
GigabitEthernet1/0/0

(2) ZEFMHIBCE: &a FATER B2 2 SIS s 2 18] () 22 42 S 2 5 08, H



HH SRS T LAASE P B e 8 SRS L X R L 2 A ST AOE  BEALHRAT UL 22 A S i
HH LA GOE Local Z4R S Trust A AN 24 50g, #EA# Web T, siddi
Eri “ s 15, BOARIY RS AU AN “ A sking” Ui, Rl PR diiE 2K
W% i T F) 2 05 2 BT R A7 L £ P 24 i

rrrrr

ne
e

L

-

-

-

-

FERBEL MIEREEXT 2 2 KA A R )5, w2 i SR 05 1“2 A SR e B AR
HZ )5, T ESERIANE A se AR v “ SERIInE” A ARG B AR AL R s K H il £,
AL A B R A el AR E RS B LB R SR RN, AR e
WA ) CUE PR “ike” JIRSTIEMR A VL 2 505 -

SR & ? X

EFR

Pl ANY- -
SliPizec sty ANV v
Rl AN v
PR —ANY-- v
S[:guuhils —ANY-- v
RS ike v
i F —ANY-- v
[ FRER —ANY- v
A AN v
B [E]E —ANY-- v
= —ANY- v

& Einl g

b, AT LB BB R0 RA- RS R A D R IZR ST HIE DL
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3. MNAREH NAT BiLE

Nof T Bl KBS A K, R IR E A SR UUEDS NAT Mb 45k, 285 NAT A3 58 il Jim F- VT e B
B AE TPsec BEHRBEAT U R o BT AR SRAEAH SR IRML 5582 11 EAT NAT i B o0 5 /6 8%
IR AR AF R B S AT M B e, 5 BORA 5 R R AN G SO 2% 1 T AN IUAC TPsec
He, TR R

BE W& L NAT L -

4 display nat all

nj

Bltn. @A e E, HELE GigabitEthernet1/0/1 8210 A NAT AHSCHC & -

[H3C]display nat all
NAT address group information:
Totally 1 NAT address groups.
Address group ID: 1
Port range: 1-65535
Address information:
Start address End address
172.31.0. 220 172.31.0. 221

NAT outbound information:
Totally 1 NAT outbound rules.
Interface: GigabitEthernetl/0/1
ACL: —-
Address group ID: 1
Port—preserved: N NO-PAT: N Reversible: N
Config status: Active

4, B NAT iR B

H T TPsec VPN AEERZH HIBAE AN Y 58 b, AL 2% 248 ] NAT outbound
FCE, BATERIANE BSURLBR A NAT BLE )5, 7555 NAT outbound [IUGHEC 46 1F
98, 1HROGEIR A ULED NAT Bl . sl FRATTLUEOER /2 10. 1. 1. 0/24-20. 1. 1. 0/24
il



[H3C-GigabitEthernet1/0/1]nat outbound 3999
[H3C-GigabitEthernet1/0/1]display this
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 172.31.0.21 255. 255. 255.0
nat outbound 3999
#
return
[H3C-GigabitEthernet1/0/0]display acl 3999
Advanced IPv4 ACL 3999, 2 rule,
ACL’ s step is 5
rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 20.1.1.0 0.0.0. 255
rule 5 permit ip

5. K ike profile

FERIA LSRR B 2R S OL N, FF2 R IKE Profile HrUUHC IR AN s il /2
75 R DARE— BN %, WAt I, Besb T B B A I IC B sk . fadn B
user—fqdn. HH, address bR I S 43 ) TP Hudik; fadn AR IS 43 ) fadn 44
KR, Bl www. test. com, WIRAHEE fadn—name B, & #H sysname fiy4Hc B K
B ARRAEN fadn KB B r; user—fadn AARIRXS I B4 () user—fadn FA7 8, Flin
abc@test. com, HIATE &, W& H4AE F sysname fir A0 B (114 FRAE )y user—fqdn 287 & 45,
N S C B AR 0] i 152 2% M BB FQDN, 0 s S 0 325 e AR Ll 7 o X PR L T
debug 15 B — TG .

6+ B ike profile

DATC 2% o By 7o FR) 422 1 TP il g )

Bln: @ ARATECE, B —NR TN 1 TKE Profile o B A% % P i i X i
B H k-

[FW1] ike profile 1
[FW1 —ike—profile—1] match remote identity address 172.31.0.22 255. 255. 255. 255

B B A% Web TUTH, AR i 4% -VPN-1Psec— SRS, JEFEAH R SENE 25 i 5 TH Y
GwAR L, T LAEXS I TP bt/ EHLAZ — AR AB SO HOX b TP kb 5E EHLA .
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SecPath F5020

ey HesT, 8 It L4 i3

| FofmiEe

- @ s

e arrnnt =1gag ci] th A0 Edvan

-y mitn 11t ) n arr Ir [t 25 7/

7. MEWXLEEH

7E IKE 75 2218 i 1t = 2580 77 30T B i DGIERT , B X7 75 2201 52 948 7€ 1KE keychain.
IKE keychain FFHCE Wi WOT I ZAAE ., TKE B XU B B 1 L 22 % 60 06 AR A,
5 N N AIE 2 R, DABH SCEE ST v B I Tt 2 %4, 3 LS SO Oy SR AE L B
A AR L S G B P A LRGSR AR 1S, S iR A, S8
TR, X ARESL T, BT debug {5 EKHEAT FIWT, (HJ2EH R E AR AN B AR AR A
FTE L, A AR debug (5 8RR,

4 : debugging ike error remote-address X.X.X.X

fln. EEEAXREE TR T, @il debug > EFH, WERMIIL a0 NRAS, WIER it
PR REAT N SR E

<FW1> debugging ike error remote—address 172.31.0. 24

<FW1>terminal debugging

<{FW1>terminal monitor

*Aug 20 11:09:50:559 2018 FW1 IKE/7/ERROR: —Context=1; 2th byte of the structu
re ISAKMP Identification Payload must be 0.

*Aug 20 11:09:50:559 2018 FW1 IKE/7/ERROR: —Context=1; vrf = 0, local = 172. 31
.0.22, remote = 172.31.0.24/500

Failed to parse phase 1 packet. Reason INVALID PAYLOAD TYPE.

fln. EEEEXREE X T, @il debug i EFH, WORHIIL 70 MRS, WIER]



SR PIT R IR A EE T E

<FW1>debugging ike error remote—address 172.31.0. 24

<FW1>debugging ike packet remote—address 172.31.0.24

<{FW1>terminal debugging

<FW1>terminal monitor

*Aug 20 12:06:54:537 2018 FW1 IKE/7/ERROR: vrf = 0, src = 172.31.0.22, dst
172.31.0. 24/4500

Failed to verify the peer HASH.

*Aug 20 12:06:54:537 2018 FW1 IKE/7/PACKET: vrf = 0, src = 172.31.0.22, dst
172.31.0. 24/4500

Construct notification packet: AUTHENTICATION_FAILED.

8. BUTILEEH

DR R Tt 2 85 B 2 DA ST TR AR EC B SO b, BT DA SR 2B R S5 1 L 3 B Tt 2 2
PRICEL oL, TovkiE i B E T B (S BRI E — 8, H RS Rl B 15 4% -
WL Z M B RIS A TRATLATIIL =255y 123456 Jyf -

Biltn: 8 a4 REATICE, 7F name N 1 Y TKE Keychain HLJC B AR N (T =24, FEAE
name 4 1 [ IKE Profile B3| HAHRY IKE Keychain:

[FW1]ike keychain 1

[FW1-ike—keychain—1]pre—shared-key  address 172.31.0.22 32 key simple
123456

[FW1]ike profile 1

[FW1-ike—profile-1] keychain 1

BBV Web FH, MRIK SN -VPN-TPsec— 30, 125 5AH B 1) SE MG 5 5 o5 5 T 1
Y te], HAmRARRE S, A PR 8 — T Pt S I B BB ek



H3C SecPath F5020
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9. MAEHERRFILE

BEXF SRR RO ULECR UL, SR i 50 2 48 B R B BT AR A S HE A, AR P BU R R
WIS S B P e 2 (8 TKE Proposal H1 IR AMYAESIE S TR A — B A (HARAAE RS
PLRRIR G 4 2 2 3 F B KRS AELAR ) SR A e Y e L, P G A SR A B AT RE
HAN R 5 A R B X L, A G0 T, W LB T debug {5 BB A W I ) S505 2 T UL AE
4: debugging ike error remote-address X.X.X.X

flhn: JEid debug A EE, WRMIL A TIREE, WIEMI MR ike SE A ISHIE AT RE
ANVL B M e 2 EHTAC &

<FW1> debugging ike error remote—address 172.31.0. 22

<FW1>debugging ike packet remote—address 172.31.0. 22

<FW1>terminal debugging

<FW1>terminal monitor

*Aug 26 16:38:14:322 2018 F1070 IKE/7/PACKET: -Context=1; vrf = 0, local
172.31.0. 24, remote = 172.31.0.22/500

The profile 1 is matched.

*Aug 26 16:38:14:323 2018 F1070 IKE/7/ERROR: -Context=1; vrf = 0, local =
172.31.0. 24, remote = 172.31.0.22/500

Failed to find matched proposal in profile 1.

tT TKE $#210F1 TKE Keychain 3JJ& T IKE Profile JN%S, 1M IKE Profile H P2 E&
P AN B UL, BT AR X IR 16X TKE 3230 &Ml IKE Keychain Ho i Fiidt:
FEHWAILHC AT Z - debug 15 B H 32E— 25 1%t EE 2 BT A5 R .



TEPMPERILECE LT, HSeJE T IKE Profile ULECH M@, XAEEHL T, TKE &2 Hid
R b2 HA B [ 3 P F S B 0L, BRI A BARSCAT g debug ike packet SKREF,
R SCH ) next payload FFECA HASH H. exchange mode A Info HJi&, NIA] DA% A IKE
Profile H1H) % M2 15 VLA A 1) A -

| *Bug 27 03:38:25:004 2018 FS020 IKE/7/PACKET: —Context=1; vzf = 0, local = 172.31.0.22, remote = 172.31.0.24/500

I-Cookie: S9baddd93481ff594

' E-Cookie: aB4eS58647aZlebZe

f I next payload: HASH I

version: ISAKMP Version 1.0

:I exchange mode: Info I

flags: ENCRYFT
[ meszsage ID: TfcadTe0
1

length: 84

i *hug 27 03:38:25:004 2018 F5020 IKE/7/PACKET: -Context=1; vrf = 0, local = 172.31.0.22, remote = 172.31.0.24/500

i Sending an IPwv4 packet.

W] DL B8 Web R, ARIK Rl R GE-4E4 sl R 3T 7

SccPath FSO20

P Aunces . . S ARERTREND ) MRENEEL

£1W roced_rortest) 2SRRI TOSAS (1B 1755 R)

RERTiEEysEe "

ADVOBNIECE  RRERETA,
LAME Toohedse TR

NOE N

e b4 AL

oodel_coemet] JUSAY ST TR 1755 e L

LRSS
L L

I AT P S AN B 00 S AN VT FC IS (o ) i SR HLE RE A B Z3E T 0, A s



HAh, ZHIEE TR UL R PN B debug AR AR TE I i 505 SR AL AC It 8 o H

DL, AHRAF SAETEIEAILAC 2 2 H— 4 TKE SR AR A A 7 -

tAug 26 16:38:19:944 2018 EEOTO IKE/7 EREbR: —Contﬁ2t=l: 2th byte of the structure ISRiﬁP Identification Payload must be 0.]
— I — —

*Aug 26 16:38:19:945 2018 F1070 IEE/7/PACKET: -Context=l; wrf = 0, local = 172.31.0.24, remote = 172.31.0.22/500

Received ISAEMP SE Payload.

I*Aug 26 16:38:19:945 2018 51070 IKE/7 ERﬁbR: —Conts&t=l: 2th byte of the structure ISRﬁﬁP SE Pavload must be 0. f§
— — —

*Aug 26 16:38:19:945 2018 F1070 IKE/7/ERROR: -Context=1l; wvrf = 0, local = 172.31.0.24, remote = 172.31.0.22/500

Failed to parse phase 1 packet. Reason INVALID PAYLOAD TYPE.

X UL 2 % AN UC RIS (RS 1 0L, TR 2 25 B 1) A 22 SE iy TSAKMP i fAk
BOAUURE, SRJE i s 38 — M Bebh s R, SRR ARVE I B AR S A o T 224 180 % A i 2
AVUECRT, HREETE S SEHE TSAKMP Bk =B M, SAJGIREHSZE] T SK 8k, Jrks
i SK B 7 B Il jR, d Je AR T AR — B B R AR R R R AR VR AR SR A o,
SK #fA R it TKE A8 e m S LA 7 205, BTl R E A — U S a4 1%
10. BMEE

TS —Br B Ui A i, LA S IKE Proposal [UECHE i@, AL
% 3des—cbe, WIEREA md5 Al

Bl B ARATIRE, G 1D N 65535 [ TKE $UCHIC B Hn s fiAE &2

[FW1]ike proposal 65535
[FW1 —ike—proposal-65535] encryption-algorithm 3des—cbc
[FW1 —ike—proposal-65535] authentication—algorithm md5

B B S B Web T, AR IR i 48 —VPN-TKE $21, BT EEM AR ION, i 5
g2, PR



SRJE LT PR HE e B 0 SR B s B A A

SRABIKEIR IS

%R

LAIEATE,
WITEE
EEE

DH

IKE SA 415 EHA

11, KB ER

7 X

65535 * (1-65335)
FIH=E4A

SHA1 v

3DES-CBC v

DH group 1 !

86400 Fi (60-604800)

FEE VRS

XFF IPsec VPN ME45 ki, 20 BRI 1 UG FC R A g W e & 75 i IPsec T . AT
DA 20 SR 9 i 16 % TR IR R E B AN G B B A B IR G DL, AN BE LA 1% ik A 7 g 1 £
1] TPsec PhRd. DA IEAf A0 7 g IR M R gmt C B AN 5 | F 451 -



Digsabled
data Elcw
standard

31.0

-élDD, 1 rule,

ermit 1p source 20.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.Z55

s 1 rule,

iule 0 permit ip scurce 10.1.1.0 0.0.0.255 destination .1.1.0 0.0.0.255

12, BRUERNERIEE

GRS BC B AT R, W7 EB UROSER IR EC E, BEXTAH SR TPsec SR T P 5
I security acl, 2 el LA 1 AT PASh A ir i (OJR H A Rkt o B3 6 SR B0 46 Web ST,
IR A IR 2% —VPN-TPsec—5KM&,  LLFAH B 1 SR I s o i T R 2 P20 -
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SecPath F5020
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