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[AC]display dotlx connection

Total connections: 1

User MAC address : 6a6f-356a-89a7
AP name : wab528

Radio ID 1

SSID s 1x

BSSID : 3cd2-e5a2-d142
Username 1123

Anonymous username : N/A
Authentication domain : dm-1x

IPv4 address :192.168.137.2
Authentication method : EAP

Initial VLAN : 137

Authorization VLAN 0137

Session timeout last from : 2023/04/25
10:08:37

Session timeout period : 86400 s
Online from :2023/04/25 10:08:37
Online duration :0h Om 5s
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[AC]dis radius scheme rs-1x
RADIUS scheme name: rs-1x
Index: 0
Primary authentication server:
IP :192.168.133.254 Port: 1812
VPN : Not configured
State: Active (duration: 0 weeks, 4 days, 11
hours, 43 minutes, 58 seconds)
Most recent state changes:
2023/04/20 08:55:58 Changed to active state
Test profile: Not configured
Primary accounting server:
IP :192.168.133.254 Port: 1813
VPN : Not configured
State: Active (duration: 4 weeks, 5 days, 4
hours, 11 minutes, 51 seconds)
Most recent state changes:
2023/03/22 16:22:08 Changed to active state
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Username=[STRING]-UserMAC=[STRING]-
SSID=[STRING]-APName=[STRING]-RadiolD=
[STRING]-VLANID=[STRING]; A user failed
802.1X authentication. Reason: [STRING].

AAA processed authentication request and

returned error code
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wlan service-template 1x

client-security authentication-mode dotlx

dotlx domain dm-1x

service-template enable

2) MEBACLB2.IXARZHINIEREZRT X
EAP,

dotlx authentication-method eap

3) KMEACEMINEREERSBIR.
domain dm-1x

authentication lan-access radius-scheme
rs-1x

authorization lan-access radius-scheme rs-
1x

accounting lan-access radius-scheme rs-1x
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dotlx timer tx-period 4  (ER#&30s)
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dotlx timer supp-timeout 2 (FR&
30s)
dotlx retry 10 (ER&E2X)
HERGENAS, 802.1xEFIHMNEMEERAN
Z3), LR % HAPAIX T EAP-RequestiR XX
&, E—EMNREARELXLEE F inT % &
[ EAP-ResponseiR X, & FRHIANIETL EK
I, AT RLXMIER, EEEERBIIIE L
& B supplicant By B B M retry 89X %8, K
B 3 e £ i T S R B ) [ 33 7 A IF 5k TR B 1B
J;_

wlan client-
security authentication clear-previous-

connection
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debugging radius all

debugging dotlx all

debugging wlan client mac XXXX
debugging wlan access-security all
debugging wlan usersec all
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client Radius server

1. Eapol start

2. Eap request

4, Radius access-request

3. Eap reponse >l (EAP-Response)

. . Radius access-chanllenge
6. Eap request(MDS5 Challenge) | (EAP-Request MD5 Challenge)

: 8. Radius access-request
7. Eap reponse(MDS Challenge) {EAP-Response(MD5 Challenge)

10. Eap success 9. Radius access-acce| pt
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client ap ac Radius server

11. Eapol-key

12. Eapol-key

13. Eapol-key

15, accounting-request

16, accounting-reponse
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http://h3c.com/cn/Service/Document_
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