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2.2 MAHEHANE

Xt MO000 fieAs, E T4 2 ANhAs, FARRRASHNY ST AT RRAS o I A A 2 B i i AT T
Hoo ETLHNT, FTERE L WSSWRAERREA S . THELL M016-V v, /Mt gudie.

2.3 M9016-VEFEH L ITFE

e  {EV7 Comware %4t NA&k, FZidfEuT:

(1) &St L1 ipe X AL ENVSS R flash.  EAEERAERT LUE ftp 507 tfip.

(2) ARG, BEIZAT R B RGO, T

<M9016-V>boot-loader file slot8.1l#flash:/M9000.ipe slot 4 main
Verifying the file flash:/M9000.ipe on sSlot 8.1 .. ...ttt tntinneeneneenennn Do
ne.

H3C SecPath M9016-V images in IPE:

M9000-CMW710-BOOT-F9153P17.bin

M9000-CMW710-SYSTEM-F9153P17.bin

This command will set the main startup software images. Please do not reboot any
MPU during the upgrade. Continue? [Y/N]:y

Add images to slot 4.

Decompressing file M9000-CMW710-BOOT-F9153P17.bin to flash:/M9000-CMW710-BOOT-F9
S 1 3 =t < T I o Done.

Decompressing file M9000-CMW710-SYSTEM-F9153P17.bin to flash:/M9000-CMW710-SYSTE
e N I T = o T 1 ¢

.Done.
Verifying the file flash:/M9000-CMW710-BOOT-F9153P17.bin on slot 4....Done.
Verifying the file flash:/M9000-CMW710-SYSTEM-F9153P17.bin on slot 4............



The images that have passed all examinations will be used as the main startup so
ftware images at the next reboot on slot 4.

Decompression completed.

You are recommended to delete the .ipe file after you set startup software image
s for all slots.

Do you want to delete flash:/M9000.ipe now? [Y/N]:N

2.4 M9016-VAl FZRFHARILFE

e  {E V7 Comware 24 FT+%:
(1) E AL 1) ipe UM EALENE SR flash.  EAL#RMETT LU ftp 503 ttp.
(2) ARG, BB IZSAF R AL SR R G, W
<M9016-V>boot-loader file slot8.1#flash:/M9000 fw5.ipe slot 8 cpu 1 main
Verifying the file flash:/M9000 fw5.ipe on slot 8.1.................. Done.
Blade5fw images in IPE:
BLADESFWM9000-CMW710-BOOT-F9153P17.bin
BLADESFWM9000-CMW710-SYSTEM-F9153P17.bin
This command will set the main startup software images. Please do not reboot any
MPU during the upgrade. Continue? [Y/N]:y
Add images to slot 8.1.
Decompressing file BLADESFWM9000-CMW710-BOOT-F9153P17.bin to slot8.1#flash:/BLAD
ES5FWM9000-CMW710-BOOT-F9153P17.bin....Done.
Decompressing file BLADESFWM9000-CMW710-SYSTEM-F9153P17.bin to slot8.1#flash:/BL
ADESFWMO000-CMW710-SYSTEM-FOL53P L7 . Ddn .t vttt ittt ittt ittt ettt it eaee e

Verifying the file flash:/BLADE5SFWM9000-CMW710-BOOT-F9153P17.bin on slot 8.1...D
one.

Verifying the file flash:/BLADESFWM9000-CMW710-SYSTEM-F9153P17.bin on slot 8.1..

The images that have passed all examinations will be used as the main startup so
ftware images at the next reboot on slot 8.1.

Decompression completed.

You are recommended to delete the .ipe file after you set startup software image
s for all slots.

Do you want to delete flash:/M9000 fw5.ipe now? [Y/N]:n
GYINBRRATE R, B AR SR RAS, 1

<M9016-V>display boot-loader

Software images on slot 4:

Current software images:
flash:/M9000-CMW710-BOOT-E9153P1216.bin
flash:/M9000-CMW710-SYSTEM-E9153P1216.bin

Main startup software images:
flash:/M9000-CMW710-BOOT-F9153P17.bin
flash:/M9000-CMW710-SYSTEM-F9153P17.bin

Backup startup software images:



None

Software images on slot 5:

Current software images:
flash:/M9000-CMW710-BOOT-E9153P1216.bin
flash:/M9000-CMW710-SYSTEM-E9153P1216.bin

Main startup software images:
flash:/M9000-CMW710-BOOT-F9153P17.bin
flash:/M9000-CMW710-SYSTEM-F9153P17.bin

Backup startup software images:

None

Software images on slot 8.1:

Current software images:
flash:/BLADESFWM9000-CMW710-BOOT-E9153P1216.bin
flash:/BLADESFWM9000-CMW710-SYSTEM-E9153P1216.bin

Main startup software images:
flash:/BLADESFWM9000-CMW710-BOOT-F9153P17.bin
flash:/BLADESFWM9000-CMW710-SYSTEM-F9153P17.bin

Backup startup software images:

None

Software images on slot 9.1:

Current software images:
flash:/BLADESFWM9000-CMW710-BOOT-E9153P1216.bin
flash:/BLADESFWM9000-CMW710-SYSTEM-E9153P1216.bin

Main startup software images:
flash:/BLADESFWM9000-CMW710-BOOT-F9153P17.bin
flash:/BLADESFWM9000-CMW710-SYSTEM-F9153P17.bin

Backup startup software images:

None

(4)E e, ANTHE UG R, RERAE ST,

[M9016-V]dis version

H3C Comware Software, Version 7.1.064, Feature 9153P17

Copyright (c) 2004-2020 New H3C Technologies Co., Ltd. All rights reserved.

H3C SecPath M9016-V uptime is 0 weeks, 0 days, 0 hours, 11 minutes

Last reboot reason : User reboot

Boot image: flash:/M9000-CMW710-BOOT-F9153P17.bin
Boot image version: 7.1.064, Feature 9153P17

Compiled Jul 17 2020 14:00:00
System image: flash:/M9000-CMW710-SYSTEM-F9153P17.bin
System image version: 7.1.064, Feature 9153P17



Compiled Jul 17 2020 14:00:00

LPU O:

Uptime is 0 weeks, 0 days,0 hours,7 minutes

H3C SecPath M9016-V LPU with 1 LS1043A Processor

BOARD TYPE:
DRAM:

PCB 1 Version:
Bootrom Version:
CPLD 1 Version:
CPLD 2 Version:
Release Version:
Patch Version

Reboot Cause

LPU 1:

Uptime is 0 weeks, 0

H3C SecPath M9016-V

BOARD TYPE:
DRAM:

PCB 1 Version:
Bootrom Version:
CPLD 1 Version:
CPLD 2 Version:
Release Version:
Patch Version

Reboot Cause

MPU (M) 4:

Uptime is 0 weeks, 0

H3C SecPath M9016-V

BOARD TYPE:
DRAM:

FLASH:

NVRAM:

PCB 1 Version:
Bootrom Version:
CPLD 1 Version:
CPLD 2 Version:
CPLD 3 Version:
Release Version:
Patch Version

Reboot Cause

MPU(S) 5:

NSQM1CGQ4TG24SHAQ

2048M bytes

VER.A

108

002

001

H3C SecPath M9016-V-9153P17
None

UserReboot

days, 0 hours,7 minutes

LPU with 1 LS1043A Processor
NSQM1CGQ4TG24SHAQ

2048M bytes

VER.A

108

002

001

H3C SecPath M9016-V-9153P17
None

UserReboot

days, 0 hours,1l minutes

MPU (M) with 1 XLP316 Processor

NSQM1SUPDO
8192M bytes
500M bytes
512K bytes
VER.A

132

004

003

003

H3C SecPath M9016-V-9153P17
None
UserReboot

Uptime is 0 weeks, 0 days,0 hours,1l minutes

H3C SecPath M9016-V MPU(S) with 1 XLP316 Processor



BOARD TYPE:
DRAM:

FLASH:

NVRAM:

PCB 1 Version:

Bootrom Version:

CPLD 1 Version:
CPLD 2 Version:
CPLD 3 Version:

Release Version:

Patch Version

Reboot Cause

LPU 8:

NSQM1SUPDO
8192M bytes
500M bytes
512K bytes
VER.A

132

003

003

003

H3C SecPath M9016-V-9153P17
None

UserReboot

Uptime is 0 weeks, 0 days,0 hours, 6 minutes

H3C SecPath M9016-V LPU with 1 XLP308 Processor

BOARD TYPE:
DRAM:

FLASH:

PCB 1 Version:
PCB 2 Version:

Bootrom Version:

CPLD 1 Version:
CPLD 2 Version:

Release Version:

Patch Version
Reboot Cause
SLOT 8 CPU 1
CPU type:
DDR4

FLASH:

NSQM1FWEFGAQ

2048M bytes

8M bytes

VER.A

VER.A

100

001

002

H3C SecPath M9016-V-9153P17
None

UserReboot

Multi-core CPU
49152M bytes
7122M bytes

Board PCB Version: Ver.A

CPLD Version:

Release Version:

FPGA 0 Version:
FPGA 0 DATE:
FPGA 1 Version:
FPGA 1 DATE:

5.0

SecBlade FW Enhanced-9153P17
B50506

2020.07.21

B50506

2020.07.21

Basic BootWare Version:1.04

Extend BootWare Version:1.04

LPU 9:

Uptime is 0 weeks, 0 days,0 hours, 6 minutes

H3C SecPath M9016-V LPU with 1 XLP308 Processor

BOARD TYPE:
DRAM:

FLASH:

PCB 1 Version:

NSQM1FWEFGAQO
2048M bytes
8M bytes
VER.A

10



PCB 2 Version:
Bootrom Version:
CPLD 1 Version:
CPLD 2 Version:
Release Version:
Patch Version
Reboot Cause
SLOT 9 CPU 1
CPU type:

DDR4

FLASH:

Board PCB Version:

CPLD Version:
Release Version:
FPGA 0 Version:
FPGA 0 DATE:
FPGA 1 Version:
1

FPGA DATE:

VER.A

100

002

002

H3C SecPath M9016-V-9153P17
None

UserReboot

Multi-core CPU
49152M bytes

7122M bytes

Ver.A

5.0

SecBlade FW Enhanced-9153P17
B50506

2020.07.21

B50506

2020.07.21

Basic BootWare Version:1.04

Extend BootWare Version:1.04

NPU 10:

Uptime is 0 weeks, 0 days,0 hours,8 minutes

H3C SecPath M9016-V NPU with 1 XLS208 Processor

BOARD TYPE:
DRAM:

PCB 1 Version:
Bootrom Version:
CPLD 1 Version:
Release Version:
Patch Version

Reboot Cause

NPU 11:

Uptime is 0 weeks, 0

H3C SecPath M9016-V

BOARD TYPE:
DRAM:

PCB 1 Version:
Bootrom Version:
CPLD 1 Version:
Release Version:
Patch Version

Reboot Cause

NPU 12:

NSQM1FABOSEQ

1024M bytes

VER.B

511

005

H3C SecPath M9016-V-9153P17
None

UserReboot

days, 0 hours, 8 minutes

NPU with 1 XLS208 Processor
NSQM1FABOSEQ

1024M bytes

VER.B

518

005

H3C SecPath M9016-V-9153P17
None

UserReboot

Uptime is 0 weeks, 0 days,0 hours,8 minutes

H3C SecPath M9016-V NPU with 1 XLS208 Processor
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BOARD TYPE:
DRAM:

PCB 1 Version:
Bootrom Version:
CPLD 1 Version:
Release Version:
Patch Version

Reboot Cause

NPU 13:

Uptime is 0 weeks, 0

H3C SecPath M9016-V

BOARD TYPE:
DRAM:

PCB 1 Version:
Bootrom Version:
CPLD 1 Version:
Release Version:
Patch Version

Reboot Cause

NSQM1FABOSEO

1024M bytes

VER.B

518

005

H3C SecPath M9016-V-9153P17
None

UserReboot

days, 0 hours,8 minutes

NPU with 1 XLS208 Processor
NSQM1FABOSEQ

1024M bytes

VER.B

518

005

H3C SecPath M9016-V-9153P17
None

UserReboot

2.5 FEEIN

o WRARGHANE, RHI—RFBTFERMNE. WHI - slot 5, WS Gr
4 boot-loader file flash:/m9000.ipe slot 5 main. 7] LA[E N & B8, BT
boot-loader file flash:/m9000.ipe all main.

o WRRHEAZHNEHRE, FEXE Pk R RTHH slot 5 Z B IEH.

RIS
3.1 BAAERRY LS B ARHE S
3.1.1 Z&i

By KB NN 2 22 e, $EIV S B ZME SIS, BN e T2 t8, e At AR KOs

FUONIAS . SINZEBMES G, 225 K2 2R R D3T3 28 (R BIAF R %

D, ReE SRS K E B

HHT, MO000 R4 [H A 2 41y Management. Local. Trust. Untrust. DMZ 3. ZR\EFE Bz

J&F Management %4z, 3£ H Management 3% 5 Local 3 ER XA jiGE -

B G, WA 8 e DR S R A DA N«

o —AEAEEHRENYS AR TR B D 2 m RO, SR

o BT A& R RS 2 5

o REBZIAMIRSCH A REHIT et IR S R BUT I . H R ERIEAE
AR, WARSCSW T
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o ARRAEBNE O Z AR EF .
o HAEHEEAL AR OL, ShE S EF, Fi%RCE ZEHKILE, Wt 5
AT RERE, RS RBUTREST.

3.1.2 A&

it (Flow) J&—M 77 1A AR, AR SO i = o mi TooHmME—An il AR 1P JEHh il
ANEL, s SR
e TCPi: it fycdME—AriR.
e  UDPi: it ficdHME—AriR.
e ICMPi: JEiZ=Jc4l + ICMP type + ICMP code Mi—FriK.
e  RAWIPJi: NET BRI, @ =J0HbriR.
X1 (Session) & — AN Al LR, — AN 1l 5 R AN J7 18] B, — AN A2l k77 (Initiator),
FHb—A 921l N 77 (Responder) . d i 213 I J& (9 AF— 77 5] AUAUARF FIET T LAREE —#ff 18 1 23 1 DA
ST 1) o
X} TCP/UDP/ICMP/RAW IP iit, B RLE NP K G A i o1, J5 SEAR R RSB ik B4R
A DACEL %21 . L TCP = IkIEF .

E3-1 2FEIL

trust

untrust
SYN
192.168.0.2 SYN_ACK 202.0.0.2
Port 1564 ACK Port 23
192.168.0.2 session 202.0.0.2
Port 1564 Port 23

& 3-1 fra, Trust 5/ 192.168.0.2:1564 17 Untrust ##ff) 202.0.0.2 ) 23 & 1, FEL syn 4
SCH UGN — A2 1E (192.168.0.2:1564<---->202.0.0.2:23), J54: SYN_ACK 1 ACK 2 3¢ #f
PLECB il e, eBR R EI R e M. Ja Se8E Ui an SRIULHAC 21 2 08 U 78U T il 5

4 mo000 ZFI %S AR KT EE B

X MO000 #5¥% 4%, AILLET Telnet. SSH. MIB #HT @A . SRR T, RYE L@
Telnet i FEE ). RGBRINKIE L E W0

o BEH PN admin, %Y admin.

o U VTY /&35 RN password 77, (HAEEA KB & 5% password.

o  Telnet. SSH. SNMP fif%5 5],
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o EFOBRIAGLE management vpn-instance, f77EERIAHILE,
o EFOEIAMA management 3 H, management 3% 5 local 3ER XL A HGE .
o ERNEHEITAT LA, BT management 185 local & Hi@E4b, HoAdiek a7 & 4kt

S swmmm
5.1 M9000 VRRP+RBM=E &4B M E A IhfE

5.1.1 AMER

Wk 5-1 Pios, 2 & MOK I =7 FUER B A SR S AR 48, B K23 S0l AL N AT 2SS bl
.
[E15-1 VRRP+RBM 3= £ 40 o £ A ) 5E2H W (5]

Active group(VRID 1) Standby group (VRID 1)
Master (VRRP) Backup (VRRP)
FGE7/0/1 FGE7/0/1

FGE7/0/4 FGE7/0/4

Active group(VRID 2) Standby group (VRID 2)
Master (VRRP) Backup (VRRP)

5.1.2 BCE B

o MERZIMHIFIMAZ AR, RELRTTIA.
o E RBMA, Q& EHHEIEMMIEE, &0 EE.
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o MiCE VRRP %4,
5.1.3 EEEDR

(1) BRI &R & AR A — 3

# (EHC S i &y BRI RE 2 BT, 15 S0 PRAIE 32/ 48 15 4% BB A2 R 158 RN A A 35 P — 2
2)  FE MIK1

#ECE O IP bk, B U2 A

[MOK1l]interface FortyGigE 7/0/2

[M9K1-FortyGigE7/0/2]ip address 11.1.1.1 255.255.255.0
[MO9K1l]interface FortyGigE 7/0/1

[MO9K1-FortyGigE7/0/1]ip address 20.1.1.1 255.255.255.0
[MO9K1]interface FortyGigE 7/0/4

[M9K1-FortyGigE7/0/4]1ip address 30.1.1.1 255.255.255.0
[M9K1]security-zone name Untrust
[MO9K1-security-zone-Untrust]import interface FortyGigE7/0/1
[M9K1l]security-zone name Trust
[MO9K1l-security-zone-Trust]import interface FortyGigE7/0/4
[M9K1]security-zone name RBM
[M9K1l-security-zone-RMB]import interface FortyGigE7/0/2

# Bic B 224 5R0E, JHUOE Trust £ Untrust 224348,

[M9K1l]security-policy ip

[M9Kl-security-policy-ipJrule name Trust-Untrust
[MO9Kl-security-policy-ip-0-Trust-Untrust]source-zone Trust
[MO9K1l-security-policy-ip-0-Trust-Untrust]destination-zone Untrust
[MI9K1l-security-policy-ip-0-Trust-Untrust]action pass

# WO B 2 A SR 2 4t RBM 5 %2 4235 Local 2 [B] 4R SC LI, fRiE RBM i 52 ) .

[M9K1l]security-policy ip

[M9Kl-security-policy-ip]rule name Local-RBM
[M9K1l-security-policy-ip-1-Local-RBM]source-zone Local
[MO9K1l-security-policy-ip-1-Local-RBM]destination-zone RBM
[MI9K1l-security-policy-ip-1-Local-RBM]action pass
[M9Kl-security-policy-ip]lrule name RBM-Local
[M9K1l-security-policy-ip-2-RBM-Local]source-zone RBM
[M9Kl-security-policy-ip-2-RBM-Local]destination-zone Local
[MO9K1l-security-policy-ip-2-RBM-Local]action pass

# I B RBM f2 I8 IE A0 3 1P Mkl 11.1.1.2, S 54 BRI ) 66064
[M9K1l] remote-backup group
[M9K1l-remote-backup-group] remote-ip 11.1.1.2

# i B RBM f% I8 18 1) A 1P Hht oy 11.1.1.1,
[M9K1l-remote-backup-group]local-ip 11.1.1.1

# [ B RBM ROEEIE,  AH 5] (5 F 2 08 T8 F P BE B s 2 5T
[M9K1-remote-backup-group]data-channel interface FortyGigE7/0/2
# MO E BRI B M O EE B,
[M9K1l-remote-backup-group]device-role primary

# LB RBM WL AR Oy & M. CBRIAR B D
15



[MO9K1l-remote-backup-group]undo backup-mode

# JF 5 RBM #4& IR

[M9K1l-remote-backup-group]hot-backup enable

#IT R B S HE & IIRe.
[M9K1l-remote-backup-group]configuration auto-sync enable
#ITRBCEG S B EIIRE, JFREA BN 12 /i
[M9K1l-remote-backup-group]configuration sync-check interval 12
#IF/5 RBM XL SR B D) Dhfg,  HAEIR DI R 1 70
[M9K1l-remote-backup-group]delay-time 1

#1E RBM 55 VRRP 2.1, 7411 FortyGigE7/0/1 & VRRP #4341 1, FEEdl IP il A
20.1.1.3, JFACEHJE T VRRP active 4.

[MO9K1]interface FortyGigE7/0/1
[M9K1-FortyGigE7/0/1]vrrp vrid 1 virtual-ip 20.1.1.3 active

# 108 RBM 5 VRRP 2., 7E8: 11 FortyGigE7/0/4 B VRRP & 4 2, Hd 1P Huhly
30.1.1.3, J#AcE HJE T VRRP active 4.

[MO9K1l]interface FortyGigE7/0/4

[M9K1-FortyGigE7/0/4]vrrp vrid 2 virtual-ip 30.1.1.3 active

# A APAE HTTP 20 DNS B WM AR S, & F T R R B #2515 25 4 D AE o
<M9K1>system

[M9K1l]session synchronization http

[M9K1l]session synchronization dns

o & MIK2
# MO B L IP ik, R N 22 43

[MO9K2]interface FortyGigE 7/0/2

[M9K2-FortyGigE7/0/2] ip address 11.1.1.2 255.255.255.0
[MO9K2]interface FortyGigE 7/0/1

[M9K2-FortyGigE7/0/1] ip address 20.1.1.2 255.255.255.0
[M9K2]interface FortyGigE 7/0/4

[M9K2-FortyGigE7/0/4] ip address 30.1.1.2 255.255.255.0
[M9K2]security-zone name Untrust
[MO9K2-security-zone-Untrust]import interface FortyGigE7/0/1
[M9K2]security-zone name Trust
[MO9K2-security-zone-Trust]import interface FortyGigE7/0/4
[M9K2]security-zone name RBM
[M9K2-security-zone-RMB]import interface FortyGigE7/0/2

# Wi B 224 5R0E, JHUOE Trust £ Untrust 224348,

[M9K2]security-policy ip

[MO9K2-security-policy-ipJrule name Trust-Untrust
[M9K2-security-policy-ip-0-Trust-Untrust]source-zone Trust
[MO9K2-security-policy-ip-0-Trust-Untrust]destination-zone Untrust
[M9K2-security-policy-ip-0-Trust-Untrust]action pass

# e B 2 4 RS 22 430 RBM 5 2245 Local Z [AIHR SCHIE,  fRUE RBM #iE & B ) .
[M9K2]security-policy ip

[MO9K2-security-policy-ip]rule name Local-RBM

[M9K2-security-policy-ip-1-Local-RBM]source-zone Local
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M9K2-security-policy-ip-1-Local-RBM]destination-zone RBM
M9K2-security-policy-ip-1-Local-RBM]action pass

[

[

[MO9K2-security-policy-iplrule name RBM-Local
[MO9K2-security-policy-ip-2-RBM-Local]source-zone RBM
[

M9K2-security-policy-ip-2-RBM-Local]destination-zone Local

[M9K2-security-policy-ip-2-RBM-Local]action pass

# I B RBM f2 8 IE A0 1P bty 11.1.1.1, 3 54 BRAH) 66064

<MI9K2>system-view
[M9K2] remote-backup group
[M9K2-remote-backup-group] remote-ip 11.1.1.1

# IiC B RBM 2l IHIE (9 A 1P ity 11.1.1.2,
[M9K2-remote-backup-group]local-ip 11.1.1.2

# LB RBM HOEURIHE, A% 5] (5 42 1 0 T 1) P BE B s 222 5T
[MO9K2-remote-backup-group]data-channel interface FortyGigE7/0/2
# 0 B RO A LA O & B .
[M9K2-remote-backup-group]device-role secondary

# lCE RBM WHLAR RO &8 (BRIAR E&ED .
[M9K2-remote-backup-group]undo backup-mode

# I 5 RBM #4& IR

[M9K2-remote-backup-group]hot-backup enable

#IT R B B HE & mIIRe.
[M9K2-remote-backup-group]configuration auto-sync enable

#IT R B S —BUER A TiRg, JFBE NN 12 /i,
[M9K2-remote-backup-group]configuration sync-check interval 12
#JF/5 RBM XL S B V) Dhfe,  HAER VIR Ry 1 70
[M9K2-remote-backup-group]delay-time 1

# il B RBM 5 VRRP 4%, 7E8: 11 FortyGigE7/0/1 1] VRRP &34 1,
20.1.1.3, JACE HJE T VRRP standby 4.

[M9K2]interface FortyGigE7/0/1

[M9K2-FortyGigE7/0/1]vrrp vrid 1 virtual-ip 20.1.1.3 standby

# il B RBM 5 VRRP 4%, 7E8:11 FortyGigE7/0/4 1] VRRP %341 2,
30.1.1.3, JACEHJE T VRRP standby 4.

[MO9K2]interface FortyGigE7/0/4

[M9K2-FortyGigE7/0/4]vrrp vrid 2 virtual-ip 30.1.1.3 standby

# i A7AE HTTP 2 DNS MBI E, I TR0 B 2 1 %40 DI fe -
<M9K2> system

[M9K2]session synchronization http

[M9K2]session synchronization dns

e & SW1

FORADL 1P itk Dy

HEAL 1P ik Jy

# 7£ SW1 L% VLAN 10, FH&ER: MOK1. MOK2 iz s B Rk TR 2R, B8

BN Access, FEFFEE DI VLAN 10.
At & SW2

# {E SW2 FAIZ VLAN 10, FE5i%Ed: MOK1. MOK2 [ M4 Bl TA/EE — 28, 4t

KA Access, FBHE I VLAN 10.
17



(6) BCE Router
#LE SR, RN ENFET —Bk 1P il VRRP #4341 1 (it 20.1.1.3,
4 Internet JEE T —BhHLhE A H B2 OO 1P Rk

(7) WENME
#L E EHLERA M SN VRRP %4340 2 F stk 30.1.1.3.

5.2 M9000 VRRP+RBM3 3 20 W B A T e

5.21 AMER

Wk 5-2 Pis, 2 & MOK I =7 FUER B A SR S AR 48, B K23 S0l AL N AT 2SS bLgE

o
[E]5-2 VRRP+RBM W 348 £ A T e 4H M [E]

Active group(VRID 1) /™~
Master (VRRP) "/

Stanby group(VRID 1)

_______ o Backup (VRRP)

Standby group(VRID 2) / 7 Active group(VRID 2)
Backup (VRRP) Master (VRRP)

FGE7/0/1 FGE7/0/1

4 FGE7/0/2 FGE7/0/2

RBM-chanel

FGE7/0/4 FGE7/0/4
Active group(VRID 3) Stanby group(VRID 3)

Master (VRRP) N 4 Backup (VRRP)
Standby group (VRID 4) “-.\... 'hbd 7/ .. * Active group(VRID 4)
Backup (VRRP) [ NS Master (VRRP)

SIE

5.2.2 BLEER

o MERIMHIFIMAZ AR, RELRTTIA.
o ME RBMA, G&HHEIEMBHmIEE, & EE.
e [E VRRP &MHh4.
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523 ELELR

(1) AR A IR — 2

# (RS T &y BRI RE 2 BT, 15 S0 PRAIE 32/ 48 15 A% BB A2 R B8 RN B A A 35 P — 2
2) FE MIK1

#ECE O IP bk, B I 2 A,

[MOK1l]interface FortyGigE 7/0/2

[M9K1-FortyGigE7/0/2]ip address 11.1.1.1 255.255.255.0
[MO9K1l]interface FortyGigE 7/0/1

[MO9K1-FortyGigE7/0/1]ip address 20.1.1.1 255.255.255.0
[MO9K1]interface FortyGigE 7/0/4

[M9K1-FortyGigE7/0/4]1ip address 30.1.1.1 255.255.255.0
[M9K1]security-zone name Untrust
[M9K1l-security-zone-Untrust]import interface FortyGigE7/0/1
[M9K1l]security-zone name Trust
[MO9K1l-security-zone-Trust]import interface FortyGigE7/0/4
[M9K1]security-zone name RBM

[MO9K1l-security-zone-RMB]import interface FortyGigE7/0/2
# W0 E AN, JHGE Trust 2 Untrust 22418

[M9K1l]security-policy ip

[M9Kl-security-policy-ipJrule name Trust-Untrust
[MO9Kl-security-policy-ip-0-Trust-Untrust]source-zone Trust
[MO9K1l-security-policy-ip-0-Trust-Untrust]destination-zone Untrust
[MI9Kl-security-policy-ip-0-Trust-Untrust]action pass

# W0 B 22 A SR 2 4t RBM 5 %2 4235 Local 2 [ 4R SC L@, fRE RBM i g 32 ).

[M9K1l]security-policy ip

[M9Kl-security-policy-ip]rule name Local-RBM
[MI9Kl-security-policy-ip-1-Local-RBM]source-zone Local
[MO9K1l-security-policy-ip-1-Local-RBM]destination-zone RBM
[MI9Kl-security-policy-ip-1-Local-RBM]action pass
[MO9Kl-security-policy-ip]rule name RBM-Local
[M9K1l-security-policy-ip-2-RBM-Local]source-zone RBM
[MO9Kl-security-policy-ip-2-RBM-Local]destination-zone Local
[MI9Kl-security-policy-ip-2-RBM-Local]action pass

# I B RBM f2 I8 IE A0 3 1P Mkl 11.1.1.2, S H 54 FH BRI 66064
[M9K1]remote-backup group
[M9K1l-remote-backup-group] remote-ip 11.1.1.2

# i B RBM f% I8 8 1) A 1P bty 11.1.1.1.
[M9K1l-remote-backup-group]local-ip 11.1.1.1

# [ B RBM RO EIE, ARS8 A 2 08 T8 X P BE B i 2 5T
[MO9K1-remote-backup-group]data-channel interface FortyGigE7/0/2
# BCE BRI B M OO EE B,
[M9K1l-remote-backup-group]device-role primary

# IiC B RBM UL AR O R

[M9K1l-remote-backup-group]backup-mode dual-active
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# JF 5 RBM #4& IR

[MO9K1l-remote-backup-group]lhot-backup enable

#IT R B B HE & mIIRE.

[M9K1l-remote-backup-group]configuration auto-sync enable

# TR EE S —BUER AR, JFBE AN 12 /i,
[M9K1l-remote-backup-group]configuration sync-check interval 12

#IF/5 RBM XL S B ) Dhfe,  HAER VIR R 1 70
[M9K1l-remote-backup-group]delay-time 1

# 1 RBM 5 VRRP 8, 7E3: 11 FortyGigE7/0/1 2 VRRP #4341 1, ol IP Hulik Ay
20.1.1.3, JFECEIJE T VRRP active 4.

[MO9K1l]interface FortyGigE7/0/1
[M9K1-FortyGigE7/0/1]vrrp vrid 1 virtual-ip 20.1.1.3 active

# il RBM 5 VRRP 3., 7E4: 11 FortyGigE7/0/1 2 VRRP &4 2, el IP duhik Ay
20.1.1.4, JFACE 8T VRRP standby 41

[MOK1l]interface FortyGigE7/0/1
[M9K1-FortyGigE7/0/1]vrrp vrid 2 virtual-ip 20.1.1.4 standby

# 0% RBM 5 VRRP 2., 7E8:11 FortyGigE7/0/4 B VRRP & 41 3, H il IP Hudly
30.1.1.3, J#AcE HJE T VRRP active 4.

[MOK1l]interface FortyGigE7/0/4
[M9K1-FortyGigE7/0/4]vrrp vrid 3 virtual-ip 30.1.1.3 active

# 8 RBM 5 VRRP 0, 7681 FortyGigE7/0/4 f 8 VRRP %& (4 4, &l 1P bk
30.1.1.4, JicEHJET VRRP standby 4.

[MO9K1l]interface FortyGigE7/0/4

[M9K1-FortyGigE7/0/4]vrrp vrid 4 virtual-ip 30.1.1.4 standby

# HA7AE HTTP 2 DNS BB AIE, I 7T R0 B 2 1 %40 DI Re -
<M9K1>system

[M9K1l]session synchronization http

[M9K1l]session synchronization dns

o & MIK2
# BCE I IP Ml K% FOInN 22 4tk

[MO9K2]interface FortyGigE 7/0/2

[M9K2-FortyGigE7/0/2]ip address 11.1.1.2 255.255.255.0
[MO9K2]interface FortyGigE 7/0/1

[M9K2-FortyGigE7/0/1]ip address 20.1.1.2 255.255.255.0
[M9K2]interface FortyGigE 7/0/4

[M9K2-FortyGigE7/0/4]ip address 30.1.1.2 255.255.255.0
[M9K2]security-zone name Untrust
[M9K2-security-zone-Untrust]import interface FortyGigE7/0/1
[M9K2]security-zone name Trust
[MO9K2-security-zone-Trust]import interface FortyGigE7/0/4
[M9K2]security-zone name RBM

[

MOK2-security-zone-RMB] import interface FortyGigE7/0/2
# W0 E AN, JHGE Trust & Untrust 22415

[M9K2]security-policy ip

[MO9K2-security-policy-ipJrule name Trust-Untrust
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[MO9K2-security-policy-ip-0-Trust-Untrust]source-zone Trust
[MO9K2-security-policy-ip-0-Trust-Untrust]destination-zone Untrust
[MO9K2-security-policy-ip-0-Trust-Untrust]action pass
# T 2 A SR A 22 At RBM 5 %2 4235, Local 2 [B] 4R SCHIE,  fR3F RBM i £ 3 3 .
MI9K2]security-policy ip
M9K2-security-policy-iplrule name Local-RBM

M9K2-security-policy-ip-1-Local-RBM]source-zone Local

M9K2-security-policy-ip-1-Local-RBM]action pass
MO9K2-security-policy-ip]rule name RBM-Local

[
[
[
[MI9K2-security-policy-ip-1-Local-RBM]destination-zone RBM
[
[
[MO9K2-security-policy-ip-2-RBM-Local]source-zone RBM

[

M9K2-security-policy-ip-2-RBM-Local]destination-zone Local
[M9K2-security-policy-ip-2-RBM-Locallaction pass
# Tic B RBM $2 il (% 1P Hubk>hy 11.1.1.1, 5 1548 FH BRIA ¥ 66064
<M9K21>system-view

[MO9K2] remote-backup group

[M9K2-remote-backup-group] remote-ip 11.1.1.1

# i B RBM J% I8 18 1) A 1P Hiht oy 11.1.1.2,
[MI9K2-remote-backup-group] local-ip 11.1.1.2

# I E RBM AUBUEIEIE , A2 (3 42 138 T P ) B B A ST
[MO9K2-remote-backup-group]data-channel interface FortyGigE7/0/2
# B A e A OO B
[M9K2-remote-backup-group]device-role secondary

# [ B RBM XL AR O W R
[M9K2-remote-backup-group]backup-mode dual-active

# JFJ5 RBM #v& e

[M9K2-remote-backup-group]hot-backup enable

# JPRBCESE S A% ThEe.
[M9K2-remote-backup-group]configuration auto-sync enable

# TR EE S —BUER AR, JFBE RN 12 /i),
[MI9K2-remote-backup-group]configuration sync-check interval 12
#JF/5 RBM XL I RI ) DRE,  HAEIR VIR R 1 738
[M9K2-remote-backup-group]delay-time 1

# il B RBM 5 VRRP 4%, 7E3: 11 FortyGigE7/0/1 81l VRRP & 4341 1, FLmdil IP Hhk Ay
20.1.1.3, JACE HJE T VRRP standby 4.

[MO9K2]interface FortyGigE7/0/1
[M9K2-FortyGigE7/0/1]vrrp vrid 1 virtual-ip 20.1.1.3 standby

# I E RBM 5 VRRP CHk. 7E#11 FortyGigE7/0/1 6% VRRP 474 2, FH 4L IP Hikik oy
20.1.1.4, JFBECE R T VRRP active 4.

[MO9K2]interface FortyGigE7/0/1
[MI9K2-FortyGigE7/0/1]vrrp vrid 2 virtual-ip 20.1.1.4 active

# it E RBM 5 VRRP KBk, 7310 FortyGigE7/0/4 €)% VRRP #%r2 3, FHEE#L IP #uht A
30.1.1.3, HHEHJET VRRP standby 41.
[MO9K2]interface FortyGigE7/0/4
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[M9K2-FortyGigE7/0/4]vrrp vrid 3 virtual-ip 30.1.1.3 standby
# il 8 RBM 5 VRRP B, 7E8:11 FortyGigE7/0/4 il VRRP %4341 4, &L 1P ik Hy
30.1.1.4, HECEIET VRRP active 4.

[MO9K2]interface FortyGigE7/0/4

[MI9K2-FortyGigE7/0/4]vrrp vrid 4 virtual-ip 30.1.1.4 active

# A APAE HTTP 22 DNS B WM R, & T T R R B #2515 25 40 Th g o
<M9K2> system

[M9K2]session synchronization http

[M9K2]session synchronization dns

il & SWA1
# 7€ SW1 6% VLAN 10, FE¥ER: MOK1. MOK2 4 i B i TAEAE — BRI, 0%
PR AK Access, FHAGHETINA VLAN 10.

fil & SW2
# 76 SW2 LA VLAN 10, FFH5 %48 MOK1. MOK2 fi4: N B TAE/E 20, #2104
ALK Access, FHKHEE TN VLAN 10.

AL E Router
#EWHGEE, BE S NMRER T Bk IP kA VRRP #4341 1 1L 1P Mkt
20.1.1.3, ZAERH MW NMRER T —Bk IP Hitk v VRRP %4320 1 (15240 1P ik
20.1.1.4, ZA4E Internet = 1)~ —Bk 1P Huhik >y o 42 OO 6 1P Hhuhik

W= EN
#IELE 0 EAERIAM SN VRRP #4340 3 L IP shiik 30.1.1.3, BLE 5 —#6r EM
MIERIN I VRRP #4 4 L IP Btk 30.1.1.4.
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5.3 M9000 VRRP+RBM=E ZBM F EI7SNATE AR I EE
5.3.1 AMFEKR

[£5-3 VRRP+RBM £ &AM 7S NAT EARTHEELH R [E

Active group(VRID 1) Standby group (VRID 1)
Master (VRRP) Backup (VRRP)
FGE7/0/1 FGE7/0/1

FGE7/0/2 FGE7/0/2

RBM-chanel

FGE7/0/4 FGE7/0/4

Active group(VRID 2) Standby group (VRID 2)
Master (VRRP) Backup (VRRP)

5.3.2 BCE B

o Bt E VRRP+RBM = 7% 2H Y AL Al e &
o MUE NAT ki, HulibihgiE VRRP &4
o MM HEhA NAT L E.

533 ELELR

(1) HHE VRRP+RBM T #4115
# 225 L “M9000 1) VRRP+RBM F & HMIEARDIfE” 58 A MR IC &
(2) FECEZNE NAT

TEULIR B 244, AN G AR A 2 MOK L IE B NAT [IAHCECE, M9K1 L) NAT it
B2 HED B ME B & MIK2.,
# ic B NAT bk 1, Hibhb s RVaE M 139.1.1.1 £ 139.1.1.80.
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[MO9K1l]lnat address-group 1

[MO9Kl-address—-group-l]address 139.1.1.1 139.1.1.80
# BCE NAT Hitibith 1 5 VRRP &4 1 915€E

[M9Kl-address-group-1l]vrrp vrid 1

# RO ERCE T FshA AL B, o vE A 1 S e AT U A e e, R AE
Pt I R P A o 5 R

[MO9K1]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]nat outbound address—-group 1

5.4 M9000 VRRP+RBMM F2HM A m7ANATE KI5
5.4.1 AMER

[£15-4 VRRP+RBM X 40 M &7 NAT EANTh e 4E M &

Active group(VRID 1) ) N

_________________________ Stanby group (VRID 1)
Master (VRRP) 7 N

_________________ Backup (VRRP)
Standby group (VRID 2) Active group(VRID 2)
Backup (VRRP) Master (VRRP)

FGE7/0/1

M9K1 | FGE7/0/2 FGE7/0/2 | MOK2
RBM—-chanel
FGE7/0/4 FGE7/0/4
Active group(VRID 3) Stanby group(VRID 3)
Master(VRRP) N\ Backup (VRRP)
Standby group (VRID 4) < 2 Active group (VRID 4)
Backup (VRRP) Master (VRRP)

A L

5.4.2 BEERK

e [LE VRRP+RBM = 4% 4 M B AL &

o MUE NAT ki, HulibihgiE VRRP &1 4.
o RHMNIH T HEhA NAT i E.
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543 BLELR

(1)

(2)

it @ VRRP+RBM == 4% 2H [0 3455
# 22 L) “M9000 ff) VRRP+RBM X = M EEARThRE” 5e il A EEIE E .
it B #Zh 4 NAT

FEMECE 25 rh, AN RE EAE A A MOKT BIECE NAT FIAHCHECE, M9K1 L[#) NAT Ad
B ANFERD BNEH B % MOK2.

# OB NAT Hihib2e 1, bk pl ARy 139.1.1.1 2] 139.1.1.80.
[M9K1l]nat address-group 1

[MO9Kl-address—-group-l]address 139.1.1.1 139.1.1.80

# B NAT #ihibith 1 5 VRRP %2 1 485E .
[M9K1l-address-group-1l]vrrp vrid 1

# MCE NAT bbb 2, bk pl 5296 Dy 139.1.2.1 £ 139.1.2.80.
[M9K1l]nat address-group 2

[M9K1l-address-group-2]address 139.1.2.1 139.1.2.80

# B NAT #ihibith 1 5 VRRP %2 1 485E .

[M9K1l-address-group-2]vrrp vrid 2

#ICE ACL 3000, fX7u¥F 30.1.1.1/25 M B4k SCid it

[M9K1l]acl advanced 3000

[M9Kl-acl-ipv4-adv-3000]rule permit ip source 30.1.1.1 0.0.0.127
#ICE ACL 3001, fXsu¥F 30.1.1.129/25 W Bt 14k SCid i

[M9K1l]acl advanced 3001

[M9Kl-acl-ipv4-adv-3001l]rule permit ip source 30.1.1.129 0.0.0.127

# AR ERCE U7 1 ShA sk e, SO VFE I ZE 1 A gk xS LS ACL 3000 i 3C
BEAT IR R4, PRI R P FE R s SUVRAE Al 4 2 g 1P bk DL RS
ACL 3001 i SCHEAT IR e e, IR AR e Bt A o (6 i i 11 45 2

[MOK1l]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]nat outbound 3000 address-group 1

[M9K1-FortyGigE7/0/1]1nat outbound 3001 address-group 2

5.5 M9000 7SR +RBMIE & 4H M B A Ih BE

5.5.1 ARMFEXK

Mk 5-5 PR, 2 G P KERE T = 2 FUER R N SR A5 A4S, B K23l AL S AT 2SS b

.
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[E]5-5 B H+RBM F &40 M E AT 5E4H W [E]

Device B
FGE7/0/4 FGE7/0/4

Cost 6000

FGEO/0/1 FGEO0/0/2

Sw2

PC2

5.5.2 BCE B

o MERIMHIFIMAZ AR, RIEERmTTIL.
o E RBMA, Q& EHHEIEMMIEE, &mRAEE.
o FEZNSHKH.

553 ELELR

(1) BRI & I R A A 85— 5

# TENCE i A BRI R /T, 1 S0 PRAIE 35 /4% B 48 [ RS PR S58 AN R AR R B 1 — S0k o
(2) BcE Device A

#ECER O P b, K CUn A

[Device Alinterface FortyGigE 7/0/2

[Device A-FortyGigE7/0/2]ip address 11.1.1.1 255.255.255.0
[Device Alinterface FortyGigE 7/0/1

[Device A-FortyGigE7/0/1]ip address 20.1.1.1 255.255.255.0
[Device Alinterface FortyGigE 7/0/4

[Device A-FortyGigE7/0/4]ip address 30.1.1.1 255.255.255.0
[Device Alsecurity-zone name Untrust

[Device A-security-zone-Untrust]import interface FortyGigE7/0/1
[Device Alsecurity-zone name Trust

[Device A-security-zone-Trust]import interface FortyGigE7/0/4
[Device Alsecurity-zone name RBM

[Device A-security-zone-RMB]import interface FortyGigE7/0/2

# Wil B 224 5R0E, JHU0E Trust £ Untrust 224348,
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[Device Alsecurity-policy ip

[Device A-security-policy-ip]rule name Trust-Untrust

[Device A-security-policy-ip-0-Trust-Untrust]source-zone Trust
[Device A-security-policy-ip-0-Trust-Untrust]destination-zone Untrust

[Device A-security-policy-ip-0-Trust-Untrust]action pass
# 0B A RS 2 A8 RBM 522 4235k Local 2 [W] (4l SCELIE,  {RiUFE RBM il iE &7 %2 .

[Device Alsecurity-policy ip

[Device A-security-policy-ip]rule name Local-RBM

[Device A-security-policy-ip-1-Local-RBM]source-zone Local

[Device A-security-policy-ip-1l-Local-RBM]destination-zone RBM
[Device A-security-policy-ip-1-Local-RBM]Jaction pass

[Device A-security-policy-iplrule name RBM-Local

[Device A-security-policy-ip-2-RBM-Local]source-zone RBM

[Device A-security-policy-ip-2-RBM-Local]destination-zone Local
[Device A-security-policy-ip-2-RBM-Locallaction pass

HIL B 2 A TR IS 22 A3k Trust Al Untrust 5 %2 4238 Local 2 [AIFR SCHE, FRUEShAS #% i)
[Device Alsecurity-policy ip

[Device A-security-policy-ip]rule name Local-Trust

[Device A-security-policy-ip-3-Local-Trust]source-zone Local
[Device A-security-policy-ip-3-Local-Trust]destination-zone Trust
[Device A-security-policy-ip-3-Local-Trust]action pass

[Device A-security-policy-ip]lrule name Trust-Local

[Device A-security-policy-ip-4-Trust-Local]source-zone Trust
[Device A-security-policy-ip-4-Trust-Localldestination-zone Local
[Device A-security-policy-ip-4-Trust-Locallaction pass

[Device A-security-policy-ip]rule name Local-Unrust

[Device A-security-policy-ip-5-Local-Untrust]source-zone Local
[Device A-security-policy-ip-5-Local-Untrust]destination-zone Untrust
[Device A-security-policy-ip-5-Local-Untrust]action pass

[Device A-security-policy-ip]rule name Unrust Local

[Device A-security-policy-ip-6-Untrust-Local]source-zone Untrust
[Device A-security-policy-ip-6-Untrust-Local]ldestination-zone Local

[Device A-security-policy-ip-6-Untrust-Local]action pass
# [ B RBM 5@ 18 (%G o 1P Mkt 11.1.1.2, 3t 11548 F BRI ) 60064 .

[Device A]remote-backup group

[Device A-remote-backup-group]remote-ip 11.1.1.2

# 0B RBM #2508 IE f A 1P Hihik oy 11.1.1.1.

[Device A-remote-backup-group]local-ip 11.1.1.1

# [ B RBM ROEmEIE, ARS8 F 2 08 T8 F P BE B s 2 3T

[Device A-remote-backup-groupldata-channel interface FortyGigE7/0/2
# o B e 08 B 0 1 B A

[Device A-remote-backup-group]device-role primary

# 715 RBM #4& IR

[Device A-remote-backup-group]hot-backup enable

# T RBCEE B Bl & HIfe.
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[Device A-remote-backup-group]configuration auto-sync enable

# TR BCEE S — BB B ThRE, JFRE I 12 /M

[Device A-remote-backup-group]configuration sync-check interval 12

#JT)3 RBM XML il & ) Dhe,  HAEB VRIS )24 30 734

[Device A-remote-backup-groupldelay-time 30

# JF /5 RBM AR50 &% E 32888 (Wi OSPF ITFE(E T RE, JF LA B 7 20 4138 15 T4
fE, 4ixHE 7y 6000,

[Device A-remote-backup-groupladjust-cost ospf enable absolute 6000

# fL B s L OSPF Bifig, OSPF WMl B 5 IBER T A B L PR KR BRIABC & BRI W]
[Device Alrouter id 20.1.1.1

[Device AlJospf

[Device A-ospf-llarea 0

[Device A-ospf-l-area-0.0.0.0]network 20.1.1.0 0.0.0.255

[Device A-ospf-l-area-0.0.0.0]network 30.1.1.0 0.0.0.255

# 17 Track 1 1 5811 FortyGigE 7/0/1 S5 BOIRASFREL
[Device Altrack 1 interface FortyGigE 7/0/1 physical
# B)7 Track 7l 2 542 01 FortyGigE 7/0/4 B R A 528k
[Device Altrack 2 interface FortyGigE 7/0/4 physical

# i E RBM 5% 5 N4 1 F1 2 [ Track S .

[Device A]lremote-backup group
[Device A-remote-backup-group]track 1

[Device A-remote-backup-group]track 2

fid & Device B
#ECE O IP Huhib, B4 DN 2 .

[Device Blinterface FortyGigE 7/0/2

[Device B-FortyGigE7/0/2]ip address 11.1.1.2 255.255.255.0
[Device Blinterface FortyGigE 7/0/1

[Device B-FortyGigE7/0/1]ip address 20.1.10.2 255.255.255.0
[Device Blinterface FortyGigE 7/0/4

[Device B-FortyGigE7/0/4]ip address 30.1.10.2 255.255.255.0
[Device Blsecurity-zone name Untrust

[Device B-security-zone-Untrust]import interface FortyGigE7/0/1
[Device Blsecurity-zone name Trust

[Device B-security-zone-Trust]import interface FortyGigE7/0/4
[Device B]security-zone name RBM

[Device B-security-zone-RMB]import interface FortyGigE7/0/2
# W E AN, JBGE Trust & Untrust 22418

[Device B]security-policy ip

[Device B-security-policy-ip]rule name Trust-Untrust

[Device B-security-policy-ip-0-Trust-Untrust]source-zone Trust
[Device B-security-policy-ip-0-Trust-Untrust]destination-zone Untrust
[Device B-security-policy-ip-0-Trust-Untrust]action pass

# WO B 2 A SR 22 4t RBM 5 %2 4235 Local 2 [B] 4R SC LI, fRiE RBM i 857 ) .

[Device B]security-policy ip
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[Device B-security-policy-ip]rule name Local-RBM

[Device B-security-policy-ip-1-Local-RBM]source-zone Local

[Device B-security-policy-ip-1-Local-RBM]destination-zone RBM
[Device B-security-policy-ip-1-Local-RBM]Jaction pass

[Device B-security-policy-ip]rule name RBM-Local

[Device B-security-policy-ip-2-RBM-Local]source-zone RBM

[Device B-security-policy-ip-2-RBM-Local]destination-zone Local
[Device B-security-policy-ip-2-RBM-Locallaction pass

HIIC B 224 HEWE A 22 435 Trust A1 Untrust 5224238 Local 2 8] i SCHIE,  PRUEZD A ]
LA R 2 o

[Device Blsecurity-policy ip

[Device B-security-policy-ip]rule name Local-Trust

[Device B-security-policy-ip-3-Local-Trust]source-zone Local
[Device B-security-policy-ip-3-Local-Trust]destination-zone Trust
[Device B-security-policy-ip-3-Local-Trust]action pass

[Device B-security-policy-ip]rule name Trust-Local

[Device B-security-policy-ip-4-Trust-Local]source-zone Trust
[Device B-security-policy-ip-4-Trust-Localldestination-zone Local
[Device B-security-policy-ip-4-Trust-Locallaction pass

[Device B-security-policy-ip]rule name Local-Unrust

[Device B-security-policy-ip-5-Local-Untrust]source-zone Local
[Device B-security-policy-ip-5-Local-Untrust]destination-zone Untrust
[Device B-security-policy-ip-5-Local-Untrust]action pass

[Device B-security-policy-ip]rule name Unrust Local

[Device B-security-policy-ip-6-Untrust-Local]source-zone Untrust
[Device B-security-policy-ip-6-Untrust-Localldestination-zone Local
[Device B-security-policy-ip-6-Untrust-Locallaction pass

# Iic B RBM 28 fonrm 1P Huhkoy 11.1.1.1, 3 15 BRIART 60064

[Device B]remote-backup group

[Device B-remote-backup-group]remote-ip 11.1.1.1
# i B RBM f% I8 T8 1) A 1P bty 11.1.1.2.
[Device B-remote-backup-group]local-ip 11.1.1.2
# [ B RBM ROEEIE, A5 (5 FH 2 08 T8 F P BE B s 2 3T
[Device B-remote-backup-groupldata-channel interface FortyGigE7/0/2
# BCE BRI B M OO EE B,
[Device B-remote-backup-group]device-role secondary
# It 3 RBM #4& Thfie.
[Device B-remote-backup-group]hot-backup enable
#IT R BB HE & IIRe.
[Device B-remote-backup-group]configuration auto-sync enable
# TR EEE —BUERERE, JFBE AN 12 /i),
[Device B-remote-backup-group]configuration sync-check interval 12
#I1/5 RBM XL LR B ) DhfE,  HAER VIR K 8]y 30 708
[Device B-remote-backup-groupldelay-time 30
# JT)8 RBM 51525 B AR d1 i OSPF HIJFAHELIRE, JFLALEX B 7 200 1 2 T4
{H, #E%I{E N 6000,
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[Device B-remote-backup-groupladjust-cost ospf enable absolute 6000

# ML B L OSPF Ljfg, OSPF Wl H 5 HIBEH T A B A AR KR BRABC & BRI W]
Device Blrouter id 20.1.10.1

Device B]ospf

Device B-ospf-l]area O

Device B-ospf-l-area-0.0.0.0]network 20.1.10.0 0.0.0.255

[Device B-ospf-l-area-0.0.0.0]network 30.1.10.0 0.0.0.255

# 6% Track 7 1 53171 FortyGigE 7/0/1 SEHEIRAS 20 .
[Device Bltrack 1 interface FortyGigE 7/0/1 physical
# B)% Track Tl 2 542 0 FortyGigE 7/0/4 55 R A 528k
[Device B]track 2 interface FortyGigE 7/0/4 physical

#E RBM 5554 1 1 2 ¥ Track TiEES) .

[Device B]remote-backup group

[
[
[
[

[Device B-remote-backup-group]track 1

[Device B-remote-backup-group]track 2

4)  HE SW1
# Wit B 2 11 FortyGigEO/0/1 11 IP Htdik- 9 20.1.1.2/24
# Wi B4 1 FortyGigEO/0/1 1 IP Mtk 20.1.10.2/24
# ML & OSPF 2% H PR, PRIUER FH AT

(5) HLEH SW2
# B %10 FortyGigE0/0/1 11 IP Hiti 7y 30.1.1.2/24
# Wi B #2101 FortyGigE0/0/1 ¥ IP Htdi- 7y 30.1.10.2/24
# I E OSPF B HI P, PRIUERE AT

5.6 M9000 zh7s i H+RBMX E 2H M E K IhgE
5.6.1 AMFEKR

ik 5-6 Fio, 2 G P KIS =7 FOER B SR S AN 48, B K73 Sl AL N AT 2SS bl
.
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[&]5-6 h7SHEEH+RBM W ELH M E AT 5ELH M [E]

Device B
FGE7/0/4 FGE7/0/4

FGEO/0/1 FGEO0/0/2

Sw2

PC2

5.6.2 BCE B

(LN mB: R )| N7 oo - P VST 2 TR B
FCE RBM 41, & fhl@iE M EiE, & mBatsEEe.
Pl B B it

5.6.3 BLELTR

(1)

(2)

B PR £ B0 B BB AL A 855 — B

# EPC B i A S BRI RE /T, 15 S0 DRAIE 35 /2% 1 28 0 R AR A S50 R0 SRR R 15 1) — B0k o
fic & Device A

# ECE P Mk, B8 DA A

Device Alinterface FortyGigE 7/0/2
Device A-FortyGigE7/0/2]ip address 11.1.1.1 255.255.255.0
Device Alinterface FortyGigE 7/0/1
Device A-FortyGigE7/0/1]ip address 20.1.1.1 255.255.255.0

[

[

[

[

[Device Alinterface FortyGigE 7/0/4

[Device A-FortyGigE7/0/4]ip address 30.1.1.1 255.255.255.0
[Device Alsecurity-zone name Untrust

[Device A-security-zone-Untrust]import interface FortyGigE7/0/1
[Device Alsecurity-zone name Trust

[Device A-security-zone-Trust]import interface FortyGigE7/0/4
[Device Alsecurity-zone name RBM

[Device A-security-zone-RMB]import interface FortyGigE7/0/2
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# Wil B 224 5R0E, JHOE Trust £ Untrust 224348,

[Device Alsecurity-policy ip

[Device A-security-policy-ip]rule name Trust-Untrust

[Device A-security-policy-ip-0-Trust-Untrust]source-zone Trust
[Device A-security-policy-ip-0-Trust-Untrust]destination-zone Untrust

[Device A-security-policy-ip-0-Trust-Untrust]action pass
# W0 B 2 A R AT 22 438 RBM 5 %2 4285 Local 2 (B 4R SCH3d, fRIUE RBM JH1E &7 )

[Device Alsecurity-policy ip

[Device A-security-policy-ip]rule name Local-RBM

[Device A-security-policy-ip-1-Local-RBM]source-zone Local

[Device A-security-policy-ip-1l-Local-RBM]destination-zone RBM
[Device A-security-policy-ip-1-Local-RBM]action pass

[Device A-security-policy-ip]lrule name RBM-Local

[Device A-security-policy-ip-2-RBM-Local]source-zone RBM

[Device A-security-policy-ip-2-RBM-Localldestination-zone Local
[Device A-security-policy-ip-2-RBM-Local]action pass

#IC B 274 TRBE AT 22 453 Trust A1 Untrust 5 %2435, Local 2 [8) 4R S3C Bl , ARAEsh AR T
LLB R A

[Device A]lsecurity-policy ip

[Device A-security-policy-ip]rule name Local-Trust

[Device A-security-policy-ip-3-Local-Trust]source-zone Local
[Device A-security-policy-ip-3-Local-Trust]destination-zone Trust
[Device A-security-policy-ip-3-Local-Trust]action pass

[Device A-security-policy-ip]rule name Trust-Local

[Device A-security-policy-ip-4-Trust-Local]source-zone Trust
[Device A-security-policy-ip-4-Trust-Local]destination-zone Local
[Device A-security-policy-ip-4-Trust-Locallaction pass

[Device A-security-policy-ip]lrule name Local-Unrust

[Device A-security-policy-ip-5-Local-Untrust]source-zone Local
[Device A-security-policy-ip-5-Local-Untrust]destination-zone Untrust
[Device A-security-policy-ip-5-Local-Untrust]action pass

[Device A-security-policy-ip]rule name Unrust Local

[Device A-security-policy-ip-6-Untrust-Local]source-zone Untrust
[Device A-security-policy-ip-6-Untrust-Localldestination-zone Local
[Device A-security-policy-ip-6-Untrust-Locallaction pass

# Iic B RBM 208 fonhm 1P Huhkoy 11.1.1.2, 3 15 BRIART 60064

[Device A]remote-backup group

[Device A-remote-backup-group]remote-ip 11.1.1.2

# Iic & RBM #2318 i) A< 1P Hidikoy 11.1.1.1.

[Device A-remote-backup-group]local-ip 11.1.1.1

# I E RBM HUEUIRIEIE , A2 (3 42 30 T8 P ) B B A ST

[Device A-remote-backup-groupldata-channel interface FortyGigE7/0/2
# o B e 08 B 0 1 B A

[Device A-remote-backup-groupldevice-role primary

# IiC B RBM XL s 9 X AR

[Device A-remote-backup-group]backup-mode dual-active
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# JF 5 RBM #4& IR

[Device A-remote-backup-group]hot-backup enable

# IPRBCES S A% IhEe.

[Device A-remote-backup-group]configuration auto-sync enable

# TR EE S —BUER AR, JFBE AN 12 /i,

[Device A-remote-backup-group]configuration sync-check interval 12

#I1/5 RBM XL LR B D) DhfE,  HAER VIR K 8]y 30 704 .

[Device A-remote-backup-groupldelay-time 30

#JT )5 RBM 5 i 4 L sl i 10 OSPF HIJFHHEIIRE, JF AL E J7 30 SR 15 T4
{H, #E%{E N 6000,

[Device A-remote-backup-groupladjust-cost ospf enable absolute 6000

# LB e L OSPF Bifig, OSPF Wl B 5 IBER T A (E R I PR KR BRIABC & BRI W]
[Device Alrouter id 20.1.1.1

[Device AlJospf

[Device A-ospf-llarea 0

[Device A-ospf-l-area-0.0.0.0]network 20.1.1.0 0.0.0.255

[Device A-ospf-l-area-0.0.0.0]network 30.1.1.0 0.0.0.255

# 1% Track 1 1 5811 FortyGigE 7/0/1 S5 BOIRAS R EL
[Device Altrack 1 interface FortyGigE 7/0/1
# f)7 Track Tl 2 542 0 FortyGigE 7/0/4 55 R 2528k
[Device Altrack 2 interface FortyGigE 7/0/4

# ICE RBM 55504 1 H1 2 () Track Hiks) .

[Device Alremote-backup group
[Device A-remote-backup-group]track 1

[Device A-remote-backup-group]track 2

fid & Device B
#ECER P bk, B8 N 2 A,

[Device Blinterface FortyGigE 7/0/2

[Device B-FortyGigE7/0/2]ip address 11.1.1.2 255.255.255.0
[Device Blinterface FortyGigE 7/0/1

[Device B-FortyGigE7/0/1]ip address 20.1.10.2 255.255.255.0
[Device Blinterface FortyGigE 7/0/4

[Device B-FortyGigE7/0/4]ip address 30.1.10.2 255.255.255.0
[Device Blsecurity-zone name Untrust

[Device B-security-zone-Untrust]import interface FortyGigE7/0/1
[Device B]security-zone name Trust

[Device B-security-zone-Trust]import interface FortyGigE7/0/4
[Device B]security-zone name RBM

[Device B-security-zone-RMB]import interface FortyGigE7/0/2
# W0 E AN, JHGE Trust & Untrust 22415

[Device B]security-policy ip

[Device B-security-policy-ip]rule name Trust-Untrust

[Device B-security-policy-ip-0-Trust-Untrust]source-zone Trust
[Device B-security-policy-ip-0-Trust-Untrust]destination-zone Untrust

[Device B-security-policy-ip-0-Trust-Untrust]action pass

33



# W0 B A R AT 2 438 RBM 5 %2 4235 Local 2 [ 4R SCH3d@, fRiFE RBM JH1E & 37 p ).
[Device Blsecurity-policy ip

[Device B-security-policy-ip]rule name Local-RBM

[Device B-security-policy-ip-1-Local-RBM]source-zone Local

[Device B-security-policy-ip-1-Local-RBM]destination-zone RBM
[Device B-security-policy-ip-1-Local-RBM]action pass

[Device B-security-policy-ip]rule name RBM-Local

[Device B-security-policy-ip-2-RBM-Local]source-zone RBM

[Device B-security-policy-ip-2-RBM-Local]ldestination-zone Local
[Device B-security-policy-ip-2-RBM-Local]action pass

HICL B 2 A TR IS 22 A3k Trust Al Untrust 5 %2 4238 Local 2[RIk SCHE, FRUEShAS #% Hh ]
[Device B]security-policy ip

[Device B-security-policy-ip]rule name Local-Trust

[Device B-security-policy-ip-3-Local-Trust]source-zone Local

[Device B-security-policy-ip-3-Local-Trust]destination-zone Trust
[Device B-security-policy-ip-3-Local-Trust]action pass

[Device B-security-policy-ip]rule name Trust-Local

[Device B-security-policy-ip-4-Trust-Local]source-zone Trust

[Device B-security-policy-ip-4-Trust-Localldestination-zone Local
[Device B-security-policy-ip-4-Trust-Locallaction pass

[Device B-security-policy-ip]rule name Local-Unrust

[Device B-security-policy-ip-5-Local-Unrust]source-zone Local
[Device B-security-policy-ip-5-Local-Unrust]destination-zone Unrust
[Device B-security-policy-ip-5-Local-Unrust]action pass

[Device B-security-policy-ip]rule name Unrust Local

[Device B-security-policy-ip-6-Unrust-Local]source-zone Unrust
[Device B-security-policy-ip-6-Unrust-Localldestination-zone Local
[Device B-security-policy-ip-6-Unrust-Locallaction pass

# Wi RBM #2513 18 3 1P by 11.1.1.4, 33t 10154 BRI 19 60064

[Device B]remote-backup group

[Device B-remote-backup-group]remote-ip 11.1.1.1

# i B RBM JZ I8 18 1) A 1P Hiht oy 11.1.1.2,

[Device B-remote-backup-group]local-ip 11.1.1.2

# I E RBM HUBUEEIE, A2 (3 42 130 3 P ) B B 4 5T
[Device B-remote-backup-groupldata-channel interface FortyGigE7/0/2
# MO E BRI B M OO EE B,

[Device B-remote-backup-groupldevice-role secondary

# IiC B RBM XL AR Oy R

[Device B-remote-backup-group]backup-mode dual-active

# I 5 RBM #4& IR

[Device B-remote-backup-group]hot-backup enable

# IPRBCE SR S A% ThEe.

[Device B-remote-backup-group]configuration auto-sync enable

#ITRBCEG S B EIIRE, JFREA BN 12 /i
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[Device B-remote-backup-group]configuration sync-check interval 12
#JT J5 RBM Bl im & [m) DhRe,  HAEBE V1Nt 8]y 30 734t .

[Device B-remote-backup-groupldelay-time 30

# JF )5 RBM R U0 L8588 Pl OSPF HIJTH(E T RE, JFRAZEXS B T7 200 A3 15 I 4

18, %Ay 6000,

[Device B-remote-backup-groupladjust-cost ospf enable absolute 6000

# LB e L OSPF Bifig, OSPF il B 5 IBER T A E R I DR KR BRIABC & BRI W]
Device B]router id 20.1.10.1

Device Blospf

Device B-ospf-llarea O

[
[
[
[Device B-ospf-l-area-0.0.0.0]network 20.1.10.0 0.0.0.255
[Device B-ospf-l-area-0.0.0.0]network 30.1.10.0 0.0.0.255

# 17 Track 1 1 5811 FortyGigE 7/0/1 55 BOIR AR EX
[Device B]track 1 interface FortyGigE 7/0/1 physical
# G % Track i 2 54 1 FortyGigE 7/0/4 BEBIR A I .
[Device Bltrack 2 interface FortyGigE 7/0/4 physical

#iE RBM 5% 58 1 fi1 2 #) Track TilEs) .

[Device B]remote-backup group
[Device B-remote-backup-group]track 1

[Device B-remote-backup-group]track 2

il & SW1
# Wit B 2 11 FortyGigEO/0/1 11 IP Htdik- 9 20.1.1.2/24
# Wit % 11 FortyGigEO/0/1 1 1P HukikJy 20.1.10.2/24
# ML E OSPF MHH M, fRUEESHHTTIA,

it & SW2
# Wi B4 11 FortyGigEO/0/1 1 IP Hiti 7y 30.1.1.2/24
# Wi 4% 11 FortyGigEO/0/1 1y IP Mkt 30.1.10.2/24
# I E OSPF B&HI P, PRIUERE I ATk
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5.7 M9000 mh7SEH+RBMEZABMFEHZSNATEARINEE
5.7.1 AMFEKR

[E]5-7 ZhASHE+RBM £ &AM P EN7S NAT EARTHHELHE W E

Costl A S\ Cost6000

RGEF/0/2  FGET/G/2

E RBM—-chanel

5.7.2 BCEER

o Iit® VRRP+RBM = #&2H W S i & .
o BEONHH BN NAT Bl E.

573 BLELR

(1) B E VRRP+RBM %4 M 15
# 2% U “M9000 NS4 I +RBM & 4B AR THRS ” 58 AL M A6 B .
(2) HECEZS NAT

TEMCHC B 280, AN TR EAE FE RS MOKT LACE NAT FIAHCHCE, MOK1 Ei) NAT AL
BH AL B AE B B% MOK2,

# MCE NAT bt 1, HhbpR RVERDY 139.1.1.1 ] 139.1.1.80.

[M9K1l]nat address-group 1

[MO9K1l-address—-group-l]address 139.1.1.1 139.1.1.80
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# RO ERCE T Fsh AL B, oA 1 SR AT U A e e, R A
Pt I R P A o B R

[MOK1l]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]nat outbound address-group 1

5.8 M9000 FN7ASEEEH+RBMX F 2H M Eh7SNATE AR I gE
5.8.1 ZAMEEK

[£]5-8 ZhASHH+RBM W ELAM F 7S NAT EARTHHELHE W E

Costl

FGET/0/1 _ FGET/0/1
FGE% 0/2 FGE7 2 2
M9K1 4 i MIK2
E RBM-chanel
FGE7/0/4 : FGE7/0/4

5.8.2 BCEER

Bt E VRRP+RBM = 7% 2H Y AL Al e &
o RHMNH T HEhA NAT iLE.

583 ELELR

(1) HE VRRP+RBM I #4115
# 2% LK) “M9000 HBh A5 % H+RBM 4 241 LA 1) g

by 2o

FE R AR
(2) FECEZNE NAT

70 MEHC B 250, AR SR AT MOKT FICE NAT HIAHSERCE, MOK1 E# NAT i
B2 B[P RN & MIK2,
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# LB NAT $hhbde 1, Hihbpl R EDy 139.1.1.1 # 139.1.1.80.

[MO9K1l]lnat address-group 1

[M9K1l-address-group-l]address 139.1.1.1 139.1.1.80

# IO B 1 NAT 3 SRR - Dhae . £ R IIRE PRI S)E, HERRGESHII TR
nat remote-backup port-alloc secondary fir4 . =58 H 54 BB BN —20m 1, W
B A BE BRI — 2w

[M9K1l]nat remote-backup port-alloc primary

# R0 ERCE U7 MshAS kR e, SOV A 1 S AT U A e e, R AE
L A P o 15 02

[MOK1l]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]lnat outbound address-group 1

5.9 M9000 RBM5E TrackBXshE ANIh&E
5.9.1 AMFEKR

[£15-9 VRRP+RBM = &40 [ £ A Th aE4H X [E]

Active group(VRID 1) Standby group (VRID 1)
Master (VRRP) Backup (VRRP)
FGE7/0/1 FGE7/0/1

5 FGE7/0/2 FGE7/0/2

RBM-chanel

FGE7/0/4 FGE7/0/4

Active group(VRID 2) Standby group (VRID 2)
Master (VRRP) Backup (VRRP)

5.9.2 BLE B

o Bt E VRRP+RBM = 7% 2H Y AL Al e &
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. it & Track 542 1 CHk.
e iE RBM#4E Track TicEk.

593 ELELTE

(1)  fE VRRP+RBM L% 4 M8

# 2% 1510 “MO000 HIZh A H+RBM E & L RSEATIAY " 52 R4 AR BT
(2) B TRACK 5050k

# 7t MOK1 L AI%E Track I 1 5811 FortyGigE 7/0/1 #EBIRAS KK

[M9K1]track 1 interface FortyGigE 7/0/1
# ¢ MOK1 |01 Track 5l 2 5% 1 FortyGigE 7/0/4 & BiR 45 5255
[M9K1]track 2 interface FortyGigE 7/0/4
# 76 MOK2 |-011% Track 5l 1 5311 FortyGigE 7/0/1 HEEIRAS Ik
[M9K2]track 1 interface FortyGigE 7/0/1
# 7£ MOK2 |87 Track 5l 2 5% 1 FortyGigE 7/0/4 HE#IRAS OCHK .
[M9K2]track 2 interface FortyGigE 7/0/4

(3) Hi'® RBM 415 Track JiJcHk
#7E M9K1 EALE RBM 5754 1 #1 2 (1) Track Bilkz)

[M9K1l] remote-backup group
[M9K1l-remote-backup-group]track 1
[MO9K1l-remote-backup-group]track 2

#1£ MOK2 LI E RBM 555y 1 /1 2 i) Track Hilkz) .

[M9K2] remote-backup group
[MO9K2-remote-backup-group]track 1
[MO9K2-remote-backup-group] track 2

#1E TRACK JCILI#2 1 M 2 fid &k RBM F 4 U1, HF RBM BRI fss k. k5%
RARE, BTRMEOR LSRR TG TR M B Track i

(4) & RBM 45 Track Ik
#£ MOK1 FECE RBM 5754 1 #1 2 (1] Track Tzl .

[M9K1l] remote-backup group
[MO9K1l-remote-backup-group]track 1
[M9K1l-remote-backup-group] track 2

#7£ MOK2 Lt E RBM 5754 1 F1 2 /) Track Tilts) .

[M9K2] remote-backup group
[M9K2-remote-backup-group]track 1
[M9K2-remote-backup-group] track 2

(5) WEB L& track TURAS

sem HRPRE #E
TRACK 1 ] Positive
TRACK 2 @ Positive
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5.10 M9000 VRRP IPv6+RBM¥* & B M E A IhEE
5.10.1 ¢AMEEK

K 5-12 fiios, 2 & MOK I = 2 SRR R A SR 25 AN 45, B K893l AL S AT 22 bl
.
[£]5-10 VRRP IPv6+RBM == &40 M E A T #E 28 X [£]

nnnnnn

ActiV?‘group(VRID D Standby group (VRID 1)
Master (VRRP) Backup (VRRP)
FGE7/0/1 FGE7/0/1

FGE7/0/4

Standby group (VRID 2)
Backup (VRRP)

Active group(VRID 2)
Master (VRRP)

5.10.2 FLE B

o MERIMHIFIMAZ AR, REERmTTIL.
o iCE RBMAH, W EEHIEIEMERIEE, &Mnii5EE.
] L E VRRP IPv6 #1774

5.10.3 BCEX

(1) BRI A AR A — 3
# TR B i & O B BT RE 2 AT, 1B Je PRIIE T/ A& B AR IR S AN AR A A B 1 — B0
(2)  BLE MIK1
# ECEE P bk, B U e A3
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[MOK1l]interface FortyGigE 7/0/2

[MO9K1-FortyGigE7/0/2] ip address 11.1.1.1 255.255.255.0
[M9K1]interface FortyGigE 7/0/1

[MOK1-FortyGigE7/0/1] ipv6 address 1008:91::3/98
[MO9K1l]interface FortyGigE 7/0/4

[MO9K1-FortyGigE7/0/4] ipv6 address 1008:92::3/98
[M9K1]security-zone name Untrust
[M9K1l-security-zone-Untrust]import interface FortyGigE7/0/1
[MO9K1l]security-zone name Trust

[MO9K1l-security-zone-Trust]import interface FortyGigE7/0/4
[M9K1l]security-zone name RBM

[MO9K1l-security-zone-RMB]import interface FortyGigE7/0/2

# BB 2 AT, JBUE Trust & Untrust %4335
[M9K1l]security-policy ipv6

[M9Kl-security-policy-ipv6]rule name Trust-Untrust
[MO9Kl-security-policy-ipv6-0-Trust-Untrust]source-zone Trust
[MO9Kl-security-policy-ipv6-0-Trust-Untrust]destination-zone Untrust
[MO9K1l-security-policy-ipv6-0-Trust-Untrust]action pass

# i B RBM $2 il HE (% 1P Hubk>hy 11.1.1.2, o 1548 FH BRIA Y 66064
[M9K1l] remote-backup group

# Iic & RBM 2 il 3838 i o 1P #idik oy 11.1.1.2
[M9K1l-remote-backup-group] remote-ip 11.1.1.2

# i B RBM % I8 18 H) A3 1P Hiht oy 11.1.1.1.
[M9K1l-remote-backup-group]local-ip 11.1.1.1

# LB RBM HOEUR IS, A% (5 42 1 0 T 1) P BE B s 22 5T
[M9K1-remote-backup-group]data-channel interface FortyGigE7/0/2
# IO B B A LA O B I .
[M9K1l-remote-backup-group]device-role primary

# lC B RBM WHLAE IR Oy 1 . CBRUGZ & D

[M9K1l-remote-backup-group]undo backup-mode

# JF 5 RBM #4& IR

[M9K1l-remote-backup-group]hot-backup enable

# JPRBCESS S A% IhEe.
[M9K1l-remote-backup-group]configuration auto-sync enable
#ITEMER S S Thee, i ERNN 12 /0.
[M9K1l-remote-backup-group]configuration sync-check interval 12
#I1/5 RBM XL LR B ) DhfE,  HAER VIR K 8]y 30 708
[M9K1l-remote-backup-groupl]delay-time 30

# L E RBM 5 VRRP IPv6 KBk, fE#211 FortyGigE7/0/1 64 VRRP IPv6 434 1, H i
L 1Pv6 #idik oy 1008:91:: 1, IHECEHJE T VRRP active 41.

[M9K1]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]

vrrp ipvé vrid 1 virtual-ip FE80:1091::1 link-local active
vrrp ipvé vrid 1 virtual-ip 1008:91::1
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# L E RBM 5 VRRP IPv6 KBk, fE#211 FortyGigE7/0/4 £ VRRP IPv6 #5434 2, H i

U, IPv6 iy 1008:92: :1, JFFAECE HJE T VRRP active 4.
[MO9K1l]interface FortyGigE7/0/4
[M9K1-FortyGigE7/0/4]
vrrp ipvé vrid 2 virtual-ip FE80:1092::1 link-local active
vrrp ipvé vrid 2virtual-ip 1008:92::1

fic & M9K2

# A E R P Mk, R DU 2 a8

[M9K2]interface FortyGigE 7/0/2

[M9K2-FortyGigE7/0/2] ip address 11.1.1.2 255.255.255.0
[MO9K2]interface FortyGigE 7/0/1

[M9K2-FortyGigE7/0/1] ipv6 address 1008:91::4/98
[M9K2]interface FortyGigE 7/0/4

MI9K2-FortyGigE7/0/4] ipv6 address 1008:92::4/98

M9K2]security-zone name Untrust

[
[
[M9K2-security-zone-Untrust]import interface FortyGigE7/0/1
[M9K2]security-zone name Trust

[

M9K2-security-zone-Trust]import interface FortyGigE7/0/4
M9K2]security-zone name RBM

[

[MO9K2-security-zone-RMB] import interface FortyGigE7/0/2

# e B 224 50g, GE Trust & Untrust 224318,
M9K2]security-policy ipvé6

[

[MO9K2-security-policy-ipv6]rule name Trust-Untrust
[M9K2-security-policy-ipv6-0-Trust-Untrust]source-zone Trust
[

M9K2-security-policy-ipv6-0-Trust-Untrust]destination-zone Untrust

[MI9K2-security-policy-ipv6-0-Trust-Untrust]action pass
# fi B RBM il il & (1) % o 1P Hhuhk oAy 11.1.1.1, 3 S A ERIA K 66064

<M9K2>system-view

[M9K2] remote-backup group

# Po & RBM F2 @ IE A0 o 1P Hihit oy 11.1.1.1.
[M9K2-remote-backup-group] remote-ip 11.1.1.1

# IiC B RBM 208 (9 A< 1P ks 11.1.1.2,
[M9K2-remote-backup-group] local-ip 11.1.1.2

# I E RBM HUEURIEIE, A2 (3 42 30 3 P ) B B A 5T
[MO9K2-remote-backup-group]data-channel interface FortyGigE7/0/2
# Mo B e 08 B O 2 A
[MI9K2-remote-backup-group]device-role secondary

# fCE RBM WA RO B &R CBRIAR E&ED .
[M9K2-remote-backup-group]undo backup-mode

# I 5 RBM #4& IR

[M9K2-remote-backup-group]hot-backup enable

#IT R BB HE & IIRe.
[M9K2-remote-backup-group]configuration auto-sync enable
#ITBEMER S S A Thee, i ERNN 12 /0.

[M9K2-remote-backup-group]configuration sync-check interval 12
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#JT /5 RBM XN AE R IR Y)DRe, HAEIR VI H 8]y 30 7044
[M9K2-remote-backup-group]delay-time 30

# 1 E RBM 55 VRRP IPv6 . 7E8:11 FortyGigE7/0/1 {4 VRRP IPv6 #4341 1, ik
L IPv6 ikt A 1008:91:: 1, A EHJE T VRRP standby 4.

[MO9K2]interface FortyGigE7/0/1

[M9K2-FortyGigE7/0/1]

vrrp ipvé vrid 1 virtual-ip FE80:1091::1 link-local standby

vrrp ipvé vrid 1 virtual-ip 1008:91::1

# L E RBM 5 VRRP IPv6 SCHk. {EF:1T FortyGigE7/0/4 % VRRP IPv6 #4341 2, HE

L IPv6 Hihi- oy 1008:92: :1, JFELE H & T VRRP standby 4.

[MO9K2]interface FortyGigE7/0/4

[M9K2-FortyGigE7/0/4]

vrrp ipvé vrid 2 virtual-ip FE80:1092::1 link-local standby
vrrp ipvé vrid 2 virtual-ip 1008:92::1

(4) HEE SWH1
# 7F SW1 L6 VLAN 10, JF¥iEH: MOK1. MOK2 4 D W Bl TAEAE —Za, O
PR Access, I VLAN 10.

(5) MCE SW2
# 7£ SW2 LAz VLAN 10, RS MOK1, MOK2 4% M3 B i TARAE —JEMa, 0%
P& RN Access, FEF TN VLAN 10.

(6) HiE Router
#HOE SR, AN ENET B IPv6 il VRRP IPv6 %441 1 bl
1008:91::1, %A Internet it & [ T —BkHuhl > H 42 CU6 i 1Pv6 Hudik

(7)  BEAMEN
#ICE AL IPV6 ZRAM 555 VRRP IPv6 #4341 2 e sl 1008:92:: 1,

5.11 M9000 VRRP IPv6+RBM 340 W EL A I

5.11.1 AR

K 5-13 P, 2 & MOK I = 2 SRR R A SR 25 AN 45, B K23l AL S AT 22 bl
.
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[E15-11 VRRP IPv6+RBM M £H W £X A T g 2H ki [E]

Active group (VRID 1) ________________ \ Stanby group (VRID 1)
Master (VRRP) Backup (VRRP)
Standby group (VRID 2) Active group(VRID 2)

Backup (VRRP) Master (VRRP)
FGE7/0/1 FGE7/0/1

MIK1 ‘ FGE7/0/2 FGE7/0/2 MIK2
RBM—-chanel
FGE7/0/4 FGE7/0/4
Active group(VRID 3) Stanby group(VRID 3)
Master (VRRP) Backup (VRRP)
Standby group (VRID 4) 2 Active group (VRID 4)
Backup (VRRP) Master (VRRP)

A L

5.11.2 ECE B

o MEROMHIFMAZ LI, L ATE.
o iCE RBMA, G E#EhlEEMENEE, £MmEEER.
] liCE VRRP IPv6 #1774

5.11.3 BLEL R

(1) ORIV PAE 52

# (RO S T & 0 BRI RE 2 BT, 15 S0 PRAIE 32/ 48 15 A% BB A2 R 158 RN A A 35 P — 2
(2) HLE MIK1

# FCE RO IPV6 MUk, # LUI N 22438
# B E L O IP ik, R N 22 4tk

MO9K1l]interface FortyGigE 7/0/2

[

[MO9K1-FortyGigE7/0/2] ip address 11.1.1.1 255.255.255.0
[MO9K1l]interface FortyGigE 7/0/1
[
[

MI9K1-FortyGigE7/0/1] ipv6 address 1008:91::3/98
M9K1l]interface FortyGigE 7/0/4
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[M9K1-FortyGigE7/0/4] ipvé6 address 1008:92::3/98
[M9K1l]security-zone name Untrust
[MO9K1l-security-zone-Untrust]import interface FortyGigE7/0/1
[M9K1]security-zone name Trust
[MO9K1l-security-zone-Trust]import interface FortyGigE7/0/4
[MO9K1]security-zone name RBM
[M9K1l-security-zone-RMB]import interface FortyGigE7/0/2
# TL B e A TR, UE Trust 2 Untrust 224338
[M9K1l]security-policy ipvé

[M9Kl-security-policy-ipv6]rule name Trust-Untrust
[MO9Kl-security-policy-ipv6-0-Trust-Untrust]source-zone Trust
[MO9K1l-security-policy-ipv6-0-Trust-Untrust]destination-zone Untrust
[M9K1l-security-policy-ipv6-0-Trust-Untrust]action pass

# ic B RBM $2 il (5 1P Hubk>hy 11.1.1.2, 5 1548 FH BRIA Y 66064
[M9K1l] remote-backup group

# i B RBM % I8 1 f % o 1P Mkt oy 11.1.1.2
[M9K1l-remote-backup-group] remote-ip 11.1.1.2

# o & RBM F2 8 IE A A 1P Hiht oy 11.1.1.1.
[M9K1l-remote-backup-group]local-ip 11.1.1.1

# LB RBM HOEU IS, A% (5 2 1 0 T 1) P B B i 222 5T
[MO9K1l-remote-backup-groupldata-channel interface FortyGigE7/0/2

# B WA RE A O E IR
[MO9Kl-remote-backup-groupldevice-role primary

# LB RBM XL BB R R E &R
[M9K1l-remote-backup-group]backup-mode dual-active

# 75 RBM #4£ 186 .

[M9K1l-remote-backup-group]hot-backup enable

# JF AR E S B B3 & ke .

[M9K1l-remote-backup-group]configuration auto-sync enable

# TR BCEE S —BUER & ThRE, JFRE NN 12 /M
[M9K1l-remote-backup-group]configuration sync-check interval 12

#JT )5 RBM XN AR RIYIDRE,  HAEIR U1 (I (] 30 7344
[M9K1l-remote-backup-group]delay-time 30

# L E RBM 5 VRRP IPv6 JCHEE. {EH:IT FortyGigE7/0/1 # VRRP IPv6 %1141 1,
IPv6 #idiky 1008:91::1, JFACE HJE T VRRP active 4.

[M9K1]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]

vrrp ipvé vrid 1 virtual-ip FE80:1091::1 link-local active

vrrp ipvé vrid 1 virtual-ip 1008:91::1

# L E RBM 5 VRRP IPv6 SCHE. {EH:IT FortyGigE7/0/1 # VRRP IPV6 %114 2,
IPv6 kb4 1008:91::2, JALE HJE T VRRP standby 4.

[M9K1]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]

vrrp ipvé vrid 2 virtual-ip FE80:1091::2 link-local standby

vrrp ipvé vrid 2 virtual-ip 1008:91::2
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# % RBM 5 VRRP IPv6 1. 7EH:11 FortyGigE7/0/4 G2 VRRP IPv6 & 41 3, Ho
il IPv6 itk >y 1008:92::1, FHACE HJE T VRRP active 4.

[MO9K1l]interface FortyGigE7/0/4

[M9K1-FortyGigE7/0/4]

vrrp ipvé vrid 3 virtual-ip FE80:1092::1 link-local active

vrrp ipvé vrid 3 virtual-ip 1008:92::1

# il B RBM 5 VRRP IPv6 8. fE8:11 FortyGigE7/0/4 8112 VRRP IPV6 %4 4, ik
L 1P Hihl->y 1008:92::2, JFHELE HJE T VRRP standby 4.

[MOK1l]interface FortyGigE7/0/4

[M9K1-FortyGigE7/0/4]

vrrp ipvé vrid 4 virtual-ip FE80:1092::2 link-local standby
vrrp ipvé vrid 4 virtual-ip 1008:92::2

fic & M9K2

[M9K2]interface FortyGigE 7/0/2

[MO9K2-FortyGigE7/0/2] ip address 11.1.1.2 255.255.255.0
[M9K2]interface FortyGigE 7/0/1

[M9K2-FortyGigE7/0/1] ipv6 address 1008:91::4/98
[MO9K2]interface FortyGigE 7/0/4

[MI9K2-FortyGigE7/0/4] ipv6 address 1008:92::4/98
[MO9K2]security-zone name Untrust
[MO9K2-security-zone-Untrust]import interface FortyGigE7/0/1
[M9K2]security-zone name Trust
[MOK2-security-zone-Trust]import interface FortyGigE7/0/4
[M9K2]security-zone name RBM
[MOK2-security-zone-RMB] import interface FortyGigE7/0/2
# B B 224 0RmE, JHUE Trust £ Untrust 224548
M9K2]security-policy ipvé

M9K2-security-policy-ipv6]rule name Trust-Untrust

M9K2-security-policy-ipv6-0-Trust-Untrust]source-zone Trust

[
[
[
[MO9K2-security-policy-ipv6-0-Trust-Untrust]destination-zone Untrust

[MO9K2-security-policy-ipv6-0-Trust-Untrust]action pass
# Wi B RBM 2 laE ioef o 1P #idik oy 11.1.1.1, 3 5 { FHER A1) 66064 .

<MI9K2>system-view

[M9K2] remote-backup group

# Iic & RBM 2 il 38 i o 1P bk oy 11.1.1.1.
[M9K2-remote-backup-group] remote-ip 11.1.1.1

# i B RBM J% I8 18 1) A 1P Hiht oy 11.1.1.2,
[MI9K2-remote-backup-group]local-ip 11.1.1.2

# LB RBM HOEUIHE , A% 5] (5 42 1 0 T 1) P B B s 22 5T
[MO9K2-remote-backup-group]data-channel interface FortyGigE7/0/2
# B WA e A OO RS B
[M9K2-remote-backup-group]device-role secondary

# liC B RBM WAL AR A B, CBRUGZ BE&AEED
[M9K2-remote-backup-group] backup-mode dual-active

# It 3 RBM #4& Thfie.
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(7)

[MO9K2-remote-backup-group]lhot-backup enable

# T RBCEE B Bl & HIfe.

[M9K2-remote-backup-group]configuration auto-sync enable

# TR EE S —BUERETRE, JFBE RN 12 /i),
[MI9K2-remote-backup-group]configuration sync-check interval 12

#JF /5 RBM XL I E R )DhfE,  HAEIR VI A R Dy 30 704
[M9K2-remote-backup-group]delay-time 30

# LB RBM 5 VRRP IPv6 SCHk. {EF21 FortyGigE7/0/1 & VRRP IPv6 &4 1, H L
IPv6 Hutik Ay 1008:91: :1, FALE HJE T VRRP standby 41.

[M9K1]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]

vrrp ipvé vrid 1 virtual-ip FE80:1091::1 link-local standby

vrrp ipvé vrid 1 virtual-ip 1008:91::1

# il E RBM 5 VRRP IPv6 3:HE. E8:11 FortyGigE7/0/1 2 VRRP IPV6 %44 2, H il
IPv6 #itiky 1008:91::2, JFAc & HJ& T VRRP active 4.

[M9K1l]interface FortyGigE7/0/1

[M9K1-FortyGigE7/0/1]

vrrp ipvé vrid 2 virtual-ip FE80:1091::2 link-local active

vrrp ipvé vrid 2 virtual-ip 1008:91::2

# L E RBM 5 VRRP IPv6 Xk, fE#211 FortyGigE7/0/4 £ VRRP IPv6 43¢ 3, FLiE
1. IPv6 >4y 1008:92::1, FHALE HJE T VRRP standby 4.

[MOK1l]interface FortyGigE7/0/4

[M9K1-FortyGigE7/0/4]

vrrp ipvé vrid 3 virtual-ip FE80:1092::1 link-local standby

vrrp ipvé vrid 3 virtual-ip 1008:92::1

# I E RBM 5 VRRP IPv6 Xk, fE#:11 FortyGigE7/0/4 £ VRRP IPv6 #4324 4, FLi&
1L 1P #hhik 7y 1008:92::2, JFHc & HJ& T VRRP active 4.

[M9K1]interface FortyGigE7/0/4
[M9K1-FortyGigE7/0/4]
vrrp ipvé vrid 4 virtual-ip FE80:1092::2 link-local active
vrrp ipvé vrid 4 virtual-ip 1008:92::2
fic & SW1
# 7£ SW1 L% VLAN 10, FH&ER: MIK1. MOK2 iz s B Rk TAEE 2R, B8
#RAN Access, JFRHHE I VLAN 10.
fic & SW2
# 76 SW2 A1 VLAN 10, JFKZER: MOK1. MOK2 [fH: 0% B il TARAE 2B, Het
KRN Access, JFRHHE I VLAN 10.
L& Router
#ECEMRER, EE— M0 NIRRT —Bk IPv6 Hih )y VRRP IPv6 %44 1 iR
IPv6 Hitil: 1008:91::1, 4157 —#B 70 A &)~ —Bk IPv6 Hihi- oy VRRP IPv6 &340 2 1)
REAIL IPv6 Hidik 1008:91::2, 2:4E Internet it & AT — Bk IPv6 Huhilk Jy 5 x4 1P Hishik.
Fic & N X AL
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#ICE — 5 EHLRI BN SN VRRP IPV6 4341 3 fIEEHL IPv6 Hitik 1008:92::1, L& %
— 5> EHLAIERA M %8 VRRP IPv6 #4341 4 B Rz IPv6 ik 1008:92::2.

5.12 M9000 RBM+context+OSPF+VRF & & it & z&451
5.12.1 AR

[#]5-12 RBM+context+OSPF+VRF = &AM &

Raggl024 Ragglﬂlﬂ.
MO9K-1 é {} RBM 6 MOIK-2

Ragglo D 0 > <D Ragg20
Ragg20—- Raggl{)
OSPF OSPF
|| Raggl00 RaggZO
Ragg10 0 ! b _ <> Ragg200
N =
Ragg201 Ragg201
e A 244 OSPF 388 .
GW-1 f
Regg301 s 0 Ragg302 Ragg3010 C:) Ragg302
T~ osPF
OSPF ~~ OSPF
Ragg301<CD> , 0 D Ragg312
b i\o Ragg31l Ragg302 D
\ * \ &
PC-1 SW-1

PC2
5.12.2 B &R

o MHCE AU ORBLS HIPREFIA L
o ABEFLL24H I
o MCE LA r A NS PR 2 T ik

5123 BCEX R

(1) fic & Device A

# RBM £ HACE

#

interface Route-Aggregationl024
ip address 137.0.0.5 255.255.255.0
link-aggregation mode dynamic

ipvé address 137::5/64

#

interface Ten-GigabitEthernet0/0/20

port link-mode route
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port link-aggregation group 1024

#

interface Ten-GigabitEthernetl/0/20
port link-mode route

port link-aggregation group 1024

#
#l ST RE IRCE
#

interface Route-AggregationlO
link-aggregation mode dynamic
#
interface Route-Aggregation20
link-aggregation mode dynamic
#
interface Ten-GigabitEthernet0/0/23
port link-mode route
port link-aggregation group 10
#
interface Ten-GigabitEthernetl/0/23
port link-mode route
port link-aggregation group 10
#
interface Ten-GigabitEthernet0/0/24
port link-mode route
port link-aggregation group 20
#
interface Ten-GigabitEthernetl/0/24
port link-mode route
port link-aggregation group 20
#
# Track e
track 1 interface Ten-GigabitEthernet0/0/23 physical
track 2 interface Ten-GigabitEthernetl/0/23 physical
track 3 interface Ten-GigabitEthernet0/0/24 physical

track 4 interface Ten-GigabitEthernetl/0/24 physical

# M & Device 17 HA 2, Device A{ENE1t#, Device BAE & 1t#. 4 Device A Bt
e R A MERE, 1 Device B % Device A K22 TAE, {fRIENL S A W o
#

remote-backup group
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data-channel interface Route-Aggregationl024
undo configuration auto-sync enable
configuration sync-check interval 1
delay-time 30

adjust-cost ospf enable absolute 100
adjust-cost ospfv3 enable absolute 100
track 1

track 2

track 3

track 4

local-ipv6 137::5

remote-ipvé 137::3

device-role primary

#61%E context A
#
context test id 8
context start
location blade-controller-team 1
allocate interface Route-Aggregation3 share
allocate interface Route-AggregationlO share

allocate interface Route-Aggregation20 share

#MC E context A H1 2 ML A SCIL B
#ACE VPN 514

#

ip vpn-instance vrfl

ip vpn-instance vrf2

#
#ACEBNAHE B OSPF, {RIFH B A&

#

ospf 1001 router-id 10.10.1.2 vpn-instance vrfl
description roul0.1001 tenant 1
non-stop-routing

import-route ospf 1002 type 1

import-route ospf 10002 type 1

area 0.0.0.0

#
ospf 1002 router-id 10.10.2.2 vpn-instance vrfl
description roul0.1002_ tenant 1
non-stop-routing

default-route-advertise always type 1

area 0.0.0.0
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#
ospf 1003 router-id 10.10.3.2 vpn-instance vrf2
description roul0.1003 tenant 2
non-stop-routing
import-route ospf 1004 type 1
import-route ospf 10004 type 1
area 0.0.0.0
#
ospf 1004 router-id 10.10.4.2 vpn-instance vrf2
description roul(0.1004_ tenant 2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0
#
ospf 10001 router-id 20.10.1.2 vpn-instance vrfl
description rou20.1001 tenant 1
non-stop-routing
import-route ospf 1002 type 1
import-route ospf 10002 type 1
area 0.0.0.0
#
ospf 10002 router-id 20.10.2.2 vpn-instance vrfl
description rou20.1002 tenant 1
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0
#
ospf 10003 router-id 20.10.3.2 vpn-instance vrf2
description rou20.1003 tenant 2
non-stop-routing
import-route ospf 1004 type 1
import-route ospf 10004 type 1
area 0.0.0.0
#
ospf 10004 router-id 20.10.4.2 vpn-instance vrf2
description rou20.1004 tenant 2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0
#
ospfv3 1001 vpn-instance vrfl
router-id 10.10.1.2
non-stop-routing
import-route ospfv3 1002 type 1
import-route ospfv3d 10002 type 1
area 0.0.0.0
#

ospfv3 1002 vpn-instance vrfl
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router-id 10.10.2.2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#

ospfv3 1003 vpn-instance vrf2
router-id 10.10.3.2
non-stop-routing

import-route ospfv3d 1004 type 1
import-route ospfv3 10004 type 1
area 0.0.0.0

#

ospfv3 1004 vpn-instance vrf2
router-id 10.10.4.2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#

ospfv3 10001 vpn-instance vrfl
router—-id 20.10.1.2
non-stop-routing

import-route ospfv3 1002 type 1
import-route ospfv3 10002 type 1
area 0.0.0.0

#

ospfv3 10002 vpn-instance vrfl
router-id 20.10.2.2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#

ospfv3 10003 vpn-instance vrf2
router-id 20.10.3.2
non-stop-routing

import-route ospfv3 1004 type 1
import-route ospfv3 10004 type 1
area 0.0.0.0

#

ospfv3d 10004 vpn-instance vrf2
router—-id 20.10.4.2
non-stop-routing
default-route-advertise always type 1

area 0.0.0.0

#ACE nat itk OLBACE, M2zl NFVO F& T &)
#

nat address—-group 1 name tenant 1
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address 222.1.1.2 222.1.1.2

#

nat address-group 2 name tenant 2
address 222.1.2.2 222.1.2.2

#

#ACE ACL QL E, M =il NFVO ¥ & T k)
#
acl advanced name tenant 1
rule 0 permit ip vpn-instance vrfl
#
acl advanced name tenant 2
rule 0 permit ip vpn-instance vrf2
#

#ILE N ATHE
#
interface Route-Aggregationl0.1001
description tenant_1
ip binding vpn-instance vrfl
ip address 10.10.1.2 255.255.255.0
ospf cost 10
ospf timer hello 1
ospf authentication-mode md5 1 plain 123456
ospf network-type p2p
ospf bfd enable
ospf 1001 area 0.0.0.0
ospfv3 1001 area 0.0.0.0
ospfv3 cost 10
ospfv3 timer hello 1
ospfv3 bfd enable
ospfv3 bfd enable
ospfv3 network-type p2p
vlan-type dotlg vid 1001
ipv6 address 10:10:1::2/96
bfd min-transmit-interval 100
bfd min-receive-interval 100
bfd detect-multiplier 4
#
interface Route-Aggregationl0.1003
description tenant 2
ip binding vpn-instance vrf2
ip address 10.10.3.2 255.255.255.0
ospf cost 10
ospf timer hello 1
ospf authentication-mode md5 1 plain 123456
ospf network-type p2p
ospf bfd enable
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ospf 1003 area 0.0.0.0

ospfv3 1003 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

vlan-type dotlg vid 1003

ipv6 address 10:10:3::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#
interface Route-Aggregation20.1001
description tenant 1

ip binding vpn-instance vrfl

ip address 20.10.1.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 10001 area 0.0.0.0

ospfv3 10001 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

vlan-type dotlg vid 1001

ipv6 address 20:10:1::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

interface Route-Aggregation20.1003
description tenant 2

ip binding vpn-instance vrf2

ip address 20.10.3.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 10003 area 0.0.0.0

ospfv3 10003 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p
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vlan-type dotlg vid 1003

ipv6 address 20:10:3::2/96
bfd min-transmit-interval 100
bfd min-receive-interval 100
bfd detect-multiplier 4

#

#LE BAT R

#

interface Route-Aggregationl0.1002
description tenant_1

ip binding vpn-instance vrfl

ip address 10.10.2.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 1002 area 0.0.0.0

ospfv3 1002 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 1 address-group name tenant 1 vpn-instance vrfl----\\ (ﬂké?@ﬂ
B, Mzl NFVO & T R)
vlan-type dotlg vid 1002

ipv6 address 10:10:2::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

interface Route-Aggregationl0.1004
description tenant 2

ip binding vpn-instance vrf2

ip address 10.10.4.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 1004 area 0.0.0.0

ospfv3 1004 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 2 address-group name tenant 2 vpn-instance vrf2----\\ (ﬂké%@ﬂ

B, Mzl NFVO & T AD
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vlan-type dotlg vid 1004

ipv6 address 10:10:4::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

interface Route-Aggregation20.1002
description tenant_1

ip binding vpn-instance vrfl

ip address 20.10.2.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 10002 area 0.0.0.0

ospfv3 10002 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 1 address-group name tenant 1 vpn-instance vrfl----\\ Q&3
B, Mzt NFVO T4 R &)
vlan-type dotlg vid 1002

ipv6 address 20:10:2::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

interface Route-Aggregation20.1004
description tenant 2

ip binding vpn-instance vrf2

ip address 20.10.4.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 10004 area 0.0.0.0

ospfv3 10004 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 2 address-group name tenant 2 vpn-instance vrf2---- (Jké%@a
B, M% it NFVO T4 R &)
vlan-type dotlg vid 1004

ipv6 address 20:10:4::2/96

bfd min-transmit-interval 100
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bfd min-receive-interval 100

bfd detect-multiplier 4

#o el
#
security-zone name Trust_vrfl
import interface Route-Aggregationl0.1001
import interface Route-Aggregation20.1001
#
security-zone name Untrust vrfl
import interface Route-Aggregationl0.1002
import interface Route-Aggregation20.1002
#
security-zone name Trust vrf2
import interface Route-Aggregationl0.1003
import interface Route-Aggregation20.1003
#
security-zone name Untrust vrf2
import interface Route-Aggregationl0.1004
import interface Route-Aggregation20.1004
#
pe NS Ol ECE, M4zl NFVO SF& T k)
security-policy ip
rule 0 name 0
action pass
vrf vrfl
source-zone Trust-vrfl
destination-zone local
service ospf
service bfd-control
service ping
rule 1 name 1
action pass
vrf vrfl
source-zone local
destination-zone Trust-vrfl
service ospf
service bfd-control
service ping
rule 2 name 2
action pass
vrf vrfl
source-zone Untrust-vrfl
destination-zone local
service ospf

service bfd-control
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service ping

rule 3 name 3
action pass
vrf vrfl
source-zone local
destination-zone Untrust-vrfl
service ospf
service bfd-control
service ping

rule 4 name 4
action pass
vrf vrf2
source-zone Trust-vrf2
destination-zone local
service ospf
service bfd-control
service ping

rule 5 name 5
action pass
vrf vrf2
source-zone local
destination-zone Trust-vrf2
service ospf
service bfd-control
service ping

rule 6 name 6
action pass
vrf vrf2
source-zone Untrust-vrf2
destination-zone local
service ospf
service bfd-control
service ping

rule 7 name 7
action pass
vrf vrf2
source-zone local
destination-zone Untrust-vrf2
service ospf
service bfd-control

service ping

security-policy ipvé6
rule 0 name 0

action pass

vrf vrfl

source-zone Trust-vrfl
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destination-zone local
service ospf
service bfd-control
service pingvé6

rule 1 name 1
action pass
vrf vrfl
source-zone local
destination-zone Trust-vrfl
service ospf
service bfd-control
service pingvé

rule 2 name 2
action pass
vrf vrfl
source-zone Untrust-vrfl
destination-zone local
service ospf
service bfd-control
service pingv6

rule 3 name 3
action pass
vrf vrfl
source-zone local
destination-zone Untrust-vrfl
service ospf
service bfd-control
service pingvé

#

rule 4 name 4
action pass
vrf vrf2
source-zone Trust-vrf2
destination-zone local
service ospf
service bfd-control
service pingvé

rule 5 name 5
action pass
vrf vrf2
source-zone local
destination-zone Trust-vrf2
service ospf
service bfd-control
service pingvé6

rule 6 name 6
action pass

vrf vrf2
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source-zone Untrust-vrf2
destination-zone local
service ospf
service bfd-control
service pingvé6

rule 7 name 7
action pass
vrf vrf2
source-zone local
destination-zone Untrust-vrf2
service ospf
service bfd-control

service pingv6

(2) BiL & Device B
# RBM £ HACE
#
interface Route-Aggregationl024
ip address 137.0.0.3 255.255.255.0
link-aggregation mode dynamic
ipv6 address 137::3/64
#
interface Ten-GigabitEthernet0/0/20
port link-mode route
port link-aggregation group 1024
#
interface Ten-GigabitEthernetl/0/20
port link-mode route

port link-aggregation group 1024

#
#l S REIRCE
#

interface Route-AggregationlO
link-aggregation mode dynamic

#

interface Route-Aggregation20
link-aggregation mode dynamic

#

interface Ten-GigabitEthernet0/0/23

port link-mode route
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port link-aggregation group 10

#

interface Ten-GigabitEthernetl/0/23

port link-mode route

port link-aggregation group 10

#

interface Ten-GigabitEthernet0/0/24

port link-mode route

port link-aggregation group 20

#

interface Ten-GigabitEthernetl/0/24

port link-mode route

port link-aggregation group 20

#
# Track L&

track 1 interface Ten-GigabitEthernet0/0/23 physical
track 2 interface Ten-GigabitEthernetl/0/23 physical
track 3 interface Ten-GigabitEthernet0/0/24 physical

track 4 interface Ten-GigabitEthernetl/0/24 physical

# P & Device #1T HA 2L/, Device A{E N7, Device BAEN& 7. 4 Device A Bt
BERR A HER, 1 Device B #:% Device A 4k4: TAE, {RiFMVS Ak,
#

remote-backup group

data-channel interface Route-Aggregationl024

>

undo configuration auto-sync enable #5 H3C FEHISELE FH Mt a4

I

configuration sync-check interval 1
delay-time 30

adjust-cost ospf enable absolute 100
adjust-cost ospfv3 enable absolute 100
track 1

track 2

track 3

track 4

local-ipv6 137::3

remote-ipvé 137::5 port 1024

device-role secondary
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#0%E context A
#
context test id 8
context start
location blade-controller-team 1
allocate interface Route-Aggregation3 share
allocate interface Route-AggregationlO share

allocate interface Route-Aggregation20 share

#ILE context A H 2 ML FAH L &
#CE VPN 5451

#

ip vpn-instance vrfl

ip vpn-instance vrf2

#
#ILE A H OSPF, RIS HH ] iA
#

ospf 5001 router-id 100.10.1.2 vpn-instance vrfl
description roul0.1001_tenant_ 1
non-stop-routing

import-route ospf 5002 type 1

import-route ospf 50002 type 1

area 0.0.0.0

#

ospf 5002 router-id 100.10.2.2 vpn-instance vrfl
description roul0.1002 tenant 1
non-stop-routing

default-route-advertise always type 1

area 0.0.0.0
#
ospf 5003 router-id 100.10.3.2 vpn-instance vrf2
description roul0.1003 tenant 2
non-stop-routing

import-route ospf 5004 type 1

import-route ospf 50004 type 1

area 0.0.0.0

#
ospf 5004 router-id 100.10.4.2 vpn-instance vrf2
description roul0.1004 tenant 2
non-stop-routing

default-route-advertise always type 1

area 0.0.0.0
#
ospf 50001 router-id 200.10.1.2 vpn-instance vrfl
description rou20.1001 tenant 1
non-stop-routing

import-route ospf 5002 type 1
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import-route ospf 50002 type 1

area 0.0.0.0

#
ospf 50002 router-id 200.10.2.2 vpn-instance vrfl
description rou20.1002_tenant_ 1
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#
ospf 50003 router-id 200.10.3.2 vpn-instance vrf2
description rou20.1003_tenant 2
non-stop-routing

import-route ospf 5004 type 1
import-route ospf 50004 type 1

area 0.0.0.0

#
ospf 50004 router-id 200.10.4.2 vpn-instance vrf2
description rou20.1004 tenant 2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#
ospfv3 5001 vpn-instance vrfl
router-id 100.10.1.2

non-stop-routing

import-route ospfv3 5002 type 1
import-route ospfv3 50002 type 1

area 0.0.0.0

#
ospfv3 5002 vpn-instance vrfl
router—-id 100.10.2.2

non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#
ospfv3 5003 vpn-instance vrf2
router—-id 100.10.3.2

non-stop-routing

import-route ospfv3 5004 type 1
import-route ospfv3 50004 type 1

area 0.0.0.0

#
ospfv3 5004 vpn-instance vrf2
router-id 100.10.4.2

non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#
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ospfv3 50001 vpn-instance vrfl
router-id 200.10.1.2
non-stop-routing

import-route ospfv3 5002 type 1
import-route ospfv3 50002 type 1
area 0.0.0.0

#

ospfv3 50002 vpn-instance vrfl
router-id 200.10.2.2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#

ospfv3 50003 vpn-instance vrf2
router-id 200.10.3.2
non-stop-routing

import-route ospfv3 5004 type 1
import-route ospfv3 50004 type 1
area 0.0.0.0

#

ospfv3 50004 vpn-instance vrf2
router—-id 200.10.4.2
non-stop-routing
default-route-advertise always type 1
area 0.0.0.0

#

#ACE nat itk OLBACE, M2zl NFVO F& T &)
#
nat address—-group 1 name tenant 1
address 222.1.1.2 222.1.1.2
#
nat address-group 2 name tenant 2
address 222.1.2.2 222.1.2.2
#

#ACE ACL QL E, M =il NFVO ¥ & T k)
#
acl advanced name tenant 1
rule 0 permit ip vpn-instance vrfl
#
acl advanced name tenant 2
rule 0 permit ip vpn-instance vrf2
#

#ECE MTIEN
#
interface Route-Aggregationl0.1001
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description tenant_1

ip binding vpn-instance vrfl

ip address 100.10.1.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 5001 area 0.0.0.0

ospfv3 5001 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

vlan-type dotlg vid 1001

ipv6 address 100:10:1::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
#
interface Route-Aggregationl0.1003
description tenant 2

ip binding vpn-instance vrf2

ip address 100.10.3.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 5003 area 0.0.0.0

ospfv3 5003 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

vlan-type dotlg vid 1003

ipv6 address 100:10:3::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

interface Route-Aggregation20.1001
description tenant 1

ip binding vpn-instance vrfl

ip address 200.10.1.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
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ospf network-type p2p

ospf bfd enable

ospf 50001 area 0.0.0.0
ospfv3 50001 area 0.0.0.0
ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p
vlan-type dotlg vid 1001

ipv6 address 200:10:1::2/96
bfd min-transmit-interval 100
bfd min-receive-interval 100
bfd detect-multiplier 4
#

interface Route-Aggregation20.1003
description tenant 2

ip binding vpn-instance vrf2
ip address 200.10.3.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 50003 area 0.0.0.0
ospfv3 50003 area 0.0.0.0
ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p
vlan-type dotlg vid 1003

ipv6 address 200:10:3::2/96
bfd min-transmit-interval 100
bfd min-receive-interval 100
bfd detect-multiplier 4

#

#LE BATH
#
interface Route-Aggregationl0.1002
description tenant_1
ip binding vpn-instance vrfl
ip address 100.10.2.2 255.255.255.0
ospf cost 10
ospf timer hello 1
ospf authentication-mode md5 1 plain 123456
ospf network-type p2p
ospf bfd enable
ospf 5002 area 0.0.0.0
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ospfv3 5002 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 1 address-group name tenant 1 vpn-instance vrfl----\\ (ﬂké%@ﬂ
&, MeziEd NFVO & FR)
vlan-type dotlg vid 1002

ipv6 address 100:10:2::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

interface Route-Aggregationl0.1004
description tenant_ 2

ip binding vpn-instance vrf2

ip address 100.10.4.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 5004 area 0.0.0.0

ospfv3 5004 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 2 address-group name tenant 2 vpn-instance vrf2----\\ (ﬂké%@ﬂ
B, Mzl NFVO & T R)
vlan-type dotlg vid 1004

ipv6 address 100:10:4::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

interface Route-Aggregation20.1002
description tenant 1

ip binding vpn-instance vrfl

ip address 200.10.2.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 50002 area 0.0.0.0

ospfv3 50002 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1
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ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 1 address-group name tenant 1 vpn-instance vrfl----\\ (ﬂké%@ﬂ
&, M ziEd NFVO & FR)
vlan-type dotlg vid 1002

ipv6 address 200:10:2::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#
interface Route-Aggregation20.1004
description tenant_ 2

ip binding vpn-instance vrf2

ip address 200.10.4.2 255.255.255.0
ospf cost 10

ospf timer hello 1

ospf authentication-mode md5 1 plain 123456
ospf network-type p2p

ospf bfd enable

ospf 50004 area 0.0.0.0

ospfv3 50004 area 0.0.0.0

ospfv3 cost 10

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

nat outbound name tenant 2 address-group name tenant 2 vpn-instance vrf2----\\ (ﬂké%@ﬂ
B, Mzl NFVO & T R)
vlan-type dotlg vid 1004

ipv6 address 200:10:4::2/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#

#o el

#

security-zone name Trust_vrfl
import interface Route-Aggregationl0.1001
import interface Route-Aggregation20.1001
#

security-zone name Untrust vrfl
import interface Route-Aggregationl0.1002
import interface Route-Aggregation20.1002
#

security-zone name Trust vrf2
import interface Route-Aggregationl0.1003
import interface Route-Aggregation20.1003

#

security-zone name Untrust vrf2
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import interface Route-Aggregationl0.1004
import interface Route-Aggregation20.1004
#
P gg OLSEE, M miEE NFVO & T &)
security-policy ip
rule 0 name 0
action pass
vrf vrfl
source-zone Trust-vrfl
destination-zone local
service ospf
service bfd-control
service ping
rule 1 name 1
action pass
vrf vrfl
source-zone local
destination-zone Trust-vrfl
service ospf
service bfd-control
service ping
rule 2 name 2
action pass
vrf vrfl
source-zone Untrust-vrfl
destination-zone local
service ospf
service bfd-control
service ping
rule 3 name 3
action pass
vrf vrfl
source-zone local
destination-zone Untrust-vrfl
service ospf
service bfd-control
service ping
rule 4 name 4
action pass
vrf vrf2
source-zone Trust-vrf2
destination-zone local
service ospf
service bfd-control
service ping
rule 5 name 5
action pass

vrf vrf2
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source-zone local
destination-zone Trust-vrf2
service ospf
service bfd-control
service ping

rule 6 name 6
action pass
vrf vrf2
source-zone Untrust-vrf2
destination-zone local
service ospf
service bfd-control
service ping

rule 7 name 7
action pass
vrf vrf2
source-zone local
destination-zone Untrust-vrf2
service ospf
service bfd-control

service ping

security-policy ipvé6
rule 0 name 0
action pass
vrf vrfl
source-zone Trust-vrfl
destination-zone local
service ospf
service bfd-control
service pingvé
rule 1 name 1
action pass
vrf vrfl
source-zone local
destination-zone Trust-vrfl
service ospf
service bfd-control
service pingvé
rule 2 name 2
action pass
vrf vrfl
source-zone Untrust-vrfl
destination-zone local
service ospf
service bfd-control

service pingvé6
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rule 3 name 3
action pass
vrf vrfl
source-zone local
destination-zone Untrust-vrfl
service ospf
service bfd-control
service pingvé6

#

rule 4 name 4
action pass
vrf vrf2
source-zone Trust-vrf2
destination-zone local
service ospf
service bfd-control
service pingve6

rule 5 name 5
action pass
vrf vrf2
source-zone local
destination-zone Trust-vrf2
service ospf
service bfd-control
service pingvé

rule 6 name 6
action pass
vrf vrf2
source-zone Untrust-vrf2
destination-zone local
service ospf
service bfd-control
service pingvé6

rule 7 name 7
action pass
vrf vrf2
source-zone local
destination-zone Untrust-vrf2
service ospf
service bfd-control

service pingvé

(3) Bic & Gateway 1

# @)% VPN 541
#
ip vpn-instance vrfl 1

#
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ip vpn-instance vrfl 2

#

ip vpn-instance vrf2 1

#

ip vpn-instance vrf2 2

#

#AC BN A M H OSPF, {RIEEE B w]&
#

ospf 1001 router-id 10.10.1.1 vpn-instance vrfl 1
description roul0.1001_tenant 1
non-stop-routing
area 0.0.0.0

network 10.10.1.0 0.0.0.255
network 100.10.1.0 0.0.0.255
network 101.1.1.0 0.0.0.255
network 201.1.1.0 0.0.0.255

#

ospf 1002 router-id 10.10.2.1 vpn-instance vrfl 2
description roul0.1002 tenant 1
non-stop-routing
area 0.0.0.0

network 10.10.2.0 0.0.0.255
network 100.10.2.0 0.0.0.255
network 101.101.1.0 0.0.0.255
network 201.1.2.0 0.0.0.255

#

ospf 1003 router-id 10.10.3.1 vpn-instance vrf2 1
description roul0.1003 tenant 2
non-stop-routing
area 0.0.0.0

network 10.10.3.0 0.0.0.255
network 100.10.3.0 0.0.0.255
network 101.1.3.0 0.0.0.255
network 201.1.3.0 0.0.0.255

#

ospf 1004 router-id 10.10.4.1 vpn-instance vrf2 2
description roul0.1004 tenant 2
non-stop-routing
area 0.0.0.0
network 10.10.4.0 0.0.0.255
network 100.10.4.0 0.0.0.255
network 101.101.4.0 0.0.0.255
network 201.1.4.0 0.0.0.255

#

ospfv3 1001 vpn-instance vrfl 1
router-id 10.10.1.1
non-stop-routing

area 0.0.0.0
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#

ospfv3 1002 vpn-instance vrfl 2
router-id 10.10.2.1
non-stop-routing
area 0.0.0.0

#

ospfv3 1003 vpn-instance vrf2 1
router-id 10.10.3.1
non-stop-routing
area 0.0.0.0

#

ospfv3 1004 vpn-instance vrf2 2
router-id 10.10.4.1
non-stop-routing
area 0.0.0.0

#

#ICE R
#HE4E RBM FHEFL 1 FATH
interface Route-Aggregationl0.1001
description tenant 1
ip binding vpn-instance vrfl 1
ip address 10.10.1.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$0NOjAriIRvuNdf58zgsncdYW6wNmt8NIUQ==
ospf timer hello 1
ospf network-type p2p
ospf 1001 area 0.0.0.0
ospf bfd enable
ospfv3 1001 area 0.0.0.0
ospfv3 timer hello 1
ospfv3 bfd enable
ospfv3 network-type p2p
ipv6 address 10:10:1::1/96
bfd min-transmit-interval 100
bfd min-receive-interval 100
bfd detect-multiplier 4
#ERE RBM EHERT 1 BATH
interface Route-Aggregationl0.1002
description tenant 1
ip binding vpn-instance vrfl 2
ip address 10.10.2.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$2gg9veomKvM/KegqPSTHC5qmWUAtr3iEOYgg==
ospf timer hello 1
ospf network-type p2p
ospf 1002 area 0.0.0.0
ospf bfd enable
ospfv3 1002 area 0.0.0.0
ospfv3 timer hello 1
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ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 10:10:2::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
#EEHE RBM FHERLS 2 FATH
interface Route-Aggregationl0.1003
description tenant 2

ip binding vpn-instance vrf2 1

ip address 10.10.3.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$1f0Dg/1fQR40tVY/HH2N7ML+hFnltK121g==
ospf timer hello 1

ospf network-type p2p

ospf 1003 area 0.0.0.0

ospf bfd enable

ospfv3 1003 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 10:10:3::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#i%4E RBM FHERL S 2 BATH

interface Route-Aggregationl0.1004
description tenant 2

ip binding vpn-instance vrf2 2

ip address 10.10.4.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$+RZv1315VQ5UG+f30EBAdm+IRXfVWLYT6Q==
ospf timer hello 1

ospf network-type p2p

ospf 1004 area 0.0.0.0

ospf bfd enable

ospfv3 1004 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 10:10:4::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#EHE RBM FAEFLS 1 TATH

interface Route-Aggregationl00.1001
description tenant 1

ip binding vpn-instance vrfl 1

ip address 100.10.1.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$3J1xMzfqWInp9vnegVPnVEzgp7YjimfidA==
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ospf timer hello 1

ospf network-type p2p

ospf 1001 area 0.0.0.0

ospf bfd enable

ospfv3 1001 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 100:10:1::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
#EEHE RBM #AERLS 1 BT
interface Route-Aggregationl00.1002
description tenant 1

ip binding vpn-instance vrfl 2

ip address 100.10.2.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$Sz11iQ1Q0SbGN4qCOKYBAPxW+x0ONP8zWQOWg==
ospf timer hello 1

ospf network-type p2p

ospf 1002 area 0.0.0.0

ospf bfd enable

ospfv3 1002 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 100:10:2::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
#ERE RBM FAERLT 2 TATH

interface Route-Aggregationl00.1003
description tenant 2

ip binding vpn-instance vrf2 1

ip address 100.10.3.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$4eIKCEucL5J4UjAiFfUd2fQUFgPLRAXLVg==
ospf timer hello 1

ospf network-type p2p

ospf 1003 area 0.0.0.0

ospf bfd enable

ospfv3 1003 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 100:10:3::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
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#HEE4E RBM AAEFL 2 BATH
interface Route-Aggregationl00.1004
description tenant 2

ip binding vpn-instance vrf2 2

ip address 100.10.4.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$XaWkQEp/AU8BaSg+HHS2FtGd4ztDI0rf fw==
ospf timer hello 1

ospf network-type p2p

ospf 1004 area 0.0.0.0

ospf bfd enable

ospfv3 1004 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 100:10:4::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
HER gw-2 (R 1)

interface Route-Aggregation201.1001
description to-Border2 tenant 1

ip binding vpn-instance vrfl 1

ip address 201.1.1.1 255.255.255.0
ospf cost 10

ospf 1001 area 0.0.0.0

ospfv3 1001 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:1::1/96

#HER Gw-2 (FLP 1D

interface Route-Aggregation201.1002
description to-Border2 tenant 1

ip binding vpn-instance vrfl 2

ip address 201.1.2.1 255.255.255.0
ospf cost 10

ospf 1002 area 0.0.0.0

ospfv3 1002 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:2::1/96

#ER: gw-2 (L 2)

interface Route-Aggregation201.1003
description to-Border2 tenant 2

ip binding vpn-instance vrf2 1

ip address 201.1.3.1 255.255.255.0
ospf cost 10

ospf 1003 area 0.0.0.0

ospfv3 1003 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:3::1/96
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R cw-2 (/7 2)

interface Route-Aggregation201.1004
description to-Border2 tenant 2

ip binding vpn-instance vrf2 2

ip address 201.1.4.1 255.255.255.0
ospf cost 10

ospf 1004 area 0.0.0.0

ospfv3 1004 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:4::1/96

FERE PC-1 JTRZZHHL (L 1D

interface Route-Aggregation301.1001
description to-leaf

ip binding vpn-instance vrfl 1

ip address 101.1.1.2 255.255.255.0
ospf cost 10

ospf 1001 area 0.0.0.0

ospfv3 1001 area 0.0.0.0

ospfv3 cost 10

ipv6 address 101:1:1::2/96
#ERE PC-1 JIFIZEHHL (L 2D
interface Route-Aggregation301.1003
description to-leaf tenant 2

ip binding vpn-instance vrf2 1

ip address 101.1.3.2 255.255.255.0
ospf cost 10

ospf 1003 area 0.0.0.0

ospfv3 1003 area 0.0.0.0

ospfv3 cost 10

ipv6 address 101:1:3::2/96
FERE PC-2 JFZZHAL (L 1D
interface Route-Aggregation302.1002
description to-public

ip binding vpn-instance vrfl 2

ip address 101.101.1.2 255.255.255.0
ospf cost 10

ospf 1002 area 0.0.0.0

ospfv3 1002 area 0.0.0.0

ospfv3 cost 10

ipv6 address 101:101:1::2/96
HERE pC-2 JTRAZHNL (L 2D
interface Route-Aggregation302.1004
description to-public tenant 2

ip binding vpn-instance vrf2 2

ip address 101.101.4.2 255.255.255.0
ospf cost 10

ospf 1004 area 0.0.0.0

ospfv3 1004 area 0.0.0.0
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ospfv3 cost 10
ipv6 address 101:101:4::2/96

#

(4) Bic & Gateway 2

# Q1 VPN SL4)

#

ip vpn-instance vrfl 1
#

ip vpn-instance vrfl 2
#

ip vpn-instance vrf2 1
#

ip vpn-instance vrf2 2
#

#AC E BN B OSPF, {RIFH B A&
#

ospf 10001 router-id 20.10.1.1 vpn-instance vrfl 1
description rou20.1001 tenant 1
non-stop-routing
area 0.0.0.0
network 20.10.1.0 0.0.0.255
network 102.1.1.0 0.0.0.255
network 200.10.1.0 0.0.0.255
network 201.1.1.0 0.0.0.255
#
ospf 10002 router-id 20.10.2.1 vpn-instance vrfl 2
description rou20.1002 tenant 1
non-stop-routing
area 0.0.0.0
network 20.10.2.0 0.0.0.255
network 102.102.1.0 0.0.0.255
network 200.10.2.0 0.0.0.255
network 201.1.2.0 0.0.0.255
#
ospf 10003 router-id 20.10.3.1 vpn-instance vrf2 1
description rou20.1003 tenant 2
non-stop-routing
area 0.0.0.0
network 20.10.3.0 0.0.0.255
network 102.1.3.0 0.0.0.255
network 200.10.3.0 0.0.0.255
network 201.1.3.0 0.0.0.255
#
ospf 10004 router-id 20.10.4.1 vpn-instance vrf2 2
description rou20.1004 tenant 2
non-stop-routing
area 0.0.0.0
network 20.10.4.0 0.0.0.255
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network 102.102.4.0 0.0.0.255
network 200.10.4.0 0.0.0.255
network 201.1.4.0 0.0.0.255
#
ospfv3 10001 vpn-instance vrfl 1
router-id 20.10.1.1
non-stop-routing
area 0.0.0.0
#
ospfv3 10002 vpn-instance vrfl 2
router-id 20.10.2.1
non-stop-routing
area 0.0.0.0
#
ospfv3 10003 vpn-instance vrf2 1
router-id 20.10.3.1
non-stop-routing
area 0.0.0.0
#
ospfv3 10004 vpn-instance vrf2 2
router-id 20.10.4.1
non-stop-routing
area 0.0.0.0
#
#ICE
#HE4E RBM FHEFL 1 FATH
interface Route-Aggregation20.1001
description tenant_1
ip binding vpn-instance vrfl 1
ip address 20.10.1.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$P5xXCh+N+Ek7QJP6mRv75aFmyr+zklKIfA==
ospf timer hello 1
ospf network-type p2p
ospf 10001 area 0.0.0.0
ospf bfd enable
ospfv3 10001 area 0.0.0.0
ospfv3 timer hello 1
ospfv3 bfd enable
ospfv3 network-type p2p
ipv6 address 20:10:1::1/96
bfd min-transmit-interval 100
bfd min-receive-interval 100
bfd detect-multiplier 4
#i%E4E RBM FHERLS 1 BATH
interface Route-Aggregation20.1002
description tenant 1
ip binding vpn-instance vrfl 2

ip address 20.10.2.1 255.255.255.0
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ospf authentication-mode md5 1 cipher $c$3$PAWIMWaO5+xwo8srZl2IAgkSWECGHWXX0g==
ospf timer hello 1

ospf network-type p2p

ospf 10002 area 0.0.0.0

ospf bfd enable

ospfv3 10002 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 20:10:2::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
#i%4E RBM FHEFRL 2 TATH
interface Route-Aggregation20.1003
description tenant 2

ip binding vpn-instance vrf2 1

ip address 20.10.3.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$ghw60i05jtmT7VenjRoRrhKWS0x4XhXkxw==
ospf timer hello 1

ospf network-type p2p

ospf 10003 area 0.0.0.0

ospf bfd enable

ospfv3d 10003 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 20:10:3::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4
#iE4E RBM FHEFL 2 BATH
interface Route-Aggregation20.1004
description tenant 2

ip binding vpn-instance vrf2 2

ip address 20.10.4.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$1/rk01Ngfn47LiX1xn9H4TgNuQgg4Qkgyg==
ospf timer hello 1

ospf network-type p2p

ospf 10004 area 0.0.0.0

ospf bfd enable

ospfv3 10004 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 20:10:4::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100
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bfd detect-multiplier 4
#HE4E RBM AHEFL 1 FATH
interface Route-Aggregation200.1001
description tenant_1

ip binding vpn-instance vrfl 1

ip address 200.10.1.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$0s6VTxU42fr+SihvMI6xwldfNI8v2H1h9w==
ospf timer hello 1

ospf network-type p2p

ospf 10001 area 0.0.0.0

ospf bfd enable

ospfv3 10001 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 200:10:1::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#i%EHE RBM FAERLS 1 BATH

interface Route-Aggregation200.1002
description tenant 1

ip binding vpn-instance vrfl 2

ip address 200.10.2.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$0cjRgCIx1wKihfP37miCRj/aVC5hHUEjrg==
ospf timer hello 1

ospf network-type p2p

ospf 10002 area 0.0.0.0

ospf bfd enable

ospfv3d 10002 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 200:10:2::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#EHE RBM FAERLS 2 FATH

interface Route-Aggregation200.1003
description tenant 2

ip binding vpn-instance vrf2 1

ip address 200.10.3.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$CX1XQJu011sXO1GVIGD3uJoEK3MfcglITg==
ospf timer hello 1

ospf network-type p2p

ospf 10003 area 0.0.0.0

ospf bfd enable

ospfv3 10003 area 0.0.0.0
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ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 200:10:3::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#EHE RBM #FAERLS 2 BATH

interface Route-Aggregation200.1004
description tenant 2

ip binding vpn-instance vrf2 2

ip address 200.10.4.1 255.255.255.0
ospf authentication-mode md5 1 cipher $c$3$6R644NUbpD+yGThVFFqd71eHXUZUCYW/Mw==
ospf timer hello 1

ospf network-type p2p

ospf 10004 area 0.0.0.0

ospf bfd enable

ospfv3 10004 area 0.0.0.0

ospfv3 timer hello 1

ospfv3 bfd enable

ospfv3 network-type p2p

ipv6 address 200:10:4::1/96

bfd min-transmit-interval 100

bfd min-receive-interval 100

bfd detect-multiplier 4

#ER: gw-1 (L 1D

interface Route-Aggregation201.1001
description to-Borderl

ip binding vpn-instance vrfl 1

ip address 201.1.1.2 255.255.255.0
ospf cost 10

ospf 10001 area 0.0.0.0

ospfv3d 10001 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:1::2/96
#ER cw-1 (P D
interface Route-Aggregation201.1002
description to-Borderl

ip binding vpn-instance vrfl 2

ip address 201.1.2.2 255.255.255.0
ospf cost 10

ospf 10002 area 0.0.0.0

ospfv3 10002 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:2::2/96
#ER: ew-1 (P 2D
interface Route-Aggregation201.1003

description to-Borderl tenant 2
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ip binding vpn-instance vrf2 1

ip address 201.1.3.2 255.255.255.0
ospf cost 10

ospf 10003 area 0.0.0.0

ospfv3 10003 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:3::2/96

#EH cw-1 (AP 2)

interface Route-Aggregation201.1004
description to-Borderl tenant 2

ip binding vpn-instance vrf2 2

ip address 201.1.4.2 255.255.255.0
ospf cost 10

ospf 10004 area 0.0.0.0

ospfv3 10004 area 0.0.0.0

ospfv3 cost 10

ipv6 address 201:1:4::2/96

#ERE PC-1 TFRAHHL (FP 1)

interface Route-Aggregation301.1001
description to-leaf

ip binding vpn-instance vrfl 1

ip address 102.1.1.2 255.255.255.0
ospf cost 10

ospf 10001 area 0.0.0.0

ospfv3 10001 area 0.0.0.0

ospfv3 cost 10

ipv6 address 102:1:1::2/96

#EH pC-1 T AZTHHL (7 2)

interface Route-Aggregation301.1003
description to-leaf tenant 2

ip binding vpn-instance vrf2 1

ip address 102.1.3.2 255.255.255.0
ospf cost 10

ospf 10003 area 0.0.0.0

ospfv3 10003 area 0.0.0.0

ospfv3 cost 10

ipv6 address 102:1:3::2/96
#EH pC-2 TFAZTHHL T 1)
interface Route-Aggregation302.1002
description to-public

ip binding vpn-instance vrfl 2

ip address 102.102.1.2 255.255.255.0
ospf cost 10

ospf 10002 area 0.0.0.0

ospfv3d 10002 area 0.0.0.0

ospfv3 cost 10

ipv6 address 102:102:1::2/96
HER pe-2 TTAZHHL (L 2)
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interface Route-Aggregation302.1004
description to-public_tenant 2
ip binding vpn-instance vrf2 2
ip address 102.102.4.2 255.255.255.0
ospf cost 10
ospf 10004 area 0.0.0.0
ospfv3 10004 area 0.0.0.0
ospfv3 cost 10
ipv6 address 102:102:4::2/96
#

5.12.4 BB TEE
o {EMCEZAIFALRA MM AT Ik
5.13 M9000 RBM+context+VRRP+VRF % & it & 245
5.13.1 AMEEK

Wk 1 fizn, Device I B TS O¥ A= 280, ARekSFett, @M & Device it
17 RBM XML 41/, Device A {FE T %4, Device B 1E A% 15 % . Host Vil Internet i & 1
WAL T B DeviceA #EATH K, 4 Device A BRHAERE K A%, H Device B #:# Device A 4%
BT, FRIEL S AT
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[&5-13 RBM+context+VRRP+VRF 3 #&4H [/ & f8 A F

Ragg1024 Raggl1024
N REM A
M9IK-1 | 1
v V)

Ragg100 = Ragg100

M9K-2

—_———
Ragg200

Brgg200

Brgg300. -
Brggl00 -

L Brggd00

DRNI/M-lag
GW-1 @ @ GW-2

PC-1 SW-1 SW-2

5.13.2 FLE K

o T EHIHH IR A R B AR PR BT — 3

o AWEPALLL 2 M M

o MUE LA DA TG ORAIE R 2% 7T K
(1) M & Device A

# RBM #% 1L B

#
interface Route-Aggregationl024

ip address 137.0.0.5 255.255.255.0
link-aggregation mode dynamic

ipvé address 137::5/64
#
interface Ten-GigabitEthernet0/0/20
port link-mode route

port link-aggregation group 1024
#
interface Ten-GigabitEthernetl/0/20
port link-mode route

port link-aggregation group 1024

#
#l SR E HECE
#
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interface Route-Aggregationl00
link-aggregation mode dynamic
#
interface Route-Aggregation200
link-aggregation mode dynamic
#
interface Ten-GigabitEthernet0/0/23
port link-mode route
port link-aggregation group 100
#
interface Ten-GigabitEthernetl/0/23
port link-mode route
port link-aggregation group 100
#
interface Ten-GigabitEthernet0/0/24
port link-mode route
port link-aggregation group 200
#
interface Ten-GigabitEthernetl/0/24
port link-mode route
port link-aggregation group 200
#
# Track e
track 1 interface Ten-GigabitEthernet0/0/23 physical
track 2 interface Ten-GigabitEthernetl/0/23 physical
track 3 interface Ten-GigabitEthernet0/0/24 physical

track 4 interface Ten-GigabitEthernetl/0/24 physical

# {1 & Device #47 HA 44, Device A{ENE ¥ %, Device B E N 14% . 24 Device A Bt
B AR MRS, B Device B % Device A 4k4E T4E, {RAEML S5 ASH T,

#

remote-backup group

data-channel interface Route-Aggregationl024

o

oy

T a4

b
[ay

undo configuration auto-sync enable #5 H3C $E | 23
configuration sync-check interval 1

delay-time 30

track 1

track 2

track 3
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track 4

local-ipv6 137::5

remote-ipv6 137::3

device-role primary
#

#614 context A

#
context VEW 4158082000 id 2

context start

location blade-controller-team 1

allocate interface Route-Aggregation3 share
allocate interface Route-Aggregationl00 share

allocate interface Route-Aggregation200 share

#ACE context A FAT I, vrid —FF
#
interface Route-Aggregationl00.2000
ip binding vpn-instance lwy 1 R1 123412
ip address 33.1.1.3 255.255.255.254
vrrp vrid 6 virtual-ip 5.1.1.3 255.255.255.254 active
vlan-type dotlg vid 2000
ipv6 address 33::1:3/127
vrrp ipvé vrid 6 virtual-ip FE80:2021::1:1 link-local active
vrrp ipvé vrid 6 virtual-ip 5::1:2 127
#
interface Route-Aggregationl00.2005
ip binding vpn-instance lwy 1 1 R4 112233
ip address 34.1.1.20 255.255.255.254
vrrp vrid 6 virtual-ip 6.1.1.13 255.255.255.254 active
vlan-type dotlg vid 2005
ipv6 address 34::1:15/127
vrrp ipvé vrid 6 virtual-ip FE80:2021::1:A link-local active
vrrp ipv6 vrid 6 virtual-ip 6::1:D 127
#
#IC & context A FATI, vrid —#F
#
interface Route-Aggregation200.4016
ip binding vpn-instance external vpn 4016
ip address 33.1.1.4 255.255.255.254
vrrp vrid 5 virtual-ip 222.1.0.1 255.255.0.0 active
vlan-type dotlg vid 4016
ipv6 address 33::1:5/127
vrrp ipvé vrid 5 virtual-ip FE80:2021::1:2 link-local active
vrrp ipvé vrid 5 virtual-ip 222::2 96
#
interface Route-Aggregation200.4017
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ip binding vpn-instance external vpn 4017
ip address 34.1.1.10 255.255.255.254
vrrp vrid 5 virtual-ip 223.1.0.5 255.255.0.0 active

vlan-type dotlg vid 4017
ipv6 address 34::1:A/127

vrrp ipvé vrid 5 virtual-ip FE80:2021::1:3 link-local active

vrrp ipvé vrid 5 virtual-ip 223::5 96

#

#ACE context A %

ip route-static vpn-instance
223.1.1.1

ip route-static vpn-instance
lwy 1 1 R4 112233 6.1.1.12
ip route-static vpn-instance
222.1.1.1

ip route-static vpn-instance
5.1.1.2

lwy 1 1 R4 112233 0.0.0.0 O vpn-instance external vpn 4017

external vpn 4017 211.1.1.0 24 vpn-instance

lwy 1 R1_123412 0.0.0.0 0 vpn-instance external_vpn_ 4016

external vpn 4016 111.1.1.0 24 vpn-instance lwy 1 R1 123412

#IL B contextA 224 1a fl 22 4 SR

Name: Trust

Members:
Route-Aggregationl00.2000
Route-Aggregationl00.2005

Name: Untrust

Members:
Route-Aggregation200.4016
Route-Aggregation200.4017

#ICLE contextA %4 %
#
security-policy ip
rule 0 name 0
action pass
vref lwy 1 1 R4 112233
source-zone local
source-zone Trust
source-zone Untrust
destination-zone local
destination-zone Trust

destination-zone Untrust

rule 1 name 1

action pass

vrf lwy 1 R1 123412
source-zone local
source-zone Trust

source-zone Untrust
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destination-zone local
destination-zone Trust

destination-zone Untrust

rule 2 name 2

action pass

vrf external vpn 4016
source-zone local
source-zone Trust
source-zone Untrust
destination-zone local
destination-zone Trust

destination-zone Untrust

rule 65000 name 65000
action pass

service vrrp

(2) BiL & Device B

# RBM £ HACE
#
interface Route-Aggregationl024

ip address 137.0.0.3 255.255.255.0
link-aggregation mode dynamic

ipv6 address 137::3/64
#
interface Ten-GigabitEthernet0/0/20
port link-mode route

port link-aggregation group 1024
#
interface Ten-GigabitEthernetl/0/20
port link-mode route

port link-aggregation group 1024
#

#lL S REDRE

#

interface Route-Aggregationl00
link-aggregation mode dynamic

#

interface Route-Aggregation200
link-aggregation mode dynamic

#

interface Ten-GigabitEthernet0/0/23

port link-mode route
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port link-aggregation group 100
#
interface Ten-GigabitEthernetl/0/23
port link-mode route
port link-aggregation group 100
#
interface Ten-GigabitEthernet0/0/24
port link-mode route
port link-aggregation group 200
#
interface Ten-GigabitEthernetl/0/24
port link-mode route
port link-aggregation group 200
#
# Track L&
track 1 interface Ten-GigabitEthernet0/0/23 physical
track 2 interface Ten-GigabitEthernetl/0/23 physical
track 3 interface Ten-GigabitEthernet0/0/24 physical

track 4 interface Ten-GigabitEthernetl/0/24 physical

# I & Device #1T HA 41, Device A fE 1%, Device BAEJy###. = Device A Bl
% R AE M, Device B #:# Device A k4L TAE, fRIUEMZ S A .

#

remote-backup group

data-channel interface Route-Aggregationl024

undo configuration auto-sync enable #5 H3C FHIZEC G T Nt dr &
configuration sync-check interval 1

delay-time 30

track 1

track 2

track 3

track 4

local-ipv6 137::3

remote—-ipvé 137::5

device-role secondary

#

#1617 context A
#
context VFW 4158082000 id 2

context start
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location blade-controller-team 1

allocate interface Route-Aggregation3 share
allocate interface Route-Aggregationl00 share
allocate interface Route-Aggregation200 share

#

#ACE context A FAT I, vrid —FF
#
interface Route-Aggregationl00.2000
ip binding vpn-instance lwy 1 R1 123412
ip address 33.1.1.7 255.255.255.254
vrrp vrid 6 virtual-ip 5.1.1.3 255.255.255.254 standby
vlan-type dotlg vid 2000
ipv6 address 33::1:7/127
vrrp ipv6é vrid 6 virtual-ip FE80:2021::1:1 link-local standby
vrrp ipv6 vrid 6 virtual-ip 5::1:2 127
#
interface Route-Aggregationl00.2005
ip binding vpn-instance lwy 1 1 R4 112233
ip address 34.1.1.29 255.255.255.254
vrrp vrid 6 virtual-ip 6.1.1.13 255.255.255.254 standby
vlan-type dotlg vid 2005
ipv6 address 34::1:19/127
vrrp ipv6é vrid 6 virtual-ip FE80:2021::1:A link-local standby
vrrp ipvé vrid 6 virtual-ip 6::1:D 127
#
#ILHE context A BAT I, vrid —F¢
#
interface Route-Aggregation200.4016
ip binding vpn-instance external vpn 4016
ip address 33.1.1.6 255.255.255.254
vrrp vrid 5 virtual-ip 222.1.0.1 255.255.0.0 standby
vlan-type dotlg vid 4016
ipv6 address 33::1:6/127
vrrp ipvé vrid 5 virtual-ip FE80:2021::1:2 link-local standby
vrrp ipvé vrid 5 virtual-ip 222::2 96
#
interface Route-Aggregation200.4017
ip binding vpn-instance external vpn 4017
ip address 34.1.1.12 255.255.255.254
vrrp vrid 5 virtual-ip 223.1.0.5 255.255.0.0 standby
vlan-type dotlg vid 4017
ipv6 address 34::1:C/127
vrrp ipv6 vrid 5 virtual-ip FE80:2021::1:3 link-local standby
vrrp ipvé vrid 5 virtual-ip 223::5 96
#
#IC & context A i H

ip route-static vpn-instance lwy 1 1 R4 112233 0.0.0.0 0 vpn-instance external vpn 4017
223.1.1.1
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ip route-static vpn-instance external vpn 4017 211.1.1.0 24 vpn-instance

lwy 1 1 R4 112233 6.1.1.12

ip route-static vpn-instance lwy 1 R1 123412 0.0.0.0 0 vpn-instance external vpn 4016
222.1.1.1

ip route-static vpn-instance external vpn 4016 111.1.1.0 24 vpn-instance lwy 1 R1 123412
5.1.1.2

#ICE contextA 22 A2 4 HR g

Name: Trust

Members:
Route-Aggregationl00.2000
Route-Aggregationl00.2005

Name: Untrust

Members:
Route-Aggregation200.4016
Route-Aggregation200.4017

#ICE contextA 22 4 5HE
#
security-policy ip
rule 0 name 0
action pass
vrf lwy 1 1 R4 112233
source-zone local
source-zone Trust
source-zone Untrust
destination-zone local
destination-zone Trust

destination-zone Untrust

rule 1 name 1

action pass

vrf lwy 1 R1 123412
source-zone local
source-zone Trust
source-zone Untrust
destination-zone local
destination-zone Trust

destination-zone Untrust

rule 2 name 2

action pass

vrf external vpn 4016
source-zone local
source-zone Trust
source-zone Untrust
destination-zone local

destination-zone Trust
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destination-zone Untrust

rule 65000 name 65000
action pass

service vrrp

(3) Bic & Gateway 1

# 5 FW T HERRE O E
#
interface Vlan-interface2000
ip binding vpn-instance lwy 1 R1 123412
ip address 5.1.1.2 255.255.255.254
ipv6 address 5::1:3/127
#
interface Vlan-interface2005
ip binding vpn-instance lwy 1 1 R4 1122
ip address 6.1.1.12 255.255.255.254
ipv6 address 6::1:C/127
#
interface Bridge-Aggregationl00
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 2000 2005
link-aggregation mode dynamic
port drni group 100
#
interface Bridge-Aggregation300
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 2000 2005
link-aggregation mode dynamic
port drni group 300
#
# 5 FW BA7 FDER AR E
#
interface Vlan-interface4016
ip binding vpn-instance external vpn 40
ip address 222.1.1.1 255.255.0.0
ipv6 address 222::1/96
#

interface Vlan-interfaced4017

33

16

ip binding vpn-instance external vpn 4017

ip address 223.1.1.1 255.255.0.0
ipv6 address 223::1/96
#
interface Bridge-Aggregation200
port link-type trunk

undo port trunk permit vlan 1
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port trunk permit vlan 4016 4017
link-aggregation mode dynamic
port drni group 200

#

interface Bridge-Aggregation400
port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 4016 4017
link-aggregation mode dynamic
port drni group 400

#

# FSHE

ip route-static vpn-instance lwy 1 R1 123412 0.0.0.
ip route-static vpn-instance lwy 1 1 R4 112233 0.0.
ip route-static vpn-instance external vpn 4016 111.

ip route-static vpn-instance external vpn 4017 211.

(4) i & Gateway 2

# 5 FW T IERRE O E
#
interface Vlan-interface2000
ip binding vpn-instance lwy 1 R1 123412
ip address 5.1.1.2 255.255.255.254
ipv6 address 5::1:3/127
#
interface Vlan-interface2005
ip binding vpn-instance lwy 1 1 R4 1122
ip address 6.1.1.12 255.255.255.254
ipv6 address 6::1:C/127
#
interface Bridge-Aggregationl00
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 2000 2005
link-aggregation mode dynamic
port drni group 100
#
interface Bridge-Aggregation300
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 2000 2005
link-aggregation mode dynamic
port drni group 300
#
# 5 FW EATNERME O E
#
interface Vlan-interface4016

ip binding vpn-instance external vpn 40

33

16
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= P O O
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5.1.1.3
0 6.1.1.13

.0 24 222.1.0.1
.0 24 223.1.0.5



ip address 222.1.1.1 255.255.0.0
ipv6 address 222::1/96
#
interface Vlan-interface4017
ip binding vpn-instance external vpn 4017
ip address 223.1.1.1 255.255.0.0
ipv6 address 223::1/96
#
interface Bridge-Aggregation200
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 4016 4017
link-aggregation mode dynamic
port drni group 200
#
interface Bridge-Aggregation400
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 4016 4017
link-aggregation mode dynamic
port drni group 400
#
# A HEE
ip route-static vpn-instance lwy 1 R1 123412 0.0.0. 5.1.1.3
0 6.1.1.13
.0 24 222.1.0.1
0 24 223.1.0.5

ip route-static vpn-instance lwy 1 1 R4 112233 0.0.

ip route-static vpn-instance external vpn 4016 111.

= = O O
= B O O

ip route-static vpn-instance external vpn 4017 211.

5.13.3 BLEXEFM

o {EBCEZATHEOR ANt ATE

5.14 RBMZEMEH RGEk

o EORYLK RBM XUMLHIM G B LI BCEAR, ORI E . RAEMEBEAAAFE,
FREBEMEMR, SUHHEMRSEMNERNELR, 5&MNSIENETTE
A, PR VMR LR

o HIUME AN RBM Lok A7 58 H(N+3)*10G, Hr N A5 REcE (CHdsimiE s o8k
WAL 1)

o ERFTZIAH HASH L. HASH Al 7B E — 2.

o WMERDIRERAEE LAY, M. EREE LR RS RIE4, B4 iy
L HIEASAEE EFP .

o RBM [RIVI [ BRI & s DL BEAT 1A 3
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6 M9000 )22 KIFE AR B
6.1 AWK

H 7] LL Device 192510 Ft 2 4z i st %, BC B 2 42 3R, 345 Trust AT AT BLY5 1] Untrust
AL, {H Untrust P E5H P ASBEDT ] Trust AT .

E6-1 R4 HHs H AT EARE

6.2 ECE B

o MEBMML, 2BIKHINA Trust 1 Untrust 35

o FCEMhENGA

o MEMBZMRA

o FLEZANNE, AR b KA RSN R A

6.3 BLE LR

# Iic & $22 1 GigabitEthernet 5/0/11 Kbk .

[M9K]interface GigabitEthernet 5/0/11
[M9K-GigabitEthernet5/0/11]ip address 17.1.1.1 24

# i & $22 1 GigabitEthernet 5/0/12 Kbk

[M9K]interface GigabitEthernet 5/0/12
[MI9K-GigabitEthernet5/0/12]ip address 18.1.1.1 24

# 166247 T3 0 GigabitEthernet 5/0/11 N Trust 1.
[M9K]security-zone name Trust

[MO9K-security-zone-Trust]import interface GigabitEthernet 5/0/11
# 166247 T3 1 GigabitEthernet 5/0/12 fin A\ Untrust 4.
[M9K]security-zone name Untrust
[MO9K-security-zone-Untrust]import interface GigabitEthernet 5/0/12

# QI A PR trust-untrust R RAH, 1P ik EE A 17.1.1.2~17.1.1.200

[M9K]object-group ip address trust-
untrust

[MO9K-obj-grp-ip-trust-untrust]network range 17.1.1.2 17.1.1.200

# QI A PR untrust-trust R SR, P HiikE A 18.1.1.2~18.1.1.200
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[M9K]object-group ip address untrust-trust
[MO9K-obj-grp-ip-untrust-trust]network range 18.1.1.2 18.1.1.200
# AN top MRS KA, I CHSCRFIRS M tep
[M9K]object-group service tcp

[M9K-obj-grp-service-tcp]service tcp source gt 1023 destination gt 79

# O 22450 trust-untrust, EJESE N VR IP Hibik oA trust-untrust FHBHEXT S 4H,  H Ky
untrust-trust kx4, BRSS KR AN teps FFA Ay RGBT RE .

M9K]security-policy ip
M9K-security-policy-ipJrule 0 name trust-untrust

M9K-security-policy-ip-0-trust-untrust]source-ip trust-untrust

[
[
[
[M9K-security-policy-ip-0-trust-untrust]destination-ip untrust-trust
[
[M9K-security-policy-ip-0-trust-untrust]service tcp

[

]
M9K-security-policy-ip-O-trust-untrust]action pass

]

]

M9K-security-policy-ip-0O-trust-untrust]counting enable

6.4 JFEZEIN

o HEERSULIEFRANACER, DURZEFRIEIHI P ABAE R IEZ AT, W %R
Mg MRV AC RS JE » AT R IEAREE, DA & B B 2 e SR A g, SRS
T E MR IEA LR

o HCEZAHIKE, THZM RIS BB CRIERITE RN SRAFRCIIERT, JEREIK
ME D HEATHCE.

7 M9000 ] NAT R ATHE:
7.1 AMER

WK 7-1 Fios, M900O0 &4 M4, FTP Server & N, IP #ihkA 10.1.1.2, Host 7£4MM,
IP k> 220.1.1.2., B7E Host LLA M HhlE 220.1.1.1 1517 FTP Server, 75324 Host HulikiE4T NAT
Outbound ##t, #Fdaihhkybhhl>~ 10.1.1.100~10.1.1.102.

[E7-1 NAT EARIHEE4E M [E

Trust Untrust
GE7/0/1 GE7/0/2
10.1.1.1/24 /" 220.1.1.1/24
"

FTP server M9000 HOSt
10.1.1.2/24 220.1.1.2/24

7.2 BLERRK

o MeEBE ML,
. i & NAT Server, Host F3)jijj 7] FTP Server B #3 H f ik
. il B NAT Outbound, Host E3h1)i1b] FTP Server I &Gl .
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o CRHEIIIAZ A, BCE KA.

7.3 ELEXR

# B bt

<Sysname> System-view

[Sysname]interface GigabitEthernet 7/0/2
[Sysname-GigabitEthernet7/0/2]ip address 10.1.1.1 24
[Sysname]interface GigabitEthernet 7/0/2
[Sysname-GigabitEthernet7/0/2]ip address 220.1.1.1 24

# {E#2 11 GigabitEthernet7/0/2 it & NAT server.

[Sysname-GigabitEthernet7/0/2]nat server protocol tcp global 220.1.1.1 ftp inside
10.1.1.2 ftp

# G NAT bkt .

[Sysname]nat address-group O

[Sysname-address-group-0]address 10.1.1.100 10.1.1.102
# Tic B 75 E L hE R ACL.

[Sysname]acl basic 2999
[Sysname-acl-ipv4-basic-2999]rule 0 permit source 220.1.1.0 0.0.0.255

# 76 W 1 _FECE NAT Outbound.

[Sysname]interface GigabitEthernet 7/0/1
[Sysname-GigabitEthernet7/0/1]lnat outbound 2999 address-group 0

# 4210 GigabitEthernet7/0/1 i A% Trust 45,

[Sysname]security-zone name trust

[Sysname-security-zone-Trust]import interface GigabitEthernet 7/0/1
# 421 GigabitEthernet7/0/2 i A% Untrust 1.

[Sysname] security-zone name untrust
[Sysname-security-zone-Untrust]import interface GigabitEthernet 7/0/2

[Sysname-security-zone-Untrust]quit
# MCEHUHEXT 5.

[Sysname]object-group ip address testSouAddr
[Sysname-obj-grp-ip-testSouAddr]network host address 220.1.1.2
[Sysname]object-group ip address testDestAddr
[Sysname-obj-grp-ip-testDestAddr]network host address 10.1.1.2
# I B 24 R

[Sysname]security-policy ip

[Sysname-security-policy-ip]rule name testObjPol
[Sysname-security-policy-ip-0-testObjPol]source-ip testSouAddr
[Sysname-security-policy-ip-0-testObjPol]destination-ip testDestAddr
[Sysname-security-policy-ip-0-testObjPol]lservice ftp
[Sysname-security-policy-ip-0-testObjPol]source-zone untrust
[Sysname-security-policy-ip-0-testObjPol]ldestination-zone trust

[Sysname-security-policy-ip-0-testObjPol]laction pass

98



7.4 FEEIN

e X NAT Server Kiji, 7&% 450N ICECH) H FHbhl y NAT Server #5465 (1) 5L WX i
hk.

o XIT NAT Outbound SKUt, 7EZ45REEH, K ICFC A5 Rl bk Ay % 46 jiy bl o
o A TATLAECER NAT server, # %1 37HF 2048 14,
o FANBEOTELE nat outbound, 1% 1] HF 2048 /.
o NAT bl AN, 52 I SCHF 256 /.
o AN NAT stk b i bl Sk, 2 W] S0 HF 65535 1,
. FEA b k% H, B2 TSR 64 4
NAT Hb ki e B i = I
HohEWh R R EEC R — A S RS Hh b, AL E bR SN 0~2%n B3 2An~28(n+1)-1, HA
n>0.
I T 6 B A AR AL
10.1.1.0~10.1.1.255
11.1.1.4~11.11.17
N R B A E A RTEG: 10.1.1.3~10.1.1.255
RIS U I AT T AR 25 R o e 0 (SR B8 T I B 2 A 4 1 Hiuhilk), e
10.1.1.4-10.1.1.7(10.1.1.4/30)
10.1.1.8-10.1.1.11(10.1.1.8/30)
10.1.1.8-10.1.1.15(10.1.1.8/29)
10.1.1.16-10.1.1.31(10.1.1.16/28)
10.1.1.32-10.1.1.63(10.1.1.32/27)

S B NAT AN (S
8.1 AMEEk

WK 8-1 Fian, WHEBMZE A 10.110.10.8/24 1 F A Hi ki 202.38.1.100 Vi l4 Internet.
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[E18-1 NAT EARIf5EH M [E

Trust
GE1/0/1
10.110.10.1/24

GE1/0/2
202.38.1.1/16

Host Device

Server
10.110.10.8/24

Untrust

8.2 FLE A

o MEROML.

o HCE- XML B .

o HRIIERERA NAT S0ThRE.

o CRHEIIIAZ A, BCE KA.

8.3 BLE LR

# LB

<Sysname>System-view

[Sysname]interface GigabitEthernet 1/0/2
[Sysname-GigabitEthernetl/0/2]ip address 202.38.1.1 16
[Sysname]interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernetl/0/1]ip address 10.110.10.1 24

#ICE AN IP itk 10.110.10.8 24kl 202.38.1.100 2 [A] 1) — X —FR A F L
[Sysname]nat static outbound 10.110.10.8 202.38.1.100

HAUTTC B A ER S R e /2% 1 GigabitEthernet1/0/2 4%
[Sysname]interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernetl/0/1]nat static enable

# 4210 GigabitEthernet1/0/1 in A% Trust 45,

[Sysname]security-zone name Trust

[Sysname-security-zone-Trust]import interface GigabitEthernet 1/0/1
# 4% 11 GigabitEthernet1/0/2 Jil A\ F| Untrust 3 .

[Sysname]security-zone name Untrust
[Sysname-security-zone-Untrust]import interface GigabitEthernet 1/0/2
# I B 24 R

[Sysname]security-policy ip

[Sysname-security-policy-ip]rule name Trust-Untrust

[Sysname-security-policy-ip-Trust-Untrust]action pass
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9 SSL VPN
9.1 SSL VPNEN

SSL VPN H i =245 41k J LA

o Web AT I aeiEIE Web £\ J7 =7 ir) Al i 53 Y
o TCPHAT . {7 RENSIEIL TCP 2 A\ TJ7 25 ) il 4 19X B3
o IPEATIA: A REMEIELL IP N7 ST IR Al Y Y B
Y. HHT MO000 A5 ANSCRF Web A1 TCP [ AT e

9.2 BLEIPEANAR

9.2.1 HMFEX

PC il SSL VPN W55 7 22 4 i 1] I 55 #i i 5 € 1P B3
[E19-1 A [E]

10.1.1.2 GE1/0/1 GE1/0/2 20.1.1.2
10.1.1.1/24 / 20.1.1.1/24
‘_ 7 ‘
o
PC
M9000

9.22 BLEER

o TEEMOMMN:, I AR

e it # PKIdomain,

e FACAIEBMIRSZIUET

o TiCE ssl AR &5 AN

. i & SSL VPN %%,

e  MiCE SSLVPN K AC [, LLRhhki.

o  FE SSLVPN VjialSf], FHAES] G Rg l 4 T SR 2
o MEAHMHF.

9.23 ELELR

# IC B4 bk

<System>system-view

[System]interface GigabitEthernetl/0/1
[Sysname-GigabitEthernetl/0/1]ip address 10.1.1.1 255.255.255.0
[System] interface GigabitEthernetl/0/2
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[Sysname-GigabitEthernetl/0/2]ip address 20.1.1.1 255.255.255.0
# L & PKI 3 sslvpn

[System]pki domain sslvpn
[System-pki-domain-sslvpn]public-key rsa general name sslvpn

[System-pki-domain-sslvpn]undo crl check enable
# S\ CAETP ca.cer AR %5 231E+ server.pfx.

[System]pki import domain sslvpn der ca filename ca.cer

[System]pki import domain sslvpn pl2 local filename server.pfx
# liC B SSL k55 &= i S ssl.

[System] ssl server-policy ssl

[System-ssl-server-policy-ssl]pki-domain sslvpn
# It B SSL VPN M5 gw.

[System] sslvpn gateway gw

[System-sslvpn-gateway-gw]ip address 10.1.1.1 port 2000
[System-sslvpn-gateway-gw]ssl server-policy ssl
[System-sslvpn-gateway-gw] service enable

# @)% SSL VPN AC #2111, FEaIz kb ippool

[System]interface sslvpn-ac 1

[System-SSLVPN-ACl]ip address 1.1.1.100 24
[System-SSLVPN-ACl]quit

[System]sslvpn ip address-pool ippool 1.1.1.1 1.1.1.10

# 1 AC NN 224238,

[System] security-zone name trust

[System-security-zone-Trust]import interface SSLVPN-AC 1
# iC & SSL VPN Vi je) S5 ctx1, ESAF] N G o R UM SENg 41, TT 5 IS5 .

[System] sslvpn context ctxl

[System-sslvpn-context-ctxl]gateway gw
[System-sslvpn-context-ctxl]ip-tunnel interface sslvpn-ac 1
[System-sslvpn-context-ctxl]ip-route-list rtlist
[System-sslvpn-context-ctxl-route-list-rtlist]include 2.1.1.0 255.255.255.0
[System-sslvpn-context-ctxl-route-list-rtlist]quit
[System-sslvpn-context-ctxl]policy-group pgroup

[System-sslvpn-context-ctxl-policy-group-pgroup]ip-tunnel address-pool ippool mask
255.255.255.0

[System-sslvpn-context-ctxl-policy-group-pgroup]ip-tunnel access-route ip-route-list
rtlist

[System-sslvpn-context-ctxl-policy-group-pgroup]filter ip-tunnel acl 3000
[System-sslvpn-context-ctxl-policy-group-pgroup]quit
[System-sslvpn-context-ctxl]service enable
[System-sslvpn-context-ctxl]quit

[System]acl advanced 3000

[System-acl-ipv4-adv-3000]rule permit ip

[System-acl-ipv4-adv-3000]quit

# G2 ACL, it & 5 M) NAT sihib %4,

[System]lnat address-group 1
[System -nat-address-group-1l]address 20.1.1.10 20.1.1.20
[System]interface GigabitEthernetl/0/2
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[System-GigabitEthernetl1l/0/2]nat outbound 3000 address-group 1
# )7 AH SSL VPN 17 h3c, 5%y admin123456, #ALH ) SSL VPN #Ei&4H A pgroup.

System] local-user h3c class network
System-luser-network-h3c]password simple adminl23456

[
[
[System-luser-network-h3c]service-type sslvpn
[

System-luser-network-h3clauthorization-attribute sslvpn-policy-group pgroup

90.24 BEFRIIEEEIN

1. %%
IP 42\ 7 30 75 B AE AR N 5 7 g B o
[&19-2 iNode % Fi%

iNodeE EEF iR

SSL VPNEEE

Bl > | 10.1.1.1:2000
BRE |h3c
= B |-.---.I

PortaliEZ

Te c02ixEE

* S5LVPN W

0=

2. EEEM
e ACHuhl5 address-pool NREFHLbEMER, FHMAGEV; A B .
. 20 G1/0/1 F1 G1/0/2 N %4515
o E AR NIAT.
o  #% 5 SSLVPN %/ i, Server [l alik.
. Server i 3] 1.1.1.0/24 B A H
e CAIEP ca.cer MRS 25IEF server.pfx FiA %, HIZHT SAEH.
e fEMsslvpnBLE 5, FHEELE sslvpn context #L1& T 5 undo service enable i service enable

o  TEAEHIINE nat outbound, MOK K% b S5 HHCE K145 T 2 I R IS5 dsdm i 3% 1 R
i B A nat RARER SOR AR AR — 2
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o IPHEATAN, AC N EIAN LA BUBHNS, Hhkib ] Py R 5 1
PC 724 SSL VPN IP 5 N[ o, W1 iNode % o (%% /i 1) R & ] Uil i web 1 i %
RETHE i)

10 == ps mtaima

10.1 AMIFEK

[£]10-1 M9000 HI=/Z IPS A ThRELE M E

Trust Ten2/1/5 Ten2/1/6 Untrust
10.1.1.1/24 eZUJ 1.1/24 M
PC
MS000

NE A28 TT Device 5 Internet HikE. WEBMZSJE T Trust 2243k, ~MHM 4% JE T Untrust %
A, BORIEAACE 22 & RuE, NSNETE R AL IPS RIS .

10.2 FcE B

o MEBNIP ML,
o QI IPS K.
o ME LK.

10.3 BLE LR

# It & 2 11 Ten-GigabitEthernet2/1/5 [k

[Sysname] interface Ten-GigabitEthernet 2/1/5
[Sysname-Ten-GigabitEthernet2/1/5]ip address 10.1.1.1 24
# It & 42 11 Ten-GigabitEthernet2/1/6 [k

[Sysname]interface Ten-GigabitEthernet 2/1/6
[Sysname-Ten-GigabitEthernet2/1/6]ip address 20.1.1.1 24

# 4210 Ten-GigabitEthernet 2/1/5 Jil\ Trust 2.

[Sysname]security-zone name trust

[Sysname-security-zone-Trust]import interface Ten-GigabitEthernet 2/1/5
# 166217 T3 1 Ten-GigabitEthernet2/1/6 fil A\ Untrust 1.

[Sysname] security-zone name untrust

[Sysname-security-zone-Untrust]import interface Ten-GigabitEthernet 2/1/6
# 0% IPS TN

[Sysname]ips policy ips

[Sysname-ips-policy-ips]lquit

# 17 app-profile ips, 7E profile H15] i ips 5l .
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[Sysname]app-profile ips

[Sysname-profile-ips]lips apply policy ips mode protect
[Sysname-app-profile-ips]lquit

# G A, JERL IR profile.
[Sysname]security-policy ip
[Sysname-security-policy-ip]rule 1 name ips
[Sysname-security-policy-ip-1-1]profile ips
[Sysname-security-policy-ip-1-1]source-zone trust
[Sysname-security-policy-ip-1-1]destination-zone untrus
[Sysname-security-policy-ip-1-1]Jaction pass

Web FHHIAC &

A IPS k. X G— N % A —— N R B — B S ——

SR MR I HER B S

E=E ips ~ { 1-635FFF )

=

BN | A RIEEE Y MR LA R R TR, R EEE AR | MBS g
SREFERE T ERERE A (RPN,

1RFITHR © [ 236 -
O M erezms
© O megss
© O agn
© [ mrRssE -
AE g ) ® [F] 26 «
©O=A
© O Ee
© [ rsesstn®
© [ty Rt -
PO RS i EFi%
R EE =5 FEAF 5= B

EEHINmEELR Tz EiH

TEZ AR N profile:  HEMS—2¢ 4 JEME—Fr il —#r i RIS — N R e, IPS SRS A N H 61
1] ips S0
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LR

=0 ips = -
= S Trust . [EiE
SEeE=ES Unirust . [EE
s @IPva IPv6
PR E E———— B
ERER (1-127=5)
=fE ® soiF 54
RERS
Webfi BB FEEYE |\ one. .
NEWSEES TS oS B =
EET R NONE. _
SRS NONE. .
SRR NONE _
URLEERE T NONE. .
IRE=F i =BNNOF =i
FrosraltEgt+ AR @ %
SIEE LA A
EEEE AR A
=R ® Fi2 %]
EREAESITO 5
s B

106



104 EFEEI

BRUE T, B H & X ips g [F default SREE ST 8 IRHEIRAS R FF— 2 H € SURIE AT LA
il override iy 4 XS HARKHIE A BE 1/ 150 2 S AE

11 avi=pessme

11.1 LAMER

[E11-1 M9000 Y AV E A Ty 5ELH Y [E]

Trust :I Ten1/2/1/14 Untrust

10.1.1.1/24
Ten1/2/1/15 @

201.1.1/24
i MS9000

a5 i@t Device 5 Internet Hik . LS JE T Trust 22423k, SMIHM 4 )& T Untrust %%
A, BURIEMIRCE 2R 0E, NN RS ENT .

11.2 ECE B

o FLEBEIHHEIFINAN AR,
o fOIE AV IS,

e % app-profile.

o QIELAEWEN,

11.3 BLELR

# i & #2211 Ten-GigabitEthernet1/2/1/14 fiuhl.

[Sysname]interface Ten-GigabitEthernetl/2/1/14
[Sysname-Ten-GigabitEthernetl/2/1/14]ip address 10.1.1.1 24

# i & $22 1 Ten-GigabitEthernet1/2/1/15 il

[Sysname]interface Ten-GigabitEthernetl/2/1/15
[Sysname-Ten-GigabitEthernetl/2/1/15]ip address 20.1.1.1 24

# #4110 Ten-GigabitEthernet1/2/1/14 Jin A\ Trust 3.

[Sysname] security-zone name Trust

[Sysname-security-zone-Trust]import interface Ten-GigabitEthernet 1/2/1/14
# £ 247 T¥4% 0 Ten-GigabitEthernet1/2/1/15 Jii\ Untrust .

[Sysname] security-zone name Untrust

[Sysname-security-zone-Untrust]import interface Ten-GigabitEthernet 1/2/1/15
# QI 75 5N AV,

[Sysname]anti-virus policy AV

107



[Sysname-anti-virus-policy-av]quit

# fil%E app-profile AV, 7t profile 15| AV 3
[Sysname]app-profile AV

[Sysname-app-profile-AV]anti-virus apply policy AV mode protect
[Sysname-app-profile-AV]quit

# Rk 4K, ERIRIBIRENY profile.

Sysname]security-policy ip
Sysname-security-policy-ip]lrule 0 name 1

Sysname-security-policy-ip-0-1]profile AV

Sysname-security-policy-ip-0-1]destination-zone untrust

[
[
[ ]
[Sysname-security-policy-ip-0-1]source-zone trust
[ ]
[ ]

Sysname-security-policy-ip-0-1]action pass

Web Ftifific &
B AV g 0 R—— P 22— R ——E i AV SR
FRERERTRSERE St
= A ~ [ 1-63FFF) B
i\t { 0-255%F7 )
HE=RERLRE
@tz
ST
HTTP 5 TR =fE EH B ¥
FTP iy is-3 =E izl iy h
Rt
SMTP L% =E =& e
POP3 is-3 =E =1 i
IMAP @ HE TR E =E
TR Y
NFS % TR =fE EH B i
SMEB iy TR =E izl iy h
R b=l
RS AT S F v () Tt iEEARED 1 - 4284067294 ) N Htlfs:

FEZ AN profile:  SRIS— 2 &3 —Hrid— Bl M — A R L e, B el &SP
FI AV 55 .
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12155

VEF

Web iz IR RELE S

Ad= R BrE
FaEiTEELE
RS
InfsslisE

URLiTieEl Bt

iDRBE
FEEEREUL Bt
EiEBLETE

114 FEEM

NN

Ay

B
|

RE=E
—NONE--
—NONE--
—NONE--
—NONE--

aw

+ FEEnESEEE Y
--MIOMNE--
default

1

[n=q

A

= ® ]
= ® i
EH

BiiE

Bl H & LR AV 5EEE [ anti-virus default SEHE H7F 5 ()8 TR MRS (R EE— B0 H

SE USR] UL S8 S EA I A S & T 1, JF HL AT DARC B A, AT DURYE SE BRI 1
DLHEAT IV IR R AT o

12 5=

121

— A5 AL
IL,\IETJH

M9000 i SZ FF ) H B EEAH IR J LR

Syslog H#&: Syslog HEAKRICK ARG AMHE, Syslog H L HE1 i El &
4 H &5k Xy ASCIN G, 18

T weEHE.

SO R AT 4 2
Flow HZE: Flow HEHRiCFS

Rt H & IR H &

IR

2 H
7K A

WER, EEAUFBAP RN IoTHEE GRIP iﬂj

hev HAEGIP bl P E L H 8 L S RIEAERI S THE B 5. NAT HiG,
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W HE AFT HEw Dhodd i H G ks, Hps Oy kg =X, Hor NAT (iR H & d ] LA
RiXFE B A O3 Syslog H & . 1H Syslog H &ML Flow HEA#EM, HYHEE
KIS BRZIAE O Flow H G338 Syslog H G A%

e  Customlog H&: Customlog H & Pk P o H AR ZEE HE TN, BEIZI
REJG, A AERAR R H A8 PO S B B % B HE ML, AL E B b b
H, Z AT LA REGRIE, e . Customlog H b EE AL NAT444 H &
Session H#&. DPI H#&E. BakBiiaHE . AFT HESE,

12.2 BLE % 1%SyslogHE&

BUERANN H E RS 2e bl H: 192.168.96.40, KixHERZRS 5 FBECE W T

<Sysname>system-view
[Sysname]info-center enable

[Sysname]info-center loghost 192.168.96.40

12.3 FE2E & iENATHICustomlog H&
12.3.1 BEEFEX

WK 12-1 Fras, JFa NAT HED)RE, % E DL Customlog #% 30 ki NAT444 H LRI HERS -
E12-1 %& 3% customlog H74AME]

Trust ‘ Ten7/0/1
10111

Server 10.1.1.2 MO0

12.3.2 BLER R

o MLEEOMMEIFIINZ L. BLE LA, PR,
e JFJE NAT HEThRE.
e [i# Customlog H &R FHL.

12.3.3 BLEDSTR

# J1J5 NAT H&EDhRE.

<Sysname>system-view

[Sysname]lnat log enable

# i Bl H B H &

[Sysname]nat log port-block-assign
# e B o I H H &

[Sysname]nat log port-block-withdraw
# BRI N ™4 H &

[Sysname]lnat log flow-begin
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# B R A&,
[Sysname]lnat log flow-end

# B H B AR NAT444 HAE.

[Sysname]customlog format nat telecom

# e B DL AR 0R H S e 3 H SR %5 4% 10.1.1.2,

[Sysname]customlog host 10.1.1.2 export telecom-userlog telecom-sessionlog

12.3.4 HELRTH

#lfﬁ]‘ljﬁ%EIu_n ﬁﬁu_l:

Jan 05 15:50:39 192.168.210.20 1 Jan
45.0.0.10 - 200.0.2.202 - 6025 6536]

#[n Wi 115 H S X

Jan 05 15:51:09 192.168.210.20 1 Jan
45.0.0.10 - 200.0.2.202 - 6025 6536]

#T s H EMR
Jan 05 15:50:39 192.168.210.20 1 Jan
45.0.0.10 - 200.0.2.202 4097 6025
Jan 05 15:50:39 192.168.210.20 1 Jan
45.0.0.10 - 200.0.2.202 4096 6026

#A R H BT
Jan 05 15:51:05 192.168.210.20 1 Jan
45.0.0.10 - 200.0.2.202 4096 6026

Jan 05 15:51:05 192.168.210.20 1 Jan
45.0.0.10 - 200.0.2.202 4097 6025

12.4 B & % 1EIPSHICustomlog HE

12.4.1 BEEFEK

05

05

05

05

05

05

15:

15:

15:

15:

15:

15

48:

48:

48:

48:

48:

:48:

17

47

17

17

43

43

Sysname

Sysname

Sysname

Sysname

Sysname

Sysname

NAT444

NAT444

NAT444:

NAT444:

NAT444:

NAT444:

:userbasedA [0

:userbasedW [0

sessionbasedA

sessionbasedA

sessionbasedW

sessionbasedW

ik 12-2 fros, JFR IPS HEDRE, JFicE LA Customlog 4% :UA0% 2 H B RS 45

E12-2 %% customlog HZ4E M E

Trust Ten7/0/1

10.1.1.1
Server 10.1.1.2

1242 BLER R

WSO

o MEROMBIFIMAZ eI, BB LR, DR,

e [i® Customlog H &R FHL.
1243 BEEDE

# 1A H ARy IPS H .
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<Sysname>system-view

[Sysname]customlog format dpi ips

# I EK IPS HE MR H S M5 10.1.1.2.

[Sysname]customlog host 10.1.1.2 export dpi ips

12.4.4 HELERSH

Sep 16 09:19:51 2020 Sysname %%10IPS/4/IPS_IPV4 INTERZONE: -Slot=1.1;

Protocol (1001)=TCP; Application(1002)=http; SrcIPAddr (1003)=3.1.0.1;

SrcPort (1004)=12009; DstIPAddr (1007)=3.1.120.1; DstPort (1008)=80;

RcvVPNInstance (1042)=management; SrcZoneName (1025)=Untrust; DstZoneName (1035)=Trust;
UserName (1113)=3.1.0.1; PolicyName (1079)=default;

AttackName (1088)=Generic Cross_Site Scripting (Mouse Event Handlers);
AttackID(1089)=23423; Category(1090)=Vulnerability; Protection(1091)=WebServer;
SubProtection (1092)=Any; Severity(1087)=MEDIUM; Action(1053)=Permit & Logging;

CVE (1075)=--; BID(1076)=--; MSB(1077)=--; HitDirection(1115)=original; RealSrcIP(1100)=
SubCategory (1124)=XSS; LoginUserName (1177)=; LoginPwd(1178)=; CapturePktName (1116)=
HttpHost (1117)= QhXCXMIjIFvnkTuHb; HttpFirstLine(1118)=/cgi-
bin/activecalendar/data/mysglevents.php?css=%22%3e%3c%3ca/11%20%3d%22%3e%27%3e%20%22b%3d
%27%3e%22%270nMouSEOver$3d%22%09alert%28%27jibpfcphrjt$27%$29%22%09%3e%3e;

PayLoad (1135)=css="><<a/11l =">'> "b='>"'OnMouSEOver="\...

12.5 FLE A ENATHIFlowHE
12.5.1 AMER

W 12-3 s, TR NAT HEThAE, I &% Userlog H & FI H &R %5 2% 186.100.0.24 1. Userlog
H &k &% NAT B H &

E12-3 %1% NAT HEEWE

Ten7/0/1
Trust T86.81.31
Server M9000
186.100.0.24

12.5.2 BLERB

o MEHOMBEIFMA L. B LR, HPIRL.
e JFJA NAT HEDRE.
e [idHE Userlog HEF M.

1253 BLEXER

# JF)8 NAT H&EThEE.

<Sysname>System-view

[Sysname]nat log enable
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[Sysname]lnat log flow-begin

[Sysname]lnat log flow-end
# it & Userlog HEFHL.

[Sysname]userlog flow export host 186.100.0.24 port 514

12.5.4 HEERE D

W F A Userlog L3177 2% 2 1 H &

w 1me sowree estinatien rrotaces Lemgin (anzo v
12 0.013730 186.81.3.1 186.100.0.24 Syslog 954 \005\004\000\a"r@\354\000\020:\220\000\061\803\003\021\002\004\000F\000\000\002\024\600\000\006\312\000\006\002\ 312\000\000...
13 0.019906 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\354\000\020:\227\000\001\003\003\021\b\004\000F\000\000\002,024\000\000\006\ 3121000000\ 002\,312\000\200\

40.000051 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\354\000\020: \000\001\803\003\021\b\064\000\000\2001002\024\000\ 060\ 606\ 312\000\000\002\ 3121000100002\
56.010021 186.81.3.1 186.160.0.24 Syslog 954 \@05\004\000\a"r6\354\000\020: \000\001\603\003\021\b\004\006\000\0001002\024\000\ 060\ 006\ 312\000\000\002\ 312\0001000\002\ .
60.019995 186.81.3.1 186.100.0.24 Syslog 954 \@@5\004\000\a"r@\354\000\020:m\000\001\003\003\621\b\004\006\000\0001002\024\000\ 060\ 606\ 312\000\000\002\312\0001000\002A...
70.014174 186.81.3.1 186.100.0.24 Syslog 954 \005\004\000\a"r@)\354\000\020: 1\000\001\603\003\021\b\004\000F\000\0001002\024\000\060\ 606\ 312\000\000\002\312\0001000\002-+...
80.020363 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\354\000\020:{\000\001\003\003\0211002\004\000\000\000\002\024\000\000\0061312\000\ 009\ 002\ 312\000\000\60...
14 0.010002 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\355\000\020: \236\000\001\603\003\021\b\004\ 000 \000\000\202\024\000\000\ 006\ 3121060000\ 802\ 312\000\200\0...
150.020012 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r8\355\000\020: \245\000\001\803\003\021\b\004\060F\000\000\002\024\600\000\006\ 312\ 060\ 000\ 802\ 312\000\000\0...
16 6.020395 186.81.3.1 186.160.0.24 Syslog 954 \0B5\004\000\a"r8\355\000\020: \254\000\661\603\003\021\b\004\060\000\00010021024\006\000\006\312\000\0600\002\312\0001000\0...
17 6.019463  186.81.3.1 186.100.0.24 Syslog 954 \@05\004\000\a"r0\355\000\020:\263\000\061\003\003\021\002\004\006F\000\000\062\024\600\000\0061312\000\000\002\ 312000\ 00
18 0.010046 186.81.3.1 186.100.0.24 Syslog 954 \005\004\000\a"r@\355\000\020:\272\000\061\803\003\021\b\004\060\000\000\002\024\000\000\006\ 312\ 060000\ 602,312\000\00
19 .020029 186.81.3.1 186.100.9.24 Syslog 954 \@05\004\000\a"r@\355\000\020:\301\000\001\003\003\021\b\004\000F\000\000\002024\000\000\006\ 3121000000\ 002\312\000\ 200\
20 0,013543 3.1 186.100.0. Syslog 954 \@05\004\000\a"re\355\000\020:1310\000\001\603\0031021\b\004\060F\000\0001002\024\000\000\ 006\ 3121000\ 000\002\ 312\0001000\0..

¥ userlog BEL#: VA7 N Bl H BN L, fEHEEWL wireshark R, ATAELEIFHC
HE, BERoANRE ZHH, Tk EMAE AN E N EON005004\000a 1£FHEEXR K 5.0,
\003\004\000\016 1t:# 3.0, \001\004\000$1%3% 1.0)

12.6 B E %i%SessiondIFlowHE
12.6.1 HMFX

WK 12-4 fis, BEEAESIEEN, HASIEHE, FREFHERS S 10.1.1.2,
[E]12-4 %1% Session HE&4H M E

Trust Ten7/0/1

10.1.1.1
Server 10.1.1.2 MO0

12.6.2 BLER

o MEEOMMEIFIIAN LA, BB ZeRE, PR,
o BN ESIEHEIRE.

o AJEJFEFESE. MERSIERH IR

. liL & Userlog HEEML.

12.6.3 BLEX R

# AL TRESEHE,

[Sysname]interface ten-gigabitethernet7/0/1
[Sysname-Ten-GigabitEthernet7/0/1]session log enable ipv4 inbound
[Sysname-Ten-GigabitEthernet7/0/1]session log enable ipv4 outbound

# O B 21 L I TR R AR
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[Sysname]session log flow-begin

[Sysname]session log flow-end

#Iil & Userlog HEEHL.

[Sysname]userlog flow export host 10.1.1.2 port 514

12.6.4 HEGERK D

1R 42 Session H & WrfE B
Jan 7 10:48:17 2014 Sysname %%10SESSION/6/SESSION IPV4 FLOW: -Slot=3.1;

Protocol (1001)=UDP; SrcIPAddr (1003)=10.1.1.2;SrcPort (1004)=1701;NatSrcIPAddr (1005)=10.1.1
.65;NatSrcPort (1006)=5003;DstIPAddr (1007)=10.1.1.1;DstPort (1008)=1701;NatDstIPAddr (1009)
=10.1.1.1;NatDstPort (1010)=1701; InitPktCount (1044)=137;InitByteCount (1046)=6576;RplyPktC
ount (1045)=0;RplyByteCount (1047)=0;RcvVPNInstance (1042)=;SndVPNInstance (1043)=rel0;RcvDS
LiteTunnelPeer (1040)=;SndDSLiteTunnelPeer (1041)=;BeginTime e(1013)=01072014093531;EndTim

e e(1014)=;Event (1048)=(6)Active data flow timeout;
LSRN
12.7 EEEM

o WMRBHEHERZEBIHEMS R, BEHRE LERS I HTTIA.
o EEIR LS OENHERZED, FILEHEREHEOENEERIED.
o XFTFR—AMEH, [FIECE T Custmlog fil Userlog EHLIE, Customlog H &ALk 5.

1 3 M9000 AFT 2 HFif Ao O BSR4

13.1 AMER

i 1 HMFTR, SUE AFT SCRE#R A 3 FURRIE
E13-1 tAME

70::2 192.1.1.2
70::1 192.1.1.1

Device A

13.2 BLEE R

o MCE WA n A NS PR N 25 T ik
o CRIEUIMAR L Ak

13.3 BLELR

#MCE FW R BN TE ML, JR7ER DR ERE aft Dhfe.

[M9K100]interface Ten-GigabitEthernet2/0/15
[MO9K100-Ten-GigabitEthernet2/0/15]ipv6 address 70::1 64
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[MO9K100-Ten-GigabitEthernet2/0/15]aft enable
[M9K100-Ten-GigabitEthernet2/0/15]quit

[MO9K100]interface Ten-GigabitEthernet2/0/16
[M9K100-Ten-GigabitEthernet2/0/16]ip address 192.1.1.1 24
[MO9K100-Ten-GigabitEthernet2/0/16]aft enable
[M9K100-Ten-GigabitEthernet2/0/16]quit

G B 22 A R N 2 A PRAIE 28 T Ik

[M9K100]security-zone name Trust

[MO9K100-security-zone-Trust]import interface Ten-GigabitEthernet 2/0/15
[MI9K100-security-zone-Trust]quit

[M9K100]security-zone name Untrust

[MO9K100-security-zone-Untrust]import interface Ten-GigabitEthernet 2/0/16
[MI9K100-security-zone-Untrust]quit

[MI9K100]security-policy ip

[MO9K100-security-policy-iplrule 0 name ap
[MI9K100-security-policy-ip-O-aplaction pass
[MOK100-security-policy-ip-0O-aplquit

[MO9K100]security-policy ipvé

[MOK100-security-policy-ipvé6]rule 0 name ap
[MOK100-security-policy-ipvé6-0-aplaction pass
[MOK100-security-policy-ipv6-0-aplquit

# Nat64 fHRACE, IPv6 A Ein . #f A s IPv6 Ui, Nat64 fi4is: IPve H .
[M9K100]aft port-block-group 1
[MI9K100-aft-port-block-group-1l]ipvé6-prefix 72:: 72:: 64
[MO9K100-aft-port-block-group-1l]ip-address 202.1.1.2 202.1.1.5
[MO9K100-aft-port-block-group-1l]block-size 10000
[MOK100-aft-port-block-group-1]port-range 10000 30000
[MI9K100-aft-port-block-group-1l]lquit

[MO9K100]aft vé6tov4 source port-block-group 1

[MI9K100]aft prefix-general AF0l:: 96

#IF RS

[M9K100]session flow-redirect enable

[MI9K100]session flow-redirect hardware-fast-forwarding

13.4 FEEIN

o HATEIER IPvA MZEAL IPV6 2% 14 1 EARIT S AFT ThREfS, A RESEIL IPv4 i 3CAI IPV6
AL TR R A

14 moo00 AFT eznzem ¥ g dsE

14.1 AMFEK

A R, ASCEL RBM AL, B AFT SCHRFah 2R B Rt
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El14-1 AR E
1P:65.65.1.2/24
Gateway:65.65.1.1

Switch B

XGE2/0/2 XGE2/0/2

Device A Device B

OSPFv3

XGE2/0/1 - XGE2/0/1

Switch A

RBM channel

H ivi i
ost < — — —» Serivice traffic

IP:75:75:1::2/64
Gateway:75:75:1::11

14.2 BLERB%

o FCEBEN RBM EZ4LM
o BCEREM I RAEFRIIEM 2% ATIA
o CRWIEIIIANRZ A

14.3 BLELER

1./t & Device A

#IL E RBM 3= 4% 20 W1 -
# LB ospf BhARKH .

RBM P[M9K200]ospfv3 75

RBM P[M9K200-ospfv3-75]router-id 2.2.2.75

RBM P[MI9K200-ospfv3-75]default-route-advertise always type 1
RBM P[M9K200-ospfv3-75]area 0

RBM P[M9K200-ospfv3-75-area-0.0.0.0]quit

RBM P[M9K200-ospfv3-75]quit

RBM P[M9K200]ospf 75 router-id 1.1.1.75

RBM P[MI9K200-ospf-75]default-route-advertise always type 1
RBM P[M9K200-ospf-75]area O

RBM P[M9K200-ospf-75-area-0.0.0.0]quit

RBM P[M9K200-ospf-75]quit

#ACE FW B B M nsbdl, JRER D T {ERE aft ThAeA OSPFV3/v2 TjfE.

RBM P[M9K200]interface Ten-GigabitEthernet2/0/1

RBM P[M9K200-Ten-GigabitEthernet2/0/1]ospfv3 75 area 0.0.0.0
RBM P[M9K200-Ten-GigabitEthernet2/0/1]aft enable

RBM P[M9K200-Ten-GigabitEthernet2/0/1]ipv6 address 75:1::2/64
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RBM P[M9K200-Ten-GigabitEthernet2/0/1]quit

RBM_P[M9K200]interface Ten-GigabitEthernet2/0/2

RBM P[M9K200-Ten-GigabitEthernet2/0/2]ospf 75 area 0.0.0.0

RBM P[M9K200-Ten-GigabitEthernet2/0/2]aft enable

RBM P [M9K200-Ten-GigabitEthernet2/0/2]ip address 65.1.1.2 24

RBM P[M9K200-Ten-GigabitEthernet2/0/2]quit

#IC B 2 ARG S 7 A ARAE P 4 TS

RBM P[M9K200]security-zone name Trust

RBM P[M9K200-security-zone-Trust]import interface Ten-GigabitEthernet 2/0/1
RBM P[M9K200-security-zone-Trust]lquit

RBM P[M9K200]security-zone name Untrust

RBM P[M9K200-security-zone-Untrust]import interface Ten-GigabitEthernet 2/0/2
RBM P[M9K200-security-zone-Untrust]quit

RBM P[M9K200]security-policy ip

RBM P[M9K200-security-policy-ip]lrule 0 name ap

RBM P[M9K200-security-policy-ip-O-aplaction pass

RBM P[M9K200-security-policy-ip-0O-aplquit

RBM P[M9K200-security-policy-iplquit

RBM P[M9K200]security-policy ipvé6

RBM P[M9K200-security-policy-ipv6]rule 0 name ap

RBM P[M9K200-security-policy-ipv6-0-aplaction pass

RBM P[M9K200-security-policy-ipv6-0-aplquit

RBM P[M9K200-security-policy-ipv6]quit

# Nat64 HHCACE, IPv6 KAViin . #hasum HH IPv6 i, Nat64 miZis: IPve H .
RBM P[M9K200]acl ipvé advanced 3000

RBM P[M9K200-acl-ipv6-adv-3000]rule permit ipvé6 source 75:75:1:: 64

RBM P[M9K200-acl-ipv6-adv-3000]quit

RBM P[M9K200]aft address-group 1

RBM P[M9K200-aft-address-group-l]address 223.1.1.2 223.1.1.5

RBM P[M9K200-aft-address-group-l]lquit

RBM P[M9K200]aft v6tov4d source acl ipvé6 number 3000 address-group 1 port-block-
size 100 extended-block-number 2 port-range 1024 2023

RBM P[M9K200]aft prefix-nat64 afl0:: 96

#IT 5 o VR 2 BRIAOT R )

[H3C] aft port-block synchronization enable

# B AR IE 28 AT IR
2.0 & Device B Bg

#IIREIIE -

RBM_P[M9K200]dis aft port-block dynamic
CPU O on slot 4:

Total entries found: 0

CPU 0 on slot 5:

Total entries found: 0

CPU 1 on slot 7:

Total entries found: 0

CPU 1 on slot 8:

IPv6 Address: 75:75:1::2

IPv4 Address: 223.1.1.5

Port block : [1324 - 1423]
Port-block mapping state : Backed Up

Total entries found: 1
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RBM S[M9K100]dis aft port-block dynamic
CPU 0 on slot 4:

Total entries found: 0

CPU 0 on slot 5:

Total entries found: 0

CPU 1 on slot 7:

Total entries found: 0

CPU 1 on slot 8:

IPv6 Address: 75:75:1::2

IPv4 Address: 223.1.1.5

Port block : [1324 - 1423]
Port-block mapping state : Restored

Total entries found: 1

14.4 FEEIN

o FUATEERE IPvA WIZEAT 1PV 2% I H: L HOTIS AFT Tife/a, 4 RESEIL IPv4 i SCAT IPV6
WL T RIAE LA A

15 w9000 iz 2 sm s URL B BmRE

15.1 AMZER

N H] L Device 1F NN 10 F 22 4 30 ¥ 4%, e B 224 SR, (345 Trust 38k P ml LA i) Untrust
35k 9 1) www.baidu.com M3k, {HBE U n) v 5 Rk

E15-1 LR EATHREHNE

15.2 BLE B

o TEEREMNE, RN Trust A1 Untrust 2

o FLEMNEN R

o TE URL /3

o FLEAWNE, AR 5] FHHhEXS G H R 2 AR URL 4328
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http://www.baidu.com/

15.3 BLELIR

# It & 2 11 GigabitEthernet 5/0/11 btk .

[Devicelinterface GigabitEthernet
5/0/11

[Device-GigabitEthernet5/0/11]ip address 17.1.1.1 24

# It & 4 11 GigabitEthernet 5/0/12 [ ik

[Device]linterface GigabitEthernet 5/0/12
[Device-GigabitEthernet5/0/12]ip address 18.1.1.1 24

# £ 247 F¥4% 0 GigabitEthernet 5/0/11 S Trust 35,
[Device]lsecurity-zone name Trust

[Device-security-zone-Trust]import interface GigabitEthernet 5/0/11

# fEdr 47 T¥4% 0 GigabitEthernet 5/0/12 I Untrust 15
[Device]lsecurity-zone name Untrust
[Device-security-zone-Untrust]import interface GigabitEthernet 5/0/12
# QI 4R trust-untrust (HbEEST %20, 1P HhtibyE LA 17.1.1.2~17.1.1.200
[Device]object-group ip address trust-untrust
[Device-obj-grp-ip-trust-untrust]network range 17.1.1.2 17.1.1.200
#HEE AR A EAE E R URL 7328

[Device] url-filter category baidu severity 5001
[Device-url-filter-category-baidu] rule 1 host text *baidu.com
[Device] url-filter category taobao severity 5002
[Device-url-filter-category-baidu] rule 1 host text *taobao.com

# QN5 22 A SR trust-untrust, IEIESAFA: IR IP Hilik A trust-untrust il G4,
Va3 trust,  H 2243 untrust, url 702504 baidu, fESAT: R H &AMy S mg TH 4
st

[Device]security-policy ip

[Device-security-policy-iplrule 0 name trust-untrust
[Device-security-policy-ip-O-trust-untrust]source-ip trust-untrust
[Device-security-policy-ip-O-trust-untrust]source-zone trust
[Device-security-policy-ip-0O-trust-untrust]destination-zone untrust
[Device-security-policy-ip-O-trust-untrust]action pass
[Device-security-policy-ip-O-trust-untrust]url-category baidu

[Device-security-policy-ip-0O-trust-untrust]counting enable

# Q172 22 4 5% drop-taobao, ITJESEEA: YA IP Hulik oy trust-untrust FHhEX 540,

P43 trust,  H 22438 untrust, url 79254 taobao, ZN{EFE4E; F /8 H & Ry o sk mg it
e

[Device]security-policy ip

[Device-security-policy-iplrule 1 name drop-taobao
[Device-security-policy-ip-1l-drop-taobao]source-ip trust-untrust
[Device-security-policy-ip-1l-drop-taobao]source-zone trust
[Device-security-policy-ip-1l-drop-taobao]destination-zone untrust
[Device-security-policy-ip-1l-drop-taobaolaction drop
[Device-security-policy-ip-1l-drop-taobao]url-category taobao

[Device-security-policy-ip-1l-drop-taobao]counting enable
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15.4 FEEIN

o HITFTMISRIAIE R — LERIA Rt A A 2 AL, U7 ) LR st R BT AR SR I URL 45
Ak, ASRRIEETTRESTT AT, Al 3 URL MR A A% ) [A—4> URL 702K F

o URL 7 2RHC B WA SRR 2 2 SIS A -

o HEX URL AFHETIZ URL FFALSE

o MLELARME, EI RN KN (RIEHRVEEN . SR RIERT, YERR
MIfEJE ) BEATHCE.

H3C FW 5 EIA HEXSisH EES
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1 6 FW 5 EIA A3 BEARTEE

16.1 EMEER

i 19_1 fow, AT RLEN IMC B# A B2 FW 4.
E16-1 FW 5 EIA A4-4BM[E

Trust

————— W IR
IMCEES 2 DMZ o ver

Untrust

16.2 ECE B

o IMC BN

o EFW EIFEERBTIRE, TFiE restful fk%s
o FW LiRE imc RE2HE R

o FW _LECEN AN

16.3 BLEDER
16.3.1 IMC B2 &

TN
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i =8 2 = = e~ Q * M (&)aimn .

9O | @u= > awum 28 FasrcaE BEEE G ZSEE g [Dsunes @Qum

& RS
& ~4aEEs R S5E JEREE CREr CRE ~ & FEE M Stibce

TFy B
L] # iSEEE - Bs xm
& E=vaE
ELREE

u @==
SFEIRITR , HEE-1, B

BESRAI : 2021-00-14 14:11:36

w=EE ArgE

Brgs o BEE - E

HEX BPgE ¢ Bpaa SRR & SHEFEGT) FEEM v FREE KHEIE < wE ="

hqq haq o EfiE 0.00 2021-09-14 2021-09-13 00:00 2028-09-15 00:00 iz s

HELIRCR, HHE1-1, SVLA,

FH P -3 N SR e B 55 2 K B - AR G - PP 38 k0 2 S0 -1 P P e
83 > BASRET > USSSIES > XGRS > ArENSNEE > B0EEa

IEhnREFER

A ® RADIUS O SYSLOG @ UDP @ #ASIEY @ BV
AR EsEesErisn lAS S IOy Wit BEFTE

BEEP * 181.78.1.20
s 2002
SyslogisZk * %UAM/4/AUTHFAIL:

accoutName=${accoutName};naslp=${nasip}.framed|p=${framed
Ip};macAddress=${macAddress};
izfEIPihiE
=in):)
FIPihtk
~ERAFE
FFMACHEIE

£ e i A diedad

R BARRIIRSS &% ip Rk ED R B fw ik, i 5 g S L O PR FF— 2

s P - E-V S5 S B B - R G B T ah AL

i £55F > BRARHER > USSHEE > RARETIEN
R
o FERE 55 Q ESEEF T4, FEaSEalE  B28nss EAESFTey | TUERETETRBIEEE
AR
mrrmES
& FrEsE
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16.3.2 E&BEE
# O, BB %24

<H3C> System-view

[H3C]interface Ten-GigabitEthernet2/0/7
[H3C-GigabitEthernet7/0/2]ip address 181.78.1.20 16
K10 Ten-GigabitEthernet2/0/7 JUA Trust &

[H3C] security-zone name Trust

[H3C-security-zone-Trust]import interface Ten-GigabitEthernet 2/0/7

# JT 2 restful ) http F1 https %55

[H3C]restful http enable
[H3Clrestful https enable

# T JE AR FH P TR

user-identity enable

AR mRGRESAEAN, B b AT
# liCE restful IR%54% CHI IMC R45%%) S5

[H3CJuser-identity restful-server imc

[H3C-restfulserver-imc] login-name admin password simple lgaz!QAZ
[H3C-restfulserver-imc] uri get-user-database http://181.78.11.11:8080/imcr
s/uam/acmUser/acmUserList

[H3C-restfulserver-imc] connection-detect enable

# fic B sec-manage IR %5 245 &

[H3C]user-identity security-manage-server imc
[H3C-identity-sec-manage-server-imc] ip 181.78.11.11

[H3C-identity-sec-manage-server-imc] listen-port 8002

# LB SRS

[H3CJuser-identity user-import-policy imc

[H3C-identity-user-impt-policy-imc] restful-server imc

SN RRIH
[H3C]Juser-identity user-account import policy imc

i FW2 25 user IS4 H SR

# BC B 22 5RE, R user VA AR 115.1.1.2

[H3C]security-policy ip
[H3C-security-policy-iplrule 3 name 1
[H3C-security-policy-ip-3-1]action pass

[H3C-security-policy-ip-3-1]Juser user

LA 1 e B 58 R P B i 2 TE 75 F IR Bl K S AT S8 R AT LIS i K S5 5 1] A0 A
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17 mo000 s 224 semsst ks FRR B B AL B

17.1 AMEEKR

H O w] UL Device 1F M 2810 22 4= i e %, BCE 2 4SRN, 845 Trust 8 A1 AT LT 1) B L1
M WS QQ. BB FELE Y5 R AR R, BB RS AL 2 R AN H R R o

E17-1 ThREHE M E

< BRI,

17.2 BCE RBR

o TEERECMNE, RN Trust A1 Untrust 2

o FLEMNEN R

o i lLicense, THIH MEHT APR RHIEFE

o BN, WK MM KA IR

17.3 BLE LR

# It & 2 11 GigabitEthernet 5/0/11 bk .

[Devicelinterface GigabitEthernet 5/0/11
[Device-GigabitEthernet5/0/11]ip address 17.1.1.1 24

# It & 4 11 GigabitEthernet 5/0/12 ik

[Devicelinterface GigabitEthernet 5/0/12
[Device-GigabitEthernet5/0/12]ip address 18.1.1.1 24

# (£ 447 MK GigabitEthernet 5/0/11 fLX Trust 4.
[Device]lsecurity-zone name Trust

[Device-security-zone-Trust]import interface GigabitEthernet 5/0/11
# {E 44T M K210 GigabitEthernet 5/0/12 Jil\ Untrust 3.
[Device]security-zone name Untrust
[Device-security-zone-Untrust]import interface GigabitEthernet 5/0/12
# QI 4R trust-untrust [ HEEST %2, 1P #hbbyE I 17.1.1.2~17.1.1.200
[Device]object-group ip address trust-untrust

[Device-obj-grp-ip-trust-untrust]network range 17.1.1.2 17.1.1.200
#fj”z% License, oA AUy, HEAUSAEREE I 4 ak s A2 AN B flash 1, EATINE
ZHe.

124



[Devicellicense activation-file install flsh:/XXXXXXXXXXXXXXXXXX.ak
#M h3c B M T HE N APR RHEE I A # flash 1, T3l B 4T H N FR R AE 2R
[Devicelapr signature update V7-APR-1.0.120.dat
# O 22 42 IR IS basic-app, WUESMEAN: YR trust, H A2 4538 untrust, NI N R 5
FOFERE PRI, O T RERS RN BE BRI, B EIAT .
[Device]lsecurity-policy ip
[Device-security-policy-iplrule 0 name basic-app
[Device-security-policy-ip-O-trust-untrust]source-zone trust
[Device-security-policy-ip-0-trust-untrust]destination-zone untrust
[Device-security-policy-ip-0O-trust-untrust]action pass
[Device-security-policy-ip-0O-trust-untrust]application dns
[Device-security-policy-ip-O-trust-untrust]application http
[Device-security-policy-ip-0O-trust-untrust]application https
[Device-security-policy-ip-0-trust-untrust]application general udp
[Device-security-policy-ip-O-trust-untrust]application general tcp
# QN5 22 A SR trust-untrust, IEIESAFA: IR IP Hilik S trust-untrust il G4,
U4 trust,  H 438 untrust, RSO T 25 RIBIRH, SV T84T -
[Device]lsecurity-policy ip
[Device-security-policy-iplrule 1 name trust-untrust
[Device-security-policy-ip-l-trust-untrust]source-ip trust-untrust
[Device-security-policy-ip-l-trust-untrust]source-zone trust
[Device-security-policy-ip-l-trust-untrust]destination-zone untrust
[Device-security-policy-ip-l-trust-untrust]action pass
[Device-security-policy-ip-l-trust-untrust]application WeChat
[Device-security-policy-ip-l-trust-untrust]lapplication QQ
[Device-security-policy-ip-l-trust-untrust]application BaiDu
[Device-security-policy-ip-1l-trust-untrust]application TencentMeeting
[Device-security-policy-ip-l-trust-untrust]counting enable
# G122 4 550 drop-app, 1 UESAE N JE IP Hudik A trust-untrust [(3thE G5 4H,
PRz A8k trust, H W48 untrust, BRSNS, SHYETEL.
[Device]security-policy ip
[Device-security-policy-iplrule 2 name drop-app
[Device-security-policy-ip-2-drop-applsource-ip trust-untrust
[Device-security-policy-ip-2-drop-app]source-zone trust
[Device-security-policy-ip-2-drop-appldestination-zone untrust
[Device-security-policy-ip-2-drop-applaction drop
[Device-security-policy-ip-2-drop-applapplication http other
[Device-security-policy-ip-2-drop-applapplication https other
[Device-security-policy-ip-2-drop-applapplication tcp other
[Device-security-policy-ip-2-drop-applapplication udp other

[Device-security-policy-ip-2-drop-applcounting enable
==
17.4 FEEI

o ERMIRRM T BRI NI, 0 22 A s P G B B T PR, mae i Ae
VR BT O B At i i i
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o WRAERERBHICCZ G, WERHARTEFEFAE SRR, X AR A RGBT,
MHAZERABE N oo N 8 7RI C 210 H2 2T oo BhSOF B _EJE N T
RFART o

o RN SOV VI IR I 75 BT ORI ST, 75 Dk PR B X b el g U A T B
UUHEIFT AT, AR SR AT BT R -

o HCEZAHIKES, THZM RIS BB CRIESRITE RN . SRR IIERT, JEREIK
MfE D TR E.

18 qos sime—mumE

18.1 Qos fE 7t

QoS HMg 11 T &7 2 A

o &, E TR IGHAT IR KR .

o UATIY, BT A IR A E RIS QoS B1E.

IR RANRAT N RIBGEER, QoS SR FIXS 45 45 70 ML B SCHAT AT b o LB
PP T BAAE— NS A L Z AR EHAT NI ER R

18.2 BLEANMZEIMAAIqosPRIE (outbound)

18.2.1 BCEHM
KPR

Sw—1 irf Sw—2 FC

Serwer R

22.1.1.100 90.1.1.100

18.2.2 FLER

o AL serverip &P ki G, XTAMERESE nat JaUHshE, BT UMY AR BI AR R AT PR E
TEVCECYR ip Sk, I8 ip NV ip Hudik;

18.2.3 BELEDSER

# lCE ACL, VLA ipo

[H3Clacl advanced name out-carl

[H3C-acl-ipv4-adv-out-carl] rule 0 permit ip source 125.2.1.100 0

# IC & 717 qos 4= car.
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[H3C]gos car out-carl aggregative cir 2048 cbs 1024
# BLE H 719 qos .
[H3C]ltraffic classifier out-carl

[H3C-classifier-out-carl]
# BLE H 719 qos AT N

[H3C]traffic behavior out-carl

if-match acl name out-carl

[H3C-behavior-out-carl] car name out-carl

# BCE 717 qos Hils .

[H3C]gos policy out-carl

[H3C-gospolicy-out-carl] classifier out-carl behavior out-carl

#7E reth1 3 LN AT T 1) qos #Mg . CASCIFAE T I N, BLRRAE B4 AT ], R X
4 1 T AR 280

[H3Clint Reth 1

[H3C-Rethl] gos apply policy out-carl outbound enhancement

18.3 BLE NN ZEAMAIqosPRIE (inbound)
18.3.1 ELEHEW

KPR

Reth? 100 .
22.1.1.1

Bw—1

Server
22.1.1.100

irf PC
g0, 1. 1. 100

18.3.2 BCEBEK

o SMMAIT PC EAVI I nat Ja ik, BT LA R 21 A EEAT B E L DLRC H /Y ip SR SEEL,
I8 ip NIFEN ip Hudiks

18.3.3 FLEX I

# WCE ACL, ULECH M ip.

[H3C]acl advanced name in-carl
[H3C-acl-ipv4-adv-in-carl]
# ICE N J71 qos 425 car.
[H3C]gos car in-carl aggregative cir 2048 cbs 1024
# BCE N7 1A qos it 72K,

[H3C]ltraffic classifier in-carl

rule 0 permit ip destination 125.2.1.100 O

[H3C-classifier-in-carl] if-match acl name in-carl

# FLENJ5 A qos AT M.
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[H3C]ltraffic behavior in-carl

[H3C-behavior-in-carl] car name in-carl

# BCE A7 M qos TR .

[H3C]gos policy in-carl

[H3C-gospolicy-in-carl] classifier in-carl behavior in-carl
#7E reth! 45100 S H 7 1) qos HiMs. (R SCRAAE THE LRI, EL4LE 45 LT REA, LI xR
T 0 BT A 380

[H3Clint Reth 1

[H3C-Rethl] gos apply policy in-carl inbound enhancement

18.3.4 FEEIN

1.
2.

AHEFEZL context Ii;
AT ACL HAETSI I —AN, FLACL th RS el 8 ip R 11, SRS A
X R

QoS car 4xJ& car ANHJ LA ZANRAT AL, IR B 0 R 2 oy A%
AT A PR TH L 1 1 PR T e

WAET PR G 58 3R 2 5 50 openflow I N RIS, [T1PR N AE AT HEFE 8
Ja A

TR IR DN ERE LD, ZHMASE, AERE,

FE DT o1 DB R B —42 10, NSQM1CGQATG24SHAO 2%
RXHEE 2k RE, HESOTFHAYE R ORI O-RED, W
outbound J5 [ PRIZE AL S HEACE 1. 5k, inbound J5 [ SR E 2k, [RIMHE
A ERZ, outbound 77 7] SZHFAC B BRI AAS ERAL 5

v6 qos LB 47 car PFRIE 52 v4 ) R SRR ;

19 wmoo00 s nsss VPN wisw T B BT 5L
M2 5 5
19.1 AMNEEkK

HAH|LL Device fEAM SN R &M b4, BLEBH, WRAT LB EN VPN HENLXTE,
SREUCANE] vpn T =AU RS RIP) IP bk E . A4 8 www.baidu.com /5 A4 .
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http://www.baidu.com/

[&119-1 B A LH M ZH M ]

186.65.200.200

pc BI0/2T W2

Device

Host

19.2 BCE B

o FEBIMNE, KHEO405E vpn

e [FEMH

o iR EHuhEX RAYEE vpn

o BN, AR HAY FA R R A

19.3 BLELR

#lcE VPN

[Devicelip vpn-instance v2

# fic & 42 1 GigabitEthernet6/0/25 il .

[Devicelinterface GigabitEthernet 6/0/25
[Device-GigabitEthernet5/0/11]1ip address 1.1.1.10 24

#I B # 11 GigabitEthernet6/0/25 4§ 5& VPN

[Devicelinterface GigabitEthernet 6/0/25
[Device-GigabitEthernet6/0/25] ip binding vpn-instance v2

# fic & 42 1 GigabitEthernet6/0/27 ikl .

[Device]linterface GigabitEthernet 6/0/27
[Device-GigabitEthernet5/0/11]1ip address 186.82.20.1 16

#I0 B # 11 GigabitEthernet6/0/27 4§5& VPN

[Devicelinterface GigabitEthernet 6/0/27
[Device-GigabitEthernet6/0/27] ip binding vpn-instance v2

# 75 #2417 T 10 GigabitEthernet 6/0/25 fin A\ Trust 1.
[Device]lsecurity-zone name Trust

[Device-security-zone-Trust]import interface GigabitEthernet 6/0/25
# 75 61 417 T 10 GigabitEthernet t6/0/27 I Trust 3.
[Device]lsecurity-zone name trust

[Device-security-zone-trust]import interface GigabitEthernet 6/0/27
# Q4 PN baidu IR VPN [k R 41

[Device]object-group ip address baidu

[Device-obj-grp-ip-baidu] network host name www.baidu.com vpn-instance v2
# A% 2450 yuming, BESFN: VRF A v2
[Device]lsecurity-policy ip

[Device-security-policy-iplrule 0 name yuming
[Device-security-policy-ip-0-yuming] source-zone trust

[

Device-security-policy-ip-0O-yuming] source-zone untrust
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Device-security-policy-ip-0-yuming]destination-zone trust

Device-security-policy-ip-O-yuming]destination-zone untrust

[ ]
[ ]
[Device-security-policy-ip-0-yuminglaction pass
[Device-security-policy-ip-0-yuming]
[ ]

Device-security-policy-ip-0-yuming

#I)J e S BLGIE

vrf v2

[Device]lping -vpn-instance v2 www.baidu.com

Ping www
56 bytes
56 bytes
56 bytes
56 bytes
56 bytes

.baidu.com
186.
186.
186.
186.
186.

from
from
from
from

from

(186.65.200.200) :
200.
200.
.200.
200.
200.

65.
65.

65

65.
65.

200:
200:
200:
200:
200:

icmp seg=0
icmp seg=1
icmp seg=2
icmp seg=3

icmp seg=4

--- Ping statistics for www.baidu.com in

5 packet

(s) transmitted,

5 packet (s)

received,

56 data bytes,

ttl=127
ttl=127
ttl=127
ttl=127
ttl=127

time=1.
time=0.
time=0.
time=0.

time=1.

destination-ip baidu

464
959
955
959
085

VPN instance v2 ---

round-trip min/avg/max/std-dev = 0.955/1.084/1.464/0.196 ms

19.4 F

o HEERIEEULIERINECER, KROyR RO AN
iR VLA G, ANF AT R IEALEE, Bl

BEEI

FHECE R REAERL
o MERAEKME, IEHK ¢
MIfEJE ) BEATHCE.

ms

ms

ms

ms

ms

0.0% packet loss

press CTRL+C to break

RN

HI

WCH AR

A E RS E, SRS

DRI RN CRDPZEHVER /N 2 PFARLROLERT, YERK

20 5 VPN HIFA B
20.1 ¢A#BE N

4% VPN (Virtual Private Network, L& FH/IZ%) FT7E VPN W45 sl 2 36 A% 4
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20.2 Bt Eipv4 FEVPNERELE &

20.2.1 BCEXHM

e
W FW
XG1/0/1 ViarrinterfaceldD  ¥G1/0/10.1 XG1/0/11

12411.1/24 2112/24 21.1.1/24 123.1.1.1/24

20.2.2 EC BB
B K S C B VPN 4Lk i (84188 T LAES VPN #2k
20.23 BLEDR

#NCE AN A VPN

[H3Clip vpn-instance external vpn
[H3C]ip vpn-instance siwang vpn
# ML E ospf ahaSig i, T AAMEIAHRE pER
[H3Clospf 100 router-id 2.2.2.2 vpn-instance external vpn OSPF
area 0.0.0.0
# CILE
[H3C]interface Ten-GigabitEthernet 1/0/10.100
ip binding vpn-instance external vpn
ip address 2.1.1.1 255.255.255.0
ospf 100 area 0.0.0.0
pim sm
vlan-type dotlg vid 100
#
[H3C]interface Ten-GigabitEthernet 1/0/11
ip binding vpn-instance siwang vpn
ip address 123.1.1.1 255.255.255.0
pim sm
# WCE rp, rp AT LUREAESZHAL A, B kb EAR LA B
interface LoopBack0

ip binding vpn-instance siwang vpn
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ip address 1.1.1.1 255.255.255.255
pim sm
#
interface LoopBackl
ip binding vpn-instance external vpn
ip address 2.2.2.2 255.255.255.255
ospf 100 area 0.0.0.0
pim sm
#
pim vpn-instance external vpn
c-bsr 2.2.2.2
c-rp 2.2.2.2
#
pim vpn-instance siwang vpn
static-rp 1.1.1.1
# ACEPE VPN 24k
multicast routing vpn-instance external vpn

multicast extranet select-rpf vpn-instance siwang vpn source 2.2.2.0 24 group 226.0.0.0

24

multicast extranet select-rpf vpn-instance siwang vpn source 123.1.1.0 24 group 226.0.0.0

24
#HACE A, U AFEXTE ven tHEINR 22 g R, AR aspf 5
security-zone name Trust

import interface LoopBackO

import interface LoopBackl

import interface Ten-GigabitEthernet 1/0/10.100

import interface Ten-GigabitEthernet 1/0/11

import ip 123.1.1.0 24 vpn-instance siwang_ vpn
import ip 123.1.1.0 24 vpn-instance external vpn
# I B 24 R
security-policy ip

rule 0 name 0

action pass

rule 1 name 1

action pass

vrf external vpn

rule 2 name 2

action pass
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vrf siwang vpn

#

e B A e

ospf 100 router-id 2.2.2.1

area 0.0.0.0

#

interface Vlan-interfacel0O

ip address 2.1.1.2 255.255.255.0
ospf 100 area 0.0.0.0

pim sm
#
interface Ten-GigabitEthernetl/0/1
port link-mode route
flow-interval 5

ip address 124.1.1.1 255.255.255.0

igmp enable

20.3 AL Eipv6 FEVPNEIELE &
20.3.1 FCEHM

izmo
SU Fitv
¥G1/0/1 .; Viar-interfacel0l  ¥G1/0/10.1 XG1/of11
124::1/96 2::2/96 2:1/96 123::1/96

20.3.2 BLEBR
B K S iC EL S VPN A1 it i (8414 ) LAES VPN 2k
20.3.3 BCEX R

#ILE N /M VPN:
[H3Clip vpn-instance external vpn

[H3Clip vpn-instance siwang vpn

#ICE ospf s, T AcAi M2 2 4% rp (5 B

ospfv3 100 vpn-instance external vpn
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router-id 3.3.3.3

area 0.0.0.0

I E

[H3C]interface Ten-GigabitEthernet 1/0/10.100
ip binding vpn-instance external vpn
ospfv3 100 area 0.0.0.0

ipv6 pim sm

vlan-type dotlg vid 100

ipv6 address 2::1/96

#

interface Ten-GigabitEthernet 1/0/11
ip binding vpn-instance siwang vpn
ipvée pim sm

ipv6 address 123::1/96

HACE rp, rp AT DUBE LA HNLA, B ki EA R AR E
interface LoopBackO

ip binding vpn-instance siwang vpn
ipv6 pim sm

ipv6 address 1::1/128

#

interface LoopBackl

ip binding vpn-instance external vpn
ospfv3 100 area 0.0.0.0

ipvé pim sm

ipv6 address 2:2:2::2/128

#

ipv6 pim vpn-instance siwang vpn
static-rp 1::1

#

ipv6 pim vpn-instance external vpn
c-bsr 2:2:2::2

c-rp 2:2:2::2

#ICE P VPN kS H

ipv6 multicast routing vpn-instance external vpn 5 VPN %R g
ipv6e multicast extranet select-rpf vpn-instance a source 2:2:2:: 96 group FF1E:
96

ipv6e multicast extranet select-rpf vpn-instance a source 123:: 96 group FFlE::

96
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HACE 2, WAFEX b ven tHEIN B2 a3, ANIRSH aspf 5+

security-zone name Trust

import interface
import interface
import interface
import interface
import ipvé 123::
import ipv6 123::

HIC B 2 4 RS

LoopBackO
LoopBackl
Ten-GigabitEthernet 1/0/10.100
Ten-GigabitEthernet 1/0/11
64 vpn-instance siwang vpn

64 vpn-instance external vpn

security-policy ipvé

rule 0 name 0
action pass
rule 1 name 1
action pass
vrf siwang vpn
rule 2 name 2
action pass
vrf external vpn
# C B AT HAL:
ospfv3 100
router-id 3.3.3.1
area 0.0.0.0

#

interface Vlan-interface200

ospfv3 100 area 0
ipv6 pim sm
ipvée address 2::2

#

.0.0.0

/96

interface Ten-GigabitEthernetl/0/3

port link-mode route

flow-interval 5
ipvé address 124:

mld enable

:1/96
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