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1.1 B ConsoleDEZIEE, AT ARERIGILE RS ERELIE?

W& G, @i Console MR AL B 2 o Won (5 B EUE /RELID, /oA A : IR S IR
PAXBCE 1 (Console M) HZTEEIEMIERE:. MR EAE RIS, 1R7]6E2R S EEA 1
RECE KSR B R, ERIAZ S ELE

o WFFE: 9600

o Hufifi: 8

o fEIbf: 1

o WHEKER: T

o MEH: X

BN Ao SRR B IR E R TOVE M, 18 S B R A AT B eI

1.2 dfa]P&k & Console [ 2585 ?

X i

FBUR AL ik — kA Console @ %A, 4wk BT A R FIX &6 FH, FAL A L7k,

1. F53%—: i8I Stelnet/telnet B Ri& & {&2% Console O%H3 .,
(1) @it Stelnet/telnet &% 54
(2) HARGME.
system-view
(3)  HEA AUX H P &El AUX H P 2RI IAL
o HEXN AUX FH AL .
line aux First-number [ last-number ]
o HEXN AUX F KK
line class aux
(4)  WEEH P RVETT XA,
authentication-mode password
(5) WEINIEFM.



set authentication password { hash | simple } password
(6) MCEMNAHTH LR BRHH M.

user-role role-name

2. 335 18T bootware SEEEFH T AL E B E1EF L1E5K console #5HT,

X i

) = 5wt bootware R & 7T 464 A R E), thabvh S5130 % 7 vA K A8 A 4.

(1) @it console MIEHR & a1 & HHTE 3N
(2) WREFNHL N Ctrl+B # A\ bootware S H., EFEBE HATACE H5), W& 1-1 Fios.
E1-1 # N bootware S Hpkid KA E B 5h

{TENDED BOOT MENU.. .0

bility is enabled.

XTENDED BOOT MENU

(3) %+ Reboot & )5 %%, K 1-2 AR
E1-2 ERE®

BOOT MENU

ASIC BOOT MENU

(4) WA EBIE T Ctrl+C 8¢ Ctrl+D Bkt B i &, W&l 1-3 s,



E1-3 Bt EEE

ENTER
Jan

(5) 1% T Enter $ p Dk id Bic B A FE B
(6) EHEECECIFNE.

more startup.cfg
(7) KBSt e R R A, ik 1-4 5K 1-5 Fros
1-4 SHBECE S (—)

role name level-12

description Predefined level-12 role
#
role name level-13

description Predefined level-13 role
#
role name level-14

description Predefined level-14 role
#
user—group system
#
local-user admin class manage

password hash $h$6$YQjU9PPALVL/ouvKSNtIfmOpbbeIYpVyTIkNECR3P+05NQYJ41eY9fg+jYyc
YyUmzZOvHEsasetlr3J6NtPazSo2 TWBJIpi/cofpf SwkA==
service-type telnet http https terminal
authorization-attribute user-role network—a
authorization—-attribute user—-role network-op

#

ip http enable
ip https enable

ETiERD)
E8lig CtrisC

L

return

Fhe®
SEEIEE

FRIEEED..




E1-5 SHEEXH (2)

description-Predefined:level-12- role +
#
role-name:level-13

description-Predefined:level-13- role +
#
role-name:level-14

description-Predefined:level-14- role +
#
user-group-system
#
ocal-user-admin-classmanage +

passwordhash-5hSa5YgjUIPPAIVL/ouvKS NtIifmOpbbel Yoyl kKNKCR 3P+OSNOYI 4163 fg -+ ycKs
YyUmZOvHTsaset1r3)6NtPazSo2 7WBI pifoofpfowka==

service-type-telnet-httphttps-terminal +

authorization-attribute-user-role-network-admin +

authorization-attribute -user-role-network-operator +
#

ip-http-enable
ip-httpsenable
#

return

(8) BN E i, FCE BN hello12345, & 1-6 s




E1-6 BB

description-Predefined-level-11- role +
# +
role-name:level-12 +
description-Predefined-level-12- role +
# +
role-name-level-13 +
description-Predefined-level-13- role +
H# +
role-name-level-14 +
description-Predefined-level-14- role +
# +
user-group-system .
# +
ocal-user-admin-classmanage +
passwordsimple-hello12345+
service-type-telnet-httphtips-terminal +
authorization-attribute-user-role-network-admin +
authorization-attribute-user-role-network-operator +
# +

ip-http-enahble
ip-httpsenahble

# +
return !
+

9) HEARGHLA.
system-view

(10) Kol M B HRGG BB, B 1-7 Bos.

E1-7 SAREXH

NRCR3P+O5NQYJ41e¥9fg+]j¥ycK

Ctrl+C
Ctrl+V

ERAEED..




(11) RAFECE .

save
(12) HEJHE%,

Reboot
3. A= 1Bid bootware SEEIAFEH I EXH B NEEERIR.
(1) 177k kil e B R B R RN R G AL

system-view
(2) B4R E RR B BRI B S startup.cfg L ELIR S
configuration replace file startup.cfg
(3) HIAN, EFEARFLAACE.
(4) SEAFRCE RNR ERUG ARG
system-view
(5) #EAN AUX HIJT 4Bl AUX I T 2R ALIE
o HEXN AUX FH ALK .
line aux first-number [ last-number ]
o HEAN AUX F P EREAIEL
line class aux
(6) WEEFAF I XONEINIE.
authentication-mode password
(7) BEINEFM,
set authentication password { hash | simple } password
(8) HBCEMARTH B FRRHI S At

user-role role-name

4. 7535M: @it bootware EEIEFIITELE N HEENEFREREL KE.

=
Zﬁ&;i&a

WA E R R G A RE, HHRL T LERE SR Hrh it BT

(1) Tt 773 Bk i i B SO R B S R A R E

save
(2) HEWEA.
reboot

1.3 W& web &R EZ/E?

Al LLiEIT Console 1. Stelnet/telnet 25 7 #08 S % % J5 W B ¥ web & 15 .
(1) it Console 1. Stelnet/telnet 2577 & % 1% 4% o

(2) HEARGHE



system-view

(3) HEAHT Web B iAH H LK .
local-user user-name

(4) BSEH .

Password [ { hash | simple } password ]

2
2.1 A ATFEHITR LG SHIZERECENIEARE?

FIREA ST P A CRIRBRA Z, 1B A A A network-admin M (4~ P8 B8 PSR

3 wxum

3.1 WTF X FFAHRKNERRAIZE, FHESYSKTLARE

R?

iZ ANy fi

otk

2 inm
TR = S th 38 AT A BT RE), At vh S5560X-El % 7 vA KR ZAEAAH 5], &= st LR E L5
BE 3ROSR AR T

SCHF AT AR AR 52, A KU AR R IE (LR R ) S o IR XL 1) 5 15 26 91T 52 1) DXL R
1 ATE KA —5, W& RGdamAT (SYS AT Ji (AL 5, HRUSEBEHIIIERITIESR GF
RS, M RIS TS0 E LR, WARSITHNE S BN HEER.

P LRI S bR ATE T ), H i KUB SR R 5 R o B S D X R SN PR A Y
R B S 0 EE PR R PR 0 A XU T T s T LB /R e #% BT diisplay fan
4, BETE “Airflow Direction” (XUEREH I SLFRRGE 77D T il
AR A R AR ) XU T ), SRl dr AT TG, I @ AT display fan @4,
BH T “Prefer Airflow Direction” CGYHEE ) KUR B XIE 7 7)) T o

<Sysname> display fan

Slot 1:

Fan 1:

State : Normal

Airflow Direction: Port-to-power
Prefer Airflow Direction: Port-to-power

Y HZA—E, wEE KRG T Fan prefer-direction iy & R 5 & BB I KB 5 T,
A58 55 IR s ABE R ) S o I 7 Tr) — B
o IREZH port-to-power, i RGE T7 IR Ay N E R, AR XL

7



o THESH power-to-port, X8 XIE TS ROy HIPRIEE R, S A0 X
i EE R B BRI XU AR B ARSI B T IR 1) 5 5 25 33 B2 ) XU B A L) JXUTE X T
—H, 5RO . SRR LS 25 kR T .

3.2 NBEHERRBEMRRERSIEMTAHIE?

2R BOA IR 222, ATRESR AR B EAR T B ERJs R RS, & Rfdis
ITEREA SRR B EsR SRR R TERE H S5, DUREOUR T XU SR
NRES ¥

R AR R AT i BIAL B A S

o LRIINBEBRIRARIER NS

o BIH RN B A — A X AR

o RN 2 AN KU B AY SANE] OXIE R A A ED

PR S 14 RGIE AT -5 39 82 XU RS AS— 2

B LA _E R ELA P R KB BRI AT I 2R, B2 R A B 2 KU BB, ff PR A 6 22 386
PIANE R AR RIS A XU AR, ORI XU R B, 45 301 22 K XU X A0 XU B RSB )
JGE T S B — B

3.3 BIDIB SR IRRERSHMLIRIUESER?

ANHELL, BIDI M5 [ s AR B 0 20 R X R . B W SFP-XG-LX-SM1270-BIDI 4% Zit il
SFP-XG-LX-SM1330-BIDI gx i H, &N Teik IR TAE. 7T W& SZFEI BIDI St b5
Forl ARHE AL S, 15 BB WA 23558 S .

3.4 A ARKXMimOEENERT, 1”& LIS NATLUR MmO KT

TE?

TEFR/RIT RIIR IGO0 % AT TR A iy RS TR R AT D) #4240 (MODE %4, WA
DA AT g
e K sE POE HLAY
o i AR RAT RAOIN SRR, SRR & & 1 D b F PoE i, fEIXFET, #
W% it I A{H BE POE ThAE, i e~ T AT .
o M I AIGRIT B OINLRIRA IS, BB B i F AT IRF . AR, i
FERASIRRIT R O HE e RN S I g 5, HAlAT K.
e 2 dE PoE WA
o M IR AIERIT B OINLRIRA IS, S B i F AT IRF . AR, i
PRSI RIT S B RN AR R g5, FtT K.

A=

A=

Lo F IRFAEXN, BXE&GRN%5H n: 3T S5560X-El £7%). S6520X-El. S6520X-HI
54275, 5 AhAntgsEn REFRTIEE R &, LEITR; 2F S5130S-El. S5130S-HI. S5560S-El



FA5], BFAh l-ntssn RARTITGET R, BT R, X T o REH TR X niieingg
NG, FERANE T B R ER/FREHITITNGET.

3.5 FMBACLEHRREZIRANE, "RERIREBMRL?

JRIA—: MErids 2k 3] ACL % LFR, & #H display qos-acl resource i 4 & & acl %k H
R, AR, EMERTCHR ACL #UU. QoS SHIg. SFmS M 2 I8 Il 55 Wi A 5 & A5 /28 1) 9 1733k
4T ACL ¥,

JRR = WRIRE] T EVE AR ST TIR, 15EH display memory iy 4 & ¥ % I A 1
IR N AT R R A 2 IR N A7 25 ()T 1 ACL.

JR = NS ST TR B SIS, FEOR& R FHIANIER 7% LR, /A display
memory-threshold v 4 K&E NAEHETTRMHXEE, HMEH undo memory-threshold
A R T T IRAE B 500, PRUE B TRIR A ANE T TBR A5 T Bl N BRI AT IR B acl. AR
HNAEE RO EISEE MBS R “EaifcE” P “B&EH,

WER R TTEA BRI MR, TEERR H3C BRI HE.

3.6 XRHAREBITI S, {ECPUEHZRS, WfifFR?

A

Wef ] display process cpu @& BR &G RN CPU M RGN, HAIZ TMTH
BEFER) CPU It m, mlEdan R 5 a0HEE : TMTH SRR DI ZRBERe, S s 17
BCE YA HYE R R, WA S AW ik AT up A, A CPU. 1EHEA T2
T W30 N AR o 28 (H 2 SR e i i 2 DS, WR AT, 18 Sk £ 11 F 30 shutdown 2 J5
{§i ] display cpu-usage 4 #F CPU I H(EE, #ifr CPU fii R E 1EH .

R FIRTTIEARE AR UL B I8, 1T R H3C BEAR S HE.

IRF

4.1 ¥8im 0 5 IRFin O 48 FHR R 2/ im O shutdown,  aAfATfi#

R?

¥ 5 IRF i 20 5E i 3878 /5 B2 50K 0 1 shutdown, it 28 lan R 4R GRRTUCAR,
ANTR e & A RN BT REA T X )

<Sysname> system-view

[Sysname-irf-portl/1] port group interface ten-gigabitethernet 1/0/1

Please shutdown the current interface first.

Plin i e Bon e, FoE IRF A EL R R

(1) # N 0 Ten-GigabitEthernet1/0/1 ¥, 4T shutdown 4 5% 5 1 ;

(2) #EN IRFL/1 35 DAL & i I Ten-GigabitEthernet1/0/1 5 IRF1/1 i [ 455E s

() H X AL Ten-GigabitEthernet1/0/1 # &, #4447 undo shutdown iy 4 Ja b [
(4) SERETYHEOEE, PUT save ar R RAFILE .
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(5) 4T irf-port-configuration active A0 IRF YR L E .
[Sysname] interface ten-gigabitethernet 1/0/1
[Sysname-Ten-GigabitEthernetl/0/1] shutdown

[Sysname] irf-port 1/1

[Sysname-irf-portl/1] port group interface ten-gigabitethernet 1/0/1

You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active'" command to activate the IRF ports.
[Sysname-irf-portl/1] quit

[Sysname-Ten-GigabitEthernetl/0/1] undo shutdown
[Sysname-Ten-GigabitEthernetl/0/1] quit

[Sysname] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):

Validating file. Please wait...

The startup.cfg file already exists.

Compared with the startup.cfg file, The current configuration adds 5 commands and d
eletes 1 commands.

IT you want to see the configuration differences, please cancel this operation,
and then use the display diff command to show the details.

IT you continue the save operation, the file will be overwritten.

Are you sure you want to continue the save operation? [Y/N]:y

Saving the current configuration to the file. Please wait...

Saved the current configuration to mainboard device successfully.

[Sysname] irf-port-configuration active

WA EE IRF Y8 D RCE RS, IRF SR ELRISTES “RULEARIERT” W
“IRF”O

4.2 ¥ O 5IRFIR O 48 ERTRM, dRE] AR ?

JUAS H IR 2R 25 e P SR 1R Ay

(1)  FEEE DA SR IRF Y Hm . 5 A G NCE Fr S e % 12 5 SCRE IRF Y8 1, %
PSR IRF 48R D (B2 L7405

(2) IRF By A TARFE RS T o f0 ™ R IRF A3 0 TAR/E S g &~ (3
o3 OV TARTEYR A3 Ja I R i 6 N RIAT) o ST SR SR (007 it R 11, 335 S 4000 i i 11 B8y

FUESA S IRF W3 1 AR SR N .

(3)  IRF 4B 111 43 2EL 5 FH R 5] o
o AELE 20, [R—A IRF 3t DX BB (Rl — 2L M3 . 77 k) IRF 4738
O EARESRIES I “ BRI AREERRS” 11 “IRF” SU2EiES.

WA FIRITVEARE R AR R I, 1R H3C BEARSCHF .
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4.3 FYEIm 05 IRFis OBEHR IR LR OA—EHFTERXLIKOE
BBX M, anfayfi)

Y BLG 1 5 IRF i 146 8 I 52 7 S 8 sy 1 2 — 2H 75 KA g 1 4% 350 0 H, it R Auh i $27m (3
ARG, A F e SR 5 B AT REA BT

<Sysname> system-view

[Sysname]irf-port 1/2

[Sysname-irf-portl/2]port group interface Twenty-FiveGigE 1/0/13:1

Check failed for reason:

Twenty-FiveGigE1/0/13:2, Twenty-FiveGigE1l/0/13:3 and Twenty-FiveGigE1/0/13:4 be

long to a port group, Please shutdown all of them before changing the working mo

de.

Hei s BAFPAE IRF PR DL A HIBR 1, B — 2 i 1 0 50 4 B4 D a8 b 55 i 11 sl 4= AR A
IRF ¥ 3l [, fEXEeiss PR 15 IRF I L8R, AR RGA Wi (R 4w H b T UP IR
A, WIARVEGEE, 75206 [F i 43R E shutdown SCH G A4 RVFSEE . WL 11)E T [ —4H
41kl%§%§JzZF1nu¢22?§@BE§TEE%

DAt g s ol BCE IRF 4B R AR A

(1) # A Twenty-FiveGigE1/0/13:1. Twenty-FiveGigE1/0/13:2. Twenty-FiveGigE1/0/13:3.
Twenty-FiveGigE1/0/13:4 % ALK, $44T shutdown i 4 5% i 115

(2) BN IRFL/2 5 AL EE, B & i H Twenty-FiveGigE1/0/13:1 5 IRF1/2 b 45 ;

(3) PN 1 Twenty-FiveGigE1/0/13:1 #L&, #4147 undo shutdown iy 45 i . [F4H
g e, HAtOR S IRF S 1 985E B3 A oV IT S

(4) RTINS O98E S, AT save fr > IRFILE .

(5) 4T irf-port-configuration active @20 IRF ¥y E OB E .

[Sysname] interface range twenty-fivegige 1/0/13:1 twenty-Ffivegige 1/0/13:2 twenty-fivegige

1/0/13:3 twenty-fivegige 1/0/13:4

[Sysname-if-range] shutdown

[Sysname-if-range] quit

[Sysname] irf-port 1/2

[Sysname-irf-portl/2] port group interface twenty-fivegige 1/0/13:1

You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active'" command to activate the IRF ports.

[Sysname-irf-portl/2] quit

[Sysname-Twenty-FiveGigE1/0/13:1] undo shutdown

[Sysname-Twenty-FiveGigE1/0/13:1] quit

[Sysname] save

The current configuration will be written to the device. Are you sure? [Y/N]:y

Please input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filename unchanged, press the enter key):

Validating file. Please wait...

The startup.cfg file already exists.

Compared with the startup.cfg file, The current configuration adds 5 commands and d

eletes 1 commands.

IT you want to see the configuration differences, please cancel this operation,

11



and then use the display diff command to show the details.

I you continue the save operation, the file will be overwritten.
Are you sure you want to continue the save operation? [Y/N]:y
Saving the current configuration to the file. Please wait...
Saved the current configuration to mainboard device successfully.
[Sysname] irf-port-configuration active

P BRI IRF Y8 R EE RS, IRF &R ESEEE MR ERS” T
“IRF”,

IR FSRTTIEAS MRS 8, TEIR AR HBC BRSCHF

4.4 f£MHundo shutdown® & H B im O {E R EEE —Hin O£ IPSIRF
i 4 E S £ BUHSE, anfafR?

f#H undo shutdown it - JT 5 I N H 7 75 226 —dH o H 4505 IRF i 46 E 8 HI0H g8 E
RN RN (BRARBUNZR], AR o (5 BT BEA T XD .

<Sysname> system-view

[Sysname] interface Twenty-FiveGigE 1/0/13:2

[Sysname-Twenty-FiveGigE1/0/13:2] undo shutdown

Bind all interfaces in the same group to IRF ports or cancel the bindings on all

of them.

FELL % FAFAE IRF P B O 2 A0 R BR ), B — 20 3 1100 200 43R DRy adi Ml 55w 11 B804 304
IRF #3 1, 7EiX 8% F18H undo shutdown #ir A JF o 1, 40 5 22 45 I [5) 2H 11 &
25 \RF i L 485E, WA RV E %00 1, 7528 1%00 15 IRF 5 H 98 80k [F 2 H 4355 IRF
Ui LURBR R E Ja 4 fo T JE . 7E IRF 5 134T display this i UIEA CL S IRF 5 4558
R O, R DU B R R AR IRF Y8 1 2 405 B

WR PR EARE RIS I, TEECR H3C HAR L #E.

45 SERRIRFRLGRS . IRFUIBIROFE, EREEZREBIAMIRF,
B alERE?

TEIAR S HEAT T ORAFBC B R AE
SR B IRF FRC BT 40 R

o HHMTYIELNG I IRF I 140 E SHLE ;
o 4T save fr > IRIFACE ;

e 4T irf-port-configuration active 40 IRF )G DAL E
o ERHMARATN IRF YL
HE 2085 B IRF FC BT 40 R -

o HHATWIERLNG Y IRF ¥ 146 E SR E
o T save A RAFECHE ;

o AW TN IRF Y H G

o DI IRF B,
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AL RIRF MRS, SILRFECE N A S HE . IR ER I — 2% . 2 IRF LA
JEU RIS B SRR AL BT 1

4.6 #fTirf-port-configuration activefp & EIRFIIIE i AWM EZ 5, 1%
BFRTIHATXXEEN—H AR KIRF, WNfaIE?

EWAARRF B, #5300 J 5 £ TAFR R BT A () IC B 2R % i R R A L B AH A, LAY
BWRBH CNEP 5 SR BT E AECE dr 2 T REAN ], 7= i B BAR RG2S 0L “ LR
BIES” M “IRF:

o ARG THX (Bt system-working-mode @4 E ):

o MBI (il hardware-resource switch-mode fir4-fic & 5 switch-mode iy
AHLED;

o  HHHIEALRS (L link-aggregation capability mid i E);

o ZMigmiEA (Eid ecmp mode frAHCE):;

o ZEMNEiiEmAAH GEIL max-ecmp-num @A ED;

o HIZRAKT 641l IPv6 #HThAE (JEid hardware-resource routing-mode ipv6-128
i W=k

e VXLAN W ZJEMZL GEd hardware-resource vxlan & itE).

WEREAALEMA IRF A2 A ) E R AL & — B0 I B 540 R & AN, MITEEIA IRF.

B, 47 irf-port-configuration active 4 E0E IRF Y73 i O L B 2 Ja 345 4 an

TRRER:

[Sysname]irf-port-configuration a

[Sysname]irf-port-configuration active
[Sysname]%Jan 14 20:53:07:484 2013 H3C STM/6/STM_LINK UP: IRF port 2 came up.

The max-ecmp-num and switch-mode settings should be the same across devices in an IRF fabric.
The local max-ecmp-num setting is 8, and the local switch-mode setting is VXLAN. Please check
the settings on the neighbor device connected to IRF-port 2.

%Jan 14 20:53:07:864 2013 H3C STM/3/STM_SOMER_CHECK: Neighbor of IRF port 2 can"t be stacked.
%Jan 14 20:53:08:088 2013 H3C STM/3/STM_LINK DOWN: IRF port 2 went down.

PO, iSRG BB A SR i B S b i R R I, G E — 3. ARIB R BIRR(E
BHIHR TN E, AL B R IRAE BRSO B 24
(1) ABEARRREIRE B ARG BRI R VA S5 H i R 2% BT B A A 53 AR X
FATC B 5 AR R . Ao S5 % B R R B0 8, AR B VXLAN . B85 A 2 547 it
FH 5 K 2% B B BORE 1 R YR AR U I L 5 IRF-port 2 FE #2140 J& B A B & A — 5.
(2) BFH IRF-port 2 FEREWAL 5 B A B4 S5 % b 2% BB B U 2
[Sysname] display switch-mode status
Switch-mode in use: NORMAL MODE(default).
Switch-mode for next reboot: NORMAL MODE(default).
[Sysname]display max-ecmp-num
Max-ECMP-Num in use: 8
Max-ECMP-Num at the next reboot: 8

13



3)

IRF-port 2 345 14T & Bl 57 W e SN it 26 80y 8, R B 00 NORMAL, B A 53 545
N E SRR AR,

B BRI 25 BT S Bl D3 B0 % B B3 G 3T B 3 — 3. R BB B B I E, IR
HA IRF R IEA HA S A %, WA RE MBS HEE: BUsTERFRCE I
HF WA, JRERCE A AR DME A 1525 e B

[Sysname]switch-mode ?

NORMAL MODE(default)

VXLAN MODE

802.1BR MODE

MPLS MODE

MPLS-1RF MODE

A WO DN P O

[Sysname]switch-mode 0O

Reboot device to make the configuration take effect.

[Sysname]

<Sysname>reboot

Start to check configuration with next startup configuration file, please wait..

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:y

Please input the file name(*.cfg)[flash:/test.cfqg]

(To leave the existing filename unchanged, press the enter key):
flash:/test._cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

This command will reboot the device. Continue? [Y/N]:y

Now rebooting, please wait........

4.7 {ERX N B E X HFIRFIMSEIZIATN?

XTGP & i 2R IRF HERAZ L, ASTRF IRF &

X2 SCRF I B B 4UK IRF RIHER S, (M =680 G B84 IRF I, ATLISCRARE
e IEDE

AHHLSZRF IRF R B HORANERINIMNE BB MCE “ AR ER S T “IRF”,

4.8 IRFEBRRRAT4BEREEK?
LS A bR TR

IRF 38T, B TEE, HERERT.

18 IRF FARMFRCERS, MR IEEE)E, A RAFRE SRR A NS E. 4
M RSN TERIFIMN IRF J5, TiEMNERSHARE AP IRERE, FEONRE ERREE
ER.

IRF BV RAS T 5 A 350 A ThREAS SCHE, MR DIRERIICE &= Rk

XFT oA A AL, RS KIAA B, ATRE S FEF R BB NVRAM A 2, NVRAM
LRI & R E R ARG B E R I, B&SUSREN T REs), && LEAMH
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it B 50 o XL LU 4 R Bl 5 BB R G TR] A& A R AT JIWT, a0k R G R BoR
M2 BTG E AARUCES, AT DL & 450 NVRAM SRR, 5B R ER s #  4%
R F L

4.9 LACP MAD# M B BY2E M BT ZE3k ?

LACP MAD & T IRF i H R S HERE AN AT & B N AT R 12, AL 3 oK

BEAS RO B A R B R B T (] B
B T e TP ) 2% O BRI 55 D I N B A RS A
Hh ] B % 75 B SCRFYT R LACP ), Eﬂ*lﬂu%ﬁ%%%ﬁﬁ H3C B

4.10 BFD MAD#MVLANB A PR& K& F =510 ?

BFD MAD £l VLAN 38 % 45 4n {58 FH PR il A9 = 5 10«

A RHFAE Vlan-interfacel #: H I3 BFD MAD &l I 68

R F A, TEHATW T ACE

o fEIRF & &MAE %% b, %L HT BFD MAD £l VLAN.

o 1EIRF &M Aal k4, ¥ T BFD MAD il (4 B 42 DR in 3 BFD MAD #6314
VLAN .

o fEIRF ¥4 L, £z BFD MAD #:ill VLAN fJ VLAN #11.

WIER M FAEAEZ /N IRF, fEEL E BFD MAD B, % IRF 20 FA R VLAN {E24 BFD MAD

il F VLAN.

FI+ BFD MAD 5l i) VLAN $22 15 R ) VLAN H1 H g4 BFD MAD A& % _E it 11,

HAE H T INNZ VLAN. 24314535 1 %5 2248 F port trunk permit vlan all

4 VA VLAN @it i, i@/ undo port trunk permit #4#HF BFD MAD )

VLAN Bk

==
A b5 =X

4o F = A VS| 15, 264 VLAN 3 0 R 484k 5 A T BFD MAD 42l é9 VLAN 40

2t F S5560X-El. S5500V2-El. ES5500C. MS4520V2 % 7| 4L, %5 %4 3581~4092 49
VLAN 42 R 484E 4 A T BFD MAD #9049 VLAN 1 ,

st F S6520X-Sl. S6520-Sl. MS4600 % 7| &L&HL, %5 A 3581~4092 #9 VLAN 1 T Ae4E
2 JF BFD MAD #4249 VLAN 1,

2+ F S6520X-El £ 7] %A, %5 4 3069~4092 49 VLAN 40 R4e4E 4 A -F BFD MAD #3
% VLAN 4212,

5t F S6520X-HI. S5560X-HI. S5000-El £ 7| L&A, %5 A 2045~4092 #9 VLAN 412 T4
4 % A F BFD MAD #1149 VLAN 39,

%t F S6813&S6812 % 7| M, %5 A 2045~4092 49 VLAN 0 <4845 4 F -F BFD MAD #&
M &g VLAN 31,
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e IRF X% fliH BFD MAD £ ZhRERT, 155Uk = JT/H BFED fMThREM) VLAN #2101 H g%
AT BFD kill, A feirisdr FHdlk 55 .
o JF/a BFD K ThEERT VLAN #2210 H fEfic B mad bfd enable Al mad ip address #ir4. WiE
MPBCE 7T H eSS, RSzl 55 UL BFED Kl ThRERIIELT
o BFD MAD faill Dhe 54E s Dhae B R, fEFF)E 1 BFD MAD £l DhRE 1) VLAN $2 X6
VLAN WY (193 1 E, TEASEETT Ja AR b s

5 MAC Hihk3%
5.1 RA4E&TLEELIFEMACHIEEVLANEE ORBMACHILEAY RS ?

WCAFE N 5 MAC bl R VL AC A 25 D) REAL T-JT JEIRAS I, B 2Bl B ST MAC
HihE 5 A MAC Ml RIHETICEL . W RA7E MAC Mkt 53R SCHIUE MAC HH R ER T, (HR I
A AN R R ST 3 1, W B FE%IR O, X T MAC #ihik/2 VLAN #:1H) MAC Mk i
W, FREAEN N VLAN FTEER Z E8 0 ER RO F 5§ MAC Hiuhk R UL Ao ks 25 D) ie
REFE RZIME . TER 1% UL AL E D IRTEXT . VLAN FTfER) 2820 FORHZIhRE
[[Weka &
(1) HFARGME.

system-view
(2) BEANZELURPEE ALK

interface interface-type interface-number
(3) fEFEH LML 5E MAC il R IIILACk: & D) fe -

undo mac-address static source-check enable

BRAATEI T, B BRSO D 5 MAC MR IILRCAS & D ae sl T-T1 5 R3S

2FF 7 % # undo mac-address static source-check enable 444 /=% (4
S12500X-AF/S12500F-AF/S6890) , | R A 3bie#4,

O znsma
6.1 BO8COEERENIZEEEFIW T FRE?

L BA R E ORI RE ST, —BCARRE B PR el , i DAAS S50 B o i XU A R

JeH BPRERE T B R 2E, IRt D2 LA PR R AL G, BT BLRES ROt DR R
(R AR 80 B AR ORI o SXFEAVII AT (0 e B AR, i — S, HEEEA
B E B A RAEE. REOGELR, DENEADCIRAGHET I, #8655 EE bl

faray
=Fo
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6.2

6.3

HL I B0 H B R AL AT OEA AR 2 A5 .

o BRAFAFFAMRIE L, XUTHERAIE R R LBCE UP, W LLE R 22k T M A S 1
A JC T EREIE R AN TR ZOR, WA AR, T EORECE

o WITTr L8, E AR B3 AN # R E SR TATE R, A fevE i
E PR, — i e B R T AR, A fe v R BLE N L7 s A B R, FFE A fe i R
BEEERM AR EN L.

ComboORf+AARUP?

Combo #M12—/MZHEH M, —A4 Combo 2 NP _EXt B & AR - — AN DA —4k . f

HHNG MR E R R, FEARRN TE CHBiEEFr—MEOR, B—Mg0mss

S TEEAPIRZS ), P Al R 2H 09 75 SR B A e 8

o IHMRIE AT L MIFRIR T 1% Combo #2145 . Hilln, B &aiR LriE 2
A~ 10/100/1000BASE-T H i& &7 A Wity T ATET 2 A~ SFP 1 (i 14528 9. 10 4% 1 Combo
B,

E6-1 BIEIR Combo 1EOREE

AV AV AT NV - m “ _ C

.,,._m bl T
® O

(1): 10/100/1000BASE-T f i£ 5 v & 5% 0 | (2): SFP®

. it display interface 4% %&1% Combo #{EE, WHREREETME “Media type is
twisted pair” , RS HE O TEERRE, B0, WA DA THEIRS.

e f#i/fl combo enable { copper | Fiber }y4 % Combo 2 0 A HL D B35 6 1.
ReEOMpREONE.EBWLLEK?

BOMAREHA, ARSI, AR S ESRAE, 5 L SEhRE B -

o HIMAERSAEN, WO EREEREEMRSEOAR, MZZEOARIAREL.

o RIMAZKSAN, WRED ERJEMEREEN RS DA, MZE O IR &4, H
T AREFIRES

BHMAREA )G, ALLTMAEDL, AP G ERAE, 35 Bl SRRt oL v

o RIMARGHE, ARBEEE DR IEECE.

o EIMMARGYE, WLMEHEEOREIERACE, Ha PEEROANAREFIRE.

Kb ARG FARES TR ISR 3 D ANRES SRR I Fe R, A7 QB b b LIRS IO VR 4138 5 A5 7 i

“ CIRBAR—LURMISC B BT T BURINBERR RS 7

JEVERRC B AL A R E A A IR 6-1 k.
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6.4

*6-1 BMREENAR
BCE I A&
Sty 11 o 29 Ui 1 A2 TS OB B 4L s 11 T P s 1 Bl 25 2

QinQIit & 5 T IQINQINEEIT B /25 IR A . VLAN TaglITPIDME .. VLANIELL .
VLANM G Uiy 150 B % FhVLANBUR G R .

i b fe VR VLAN. 35 B VLAN, 55 85287 (R Trunk. Hybrid. AccessZ&%Y) |
VLANFC & s A TAERE (Elpromiscuous. trunk promiscuous. host. trunk secondary#z) . JFIP
TMEVLANIE & . ET U AVLANE E . VLANIR SO B Taght & .

BN R A AR, EAFE W FBR &

o  AEMBGRIu IR AL

o PEX " EREUME G O BAUEF— PEX ERE D8 F— PEX 4L R — 2 AR PEX L
[ . [T 2048 [R) R B PEX W& EATEERE R A - A % PEX VRN A1E S WA
“REIMLHEARE RS,

RAEEMImINAIEER SN ?

HERE D NHERENENERE VIR, TR EHER APy B EAH A AR A 0 AN A

MR EAL, Hoike i A7 AE U R :

o XIFERSREHE, FT R EORIEAE R —BER P g At AR ARSI — Bk, AR
HIRETIEIE R .

o XTEIEEAHA:
o TR HERG Wi (B % 2 H B W i R — B P ) i 1 AE % B RS AL B IE R ARIE IR

PP R 75 ORAEAS S 3 5 12— S P s 1 0] ot [RD PR SR B i, SR G ThmeRIAT IEH A

o WIARREHEM I B AR E T, MBS 34—l 1 3 Lah &R & 753

6.5 WAIRERR B S AE ISR a)RE ?

EFREAN RN 553 5%, R R A 504007 AR AN A (1) o 24 HE I I 56 & B 20 4R 35 S0 (1) ) T
A DUEAT W0 T 225 67 88 7 P AN 1 (1) i)
o BB HHIRNY
A R E R link-aggregation global load-sharing mode 4 1% 4 5
IR AR AL R A Hplie v] Dol it 5 &4 DAL E R 1 Tink-aggregation
load-sharing mode iy A% I GH DM AR R AL BARSCRAI S o 40 2878 DL i
SRR L HE o
RORNEINZ N P R S eV
o XFIPRIC, FTLAFETVER IP shhlok H i 1P bt iE47 fa sk /48 .
o XFF RO, LA TIE MAC Hhbika% H £ MAC Ml 3E1T 52385048
o RMIAHMRIIE K IIRE

18



¥ IRF W& E 554, afBM#EH undo link-aggregation load-sharing mode
local-first @4 X AR K DhRe.
WEERE, 5 IRF AR EAREE K, BRIATRERZm IRF RAFRE.

6.6 FRERESMMSRSFEIR?

5 R% A xR, FREAE RS H O NI lacp edge-port i & R A I E AR GLULGE .
2 N RE RO & E TSR A

FERR 55 25 RECE B AR AR, 2R 55 255 48 B0 % (M M BERE T LU B, SRS AW T
A i AR D9 S B T B A0, DT DRIE 28 S 1 265 1 2% 6 TR FR) 22 25 R PT DU L2
BT R o FEARSE AR 58 AN A TR AN BN, HIR G R i 1 1M A0E LACP #R30A, M4 i
# PR AT SRR ISR A B O 2 BB T, AT 2R S B R R IR AR

7 DRNI

7.1 DRNIZEWAETEIPHlt B i A @A abiE ?

DRNI 25 ¥ i 75 B3 AT DL N5

o  FHEARLGWIKTE IPP 1 FAEE undo mac-address static source-check enable
s KHARSCNE D 55 MAC bl R UL ALK 2 Th &g .

o DREIMX Aotk g5 it e frfE VLAN il .

e  DRNI E&K&HE MATERE&IER, SLIITR&EN.

7.2 DRNI+VRRP4EMF, BiFEADRIZZR, n{afiEsE—ICMPIRIC
WDORE % UL EIRIR ?

7E DRNI+VRRP Mz, 5% DR #& FEE—4 DR £ 0 0 FREE ) VLAN B, Z5eE
VLAN N E VRID ) VLAN 2 1156 M ) VLAN

8 VLAN
8.1 A AER4SVLANTGEE T Trunkim [ ?

#73 VLAN Joikisad Trunk o1, FTHEE 2 H P ARKEAIN T VLAN IO E] Trunk S . A5, A
# Trunk S B VLAN 1D AR B3 3im 1504 1 Trunk S R BRE VLAN 1D 20— 2, 75 4Rk
SO ARRERE K o U Z e U, W LB TS display vlan 6 AR E AN VLAN Z S T Trunk
U, AN, ATLAZEREDALE Tl port trunk permit vian 4 B AN K VLAN JI
A Trunk [, [FIREE port trunk pvid a4 IERBCE Trunk & L) PVID.
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8.2 W IFFAME & £ 1F 5 EVLANEL £ ZBVLANIE & Trunkis [ ?

BT Trunk i ) VLAN R BEER: AL TGS, IEFRCE P RINT
(1) HARGHEAE.
system-view
(2) HAECOMEAE.
o HBEANTELCRMHE ALK,
interface interface-type interface-number
o HEANTRERELIUE.
interface bridge-aggregation interface-number
(3) e B o R R 2R TN Trunk 28%L.
port link-type trunk
BRBIEOLT, i EEER AN Access 2871,
(4) FiFfEER VLAN B4 #8 VLAN @i 45T Trunk il .
port trunk permit vlan {vlan-id-list] all}
BAATHOL T, Trunk 5 H R S8V VLAN 1 fRkoCi .
(5) & Trunk 3 ) PVID.
port trunk pvid vlanvlan-id
BRATEIL T, Trunk 3 ) PVID 24 VLAN 1.
W PEMEA port trunk permit vian all @34, ARG IEARBZAL VLAN (1 Fd i %
17 i) 52 PR B3 U

8.3 A AIEEIREAEIP PhoneBIMACHE LI ?

BWAIKEUAE] IP Phone ) MAC Hihil, FIRERIZIEHIAE B & BE B OUL kb, 52 P #LAR
fic B A5 BT SE I B S ML OUl Huhl, SRS 4447 display voice-vlan mac-address 4 &%,
BRI AFAE XL o
Hic & D IR:
(1) HARGME.
system-view
(2) & Voice VLAN iR OUI ikt .
voice-vlan mac-address ouil mask oui-mask [ description text ]
Voice VLAN JE 31 J5 A 6148 (11 OUI il A 2584 OUI LRIV EAI N 41, 12 W& 0 “ =
JEHR-DLK AL E 18 T 7 i “VLAN” .
7ERC & Voice VLAN [#) OUI i :
. OUI thlib AN feAE) FEHibk 3 Al Rtk , L ARE &4 O Byl
e OUI Ml mac-address il oui-mask S50 51455 .
] WA 2 CRFBCE OUI btk Hi DR ™ i SEBR RS A o
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8.4 BN PRHII I AISEE ?

A LLE S R 5 B8 VLAN, KT S RCSCIRBIER — N VLAN P, A IR $I) I ia . 22
BALAT SZERR VLAN R0 7 REHE: BT 0. MAC Hilik. 1P 7M. Py kL4 VLAN. A
[ W& R BARTE DL, 155 %% KWL —ZHAR-LRM AL AL B8 S ) “VLAN it & 7
i

8.5 HIRALEEOMKAASHITAERREEAN?

TS EEIERAIX 43 = o RS IS

o Access: i 1 HAERIE—A VLAN PR, K ZMHSCAT VLAN Tag. — R H T AIARE
WU VLAN Tag 1 7 20 i & AHIE, B A TR ZE X 20 AN VLAN BT S

e Trunk: ¥ HREARIZEZ A VLAN BT, &2 1506 FEE VLAN K3 SCA T VLAN Tag, H
fit, VLAN FFRSCHER L 200 VLAN Tag. 38 % FH T X 4845 40 % % 2 8] 1 B 3%

e Hybrid: %l 1HARIAZ N VLAN MIHRIC, B 1 H 25 RS0 TR 95 75 22000 B 2L VLAN 3K
A VLAN Tag, 26 VLAN I3 SCAH VLAN Tag.

SR G MR 12 1 3 R 4RO IR 7 7 B VAN tag B2 75 S0 R K 24~ VLAN 1IR3, {8 port

link-type fir A B4t 145 D 3R )y 1 A 32 1 2870

DIz B R R

o Trunk g FINREE BV A Hybrid 4 11, R 850K Trunk i TEC B N Access i 11, FRECEAN
Hybrid 11,

o Hybrid 5 IANAEELEE VI Trunk 35 1, R AES0K Hybrid i D BC S~ Access i I, FEACHE
N Trunk i [

8.6 7tVoice VLANFHIIFREFTHIRZ NN SHIFEERBTRAELN?

£ Voice VLAN R AV 55 5045 5 A5 0L, 134T undo voice-vlan security enable i
4 Voice VLAN HZ 8. RN, W& 253\ Voice VLAN &4 (114 3¢
BEATYR MAC bl DUECKE 2, X T AREDTAD OUI HUhEfdi SC, K HEFE. BRI R EAEAE
Voice VLAN H [l i A fifs 3 AL 55 04l . ndf A L7522, 1 1A Voice VLAN HZ2 A5 5%,
Y55 s o p B 5

8.7 A%k #FiH O AYVoice VLAN T {EHEK ?

HEHE 3 1 0\ Voice VLAN IASE 7 R, 7T LK Voice VLAN ) TAERE RS A s A Fahis =,

EFTTAUT .

1. BEER

H TG A T AU 1P B iE B ICE N (o 1 [R] I A% 4 5 250 AL 55 ) r92E 7 =X,
&1 8-1 s
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[E8-1 E#l5 IP BRIEHRIKIENLEME

Voice gateway

Host IP phone Device

2. FahiEt

FUEH T 1P G RIEE N G AR RE SO A T, W& 8-2 fin. %4 M 7=
AT DA Z s & B AR SE S 5, R PR R Gl 45 B S S B AL S s . SR N E H
T IP 1k & H Untagged E& R SCITE L, A EZEA S5 F3CFF Untagged 8 & 2P RC B 225k, Wik
8-1 FirR.

[E8-2 IP HiE B miENEME

Voice gateway

Device

IP phone IP phone

<8-1 A[E3BuH O #r Untagged 1B S #IREC EEK

: BEYHE
V‘;‘}?ﬁéﬁ'\' BO%E | Untagged i& BEEK
SHIE
Access R ¥ F i\ Voice VLAN
T st Trunk XHF PVID 41 Voice VLAN, H#2 N 1 78 ¥FPVIDIE L
. . PVID i Voice VLAN, HARVFPVIDHIR CAFVLAN Tag
Hybrid CHE it
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O amn
9.1 HABRATEELRESE ML RO ?

HAZHHERL G RS (RS E55) LRIBIT A MR L. A8l LS X S A IE i
FERE 7 AR S, D20 RO ERRAS T REM A 7235, £ Up/Down EAMEBEES; 84 o 4k
AL o A 7R BT 5, S BGZ [ — B (8] 5 4 REE N AOIRE S 1) IX0— Lo 7 2 v i
H AR RE VE BRI A AR L 55 AN T2 o O 1k IR AR, 75 2K 5 P I e 4 A 43 1 o 1
Fe B NS o 1A% VRS2 Up Ja il BLPJGEE AR AORES, I AAZKIE TC )3, A
SN HAIBAT T A R BB I 288 38 AR

9.2 AHEAMFRIN, TREIEVIRE ] ECE R FRYE B TARRG ?

H3C WA {EISAT AL BB DL, A [R] 1) 8 46 [ AR AN [ AR R AR AT LA AR e . Hore

o MSTPHRATLAFZA RSTP HA M STP #i, RSTP #iz\r L34 STP fix.

e XIT Access ifi[1, PVST /(T VLAN F#ffE 5 HAt R R B AEFRESS: % T Trunk 3 H 8%
Hybrid % [, PVST BIAUNAEGRE VLAN H16e 5 H AR A B A HEZ .

B O it B N HAB = i 4, VO I %5 H3C WA A —Fh TAERES, DLl

R 22 7 T LD AN SHE 25 1

9.3 FREMMNNE, FIBEHRL S EERFMEHRTIMNITRE ?

TEAERE T 2E R BRI X 28 R, A i - 55005 B ZE IR 2 — 2 I %, AT e 30T AT & i R B 2 b

BESCREU RS . Rk S A B S A R, SRR RE R B ik SR e A R S iR, B

PRI I (1) — 258 i -

(1) IRM Y

FE—SSH ER I, F PR AR R A BN AR T I AR R A R B, S ECH R & AN

I, BONHETIRARYT, 51K AE R 0 ZE BT ISR N 45 1 2 3

AT T B 77 T e A R A AR

o WRMMAELS SE MM UHE, BUEBR N/ gm, A rICE stp priority w4,
B E RGO E Y 0 BUERUNITR R, LB B8 € Bk B AR R AR IR () B
o

o HIACHE stp root primary @4, P ARG R NE RN IR, FEEERE, 3
W — BB E AR Z G, (AR B SOZ A IR B

o WRWIER NG, T AR TR AEH: DAL FEC & stp root-protection 4 /&,
Iz OHERTA MSTI _E i 1 6 K B v dia e o 1. — Bz CCEISE MSTI AR 2644 58 i 1)
BPDU, ZRIEZ MSTI by 18 EONIRRAS, AN FFE RARSC O 24T 1 iy 11 AF 322 (1 5 % D
). M7E 2 £511 Forward Delay i [i] (5441504~ Forward Delay i) 15 7)) A YR
FIEALK) BPDU I, i KSR JFR I IEFARAS . ARORIThRE, AT DARE G PR DR I B
Buiky S AE S SR A B S

(2) MELZ A BPDU fRY
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SFENZEBRE, SO —BREZESH P2 (0 PC) SCHF MRS S AHIE, BR8N\ i Rl

W B NI S 1 DASEIUIZ Sl D PGEER . IERE LT, BN AR ROZ S P 2028 A B

) BPDU 30,  ansRiiE] BPDU i S n] RE 2> 51 M 25 Fh A a5 i 284k, 18 R % 72 35

AR PR CER T BPDU fREFIIRESR MR X K M A2 REEOME TR E stp

bpdu-protection 45, WHRLZE ULE] T BPDU, RS L ¢k, [FI @& -

X AR A BSR4 A AR 1 e — s B T [ B 2 K A i, X NI i) i)

b rl @it shutdown-interval {4 E .

(3) HLE IR

U AR EE AN WU 15 4 0% ) BPDU SRZEFRFAR iy A0 HAth BH ZE iy L1 FPIRES o W R B T

PR AP FE B LIV R A, X e SO B BT BPDU, I T Ui A A 2 BB R i 11 A

B, FECF IR IR S AR AR e a1, 1 PH S a1 i B8 B RORAS, BB M 4% e A

7N%

FE R I A5 AR i RN 5 i 11 TS stp loop-protection #y Al BRI ThaL 5, TILL

M) R A RIS T ISR DhRe MR 1 b, FCETE MSTI IR#IUGIRZ53°4 Discarding

KA iz YK E] 7 BPDU, 1X%8 MSTI Af U7 IEH FPIRASITFS: B, X2 MSTIHK—E

4T Discarding RS DA G20 25 1) 72 A2

FEERME, THEAAESH D &imME s O B ERBRAS Thae, &M% 0SSR —EikT

Discarding R 1M Joik 1B H #% P L

(4) FCHEB; TC-BPDU M4 Thk

TEI8 52 3] TC-BPDU B IHAT AN, W& S BRI Kb R I, R A &R TR

KAHH, Bl B N2 Fa e M. i AT LT S B TC-BPDU Xk R4 DhRE,  LAIRE Gt 2 s il B

R HBER T, ZINRER W T

o  HERLGME FIIT stp tc-protection @4, T LIJFJEFF TC-BPDU B {14 Ihfi .

o  TERSGME THAT stp tc-protection threshold number @4, 7] LA & 7E 5 A7 i ]
(HEE RN P, BE&UCE] TC-BPDU Ji 37 BIURIH 5 2 b bk 2 30 1) st v VR

o  JHEADIREE, WRBATERAN ] (FEERTF) AUkE TC-BPDU FIIRECK T number
Wy AL ARALX B 7] 2 ¥ R 4T number YROBIET#HE & bk 2 I BRrE, 16 T8 H
number XA TC-BPDU, W & & 7RI B[R] J5 FE 48— HEAT — R ik 3 001 39 (1 351

9.4 & Z SRR TCIRSTRHZAn a3k ?

BRI TC G AT W R MR AR
(1)  TCHICHTLE R Sk & MAC Hohik i A B8 )
£ MAC Hbbib R B3 5 ) i R, 7= AR R AN BB 2 S UM 28 it &2 it
(2) TCHRICPTFER SEHlfih & ARP $R I .
ARP #2330 ARP |7 iE R SCIEM 28 iz i3k, BN % i di.
WER AL R TC RS, MK AT LA e, XM= Erid, FHER
RGO — AT R AN PR AT HE A R R
(1) e ML T B TC .
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i HEGER, B2 DR TC R, #iEin e, #—DHE 5 1%0m Xt
BRI HEEE, RS2z s & B RS2 H N —JB AR TC . KRB
A7 BRI G 8% A1) TC L.

=
A b5 =\

PVST AKX T % 2 ik ®) TC R LG, BIARITH B &5 8., Ti@idAE stp log enable tc
G4 BuE £ PVST X Tk §40m R4k 3) TC %E«xﬂﬂTﬁP B EZEAR

(2) HhERAIE S TC LI ER .
WA TP AL BB S S LR, SRS 1 UP/DOWN, U477 4 TC 30, B I A7 7 3 11 47
% UP/DOWN 1S, B A% ™4 TC k3.

(3) HER TC R,

R G A7 AR S % UP/DOWN, U 74 5E £33 I UP/DOWN H R XA e, BTV B

WAL= TC RIS -

USRI JCIEHEE ™ A TC RO i R BTG fif ¥ 1 UP/DOWN I8, mf DARZRE4n ks 77 =X

HEAT I IS 038 «

(1) ﬁﬂ%ﬁlﬂﬁ 150 25 ) A B Y 4%, TT T B i 11 A 2 11 Gt stp edged-port # A E ) .
Uit VBC B il 2o 1 )5, %9 1 UP/DOWN B, ASFEP24E TC R,

(2) Sz X R AR A B A, R R PR AT S A -

o JFJA TC-BPDU [ H|Dige (@it stp tc-restriction i F/E, SRERBHLFAT
KHPRED . HFFE T 3 ) TC-BPDU A& RE IR M ThRE 2 )5, %35 UK AT ) LB o A 3
TC-BPDU, WHAMBRAHNLI 2 K& ik 150

o JFEW; TC-BPDU Hii iy ohit (ilid stp tc-protection 4 1, Ha s it
FIFRIRZS), FHEid e B U E] TC-BPDU Ji 37 RV 4% 2 3th il 26 T 1) 5t v YR BOR A% il
HiFE Gl stp tc-protection threshold M4 HECE, HAE L NTE AL E] ([FH
ERNTED W, &R TC-BPDU J& 3z BURIE e K b R I i fe i k8o 6) .

9.5 HREMMMNLIE, dR1TE: 5 xfH ith 4R IE A RF2ME ?

5 H A AL 5 T R AL W ThRe 5, 2l A IE o 1 A0 BPDU RSN, 51 A H:
At P 2% BTV 552 B , 3 B 2% 7 1 o LI JE I FiC B BPDU BT AE, W] LA AN 0% BPDU
WAL, PLGxt Hoth X 28 38 A R B2 . 335 7% 7 # DL B BB 0T R U S 1 1Y) BPDU i g Th g

(1) HARGHE.

system-view
(2) BEAEOMK.

interface interface-type interface-number
(3) M Euu K BPDU i JETHE

stp port bpdu-filter { disable | enable }
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10 smeem
10.1 B SEEE R B A R (2

V2 LA— 7 PR B [ 1) R ¢ 308 AN A A I SR T A 5 A7 CE BB, 3 A 1] 1] ol Al o Ay A B A T B
V) PR By 0[] B AN B[] () B G o8 7 FR BRI AE. Block #5201 No-learning #658  fsi 14K 55 1E ¥
FORASHITRE B[] (ADRRER )N, iy 1) R B R, PRSI RS Ry, 5 & I RSt
TRERZZ 5 B[R] (R BB, Sty 1 P DG S P g, RS ) R R IR, 5 P& O RSB JR N o
T FH AR 15 £ S i 0 S A I ) — 2 B A TR SR, R VG TEC 5 A0 A 0 B[] [ B o

[ 75 BV E R A, MBS IIAE Shutdown AT, 8 9GP i 11 0 1R 2 A 52 A8 S A I SF (1] (1] o P
S, T2 E shutdown-interval 741 B s PR AR e i 388 5, om0 33k S8 UP
KA.

10.2 IAERHEMF0SE RS ThEE B LAR] BB & 1S ?

AN ECE, BV EAT A b 5 B A —Z B Tae, WP RN E, mTReHh—&
FE 53— PRI BTl DT RR 13RI, 3 BRIA BRI Dl BE AN A R A b T e AN AR R05E i)

11 s

11.1 REAFRMIKORGAEESZ T —PMENRO, BETIEELEMN
ANEZNEHWIROEALIE?

oy vees b, AH S N BHRH SCR I E 24 H i

o scas b, At DR AASRFICE 2> H M0 1, 9 BR4INCE 5 — A B R O 4 30
LINN ENCE:

<Sysname> system-view

[Sysname] mirroring-group 1 monitor-port HundredGigE 1/0/26

Mirroring group 1 already has a monitor port.

XA R AA SR RCE 2 A B R D%, AT UEALZ R SR VLAN SEBUA I (R 4152

2 A H i .

1% 7 AR Z A B P B G ISR FE B 1R VLAN ) 38 R I6 1 S B s i . HARSZ B 7 50

e

(1) EARMES EOIEEFE RS G A . LB VLAN RIS o 1, A e & b % B2 W 4 4%
112 AN 1IN Z VLAN.

(2) BGHCEEFEEL VLAN F 7 i R Mo g O k% 25, sSiilB 8GR ek iz s £
A H H 1

HARRE TGS “ M E BRI ERS” T “BR7.
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11.2 RE—_EriEmARGE, ATASRGBLXNROFFENRER
mm?

B IX I LRSS VIR VLAN 1, s, 3R 588 0k i D AGZ 28 fR VLAN
MR . LAEBR VLAN i 25 1, AZ AR TS, A ZDR SR TC o m LI ZFE 5 4R VLAN,

11.3 ECERGENRImOKY, FTRERIREBML?

B3 LR SR ] D4 1 RIS A AR L SR ) A — AN 1 R VRN B SR & ZHHE TR 1
HHAZEE LR G SR E NI L, Rl R R E#H 0. VLAN #0542 R#E 0. VLAN #1
—IRASCRHE NGRS L, TETCE VLAN S R A BRI . BREH RS EN
BRI O S REMSHL, EEIM™ W WA EHMEEIERS” M NS EEM RS
7 Py IR
— AN DR DME S BAGIR I N BR BRI H 52 1 4 SCRFAR 0 PR
o HRAWA b —ANEEONCCRHEA— AN BRI 1, B D E O AR A R
PR 4 SR RSB B, o iZd% 1 g it BN HAR AR A )5 1 -
<Sysname> system-view

[sysname] mirroring-group 2 mirroring-port ten-gigabitethernet 1/0/1 both
ten-gigabitethernet 1/0/1 is a mirroring port of mirroring group 1.

o HBIAS L AR RIS 5 AT BUIMA DY AN BHR AL, AR DX e Y 52 AT LA
ANPANBEARA, B Lh— XA AT i TR UM =GR 4. i B E
VRN AG Wi 1 B 75 i o PR 1

FRME BB, AR EIRTTEAREME A 1] 5 IR R BOR S

11.4 A 4B BT EKRVLANBVLANE O EESHE RIS E 2

W RIS VLAN BCE T XM VLAN 8210, 448550 B i MAC Hihk 1E 472 VLAN B2
MAC ki, #SCHT =28k, Ao NG H M Dkt . @O ERLE A8 VLAN 11
VLAN #11.

12 DHCP

12.1 7ZEDHCPHbiit i B Tl & & PinMACHEIIE 5 IPHIE BRSS9 E, &
e =X

7t DHCP il #R & R T4 static-bind ip-address ip-address [ mask-length |
mask mask ] hardware-address hardware-address [ ethernet | token-ring] }

TEERNRE, MEFAYER, LA IR E ) MAC Mtk 5 52b5 1 MAC ik OR¥F—3, Jf
HECE ) MAC Hihik 202 4 300 MAC Mtk (MAC Hihik iy 4~39 M FRFERFE, FRrH o H g
BFFENBERIEON <=7, HIEAN H-H-H--+, BREJE— H &R 2 frek 4 AN sefil$osh, Hibty
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FEor 4 ANk E 414 aabb-cece-dd A R % P i i F ik, aabb-c-dddd il aabb-cc-dddd
RTCREI B P S ik o) o

12.2 {EEZOSIAAEEHDHCPREES EME?

AT M4 dhcp policy policy-name il DHCP i, 7 #5 % # 0 F 4T dhep
apply-policy policy-name @45 FHZHIE 5, %48 0 H] DHCP 3 KRk S, AR
B2 AN VCAEL DHCP #eis @it class ip-pool #4487 DHCP 2%, dnif#:0 DHCP
SR SCAIHE 5] FH Y DHCP SEBS ANELEEITAC ) DHCP FH 7 28 5CHK ) DHCP Myl AN A ERT
IP bk A AR S 200 Bl 2 R

12.3 HusbWIPKE SEEMKN N T & EFA?

R ER IP MBNEEE /N, 2SS4 ER) 1P HlkyE B Wk a = Wbk, DHCP k% 2%
TeiENTIAH) DHCP & P sy Ee e hl, Rk 3R P A FR] 1P MEBSEHE, RIEATH % imdl e
SRELE] 1P ik,

12.4 BLEDHCP Snoopingzfa, TR P ASKEPHE

BB TEIL T, #EJF DHCP Snooping Wife)a, 4 LA 3+ DHCP Snooping A s 1145
AMEfE O, i 12-1, FEEE dhep snooping trust 4 KiEdE DHCP R 55 %% 3 1 %
BTN, IF H BB 5 (E30 1 55 DHCP % 7 S X 3 1 4 7E Rl — > VLAN A, LU DHCP
Snooping % & IE ¥ ¥ & DHCP k5% #5 I R4 SC, PR1E DHCP %% /' i BE % M 512 K) DHCP filk 55 &%
FRECIP Huhik.

El12-1 fEEimAAIEEER O

DHCP server

DHCP client Unauthorized
DHCP server
” DHCPRIZRIC

28



12.5 FANE FPumERiFIPHELEET, {EADHCPARSSZERIVEIRZ ZF V7L &L
B FEAE?

St F 40T VPN FAR o ()% i HR AT 1P ki, 27 V5 W &1E Ny DHCP IR 2%, A7 E7E DHCP i
R E VPN 925, 27 smmtal DASREE] 1P #ihlk. {H24 V7 ¥ 4AE N DHCP IR %5 235}, ﬁ%%‘e?ﬂﬁ
Jo7 Bk P G B 2 e X ) VPN S il andiF VPN S48 abe W i TG 1P HhERT,

£ DHCP JIR %525 F6 B[] DHCP Hilibib #L B F 4447 vpn-instance abc 4 k48& VPN *m
abc, JEHZ DHCP Iz 5 2% vl LLEE 26 Kl 73 A AT VPN FARY, SRECE VPN J& M bk il 4 %)) 7
FIAM, BLE T VPN J& M r bk Rl o 2R VPN RARY,  IX R AR 45 d8 o] DARE AT (FE A 0E
(bR R A 7 v o PR R 20 9 HAd Sz & im RS (S

12.6 BCEDHCPARE 22k DHCP 4k SRV BTIR 242
HREERGHE THAT dhep enable @4 )5, DHCP k%5258 DHCP HH 4kt B 74 e A= 44.

12.7 iEEDHCPZE Fif Pt EMACHIIE BRI N X &, S BB HIME ?

A EIL T , DHCP Snooping & IHC R DI REAL T R AR, A Hoth 45 (91 41 1P Source Guard)
FTHEAF X LR U B, 7T DAFE RGALEL VLAN #LE VSR s LB R 4T dhep snooping
binding record 44 DHCP Snooping %4 &K Il. & EFRENZ, AE MRS
DHCP snooping g fHR BN sk DI RERIRLEIAN ], 38 L& SEBR I Lo HE -

12.8 EFfigE S S ECRYIPHLESEERT, MiZEFEM4

7t DHCP MLyt #L &, {4 address range fir &M1& CAFAEFIBIZAS - BL R 1P bk yE IR, B
[ 1P Mkt 3 Bl 75 2278 o5 2 10 7% DHCP Huhbyth 220 B 2500 1P sk, BN RZ SR EH =, W
RHA PRI EA SN E, FEM4 A reset dhep server ip-in-use 4B lic i bk Al
Z)J5, H#1T address range AL E -

12.9 DHCP Snoopingf{E{Fim OFIEEEmO R EEFAMNE L?

W2 FR a0 AP AERL F A AL DHCP iR %5 2%, U AT RE 550 DHCP %% /7 s SR EL 2 H 15 1 1P kAl
W 2% B B S 40, M TGV IE 585 .~ 748 DHCP & P i g il ik 59211 DHCP iR 5528 3R X IP ki,
DHCP Snooping %A=Ll 5t 774 s 1115 B S AT 3 I AANME 450

£ DHCP Snooping 1 #% &[] DHCP A 45-2% J7 [n] (1) 11 75 B8 BN 5 (T 1, Hofhg 3 & A
EAEu 10, MIIERIE DHCP % P i H B8 M A2 DHCP iR 4525 3K B0 1P Hbhk, A H 224 ) {h DHCP
Jik 45 %% Joi N DHCP & F i e 1P Hbhik

12.10 ZH#HHAEADHCPRRSS AR, WMATECE A REEME FENIRF RIS
PS5 EAIPHEIE AR & % & Hidihhse ?

TAHNAE R DHCP RS 28 N P i 4 e 1P bk, G A8iE % w5 [E 2 1P bk, TiAS 2 FEAL
SREIP k. v LA7E DHCP Hibiby#i &, {4 static-bind ip-address @i 2l B %%/ Ui
FISHbbgl e . 2% i g 1P bRy, RS ESSRIER P a2 - 1D 8¢ MAC ik 73 e 8 2
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1P Hutk. filtn, £ DHCP Hudikith O H1C & 4% /3 1D Jy 00aa-aabb FI%F o, [H 52 73T 1P 3
ht10.1.1.1/24.

<Sysname> system-view

[Sysname] dhcp server ip-pool 0O

[Sysname-dhcp-pool-0] static-bind ip-address 10.1.1.1 mask 255.255.255.0 client-identifier
OOaa-aabb

AR ML R i Canoe. FTP RS 4%) 5 T DHCP g5 23 bl b (1 1P dhtik, Jyik e
DHCP 55 #340ixX 2L 1P Huht 7 BeH 25, 512 1P Huhibyh 5. W5 7E1E N DHCP & 28 B4 1 R A
KI~, % dhcp server forbidden-ip iy &t B 42 AS 5 H 3 4 FLH IP Hihik; 507E DHCP Hhtikith
MET, fliff forbidden-ip 4 & bl A2 5 B 3h 2 R 1P stk

12.11 At 47EDHCP snooping2EM T, DHCPARSFZ&FHIER /7 itk Fo %k 5

Bic?

DHCP Snooping 2t % i MAC Hitik. DHCP 458 DHCP & /i /- lic i) IP Huhtk. 5
DHCP & P82 1 11 J2 VLAN Z5(5 2, FRAEgh e R . —Reae 2pE 2o H R4 e 2 S AR B
1224 Thée, W IP Source Guard.

24 DHCP Snooping % L ARG e R, HA MAC HuhbAH F % 7 i L 28 Fg 1P Hihki, &
THIRZ 2R, WRILEX S REEH P EZ2ARER P Ui E &M, Bl DHCP Snooping %
BASBROARIER, NN FEE i ek kg 1P Hlk. =7 LLUE i % DHCP Snooping # %
I E R

13 P k45

13.1 A 2ABAEEZIRIBNEIE—FIEM, BRI AIWebEIETT
HEF S HIAR?

HAr, #0MSHacbl, BRASCR Web &3¢, HHJ i Vian-interfacel ¥JiC & 7 544 (1 1P
bk, F P RS ERR S EITEIE B IP (58, ATRIREGZbHE, % 1P shhE iR A
255.255.255.0,

2 BERE L \P AR [ LUK A AL N R — R 3 B, AT REEE 1P bk b R S 806 5%
Web B H U LS 5 N . 15 FEREIT Console M &2 #pl, J7E Vian-interfacel #1101 °F
HWid ip address arAECE B IP Mok FFERD, 3 SORTECE M 1P Mk BI7E 12 SR i X i By, HL
5 HAD A 1P shhEASR5E

13.2 AFLASEIMMTIITAF, {EREEPINgIEXT A IPHUEAYIF R ?

7Y IP Mk fERE Ping i, 156 & 2 (8] A% B rl Tk HAS S R, IO IEE IR .. A
IX A H B D T HT AN R B FT R S Y R A A R BE e B RS I ZE L B K 2 4 TR W) @iE, TCP
MSS {Eid /).
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S FEERRHZE N B, ATLUE AL E QoS TRME ok FE S LA 77 SORGHM: X T 15 kbl 22 4 TR ms 1)
L, E RS A CUAC B B K SR S T Web ARSS: X TCP MSS B IS/ el @, &% tep
mss value 741 TCP MSS A% 3| — NS H A HUE CGESEUE 1460).

13.3 RELHIEI Telnetd R LR &R N ANBERARHARR?

PVELBERR N TIN I L 2 LV EE 1P Mk ph R 2 3B Telnet & s Bl o ST

13.4 |IPHIUEHREESE I 2 HPE?

IP bbb, fEAE 2 FENE & AR IEFIBE . B WA IR A
o Joik Ping i HAR B A BGIEA HoAth ¥ 4% Ping i

o LIAEF: Web LA EE S5 NIB

o Telnet HEFE &I T 1%

o fHH FTP. TFTP &7 &4 SO i S5 Wit

13.5 & #FPingM ALt BEE, RILAMBRLE S EHEE?

(1) MERSAEGIESE R T IP HbkX M) ARP R, BI$#4T display arp 4 &E
ARP R I ¢ [P Myl %] 57 (1) MAC Hidik /2 15 AT SEBR M ¢ MAC ik —%. Wil —3, 39
ARP RKINIEH, 58 R A5 N S 80 A8, WA RS (P ik o), 752
BETH(2). () B HEE.

(2) 1P HihE R E AR B0 IRAERTAR R B TP AT OC Y 1P ANTE R — /N W B St i, EERTIC
B IER 1P HuhkRI WY

(3) 1P kbR o 5 Ry RN P A A X 28 A% 1) 1P bl 5 R A BRIM G 1P Mk b R () 1 4, HE
oy Be— A 5 P 1P kB wT

(4) BRSO D R PO R B VB B R W T A, BRI 5 O U R
HE PR R AT B R A

(5) MU ERRESALELERS, W] LAE Ping #OCHTIE & @ e TRARES 1T Boe in
FAMAE, M — D e R E .

13.6 AR EVIAIPHLLE TRI—MEL, (B2 # 1% &2 INERHIIIEM L,
A SCINFR & EVL 2 B RIARPHR M IE E1B(E?

A DAFE R % L AC B AR ARP T,

WHR ARP iR 2 M — W& I ENUR AL A — MBI TE R — M EE M 2% LR — G BN, AR

ARG R ARP IHAEM B & ST AN ZZ0E R, XA R EACEE ARP (Proxy ARP).

REL ARP DIREBFIE T 70 B M 460X — F 5z, R B RER, IHEAERI— AN B 4 |

REE ARP 73 A ARP MIAHIAREE ARP, 38 IR S 5 5 A7 T X )

o EARE ARP WM A EN: MEHEM EN 0 AERRRANARZE# N L, Hixiex
HUALE R —A T 48 228 DAL B R 4T proxy-arp enable @4 BIA] JT f5 il AL B ARP
hfg.
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o AHIAE ARP HIS Az S N, ME @R FHIEREIIR SR —N=Z480 F, HxEE
AEFR—AT #8480 E 34T local-proxy-arp enable [ ip-range
start-ip-address to end-ip-address 4 Mo 75 AH{CHE ARP Thig

13.7 Z R #RHanfaIEL & 1Ptk ?

TIRASHAUR LUK Wi U JGVERCE. 1P ik, R Ak F4EE B34 VLAN R, F451% VLAN X B
) VLAN 22 ORCE 1P Huhl. DL 235 #ALH) GigabitEthernet1/0/1 % H I VLAN 10 3% VLAN
P10 10 BL B IP Hihik 192.168.1.2/24 9.

# A% VLAN 10,

<Switch> system-view

[Switch] vlan 10

[Switch-vIan1l0] quit

# 411 GigabitEthernet1/0/1 It \F] VLAN 10

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernetl/0/1] port access vlan 10
[Switch-GigabitEthernetl/0/1] quit

# B84 11 Vlan-interfacel0, FECE IP Hudl.

[Switch] interface vlan-interface 10
[Switch-vlan-interfacelO] ip address 192.168.1.2 24

13.8 FALEFFSARPRINFIEE FEMLith )7 ?

o TRMEERAS ARP EIMH IP Hikib A1 MAC bk & IERA AR B 6 & .

o A ARP RIIALHBNA ARP RIUEF . 4R I 45 h s ARP I DG I I 8 4 55 % HH IR
Wb, EUE TR0, 15 N TR EE S ARP R I,

o FA ARP RIS EA. HB&STH 1 ARP BRI KR, 1E R 56D 54 ARP
RIEE, DLAREmEhE ARP BRI . WiREAS ARP %Iﬁaéﬂaému%dz% PN
R R, T ARTBR XS B 1 #E S ARP R I,

14 prvax

14.1 FANRPIAER, 2B AN IEZFIAUES?

FENFH IR, B 4% B 58 J5 U A Hade 3 A UE Sk
(1) AR E B IE:
o X 802.1X NIEMH Y, J&fgilit dotlx mandatory-domain @4, eI s ER
802.1X I F 4 FH f) st il DA BI85
o XF MAC il AR 7, /2451l mac-authentication domain 54, 7m0 Fog
AR FaE N MAC b GiEsE,  Horpa O 38 e AR e 9 T4 R F8 2 BRI
o XfT Portal HihbAUER F, f&+8i#T portal domain 5 portal ipv6 domain fii4
e 35 148 2 ) IPv4 Portal F P 8% IPv6 Portal F P B0 IEIS;
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(2) M4 “userid@domain-name” F#EH7[ ISP 1 “domain-name” ;
() WHRGHAN ISP GEit display domain 4] Default domain name i &%)

an SRAR A LA B RN e g A IESRAE e EANEAE, (2% Bilid domaiin iF-unknown fir & vk
KA HRE T ISP I, R 28 A% A5 [ ISP $8IAIE, &I, AR VENE,

14.2 Wl fE sk M BRER & BYISPIE ?

BB ISP I 7R

(1) #iTH4 display domain, il “Default domain name” FE ) Bn(E B EE 4HTHY
HAg ISP 15

(2) 1L domain isp-name @4, HEALHTGRE ) ISP ALK i H 44 undo domain
default enable #HAZMCNIEGAE ISP 5.

(3) it domain isp-namefir4, GUEEHI ISP, FEHEAFALE ;£ 64 domain default
enable KA1 ISP 14 B N EE 1 ISP 1.

MIBREE ISP 38, TR RS

o ISP B E ARG ISP IS, HAREHMIER, W41 % A4 undo domain
default enable ¥HAEHCHAESE ISP Ik, SRS A4 ] LAB N

o ARLGHVETELE system R BEMIE T ANREBMIS .

14.3 FAHHFRARERSZXESFEOMELRME? 2 RARSXEGH

2 7

AAA SCREIAHIAIE )7 O ME SR AN B & FoEi. X HPER (B4 %
MR R E ST R ) R ER BN RS L, AR AR E A P . B E A P asEa)
AN P IR A, SRS AEA R AL G B R AR SR P B A

PR 25 I 2 4 B P AT A R X 48 AR 25 2528, Z @ PR A M UE (RSN 00, Gn SR8 B P m] LA 1)
M55 282, Wl e e .

FBTEBL T, AR PR AT AR R, fEARMA T HE R, it service-type &
BT UAME RS KA, Z2RPAT ZGL, WTULREH 2 MRS R W% KA
(EELE

o Ftp: IREHFATLMEH FTP IR -

e  http: fREHFATLMER HTTP k%

e https: {HEHATLMEH HTTPS k%5

. lan-access: 15&EH AT LLEH lan-access kS . EEIGLLKMEEN, Hotn - a] bl
802.1X AiE. MAC HidiF ) GiFFEN o

e portal: f&5EH A LUMEH Portal IR

o ssh: fREMH AT LMEH SSH k%

e telnet: #5EM 7 LUMEM Telnet k55 -

e terminal: F5& M AT LMEA terminal k% (M Console HE %) .
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14.4 RADIUSTAIERT At AFEZBLE nas-ip?

RADIUS I %% #5381 1P Huhik RAR IR N 145, FEARBE U 2 1 RADIUS # S BIYR 1P ik (R NAS-IP)

e 5 RS #8 I BRI N A T 1P Mk VT IE, SRV e 2 75 AL 3R HZ AN A& A UE BT 2R 1E 3K

NARIEE R 983 ST AT 4 R 4548 1B B2 O Ab B, BN bk I% RADIUS R SCfH F I 1P Hh

bz RADIUS iR 5545 E4a € I N 1) IP Mk PR 3F—2L.

BTN T, K48 E K% RADIUS RS0l YR 1P sk, B4 46 F ik RADIUS i 4528 2% e

HHE D IPvA HihkEk IPv6 Hulik 1 k% RADIUS RSCHITE IP Hudik. il N ik bR

RADIUS i 3Cfs F U5 1P Hidik 5 RADIUS 5545 E48 € BN BRI 1P HulibAS—3, "R A

nas-ip AT E

TEFN A FECE 54 KA RADIUS ST I 1P Hikik (B NAS-IP) BIJ76

. RADIUS K ZUKE N, @i FarAicE NAS-IP, HXIA RADIUS HEA % HMMe%mEmT 24
ML P T

nas-ip { ipvd-address | interface interface-type interface-number | ipv6
ipv6-address }

o RHGMET, Wi R AN E NAS-IP, XA RADIUS 77 £H %
radius nas-ip { interface interface-type interface-number |
{ i1pv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name | }

Bt & NAS-IP FJE R 00

o HNIREE DN E NAS-IP FIEIEE 1P KACE NAS-IP K7 AT RINAEH, JERCE A
R

o NIEEAMBRIRE LR DRSS AR IR Bl IR SCANATIE, ATAE ] Loopback 4 Iy Ak ik
RADIUS #f S HI 35 1P Hudik.

14.5 802.1X#EZL A FPIEF I N B fEE I ARt ?

802.1X TELEHI F B FLhAe /e dh: 802.1X F I IELRIAIR], Vet a1 F o i B R IR 18 T4 S0

e, W PR ILAT A . BAARRYE, JEid dotlx handshake 4T i & HITE LR P

BTN, &% dotlx timer handshake-period 4 & I 8] (A G, [FILELLH

KIZERFIG RIS (EAP-Request/identity), LLE B P IEL G I WR R SEESZ IR (8

4 dotlx retry WE) BAWEIZ ol &R L (EAP-Response/ldentity), 44 H P&

NTFEARES . JFIE 802. X TELEH F B F-Ihag, wILART 1k 802.1X F 7 (R S5 S R T 2k 1M 142 % TG v

TR

802.1X fELARE T- Ly e E S S Ian T

o 4y 802.1X K AL S WA AT TR, EWIERXMIEN T, #4764 undo
dotlx handshake XM & PITELEH F 4R FIhRE, G 1% R B (TELe FH P R B B4R T
RS T e ) 28

o  WRMELHPIZ, RIEAY, FEEUHINETFH MG GEidam4 dotlx timer
handshake-period % &) FlEANH 7 KIENIETE RS R RS Gat a4 dotlx
retry W &), FEHHITIIEZR.
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14.6 LA FPIEFREIeEEMLFERRSI?

FFRELH P ETF 225 (AI#4T dotlx handshake secure 4 KJF/E) Ja, WLARIIELE
2211 802.1X WIFH S ARE & P i 5 B & AT R FAR O A B, i i ARERAT I . XU A
D% iNode 7 7 iy 1) 22 A s 25 D RE

TR

RA®E LRELH P EFURA THRIRER, Z2BF R4 2458

AR BELE iNode P it Al IMC IR 25 28 e &1 F 0 2H I R 5% AR 20

14.7 HARATREI B AELEFRINRCINEE?

i O EFF B ELE A PR F g (W#4T dotlx handshake w4 KHE) &, BEHHT, #&
%3 11 1 802.1X FELZFH P MTELRHRE T M&H 3L (EAP-Response/ldentity #:30) J&, WA N
FPAELR, FEAG 5P i [ N AE 2648 F s Ik S (EAP-Success #30) o {HAE, 4% 802.1X %/
S a1 SR A A WAL 38 5% 4% ] I 1) E 2648 T IR S (EAP-Success 30 , it EB F&. AT #IX
i m kA, FEER D ERCE dotlx handshake reply enable 4 RIT S KIEELARET K
DR SCIhfe -

RA Y 802.1X & 7 i ity LWL BIAE AR T ROk ST, A REH E b IhRg.

14.8 BLE IR FImAARSSIRAVAIE. . HRAEEITEMHA?

BeEINE BB THoRmS, TRORIE R &5 RS E —5, S S BRI # LK

Bian LA B L o 33 B2 R

o iR ARSS AR CLC B SR B vian Jy vian name, {H 5 £ HANELE XA name, SRR

o K% L5 IMCREEMBIELA—S, <FHE L,

o AW LECER Portal Z£F1 Portal WNIEAR S 2% LECE EHA L S2 Portal IAIEAR
ZAOCIE S, Portal IIER S SRR a5 HIE DU - #E Portal TAUIER 5 2840 & T 15 A
display this A EEBEANE LEBEE T Portal WIFR& &%, #HEARERH,
EANRACE; #HACE T EH, 5 Portal WAIEARS S8 (EH ip 3¢ ipve fr B0 H,
BHLE Portal AIE/IRSS 2% E AT X N AR & S HIHE LSS, RN H N E AR E 5.

14.9 HAaBRA THFEREE R ITMACIEISINRE?

LV MAC IR DI REREAR, FCVFAELRAT 802.1X HI /™« MAC MUl A UE ] 5 Web tATE ] /3272 21133
H T 0 EEGE R B E i O R RIS VLAN (BB T E— R R IFR FTZE R VLAND 42
AN JE 0] DLEFAE 42, v DUl 7E 32 O R 34T port-security mac-move permit fiv4 ik
THE eV MAC i D fg. SRETEGLT, fLVF MAC B Dhaesb TR HPRAS .

W, ANEVOTRZIhEE, RAEMH @R TSRS N #UOT E it Ihae.

TR

W T MAC Bl I # i, IRSS/ELH P B IAR B, WA MAC #iliEER A ).
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Xt F IR B F — i R B VLAN 2N B P MAC b A E £ 22 VAN B 20 A s 2 T MAC
T IThEE. 4P B 1% VLAN #5 (G#id mac-authentication host-mode multi-vlan
wa) JE, WAREEAVH PR VLAN #d, T BEGAE.

14.10 WN{AIBE & FnEFE802.1X A A E A REHAIEE ?

E 3 8 2 s A IE I 802.1X H2 NFRAL T —Fh 22 A P i 5 « B A Az 1452 A1) 802.1X H
FOV A 8 A S FH 48 58 BIVGIESECRBEA T UIE s FBCRTH 2, AT b7 b P i i 2 AR B e 3k 5
A N2 o Sy ok, 8 B 53 T DS I e B 5 D E SO A [ g 142 N0 FH P 48 58 A TR BT GIE
B, TGN 7 HE A 802.1X B N RIS I RIS P
BB REBLN, A4EE 802.1X HFE A FsRHIGER. 78 2 LRI DM ES 2R A58 OMK
GERAEF T ERE OB T, it dotlx mandatory-domain 4 A LG 22 H - 802.1X
F P48 s A IE R . @i display dotlx 4 ) “Mandatory auth domain” 7B ] L& FE
& EFE T 802.1X #HIAIE IR & .

14.11 SHHIISPEHAFRIEERFRENGENBEAT, REFXNGTEZMTA?
An{a]BC EFRE R ?

TMENHPHET N ISP 3L, WA P &R ISP N R EAEMTIE. #3417, &
G BB FUAIE S A TH2R TV, 23 A HIAIE . AHBAR AR A T 2% . ARG B AU,
BRETEILR, ISP MRG58 local . £E 241 ISP AL T, 7T LU a0 & e B B
AT V2

authorization default { hwtacacs-scheme hwtacacs-scheme-name
[ radius-scheme radius-scheme-name ] [ local ] [ none ] | local [ none ] | none
| radius-scheme radius-scheme-name [ hwtacacs-scheme hwtacacs-scheme-name ]
[ local ] [ none ]}

T EE RN

FE— ISP dgHh, RAEHRLE FWIEABEAT & 5 H T AHE E) RADIUS 77 %0, RADIUS 280 %
A REARL

AI LA SE 2R R ALUTT 1, AE BT IR AN 7 12570 R0 4 HE G B8 X s FH %12 10 07 2 56
B, #ltn, radius-scheme radius-scheme-name local none ¥R, Gi#4T RADIUS ##4%,
4 RADIUS AL TR BEAT A HIAZAL, 5 A i R AL A RN AN TEAT AL

14.12 {FHiNodeZ Fis{E}802.1XE FiskT, iNodeizin{aic & ?

LL iNode PC 7.3 A A5 BC B 2 7 b il
(1) B
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[E|14-1 iNode & FPin A HREE

iNodeEREEFin

802.1XiEH

(2) Hd 802.1X iEH%
B <Er SR, HEH dE R R S HHEHE
E14-2 33 802.1X EIEREE

i SRR RN

EREE AP ENEISR RS,
O REAEEE

It S e L ese=
O BoEREE

ERWindowsHiA , FRASERWIindowsHIAPEE (ARRSEE 1) JofTREE AL
iE . FAEEHEWindowsBUER.

HiiE

|
i
{
W
dlt
=

(3) LR
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E14-3 802.1X P& . BlEEEREE

HHER
SEEAFENEEELERNE , ERIIFNEESERENEEE

EREE B02.1MEE

ArE dotlx

E 5 sesssssssssssees

2 [ =)
FEAFE BE=E

HEERE [Inle|(R] Ethernet 1210-T1 GbE NIC - ]

O] ERSEAE

HFSAGE .

% | F=- || ==

TEEYER: iINode MIEIEFEMH P 4. W& T UGERS LRSS 28 G 2% =& % VA&, BARm
EXRZS I TR,
F+=14-1 NEEHEE X REK
Nofe DS @ MTFER domian BERENELHS IMC s 48R 55 4
with-domain Y
X@Y Y
without-domain Jc

Default domain
(W% 48 B B4 15k)

with-domain

Default domain

without-domain

x

(4) BwEEZRME
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&l14-4 802.1X EERMHILEREE

EEEE
fERLEERIMEEYE | R REEIR .

ETA PR
[ =iy === N [ ERr & Tk
[t EHAE [ _Ef51Pvaitati

LIFEFmRFS [ _Efz1Pveitttt
M iAERSsieArRPsE L S =SSPt

R ] et i P HatE
_ V] st
© HEEY
EFEERE (3 - |
O SERY o
EHEEAE [shs v
<k || T || =m || mE |

TEEENE: I RIE R T “ bER P uR AT WA P b e SR R G T
&, fE_EALH P A RSO IR I PR A 5k 5 IMC RS 28I A AT INE . I ARG TR, )R
FAFRUET EAP R SCHHT S NIEE -

U E B HAE 7 28 RADIUS IR B A M E, T A IEAS e X 2 7 oy b A% (R A 5 33t
ITIRAN, IEAERIE “ AR PR S IR,

(5) Kt 802.1X &

SERHTEEIER S, iy iNode & P i f<IERE> 1, K 802.1X .

14.13 inOZ RN AMAEL? BEEZH, mOFEBETLAFH?

Ui [ 2 R AR 5] MAC 22 2] BRHAESR . SAETEGL T, 3 H 48T noRestrictions

3, SR Zo 2 A ThRESC T, i DAL A 2 22 A BRH 1R &S . @i port-security

port-mode fir4 7] DLAC & dii 22 2

o I MAC 2:2)2%: EFFIAE, W45 L H 315 > MAC Ml AIES I MAC Huhk2 o] i R

o NIE: FIA MAC bV GIEAT 802.1X I IENLHIRSZIL, ALHE RSP AE AN AR S22 Al
K.

7T B 1 22 a2 /i, o 1 e T B AL DL 461

o 802.1XAIEFRM.

e MAC il UESR M.
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o HIRIIAMEFIAEA.
o X autoLearn #i3X, EF EAR AT i B i 1 24 SUVFAY IR % 42 MAC $hib %, (2 iR i 1
O LA autoLearn #ExUT, WG B i 1 24 4 U VR R K %2 42 MAC MLk %.

14.14 802.1XIFEan{a] SLIR LR um 2 A IE ?

TFJa 802.1X Lhfe )45 il LI e B i T E S48 MAC ki Sk SEal 2835 Ja il iE « SRAETE LT, K
Hic B AT MAC Hihik 2 101, 7T i#id mac-address static iy A B 5 A MAC Huhik 45 5 i 11 . 49 0«
FESLIAER &) MAC il 0001-0001-0001, Sz #AL G 1 GEL/0/1 i I AHE,
GE1/0/1 ¥ 1 J& T VLAN10, i#id 7E R 4L E T 4T mac-address static 0001-0001-0001 interface
GigabitEthernet 1/0/1 vlan 10 fiz %>, BB FA MAC Hihik e v 1, TSI S Ak .

14.15 & FRADIUS 155 BRI EHF 2N AL E ?

RADIUS 15 5 &% 4 Login-Service J& 1%, %)@ P57 £ Access-Accept 1k 3CH, B RADIUS %5
BT RGBR, FRRVIER PSR, FlanfEtEE 0 Fon Telnet M55 . &6 25 FH P 8 SR
FARE 2% 270 5 i 55 4% N R 1) Login-Service J&M T4 & LSRRG —3, WRA—SUUHF
IMERIE . BT RFC F1ifAk e L SSH. FTP il Terminal iX =Fll %% () Login-Service J& A,
U1 % JCIEEN G SSHL FTP. Terminal A P AT ML 55 28 8 — SRS £, v T SCREXTIX = Finllk 452
A EE, H3C M Login-Service J& & X T FRATRIY REHUE.

#14-2 # BHY Login-Service B &

BitE ik
50 FIP fnlk 2528 9 SSH
51 FIP lk 55 KRN FTP
52 A k35288 Terminal

A DU I AC B 1550 RADIUS 15 5 @ PERR 25 7 X, il &2 B89 1) Login-Service J& 4

0T P AT ML 5 2R — B A A

o HRREI (strict): WA HAREE HEEAY R S BB TR 2, XY
T SSH. FTP. Terminal f{ /", *4 RADIUS flx%-4% T K1 Login-Service J& VAR Xt B 4™
JE BUAE I A e % i i UAIE

o MEUEETTR (loose): W& HRHEEMEEX PSRBT &, T SSH. FTP.
Terminal i /', 7£ RADIUS 245 %% N &) Login-Service JEVEE AN 0 (R H k45267
Telnet) B A Ref% @I IAIIE.

7 RADIUS HEME T, #id#h4T attribute 15 check-mode { loose | strict }ié

SR HC B 4T RADIUS Attribute 15 f 75 77 5

T 548 RADIUS RS 28 H e XHJEYE, ik N R ER Login-Service J@ ik, 25 B 4d X

2% RADIUS 55455t SSH. FTP. Terminal A ' #E4700IE, @il ¥4 FXF RADIUS 15 & VA %

FAFABIOR: 2 7 7o
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14.16 %t802.1XF FPiFH (TR EINIERT, IREZIRTAINF AR IZFEIA
UERT 8] (8] fR ?

Xt 802.1X HIF BEAT FA JATE BLOANUERT, sl 12 B G 516 Bty D L e 35 B DR I ] [ o -

(1) RS E T AR B ENUER [F][R] b ;

(2) EiEECOME TR dotlx timer reauth-period 4 BC & 1 AT B A & I 28 M ;
(3) BT RGME T dotlx timer reauth-period 74 Hc & i) A M 5 DAL & i 28 f1E ;
(4)  BAGRAE IR TE IR E M S A0{E: 3600 .

14.17 802.1XHYFree IPTIgER B U SimOZ £REETHEF?

7E 802.1X 1] EAD HRIEFE L, W avFARIEIIAIER 802.1X £ U7 i §8 € 1Y 1P Huhik B,
Z P HuhE B iE AL E — A e 2 MR E RS 4y, H T34 EAD & P i i R 2 el & ah A k43
BO&5 R4S . XA EFR N Free IP, iEid dotlx ead-assistant free-ip i 43 THE .

FH T 22 2R AN SRR 802.1X 1) EAD PGB ThRE, &R fiaeun 0 2R & f# EAD $
HHBIRERR . MR THE Vinl %4, 2FHECE free-ip AR BV

14.18 802.1XHYFree IPIhgE RGO LA SMACHILBIAUERIRTFF /G ?

£ 802.1X [1) EAD PUEHE 7 Erh, Al Al i IAUE R 802.1X £ FH 7 i 191 F6 72 (1) 1P Mk B,
Z P ik B Ao o i B — AN AR e RS, TR ML EAD 25 7 i i R 8 R EE A ki 7
Be&ER 55 . X PP BLFR N Free IP, WEIY dotlx ead-assistant free-ip fid#HTHLE .
oy b, EAD PUEEE D)Ee R MAC Hibb ) IE DI RE B

o weg b, SCRFFIIECE EAD PUE S Z MBI ThEE R MAC sl EThRE, FEERME:

o [HIFJF/G EAD PUIEHSE 4 Bh Dh e F1 MAC HibE A UEZhRER, MAC bk GEH P GE RIS ,
ZH P B MAC HiBEA 2 IINERBR MAC. £ IRk%S 2% E3%AA AR P EE, MAC Hilik A A
FUNIER S, 7555 EAD RIEHZ G, A ReF KRNI

e JI/3 EAD PIEHEE HiBhDIaE 5 MAC Hilib i iE ) Guest VLAN. Guest VSI & Critical VLAN.
Critical VSI ThEe AL FINACE, 750 7] 58 580 MAC HhliAIER) Guest VLAN. Guest VSI
g%, Critical VLAN. Critical VSI ZhfE T EH 4 H .

o [AINITE EAD L B4 BhThRER MAC sl IEDIRERS, g FIN A E Web AIEEL IP
Source Guard TJRgE, HMATEESE Web AEDL IP Source Guard IhRETLiEIEH 1 H .

o JfJ3 EAD PUEEREBIThEE S, X TEAERE EAD BROE S E HBIThAE 2 At IR ER MAC 1
M, TSI MAC 2105 A fefil /K EAD RIS HRE TiRE .

14.19 Aft oA K E LibPortal A TR ?

TEBANW % L portal delete-user iy & 3l 7 LR, BN B T BIKRIE T 4l A4k
X F| Portal INIERS %5, Portal TAIEARSS 2% 23 FE 45 & 1) IRk S0 (B4 8 501000, {H 24
N RIE R 2@ K045 SC R B s T AT Portal IIE AR 25 8% BCIE 1) W Wil DR —2, § Portal WAGIE
R4S 2 TR B N B ARk SC, Portal AFARSS 5% EHIH P TEiE R R
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2 S BT R LR P R, B Portal IAEAR 5588 1A N A RIE TR ERE KR,
FoURuG 124 50100, $2 NGB 28R SCIT H s S P SRRSO R 11, kg 7 HEeE b
(RS, {845 Portal NIERSS 2% 7] LASCR R 26 S22 S0, AT Portal TAUE R 55 4% R - B R 42

fii[] display portal server 4 8 FEH: N\ &0 BRS #8000 1, FE7E RS0 B {8
portal server a2 MEERSS25 0 1, (AN Portal IAE IR 25 %% 1 A W W ot 1 — 5o

14.20 fralBRFBREEIAEM % TIEE?

X F AN SR B R 3% EAPOL-Start $7 30K e 802. 1X IAIIE % 7 i » 4% S RFAC B Y GIEfi & Thig

R 3= 3 n) i 1 _E % P i IR A UETE SRR AR 802.1X TAIE. &S ML 1 LUR PRI R AL AN

E il & D Be

o HFEMRIIEE: JBH T iZIhRe ) Ha e (TRl g I [ dr 4 dotlx timer tx-period
WE) H% Ak kK% EAP-Request/Identity $5 SCIRAG N2 7 3 3 it 2 INIE o

o HFRRIIGE: MMEH IR YRR MAC Hibk R AN RSO, 2 E B A1 MAC H
hE % Kk 1% EAP-Request/Identity i 3C,  #%i FEFR € I [A] - Ciliid @74 dotlx timer
tx-period ¥E) EAWEI% 7 o R, ) E RO CER EGET 4 dotlx retry
wE .

BRI, AR DREAL T IR EARAS, Bkl R DRest TG RS .

FE S kR T B FH B AR A R THREASEE IR TS, AR AIEROCE R R 3% .

14.21 487 TimAd< A Critical VLAN?

802.1X Critical VLAN Zhfg v A fEINIERT, BT W IERR S 28 80 AN AT I8 B A5 00 T U 1) 2 — 4 e
VLAN %3, XA VLAN #k2K Critical VLAN. HHT, A% RADIUS iE 5 RSN T, 1E
i RADIUS RS 2R TIAfG, 35 A2 Critical VLAN. #5KA 7 HeAuER =,
5 IASZE N Critical VLAN .

14.22 imORE RIFRRKXHPENEER RS ?

Uiy [ 22 4 SUVFHEAN 0 VN A 2 AN PN, (E2 SOV 0 P B0 Rt e 1 e KB

it B oty 11 SOV 9 K 22 45 MAC ik 55w AN A

o N M AVFHEN S BB R P . X TR A 802.1X. MAC il A IESE i 41 & T A
INIE2E 22 220, oy 1 eV i oK R P 20GE i port-security max-mac-count
max-count [vlan [ vlan-id-list] ]2 E K max-count {H 5 BT RvFil
WEA % max-number GiEid dotlx max-user max-number 4 Hd & 1 ik % o vFE
i N 802.1X FH 4k, il mac-authentication max-user max-number iy 4 &
Ui e 22 o RSN MAC HB3EDGIE FH P 80 i 5/ ME

o Fifil autoLearn B3 T i AR E IR NI B K 224 MAC bk, WRECE T vilan XiEs, (H
AAaE AR vian-id-ist i, ATl 0 R vF S VLAN A ) K24 MAC Ml %
TN R & vian-id-list WK% 4 MAC Hitht%.
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14.23 [E—ixOT, EFH#FITMACHNBAIERIZR imIT %0, EFNAUERTE
B PR iZ AN I & ?

P #EIIA Guest VLAN B Guest VSI 2 J& , Heas- 1 AR & [ IS 1] 8] B8 0t 2 FH 7 58 3918 68 38 AIE
AT mac-authentication guest-vlan re-authenticate 475 Guest VLAN F
PRI EBHAELRE GEid mac-authentication guest-vsi re-authenticate 475
Guest VSI 1 H P EFAEDIEE), 368 T )5 Guest VLAN Fl Guest VSI A1 B HTAIED)
At

Ly B[R #EAT AR A BOK T 300 B, @il mac-authentication guest-vlan
auth-period iy 4 % % % Guest VLAN (¥ B P AT 3 8 DA GE (0 0 (8] [R) g (3l i
mac-authentication guest-vsi auth-period 45 &% Guest VSI H I P 3E T 5 5
WUE R ENATRE D B 30 #P LA |

14.24 |P Source Guardzi7S 48 F= 10 o] LASKR T ML ThgefE LR ?

IP Source Guard Jggit # Be B AR I 1 F, J8ad T TC B alah 3R HAR R U0 & Ui
BT PR, CARTIEARE PR oGEE,  ATBR A 5 x R 28 BRI AR IR

fEiET ip verify source & ipv6 verify source fi&HEE T IP Source Guard 2848 & T
REff1#% 0 F, 1P Source Guard o] L it 54 R EL A A2 B IP Source Guard #7545 & & Il

%14-3 IP Source Guard S ENEEEE &R

EOXRRB IPv4 RIS FARIR IPV6 FRIGRRIER
DHCP Snooping. ARP Snooping DHCPv6 Snooping. ND Snooping
YV NTEAR
802.1X 802.1X
=LA MEN DHCP 14k DHCPv6H4%. ND RA
HVLANEH DHCPJ 4 DHCPV6 i 45

TEVE RN ZSLL IP Source Guard &40 hag IEW M, 1ERIEMZSH 1) 802.1X. ARP
Snooping . DHCP Snooping. DHCP #4k. DHCP 45 %55k ND RA it & 5 %% H TA/E IE % .

14.25 B E TIP Source Guardgas4iE RN, AL ENEERERL?

4 fReiE O E s ip source binding 74, FIECE IP Source Guard Fi 48R i, H
HFRIBEEO TNEDL ip verify source fiAHLE IPv4 #0482 ThRE, A EIT IR IELE 2RI
eI ST X PRSI N R AR L B IPvA B A Y0 T B H e B IR B IPv4 Sh2545
SE FEION 42 1 3 B AR SO AT i JE Bl Tl A B R A OG22 2 R 55 -

14.26 Portal HTTPSE E BT ANER?

HTTP EEH & —Fo 7 1 HTTPHTTPS i R4 2 A8 2 URL 775, XT HTTP 53R,
TEHRATAEFAEE, WA HTEE A, ST HTTPS R3¢, SEEXN HTTPS ) 3CHAT
S A N BRI 5 S, B ST g A .
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BAATHOL R, X HTTPS $ AT € 1) 1 A ST T o 150y 6654 24 1 38 o diis 15 i R F BUR %
AFTH, TR AT DS AR A A U N S, BB e T TCP ik
G (S AR S S M TCP ui M5 Al LLiE i display tcp & & FH ). Al@ T
http-redirect https-port A EEX HTTPS i SCiEA7 5 5 A (1 N ST i 115

14.27 A2 EER ERADIUSIR I Z254R 7

RADIUS % fiiii 5 RADIUS fR%5 2808 F MD5 SyEHE L =R AN 25 P A SR IE T, #2 J7IRYE
W BB S P RS UE R AT TT RO Skt . RAEIL =R — B OL T, A BeR o 75
FR BRI AT

MW, fERE EEE RADIUS A/ 97 IR 55 a5 B[R N FR € 5 T/ 8 RS A X B IL =%, BE
4N primary accounting. primary authentication. secondary accounting.
secondary authentication. #idid iRy 446 e k554 i oA [RGB L =8, 7 2hid
£ RADIUS 75 ZHLE T AT key i KL E RADIUS Rk SCHISE =3 .

i EER AR DARERCE B E I P] 5 RADIUS k55 a4 LR 5S4 — 2.

14.28 FLEAAARTINR G BITEHEIRSEE, TERE SRIISPEBITERE
i 2

ISP 3B T+ 9% 5758 local, BIARHIT 9%, Kb, RMEEAIREERETT R as, Wk
B # accounting default none &R 2T ISP BB E tF AR E N AR, BT
BUH P VAERIK

14.29 7EISPIE T, BECEAAANEAENATE S AFEANRADIUSHERER
FE, AAANIEARIATERFESE WG ?

TE ISP T, AHCE AAA VIEMAZAUT 2R 7 i54E H ) RADIUS 77 RAEAE, AAA R/ 3R 7
EARSHER, TTUHUT display radius scheme a4 25 ISP I8 N AAA IIEAZRUT 9% 5k
8 E N RADIUS KRB, Flantn FRCE

[system] domain aaa

[system-isp-aaa]authentication login radius-scheme bbb
[system-isp-aaa]display radius scheme bbb

The RADIUS scheme does not exist.

AR N login F P B AIE 72468 € 7 RADIUS J7% bbb, {H RADIUS J7% bbb SZBrANEAE, T
PARC B ARG

14.30 ZEEfRN BiInED, EEERITIMCIRSSETALEACL, NMiZin
B =
LN s, FHEET IMC IRE S T A %4 ACL, K& i@ radius

session-control enable #7475 RADIUS session control ThfiE, 75 NAHE %4 ACL oA
o
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iIMC RADIUS %5 #3d H session control i SC 7] % & K ERAE S (B3 ACL/VLAN/H P4
IVSI/EETF MAC) KN A& S0E SR DL Wi &R >R . 7EfEH] iIMC RADIUS Jik 45 2% H IR 55 28 75 24t
P BRUE BT A ealan sl P R T, U410 RADIUS session control T fg.

14.31 802.A1X#EZF P#%ZAT, FARPEW\EBRREZan iR ?

4 RADIUS fif %5 28 MANATIAAE ARl IARS, 4bF Critical VLAN 5 Critical VSI H i P B 2 B OR L
Wik, fE& & | 802.1X LM AR Z M T, WwREE dotlx server-recovery
online-user-sync w47 /H T RADIUS R4 NPT 5 1) 802.1X fE4: H P 5 B FIP TikE,
SRR [F I AT AUE R P 3 BOR, TS 80 P 2 AR K.

Al LAFAT undo dotlx server-recovery online-user-sync fir4 %M1 802.1X fE4 H 15
BRI IhEe, A EAE AR .

14.32 ARG & E T ERBAENS02. 1XINEA FELESH A PH R L%
5281 ?

WA RIJCIR BT 802.1X WNIEFH P B 26 BUH 7 BRI B4R, T8 H AT a0 R J UM 7 12 mT DU O

e 4T dotlx offline-detect enable x4 FF /5% 1/ 802.1X tAiE F LA Thfe, #iX
BAE— AN TR E I 238 B8 2 P, AR 1R 3 802.1X ZELR ] 4R SC, B ) i%
F P ESE, AN I8 A RADIUS IR 45 #8345 L0 oA k470t 9k .

e T port-security traffic-statistics enable #7453 i 24BN\ P 1 &
it Thfe, WASHRYE 802.1X AL /' () MAC kGt BE B, B S EdE kst
PRGNSR T A

e 47T port-security mac-move permit #r4&FFE R MAC IERThAE, WA MHE—
Uit 1 2 sy, M SR VFZAEZE P e & i e O b (e 12 5 -5 24w g 17—
VLAN) KHZIIE. a5z 78 fE B N s 1 EAAIEREh, W) 2480 120 Ki% 0 7 Sr BT
NAAEFE AR P AE 2T s @A 7 AT IR, ORIEZH A — AN AT
FERE

14.33 BEE802.1X Guest VLANINEERT A BFLLfi? B /4 ?

i ® 802.1X Guest VLAN Z i, 5 E i TUL FHECE HE %
o fAIEFEFE N Guest VLAN £ VLAN,
o TEEAFEEHITT AN MAC-based i [ 1, friFs 28405 Hybrid, % ) MAC VLAN 1
REAL T(EREIRA . MAC VLAN ZHAE AL E E S I “ EHAR-DRKMCHEERS” T/
“VLAN”,

14.34 i OEENIEHI X A Port-based T A] LARD & B 1% At & T HERS ?
98 i 52 00 Bl R D E G T BE A B0 7 0 MAC-based IR 2 £ 1B A7 5
Port-based AL F #L Ak K Jfe,  FTAES: S EUH P IEH Tk L4
I8N, LIRS A AR D R RS, WS UIEA S S R
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14.35 W0{a[HEE EMACHBEAUE B P {ER KSR ?

TF RS MAC Mt GIE S, 4 BRE I F F 1 MAC HilEfE S P 2 fses, B2 8/ NE, BHA
WEFFF “-7, A LLEE 4T mac-authentication user-name-format 4 KAl & MAC i
HEEF P BS54 0. MAC HhEDGIEF P AAERS , 15 A A0 P 42 ks Q0 A T B O s
X, B, B FECAUE R

FEEREMZ: mac-authentication mac-range-account 4 (FSRECET§E MAC Hihk
5 Bl Y MAC bk E ] 2 4 A i) 1948 56 28 5 T mac-authentication user-name-format
frd. BB, AXHEE MAC Hitikyu [ ) MAC Hitib)GIEFH 7 % B P 4 &GS, MAC Hbhik
INIEF K mac-authentication user-name-format @4 W E 1 77 44 & i N 354 .

14.36 FF/2802.1X8 MACHILIEIAEXT ik [0 22 ThEE B A 520 ?

R CERITE T 802.1X 5t MAC HihbiAilE, Wi d fithin 11 %4,

2 WRTF B T oG 1 22 4s, WIASEET 8 o 1 ) 802.1X BA & MAC itk e, HAGEEM 802.1X
uity B Nl 7 QR LR ARCIRAS, BT RERf b 1 22 2 a0 O R 2

A LLifId undo port-security enable fiy4 3¢ Ali 1% 4. (BFEEIERALE, fEim EHH P
TELRIEDL T, KM 22 SEUEL P T4,

PAT A RE e 13 1 22 a2 05, I 1 AR SClic BOR 2 R o in RS :

e 802.1X i L4 AN¥z I 7 Ak H N macbased;

e 802.1X i HHHEAUIRAE N auto.

14.37 gm0 L &R ?

TREUKRMEAS ) ZEEEOMET, @idiT port-security port-mode 4 ] it B i
A, AT, AT noRestrictions #i5, U Z i 22 & ThEe IS, o AL TR
i 1 2 A PR PIRES o

3 1224 CL4A8 A H 241035 1 %2 2R 2 noRestrictions I, 85 8 SUA8 s 1 224, A
Je#4T undo port-security port-mode i &k & it 1% 245 A noRestrictions #E3; FE
DB T e i

Ui 1 EA PR RIEOL T, I 0 2 e A TeE R .

Uiy [ 22 AR 5 0 R B 802.1X VAIEAERE . i I NF i 77 20, o FHBCIRAS BA & 3 1R 1) MAC
HHE AR RE L B BT .

15 uu

15.1 BRABCENTENEEE RS FEMSL LI MPLERE, i THE
7

A RES IR
o AHMHLELENLB A BB Ping AEEA 1P bk
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o EHLICIEESI BT M AZ AL B 45 1 web TUTH

o STHRMLEIEM B WA TCE VT R AR N 4%

o ML SIANTEE W BB A ) ARP R

o ITHHLENAH (Hhhk s i EaE, H e Rk e K sE B CEE B

FEHERS I Hh 19 2 1, 7 AR R 4 T P BB R, I EL A LA 1 1P b kT B IE A REBER

RAMSE,

o IR ENUIE I S HANTCTE VT 0] oA BB A, W T B A B AL RO E T IR 1 O
bk G SAEE AN TCIEVT ], T T Ak A 1 A AL ) i R T

o UNRASHHLTCIE T 0] H I 2 Lk (1 1 2%, D) 55 A A A8 bl A VA Bk E I X 2 bk 1 %
H R B A A A B PR LA R0 Bk 4 e, DL R B B8 A IER I R FE % e

N 15-1 fiws, 24H P E SwitchA FRECE T XA RS %% B FT{EMEL 10.2.2.0/24 (¥t 5, i A

WA TiEE R4 B #HTE G .

E15-1 ZRBERER

Switch A Switch B

IP network

Host A Server B
10.1.1.1/24 10.2.2.1/24

—MIE LT i A FIIR S5 2% B 2 18] 3815 A2 XU 1T, BEAMY SwitchA 25 %1 10.2.2.0/24 f#E H
M H SwitchB FH25 %] 10.1.1.0/24 6 H . Fik, A 78 SwitchA FELE 7 294 k%548 B Fir
EM B 10.2.2.0/24 [t 5, BEAE SwitchB g E 44 %0 A FTEERIR B 10.1.1.0/24 K1 .
76 R R R X AN A, 2t A 4 Re 5 R4S 88 B IE IS .

15.2 #EE— & LA EAVPNREFAMMEAERE, Mo ?

SR B R 2 2% o 7E R — e LECE R VPN B W R B[R], Foft e 72 5%
RSO, AL SEe £ ELERK H1 0T — Bk, AN VPN I BERC E # AS#  F — Bk, F2 ping
AN 7R B M BB IR SOy FA R B bk AR A R ]

15.3 RERIZHE E R IR FBPing M B EEIN{THE ?

BCE T SRIRE S, 2 — 8 SR AR AIIR S Il 1 SR I F AT 1 8 B R (e BRSO T
—Bb). ARSNGB AR, W RS SEUR ST KR
FEN AN PR EE FO S G E, IR AR R
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(1) 47 display ip policy-based-route w4, &ECSHCEMFNS. WREE T KIS
B, MgkEEHAT F—2.
(2) 4T display ip policy-based-route setup 14, &&HCEMNHBERSKHER,
Fror i I Ay A B E BARSS A SRS S S
o 4T display ip policy-based-route local 74, & AHISENE s L 15 5
MG HE B
o 4T display ip policy-based-route interface %, BHEED FHEKFIZE
H AL EF EMSiHE B
o 4T display ip policy-based-route apply @4, && VLAN £ N S50%

M AHFIHE R
o AT display ip policy-based-route global 4, &E4RFKSE LKA EE
BAGHE R

o 4T display ip policy-based-route egress interface 4, #F VXLAN
B 22 1 HH 7 [ S s 2% e O TG B4 B S (E R .
(3) MR if-match TAJECE T ACL ILEHN, 7@t display acl w4 A& ACL
(RIC B RS AT 1500 o
(4) BHEORIEHE, (RUFR SRR IESER.
o LN SRR SRS A VCEC K B apply T-A) S EREAE, 7 EAS SRS % B A ULACAT

=% apply 14J.

o NG TREE IS B FH B R R, )RR EE AU T R4 T SRS B tHAC &, P EHDR SRR
%t B BER R 10 E

o WHRLSLFH (4 R TR i H BN Hh SR B R I B A R, U RR B HGE X ACE, FHE T
B S B

15.4 ESEANEEORUPS SHPing IS ?
FERC B AR I, 1RER D TR E Y UPRAS, & WER AR AL
15.5 RinXZFMRAREEMX, SSHBEHPEND?

o LR, QR IASE A 2B, Y SE B I B2 5 X BUELAHAEAS , 2% s 46 7 EEC &
WI5G, I HAREE M e # 2 8] 75 20 B 20E H A R B % H

15.6 At ABENENEFSEBEAREITER?

Wk FECE T RA H P B R 3 RS AR B S e, 2 3 R SR, 1 T BER S B
R, & SR IS S AR L AR S BRE R K.

A B E AR O BE track T, 85T track BESh nga o 32 A BE R HEAT R I . 24 32 T B R kA I
VA% Ae S R I S B B, R A RS I B i SR T3 s W I i 5 (1) s e e 38 B
ik,
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15.7 AT 4B E TE7SIRE KB trackIn, ANJiA@id track R BLAYHE M1
BRI B A€ 0 33 % 5P 2

TR Ly AT R

(1)
(2)

e HF AR I AL B R T Y, R AR, P T T PR,

R B R A B B OCHEK track UM AL B2 A . 447 display current-configuration |
include route-static A AEFHSHHNACEGN. (EACEF SR HR, R
HrE A% BN RE S NS, BN E R, K, description S5 A
REMCE HAh 24, HAtMANSHSHBMRER.

15.8 BGPASEXAREMNHE ILREBMWLE ? anSRALIR I 2 HIPE?

ARSI 1% WL R A o AL A

BGP Rk 3 kANl

ACL it 7 TCP ¥ 179 i [

e B AT R AS S5

ARJEH 1P Hudik/IPv6 g & 4R

KL E peer enable %

H Loopback 1 748 Em A BLE peer connect-interface
HHEEZER EBGP £l & KL & peer ebgp-max-hop

peer valid-ttl-hops [t & #i%

XimlcE T peer ignore

3 ity ) b 1 AN DG

AL B D IR

(1)
()
®3)

(4)
(5)

(6)
()
(8)
(9)

(10)

ffH ping &1 &5 % & %08 .

o2 % PR 3R PR T A AE B4R R R mT % H

{f[] display tcp verbose 4 display ipv6 tcp verbose fiy 42 TCP i&E#
REIER.

Ky e AL E 7251k TCP ¥ 1 179 i) ACL.

P47 display current-configuration & BE YAIACE, KMALSEN AS SHE LR
1EHf.

#47 display bgp peer ipv4 unicast 45 display bgp peer ipv6 unicast
A AR A AR JE ) 1P Huhit/IPv6 Hhhk & 75 IE

L Ad F Loopback #11, &2 EEE 7 peer connect-interface % .

WY FIEEER EBGP 485, KA RAAE T peer ebgp-max-hop iy .
WREE | peer ttl-security hops w4, iHREN G HALE [ Zmd, HIARIEX
T B H hop-count AT & % & SEBr 77 B4 Bk %L

F A P i f e TR AL E | peer ignore, WIRAEEALEILR, 4T undo peer ignore
A A EE

49



(11) iHRE BGP & if Wi bk i fE /& B ULES. Fltn, #57 BGP VPNv4 SR, 75 2 i 4R
FA{E BGP-VPNv4 Hitib i ML E v 4 peer enable.

15.9 EAEEBNOLEFNEASTE?

M BIIK A — H bk ) 2 555 0 % 1 IR SR B0 T 508 SCRFI R OR SR 0T, BB (19 55 0 % EH oV A
CAFTE RIS % B — 1 T R A 3 40

IR A ] DLEE RG0SR I O S I HH R 2R

e T display max-ecmp-num 74 HKEIR KRG SCFFE IPvA F KRS 6 B 2520

e FfT display ipv6 max-ecmp-num fiy4 FR B R RGSCRE IPV6 Fo KRS B 2650
T U i A T DL 2R G0 SRR I B OR S I B PR 2R

o AT max-ecmp-num AR & SCREIECK IPVA SR B H 2580

o AT ipv6 max-ecmp-num 4 FRIELE RS0 SCRF IPV6 S KRS H 1) 26 2

W B A AN SCRFIC B R G SR I EOR S I B 4R, 7RI e b, AT DU & b P O L
maximum load-balancing 4 BUE R F B GRS RSN B 2680 FEEREN
I, SR % B B T BE 2 R A A I 254l ecmp mode i 4 AT DARRESE A % AR
A REM B RBEROEDN A, ES N “IPEEHERERS” FH “IP B b6 7.

15.10 AEIVRFEAMEVRFIA@EE=EEOSSMEIA?

Al 2 M7 NLHAF VRE ZRIECA M S VRF [l i = 24 1 SE 3 B AR )«

o TEFASHHSCH S ZEE O M EE: f£304T ip route-static vpn-instance 4,
[ s 45 s JEAT H A VPN S, SEBR TR VPN SER R =280 2 (Al % i Bl E3UT ip
route-static vpn-instance &0, F8E F—BiHbbbE T AR S, SCHLAM 518 E
VPN Sz % th 3@, E3h4T ip route-static ar i, FINHEE N —Bkiht)E T VPN
SEf, SEILA M S5 4EE VPN S ) #% B L .

o TiCE BGP WS = Z 8 1 #% tH Bl : $44T import-route 45 AA[E VPN 524711
IGP % HH, SEH =24 1 % tH HE .

o TCEMMEEIINIIGELI = EHE O HEIE: /£ VPN SE6) IPv4 Hikib el S 7
route-replicate w4, K ARMBHAL VPN 5241 1% {5 2 5] N2I4EE VPN 26, 7
AP 1Pv4 Mtk R B R 4T route-replicate w4, K48 E VPN S2l 2% s 8 5
ANF| AWM

15.11 & EEERIZE AT 64 MIPVeEEHE T ARER?

A3 i T EE I AR E A AT T B AT T 64 ALK IPVe B IIRE R E B W& S, IR T 64 41

1) 1PV6 2% A A48 A= s a2 AT AN A

o E/rANEE display switch-routing-mode status 4 &E R KT 64 Hiff) IPv6
B ThRE IR B S . #id switch-routing-mode ipv6-128 AT BRI KT 64 A7 i)
IPv6 % HH T RE .
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P2 ihiEid display hardware-resource routing-mode 48 E B4 KT 64 fiff)
IPv6 % 1 ThAE AL B 1. 183 hardware-resource routing-mode ipv6-128 4
TFIE AT KT 64 711 IPV6 5 HIhRE

15.12 #PEBOSPFE, RtAFTZEEIBEXRR?

OSPF 40 J& Jo v 37 ) i WL R 2 B 65 .

VIBLERE AN JZ WAt
A up

Wi 1P i bk AS7E [F] — 9 Bt
Router ID Bt & 28

P 3 [X 2R T AN — 5

Wi OSPF Z 4L B A —3

T IR MR 20 PR BR

(1)

(2)

3)

(4)
(5)
(6)

f§ ] display ospf interface 4 &E OSPF B IHE . R IIRE N Down, £

BH G4 1A ROE AT A 2% B P SRS, 1B A2 2 & up.

K BB E R K N 2SO R IE% 1247, AliEd ping IRk, 5 MAHLE tH#% Ping X i

P A ANIE, SR B ELE AN R R O

KO FACE P OSPF 24, WARIESHAT MM AEMSH—5, XS MHEE, WMEEH

P A — 3 SRS 5 EE NN B SR AT AR o« REE 700F, 752 R0E:

o UIHRALH] OSPF XIREGHIE, 77 ZELRUF—N DX ek A BTG 26 EH 45 R 596 E AR RN 50 0F 25 A 25—
o WHRSIH keychain BiE 773, L2U#H OSPF BEWE SCHRFHISIESR .

o UIRAEH OSPF #: I5HIE, 7 EARIER — M BE: O IR A Ui F . w5 H
keychain 3G UE 720, A 2U# H OSPF BEW8 S RF I3 UE SV

K Er OSPF e &%, 78 [F—#e 1 FARFE AR [a] 8 %2 /by Hello ik SC &% AT [R] R 1) 4 £i% .

WA NBMA 4%, MR iZE ] peer ip-address 4T LiEE4E.

IR AR R NBMA, 2/ — AN O Bk 2 e ok T %

16 s

16.1 {EIBEM, BNBRERE_REEE, HHLNEET. TiRS?

i ELIC B AR RN AR B IO E ST R

LORBCE EFF R IR EAE RO RER, R B BIAR AN AR BRI, SR A R EE R
SCHTIR T VLANNSE W 3 iZ405C. 2 2 e 8 i R EAR AL IR OO, Mah 278746 K&
FIRFIHFRIRSC, I SE R, Bl . Wi 16-1 Fis.

e B EFEAR AR EAR AR SCE , R B0 R 1 i f @i 5 AR A SRR S0, ANE VLAN/VSI
W R IR TR AR B A L, R BRI S B, AR
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El16-1 BB EFARAABBIERCINEERFRIXIEL

Sourcel Source2 Sourcel Source2

Device B Device B

Port A2

Device C
| PortA3

Device C
Port A3

Host A Host B
(@) Router port

Host A Host B

O Member port

— Unknown multicast packets

16.2 ¢AIB/AEWN, ZFEIENRFZEE TIGMP SnoopingFlIGMP Snooping
drop-unknownIigefs, Rt ABBERARINER?

FE BN R IGMP Snooping it ABL B N 3.

BTN, —E&&IE IGMP Snooping Mift)s, & L IGMP Snooping WAk 2. 4 =)=

B IGMP AT 7 EHLET IGMP A 3B, 2 A& EHLA XK IGMPV3 R 7

KRAWEIRLG, TIEAE IGMPV3 IR KRR, HAE VLANIVSI T #E1Z3H7- 5T

¥ 24 IGMP Snooping A& 3 J5, IGMP Snooping & £ 7EHF] IGMP % 515 &1k &5

o, TR AR ILE VLANNSI N AT B B g 8L R 2, Mz ST b H AL

N RR LI RE, R Z AR Sz TS A B .

o WURAAFAEZAIRA NG NSRRI, WO R R I, ¥ iZum D AE R shA R i D m
o 3R F, a2 e 38

o WIRCOAFTEZAIFA TR I FE R R, AH I o O B R A Bzt 1, WP LHE N E)
AR DA NS g D AR, JF R shIL 2k e i 28

o IR TAFTEIZA AN B T, H I H b, D8R AL S Zsh A i i o 1, )5 8 3L
LA 2%

16.3 FARATHREEEENR? BREAUEEZ M EfRE?

FEIZAT T IGMP IALHRINZ o, 2 — 6 =R HIR %72 IGMP &iff 4 . iZ & )48 1131 K0% IGMP
BWIRIL, RIS SRR YR AR R AR, NI 5 R AR dhe
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MHBEHMN P EAE =B R&N, o EREAR IGMP. W E A W& AU E R, &80k
AT AR R R SR A R %% LFF)E IGMP Snooping EiH 8 IfE, AT RERS 7E S
HERR 2B IR AR KR T

297 B 1k H.— IGMP Snooping £ 1 #5 & A i T 51 RS 2H 38k 55 W, 72 R — W Bx . [7]— VLAN/VSI
WA AL B 2 N E i . (HIEWEM T, F—MEB. [F— VLANNVSI W HFE - Eiet. $20
S RN R A RER BRI, HARFRICE 2B E 2 0 R BRI, SEW
BRI,

I AE R FITF S IGMP Snooping £ #3126 25 D) RE AT LA JLX AN iH) @ . 162 H () IGMP Snooping
WA KA R TGVE RS TAES, VLANVSI N & e 2 BBk 45 B 1) IGMP Snooping 2 ) 25 PA
TR IR 5 IE R .

16.4 [E—PIMIBIA, BB =EHENRER, =—BABRENTE?

ARSI 1% WL R A AL A

(1)
()
@)
(4)
(5)
(6)
()

B AN

KITJE multicast routing Tifig.
KIEFHELE PIM F1 IGMP Thfg

XF T PIM-SM B3R PIM (2%, WARLE RP 5 RP {5 BA Ef.
R HRBAE D ERE T ARL R

X T PIM-SM B3 5] PIM /2%, BeE 745 v 20 A ad I8 SR
PRI o

o) K5 7 I AR R

(1)

()

©)

(4)

R 2H 3 e A% L PR IS AR 75 IR ] piing v A A 4L R IR - 2 R TR AC 3 T ) AR i
HEMIEY .. &6 pingi#, @/ display ip routing-table 4 &E M HRITEH
FAAEBIA A RIR AR B . 5, 1 AR i B R IR . 45 F ik
HA R, EHAT R (2) .

WA =2 L% FREEITE T multicast routing IifE. SRETEILE,
multicast routing DhEEAL TRHPIRE. ERGHMIET, fiH] display this & &
B 7 multicast routing. #TH B4R & FFFE T multicast routing
Dige, HHATHIER (3)

KBS IEMEE PIM A IGMP Digt. EAMBE KA B, BRERHBZRECE MW, 3
FEIFG PIM BhRE; ERAFEICE RO L, FEIFS IGMP Thht. EEOAK, 4§
display this M4 &E YA LEGBEE 7 ignp enable 5% pim dm. pim sm.
LA W& FIEMRRCE PIM AT IGMP Iifg:

a. X1 PIM SM i3 XUE PIM M4, EHUTEHE (4) .

b. XIF PIM DM M%, EHATHE (5) .

XFF PIM-SM X0 PIM, 2 AACE T RP H RP {5 S E &G IEM. 3% LA
display pim rp-info &&E RN[HE & LM RP {5 R 25 ER, EERALW T~ 7B: Scope.
Group/MaskLen. RP address, fii\ik5sTAHRIZHFEAN RP Hikik 2 SEME . 2 BAEAHER
(1) PIM 3N . # RP 5 EAIEM, IETEATH & LIAT c-rp/static-rp - AR A #E4H
K45 RP HihEBC B v —5, 7 RP {5 BEE Ef, HHITHE (5).
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(5) AR KA LR GRS T AR KL R R EE I 0 BT
display this %, SF#MONEKER ST LEEE multicast boundary #4. #1F

7f, f# undo multicast boundary MR ZACE . A AFE, BEHITSE (6,

(6) FuEAHE KT FREEE 7RIS IR . R IR KA b, 3N PIM AL,
ffiffl display this i &ERGAE I source-policy . A 1, MAdjEsR

e IR, A SESR IS AN IR, G BR iz IE SR EE il Id source-policy i 4 R B4 #%

ARG . A RERE, EPITPR (7).

(7) HAEHBFBRIZEFE.

a. j@ik display pim routing-table A& [ PIM B RIS BAFAE. X Ti%
B IR E R, Wi EROZAEAE (%, G) I (S, G) R, X TRAERRCE K
PIM B¢, W& ERGZAFAE (S, G) K.

b. i#id display multicast routing-table flldisplay multicast
fast-forwarding cache && 413k R AR PIEFE Kk TR BAAE. 451X 2 MR
AL, HIRIRSC T KR

c. it bAuA, HARFRIFE, HBREERIIRE AR, IHWERIUE L, REIHEWAT
IR (8)

d. HHBERBAEAE, HPATHE (8) .

(8) EEEAR H3C HARLFAR.

17 22

17.1 AT 4ABLE T EBRITHIAIRNER?

BAITR &R E R TR, 256018 4 R i | D Be .
(1) HARGHEA.

system-view
(2) THEA2)R TS DI RE .

password-control enable

17.2 w&1EASSHARS 2R, AHAERETNTPEERA LRE?

W& 2RI T password-control ThRE, IR IT S J5 W & K 25 65 [ 2 1 5 e 4% . 7B
password-control IREFFJE B, BEAGAE/EZ AL (], WARCE | NTP J5 RGN ] R AR, %
1. BERAIIE console & ki %, K] password-control TifgEI AT .
(1) HARGME

system-view
(2) %I password-control THEE

undo password-control enable
RYN B SE G, W18 password-control ThEE, TIEH B . T password-control [
MWRBIES WA “Z BRI T “Password Control”,

54



17.3 Aft A TEERIRE TR ?

K% &SI E T password-control Tj6g, M I Re 5 i %5 05 58T (1) /N i 1) 18] B D e BRIA T )
B, B SE #4228 Cannot change password until the update-wait time expires. it
i} AT i@ id password-control update-interval interval 415 5250 587 ) f /)N 1] A

b o
17.4 @EAERSSHIRS R, AR FEEERATBIEIE?

BRETENL T, SSH H T HIAIE I I 7] 24 60 #5.

NTBIEAER PR TCP %R G, AbATH: FRIVETT = G, wiisHeaEH Ik
WGk, AT LA B AU I R, SRR E R (] P9 A 8 BOAE AR 48 1% 0%z .

W AN E R I B[R] ¢ B I A, P RE 2 i il SSH & ki 4 RN, #4512 [4] Authentication timed out for
X XXX (A SERR 1P kb)), HEHERGAE T, i1/ ssh server authentication-timeout
i A A R A I A T

17.5 w&IEASSHE Fim, AAIMBRA S hrY4E EARSS 25 0 3H 7

B&EN SSH & P, 1ERGAE THAT delete ssh client server-public-key f] PAfH
B AS b SCAE A R i IR 25 2 A R

WAk /E N SSH % )7 i, 5o SSH k554 Ja , 7327315 2 Do you want to save the server public key?”
JEHIN Y, WRSIRIEIRS A AHBIA M SO W SSH & P i B O IR S5 4 )5 IR 55 25 B A
BT AR, 2 FBEPuAHE SRS B3, SSH % 7 i S xRS 2RI B aE
FIFLR15 8 The server's host key does not match the local cached key...ixFifgsl &, w LLEE
delete ssh client server-public-key M4 SO A ()46 7 AR 55 2% A B e

17.6 AT 4BA TSSHARSGRIEEE, &PinEEEEEMERERET
7 ?
P47 ssh server enable 43 %4 Stelnet IR 5525 DhREIFHCE T AHMN I 7 5, B EhlE
Stelnet % /'3 & 3R AT FH T VTY H 2
(1) HARGME.
system-view
(2) HEANVTY 20K,
line vty number [ ending-number ]
(3) HLEEFH I LME XN scheme 77
authentication-mode scheme
BAEN T, HPLINET 08 password 75 .
LA B E 2 BVGIET 308 scheme 53, RS H BT, oZHE R W%
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18 ACL M QoS

18.1 QoSREGRDLPEE T ZFRIEMN, It ARE—F RN ETS T
AR AR ENe ?

BRI RN Z [F] HIZ A S & or.

B MRS RPECE T 24 iF-match UK, ZHgER oI 2/ rZiEE RN “and” HT
B L ZRUL I 43N A 8 %35 ARt N 2 [ 2 RN “or” i, FdEa R

VG e L R AR AR] — AN R0 Al g T2 )EHF'—ILJi traffic classifier 7 71'5‘E&%MLUP(JJEE’$H9§
S

18.2 r“FHACL:&ﬁ?&fz g, ZERIPH# it Ry EH & B AVIRSCGEE, A
AR EMIR?

A ACL rulle ¥ 1P Hbdik () S AD i B A 75 I Hf
i ACL ULECHSCIIREL H 1 1P Hibkis, EHRE P bk i A 8 BN, 1A 2.

Biltn, s ABEILE 192.168.1.0/24 1x 4 1P #ihk B AT A 1P Hudik, %48 ACL HfEHH rulle 74
FCE ) “IP Huik+ /e fERD” Wk “192.168.1.0 0.0.0.255" .

18.3 ZEVLAN#ZEO LN AACLIFHITIRIGEE, M _EEREAIRIXAER.

FIEE R PR 2 R
o IR VLAN #Z 1 ERCE OISO DEMIER, SRR AR R UK 1 EE R E

. X+ packet-Filter Filter iy 4% &, 7£ VLAN # O K T C E packet-Filter
filter all 4. a4 HEAENN packet-Filter Filter route, HJ#fCidiE
O VLAN £ T = 25 2 oA 34

18.4 A LIBTEHHIP Source GuardEIN, {BAIF XL LI ?

HHATUL M a4, ARG E 7 iocd k.

. display packet-filter

) display acl

HECE TR pE, BERSCEESI K ACL PR E RSN . )5, ] display
packet-filter statistics MAAFRGEA M 7RG T H deny KU .

RSCE RIS 2 T 1P Source Guard, it LA 24 SC[AJ i VL RCHR SO E AT IP Source Guard R
S EL SR

18.5 ACLHNIIILECINF =2 &% Ehy?

H—A ACL A& Z 4N, O3 I — @ T 5 X Lo kA7 VS EC, — FLUGEC b3 2R
fESEPRVLACE FE . ACL IR VTR A DA R P
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o PEENY: FLERING S /N EIREEAT UL .
o HEMHHF: L UL RN R BIEEATILES, AR ACL I “IRENLSE” HEFHEN
ik 18-1 .

Z i

T8 1T acl 44-F ¢ match-order { auto | config } 5445 T AN &9 I FIR A, auto & 4%
B ASHER (Bp “REAML” BN #)RF BTN EE, config & T4R e )R 5 HATHLN T
B, BT, ANE REIRA ABREIA. A F 823 ACL REIFARLL, HAN EEIRAS R

HEABE IS,

#*®18-1 BB ACLH “REME” HFEN

ACL 7!

CREME” HEFFEN

IPV4FEARACL

O T 9

ST (UL RC 2R AR 2 B VPN S, it de
2R VPN SEGIEL SR OURH R, i B 1PvA LTS, BNk
AR \PvA HULEVE I AR R, AR E R R, SEREE

IPv4 52 ACL

T O O T 9

—h

S BRI Y DT AC 2 14 b A2 5 & VPN s2fsl, &t

W VPN 2Bl A S S RAHE, B IGERE, fRef IPva AR A5
RS REA R, FEICELE IPva shhlE T, BUhERL

WIRYE 1Pv4 HhbEYEEtAH R, FE LR E B IPv4 HhBEER], BohE %

Wit B 1Pv4 b FEAE R, B LR DU 2 10 (B TCP/UDP i 11D S B sEJa L, ¢
NER G

WY R 05 ) E SR Tk R, R E G IR, e E E T

IPV6FEAACL

O T Q@

SEFIWT R I ULRC 2 AF PR RS VPN Siefl, it
2R VPN SEGIEL SR OURH R, i EUALR 1Pve MUEYE I, BN ik
AR 1Pve HuUhEVE I AR R, AR E R m R, SR E A

IPV6 5 ZACL

T O O T 9

—h

S BRI Y DT AC 2% 14 b A2 5 & VPN s2fil, &t

W VPN SEBI A S S SAHE, B iGuRE, feef 1Pve AR E 5
R BGEREAR, FERIE 1Pve HihEEE, BhEst

WIRYE 1Pv6 HubkyE R AR, FE LR E B IPve HibEEE, BohE

W H K 1Pv6 kil v [l AH R, Pl B 1 (R TCP/UDP i 1) SHIEREHE,
NER G

WY R 05 () E SRk R, FHREEE G R, e E E T

—JZACL

o T 9

S EIE MAC HibESa L &/ E e
WIRYE MAC HihEyS A E], F LR H B MAC Hihbya R, B st
U H i MAC Hulbya B AR, E BRI E R/ Ry, Rt E & A
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= i

o IR IPVA HuabTE E 6 KN, LA ER IPV4 M@ B A e 0 1 %) 07 s S,
SLEA, ARAE ( XARRGHERL) A E ot it kT, P Zidthle “0” Aw “IRE,
“17 AT AR, XE5F RGBT, Lo MGG 255.255.255.0 x4 i 6418 Be i 46
kA 0.0.0.255. bk, BEAFHEAF 4G “0” K 1" TARREL ), TAT A E AR &R
HATIEES, £4e 0.255.0.255 3t2 —/ANa-ik 6918 Fefr 4620,

o LA IPV6 HuibTE 69 Koy, sHALER IPV6 MUk AT A K4E: ATAAMK, TEEA,

o AL MAC Huhbig Bl 6g Ko, #E2 0038 MAC #eibie s “1” (589 %y “1” a4 %, CEM
A

19 wan

19.1 182 T VRRPENEMIVRRPIER AR, VRRP AT ALK T ?

VRRP %A A des EIRCE R VRRP IRAS LA — 2. JF ARG 12 VRRPV2 fiA, N
VRRP 38 7 45 SN 8] [8] gt 26 0 R FF — 2

EE VRRP & 4 i w4 L, @i 4T display vrrp verbose w4, #F& “Version”
EREI4HT VRRP &4 VRRP IiAS, WA —E, AT vrrp version 2 ¥ A B —
EYE

WIR A N VRRPV2 FiAS, M4k 2@ it #1017 display vrrp verbose 4, 1 E“ Adver Timer”
SR ETEC B 1Y VRRP I8 A T [A] (A Bg, WA —2 WE3AT vrrp vrid timer advertise
i AP INF 7] ] R 52— 28

19.2 VRRP&174AM, ZMasteriZ & EITHHIRSdownfg, |BMHEAMT
1R BYHR?

VRRP B & A B4 5 BOIR S EE 1, E1E VRRP %10 411 Master % & I, @id#A4T display
vrrp verbose 14, ®F “VRRP Track Information” &7k T Track . RS ARE, &
B vrrp vrid track 41t Master % % LAt E VRRP 5 Track Btzl. Track 5 NQA 8¢ BFD
Bz, Sl VRRP Master ¥t Al EATHEROIRAS ThRE .

19.3 Bt BVRRP S TrackBtEh s Masteri% & _EITHEISIRAS, TrackIR7AsET
FNegativeff, AfTAVRRPEZMNAFBIEZ AR TYIIR?

IR A 2 Track IR Negative It VRRP #An BT & Ui, & E N E A9 AL Track T
RAAEH Negative B, Master ¥4 L PRI E BRI EUE, 15 4718 Master & FIR e A
W N Hm m R g, e & A 24 T Master 14
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W 1E Master & & 47 display vrrp verbose 4, &% “VRRP Track Information” #/&
HBHCE “Pri Reduced”, U ElCE “Weight Reduced”, WK IR EVE K 2SIRE, 5 H
vrrp vrid track i BECN K Master B AR SE 2

WRBLE T “Pri Reduced”, H4k4:AE Master ¥4 “Running Pri” CYRIL%ER) ZEEKT
VRRP &30 i e %4, S0EEH vrrp vrid track @540k “Pri Reduced” i, f#
73 Master W% BRI IR T H B R & R %%

19.4 TIFHRBFRBIERT|3 M, BEEERRPPHEXINGEHAREFILE, &
ZERERRPPELEELERHAREA?

4 1E R A DA B Fip At RRPP BB 5 3 T A B AE T SRS T oSl B .

IR0 4 BONY)E, WAKIT I R HE

(1) A& RRPP I, &+ 14 ID AN domain 1.

(2) 87 X% VLAN N VLAN 4092, T4 VLAN & VLAN 4093.

(3) HBLELRY VLAN Wi | MSTP instance 0 F.

(4) BCE RRPP M RRPP 5 o W AL m, Hda e i DATEG . HE N RRPP 31
[ AR 3 S /NP E D 0 1, S 15 DR B S i g

(5) WE RRPP 1.

WA RN, et R IR ID T R HPRAS, ARG IT 540 T“ON"I, W& AZh 5l FIRE . Wi

FC B S AL B S PRSI R EL B 5, Bl Wfc B S fF ) RRPP domain 2, Jf48 2 Ha% ] VLAN

9 VLAN 4093, L RRPP domain 1 F#%ii VLAN AH[F], TIHC & P R

ikt G tH I DA b e, G SRR [E AR A SRR O T LI E, EF R T LICE WA SRS CRL

BT

20 musmspe

20.1 PoEum O EIEEHEBRE IR EBML?

W H I % T Ja PoE #: Mt fiThEJE POE 2 10% up/down, PoE 22 #edL H g5 #5431 PD IE

AL HL B POE AZHp L MR AR /R T A AR, wIRE2 T LU R R 51 .

(1) AKRIFEHE PoE Uiig

AR IR A IEMEREIEN N, B display poe interface & &E W&

POE 4% M HI AL HUIRAS o W R {5 B PoE Status B¢y Disabled, 4% 1 PoE Thfg & < HPIRAS,

AT LAYE PoE #: ALK F#7#r4 poe enable KJf /5 PoE Jfg.

(2) AKIFEAEbriE PD K TIRE

2 H PD # 4 5r NbsdE PD fEERRUE PD, #rifk PD /2465454 IEEE 802.3af fil IEEE 802.3at A5k

PD & 4. WiRZdkbaitt PD i, RATEH G AEbrdE PD Kl Thee S5, PSE A X EbrdE PD fiEr.

W% CRFLLU R AR ERRUE PD RS ShREMIEC R, A TR — R & 7 I T8 ZIhRg .

o i ERGWETHUTHS poe legacy enable pse pse-id JF3 PSE b
PD &0 &
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o JiET: {f PoE MK F 4T 4 poe legacy enable Ff)i PoE # DK AEFRHE PD &
M5

(3) ARJIk PSE [l

AR B Rid 1. 2 R R S50 POE ¥ N Gk IE 7 L H, 1% i AR nf #8 & TR T+ 9% PSE [E 45

.
FEATAE LT RARAEAT, 1556 R H3C BORSIRFRUR ET PSE B ST o TH2AT LT P g
e

. refresh #=: 7ERFEMEPITS poe update Full Filename [ pse pse-id ]
CHH Tz AT o Ry Fpplade,  — et ool R e s e 2O+ 2 PSE [l 42D

o Full #ix: £ RZGHWEIITH4S poe update full Filename [ pse pse-id ]

T EE R B, 10 R PSE & 44 i o F2 PR 5 £ =1 A T R, 358 SE RGE A Full | 07 S 2RI

TEW R W E S A Ful l 7 AR A s

BAREAEDIR, VSR refresh #is7E L4 F+ 2 PSE 4 [l 4 A7

<Sysname> system-view
[Sysname] poe update refresh POE-168.bin pse 4

20.2 HHALNMSIHEEHRIZERMREELRI R E?

NMS 1 Agent g8 @37 SNMP i85, RATREE HI LA T R 38
R I TCE A RS 2, NMS S ek I A BRI BRAE S 8 . NMIS eIk e a8 & Hh 0 15 2
RS EAE L T IR LU U R T B AT R
1. TIARA—E.
WHINTE NMS F1 Agent FLE 1) SNMP R AZE — 3. Xfbar LT s 4 display
snmp-agent sys-info & KAAAE N SNMP A, 5% NMS 1 Agent fic & i SNMP i
AA—F, ATUALERGEME T HAT a2 AT T4 snmp-agent sys-info version fL&
SNMP hi A
T EERRE, W& T FIPS B, 328 SNMPvL. SNMPv2c #ll SNMPV3 = Ffi i 4% ;
WHIBAT T FIPS BN, A 3CHF SNMPV3 fiiAs.
2. WINERS —H
itk NMS F1 Agent i ] () SNMP JASAH [FJR, 412k NMS {5 ANREELHE] Agent {58, 7TEA
PAT 4 display snmp-agent community £ & SNMPv1 8§, SNMPv2c ] 11642, 15 NMS
A1 Agent it & A4 A—F  wT DS BUT PR 7 2Cic & 21k
o ik ETHHEE SNMPvIN2c [k
A8 2512 ELAERAT i 20 AR LR AR =K
o VACM 7x: ERGME FHATHT4S snmp-agent community { read | write }
[ simple | cipher ] community-name [ mib-viewview-name ] [ acl
{ ipv4-acl-number | name ipv4-acl-name } | acl ipv6 { ipv6-acl-number
| name ipv6-acl-name } ]*
o RBAC #i: 7ERGME T HATHA4 snmp-agent community [ simple | cipher ]
community-name user-role role-name [ acl { ipv4-acl-number | name
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ipv4-acl-name } | acl ipv6 { ipv6-acl-number | name ipv6-acl-name } ]
*
o JjiET: FETHPHECE SNMPvIN2e HfE
B SERGME N 4T 74 snmp-agent group { vl | v2c } group-name
[ notify-view view-name | read-view view-name | write-view view-name ]
* [ acl { ipvd4-acl-number | name ipvd4-acl-name } | acl ipv6
{ ipv6-acl-number | name ipv6-acl-name } ] *fI% SNMPv1l/iv2c 4;
H R HHATAT4S snmp-agent usm-user { vl | v2c } user-name group-name [ acl
{ ipvd-acl-number | name ipv4-acl-name } | acl ipv6 { ipv6-acl-number
| name ipv6-acl-name } ] *fli SNMPv1iv2c F /.
PAE PR BB B 7 3, RO R AR A 56 — My U & B4, 1R SNMPv1v2e 7 444
F SNMPv1iv2c IR S i 75 MR SNMP 44, 7] DLAE R G ALK T #4447 @4 undo snmp-agent
community.

20.3 WEARMITHIEASEITHMIENINTPER Fin Ak 552521 T (8] [E]

Mg ?

SR
SEBRMZE R, IR AU B Can R SRAS I R [R)20, 4 AR 32 i 18] R 25 4 1) 20 X 4%
AR I, A E AN TR EBCE A B E S i

RAETER LR R 25, 1 JG32 5 A1 Sl A5 IS I 2%, X 4% R IR 152 46 T0 185 BUBU gk T st [
[0 o BEE, BRGNS ik — & I BV RN HERI B %, 7R RSB M HATM 4 ntp-service
refclock-master [ ip-address ] [ stratum], f§@E1Z % & 5ARMB B TRE R, BI2R
FAASHUI i 25 I b, 345 15025 B I e Ak T R R S

THEEA AL E, LRSN3R TRAS R, S0 NTP 285 b AR 55 g 3647 i) 18] [5]) 25 o
20.4 BEEXFiR/RZFBAER THINTP, REX[iHEHPFHMEHESZENTRE
PimByatshZ 8 ?

REo 4 NTP AR 5585 b A B 2 BOK - B0EE 207 S HO IR B R S, NTP 207 S AN 2 Hdb AT i 1]

EipsZ

20.5 NTPZE Fim/BRZeEETEAED, AEHEESE T/DRNERZMGA?
B E AR . B X ARS8 LB E A S N NTP & i MRS 25 F 25 & UTC A,
WRR S w5 FACE T H AR X, EE % i AT clock timezone Al clock summer-time
w4, AEE P uRE R AR DORIIR S5 28 L i B R — 5

20.6 HABEATEEREPTPEOACARESLIIPTPEEEZ, ML
EIRF?

—BUEBEH] BMC VM A B PR PTP #2111 (s
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B & PTP 42 0 A ud H TEA R T LU R LR E L :
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	(1) 服务器下发的重认证时间间隔；
	(2) 通过接口视图下的dot1x timer reauth-period命令配置的周期性重认证定时器的值；
	(3) 通过系统视图下的dot1x timer reauth-period命令配置的周期性重认证定时器的值；
	(4) 设备缺省的周期性重认证定时器的值：3600秒。

	14.17   802.1X的Free IP功能是否可以与端口安全同时开启？
	14.18   802.1X的Free IP功能是否可以与MAC地址认证同时开启？
	14.19   为什么在接入设备上强制Portal用户下线失败？
	14.20   什么情况需要配置认证触发功能？
	14.21   什么情况下端口会加入Critical VLAN？
	14.22   端口安全允许的最大用户接入数有何限制？
	14.23   同一端口下，同时进行MAC地址认证的终端过多时，重新认证时间间隔该如何设置？
	14.24   IP Source Guard动态绑定表项可以来源于哪些功能模块？
	14.25   配置了IP Source Guard静态绑定表项，为什么绑定功能不生效？
	14.26   Portal HTTPS重定向为什么不生效？
	14.27   为什么需要配置RADIUS报文的共享密钥？
	14.28   配置AAA时如果没有计费服务器，需要配置当前ISP域的计费方法吗？
	14.29   在ISP域下，若配置AAA认证/授权/计费方法使用的RADIUS方案不存在，AAA认证/授权/计费方法会生效吗？
	14.30   在实际应用场景中，若需要通过iMC服务器下发安全ACL，应该如何配置？
	14.31   802.1X在线用户较多时，用户重认证周期过长该如何解决？
	14.32   如何解决设备因无法感知802.1X认证用户离线导致用户再次上线失败？
	14.33   配置802.1X Guest VLAN功能前有哪些配置准备？
	14.34   端口接入控制方式为Port-based时可以配置单播触发功能吗？
	14.35   如何配置MAC地址认证用户使用的账号格式？
	14.36   开启802.1X或MAC地址认证对端口安全功能有何影响？
	14.37   如何修改端口安全模式？

	15  路由
	15.1   路由配置不完整或配置错误会导致网络出现哪些故障，如何进行排查？
	15.2   在同一设备上配置的VPN网段和公网网段相同，会冲突吗？
	15.3   策略路由配置错误导致Ping不通故障如何排查？
	(1) 执行display ip policy-based-route命令，查看已经配置的策略。如果配置了策略路由，则继续执行下一步。
	(2) 执行display ip policy-based-route setup命令，查看已经应用的策略路由信息，并分别通过如下命令查看具体类型的策略路由信息：
	(3) 如果策略路由的if-match子句配置了ACL匹配规则，可通过display acl命令查看ACL的配置和运行情况。
	(4) 修改策略路由，保证设备间流量正常转发。

	15.4   静态路由的出接口没UP会导致Ping不通吗？
	15.5   终端设备如果未配置网关，会导致通信故障吗？
	15.6   为什么配置的备份静态路由未及时生效？
	15.7   为什么配置了静态路由关联track项，却无法通过track关联的检测模块及时检测链路故障？
	(1) 首先排查检测模块的配置是否正常，如果检查没问题，再进行下一步骤。
	(2) 检查静态路由关联track项的配置是否成功。执行display current-configuration | include route-static命令查看静态路由的配置情况。在配置静态路由时，应严格按照各产品命令参考里的顺序配置各个参数，否则会配置失败。其中，description参数后面不能配置其他参数，只能输入静态路由描述信息。

	15.8   BGP邻居关系未建立的常见原因有哪些？如果处理此类故障？
	(1) 使用ping命令检查链路是否畅通。
	(2) 检查路由表中是否存在到邻居的可用路由。
	(3) 使用display tcp verbose命令或display ipv6 tcp verbose命令检查TCP连接是否正常。
	(4) 检查是否配置了禁止TCP端口179的ACL。
	(5) 执行display current-configuration命令查看当前配置，检查邻居的AS号配置是否正确。
	(6) 执行display bgp peer ipv4 unicast命令或display bgp peer ipv6 unicast命令检查邻居的IP地址/IPv6地址是否正确。
	(7) 如果使用Loopback接口，检查是否配置了peer connect-interface命令。
	(8) 如果是物理上非直连的EBGP邻居，检查是否配置了peer ebgp-max-hop命令。
	(9) 如果配置了peer ttl-security hops命令，请检查对端是否也配置了该命令，且保证双方配置的hop-count不小于两台设备实际需要经过的跳数。
	(10) 检查两端设备是否配置了peer ignore，如果想建立邻居关系，执行undo peer ignore命令即可。
	(11) 请检查BGP会话两端的地址族能力是否匹配。例如，建立BGP VPNv4邻居时，需要两端都要在BGP-VPNv4地址族下配置命令peer enable。

	15.9   怎么查看和配置等价路由条数？
	15.10   不同VRF或公网与VRF如何通过三层接口实现互访？
	15.11   设备配置前缀大于64位的IPv6路由后为什么不生效？
	15.12   部署OSPF后，为什么无法建立邻居关系？
	(1) 使用display ospf interface命令查看OSPF接口的信息。如果接口状态为Down，表明此接口没有发送和接收任何路由协议的报文，请检查接口是否up。
	(2) 检查物理连接及下层协议是否正常运行，可通过ping命令测试。若从本地路由器Ping对端路由器不通，则表明物理连接和下层协议有问题。
	(3) 检查接口上配置的OSPF参数，必须保证与相邻路由器的参数一致，区域号相同，网段与掩码也必须一致（点到点与虚连接的网段与掩码可以不同）。如果配置了验证，需要保证：
	(4) 检查OSPF定时器，在同一接口上邻居失效时间应至少为Hello报文发送时间间隔的4倍。
	(5) 如果是NBMA网络，则应该使用peer ip-address命令手工指定邻居。
	(6) 如果网络类型为广播网或NBMA，则至少有一个接口的路由器优先级大于零。


	16  组播
	16.1   组播组网，接入设备配置二层组播后，为什么网络卡顿、延迟高？
	16.2   组播组网，二层接入设备配置了IGMP Snooping和IGMP Snooping drop-unknown功能后，为什么组播转发表项异常？
	16.3   什么情况下需要配置查询器？是否可以配置多个查询器？
	16.4   同一PIM域内，配置三层组播功能后，三层组播流量不通？
	(1) 单播路由不通。
	(2) 未开启multicast routing功能。
	(3) 未正确配置PIM和IGMP功能。
	(4) 对于PIM-SM或双向PIM网络，没有配置RP或RP信息不正确。
	(5) 转发组播数据的接口上配置了组播边界。
	(6) 对于PIM-SM或双向PIM网络，配置了错误的组播源过滤策略。
	(7) 组播转发表项未生成。
	(1) 检查组播转发路径上单播路由是否正常。使用ping命令检查组播源与组播接收者间的单播路由是否正常。若无法ping通，使用display ip routing-table命令查看路由表项是否存在到达组播源和组播接收者的路由。若没有，请先排查单播路由配置是否正确。若单播路由没有问题，请执行步骤（2）。
	(2) 检查所有三层组播设备上是否开启了multicast routing功能。缺省情况下，multicast routing功能处于关闭状态。在系统视图下，使用display this命令查看是否开启了multicast routing。若所有三层组播设备上开启了multicast routing功能，请执行步骤（3）。
	(3) 检查是否正确配置PIM和IGMP功能。在组播转发路径上，除连接组播接收者的端口上，均需要开启PIM功能；连接组播接收者的端口上，需要开启IGMP功能。在接口视图，使用display this命令查看当前端口上是否配置了igmp enable或者pim dm、pim sm。若所有设备上正确配置PIM和IGMP功能：
	a. 对于PIM SM或者双向PIM网络，请执行步骤（4）。
	b. 对于PIM DM网络，请执行步骤（5）。

	(4) 对于PIM-SM或双向PIM，检查是否配置了RP且RP信息配置是否正确。在设备上使用display pim rp-info查看不同设备上的RP信息是否正确，主要检查如下字段：Scope、Group/MaskLen、RP address，确认服务于相同组播组的RP地址是否在相同、是否在相同的PIM域内。若RP信息不正确，请在所有设备上执行c-rp/static-rp命令将为某组播组服务的RP地址配置为一致，若RP信息配置正确，请执行步骤（5）。
	(5) 检查组播转发路径上的接口是否配置了组播转发边界。在转发组播数据的接口上执行display this命令，查看接口的配置信息中是否配置multicast boundary命令。若存在，使用undo multicast boundary命令删除该配置。若不存在，请执行步骤（6）。
	(6) 检查组播转发路径上是否配置了组播数据过滤器。在组播转发路径的设备上，进入PIM视图，使用display this命令查看是否配置了source-policy命令。若配置了，检查过滤策略是否正确。若过滤策略不正确，请删除该过滤器或者通过source-policy命令调整组播数据报文的源地址范围。若没有配置，请执行步骤（7）。
	(7) 检查组播表项是否存在。
	a. 通过display pim routing-table命令检查设备上PIM路由表项是否存在。对于连接组播接收者的设备，设备上应该存在（*，G）和（S，G）表项。对于没有连接接收者的PIM设备，设备上应该存在（S，G）表项。
	b. 通过display multicast routing-table和display multicast fast-forwarding cache查看组播路由表和组播快速转发表是否存在。若这2个表项不存在，组播报文会转发失败。
	c. 通过如上检查，若组播表项存在，组播数据仍然转发不通，请收集表项信息，然后请执行步骤（8）。
	d. 若组播表项不存在，请执行步骤（8）。

	(8) 请联系H3C技术支持人员。


	17  安全
	17.1   为什么配置了密码控制却不生效？
	(1) 进入系统视图。
	(2) 开启全局密码控制功能。

	17.2   设备作为SSH服务器，为什么配置了NTP后登录不上设备？
	(1) 进入系统视图。
	(2) 关闭password-control功能。

	17.3   为什么无法修改设备密码？
	17.4   设备作为SSH服务器，什么情况下需要修改认证超时时间？
	17.5   设备作为SSH客户端，如何删除本地文件中的指定服务器公钥？
	17.6   为什么启用了SSH服务器功能后，客户端连接到设备时提示连接中断？
	(1) 进入系统视图。
	(2) 进入VTY用户线视图。
	(3) 配置登录用户线的认证方式为scheme方式。


	18  ACL和QoS
	18.1   QoS策略流分类中配置了多条匹配规则，为什么没有一条规则能够匹配到相应的流量呢？
	18.2   应用ACL进行报文过滤、禁止某IP地址段的主机发出的报文通过，为什么不生效呢？
	18.3   在VLAN接口上应用ACL进行报文过滤，对二层转发报文不生效。
	18.4   为什么报文命中IP Source Guard表项，但却无法转发呢？
	18.5   ACL规则的匹配顺序是怎么样的？

	19  可靠性
	19.1   修改了VRRP备份组的VRRP使用版本后，VRRP为什么失效了？
	19.2   VRRP备份组网，当Master设备上行链路状态down后，备份组为什么没有切换？
	19.3   配置VRRP与Track联动监视Master设备上行链路状态，Track状态变为Negative时，为什么VRRP备份组中的主备未进行切换？
	19.4   支持拨码开关的IE系列交换机，配置RRPP相关功能并保存配置，设备重启后RRPP配置丢失是什么原因？
	(1) 创建RRPP域，设备的域ID为domain 1。
	(2) 指定主控制VLAN为VLAN 4092，子控制VLAN为VLAN 4093。
	(3) 配置保护VLAN映射到MSTP instance 0上。
	(4) 配置RRPP环和RRPP节点。设备为传输节点，并指定主端口和副端口。其中接入RRPP环的端口中，端口号小的作为主端口，端口号大的作为副端口。
	(5) 激活RRPP域。


	20  网络管理与监控
	20.1   PoE端口无法正常供电的常见原因有哪些？
	(1) 未开启接口PoE功能
	(2) 未开启非标准PD检测功能
	(3) 未升级PSE固件

	20.2    为什么NMS对设备的远程管理和操作出现异常？
	20.3   设置本地时钟作为参考时钟会影响NTP客户端和服务器进行时间同步吗？
	20.4   配置客户端/服务器模式下的NTP，服务器端的时钟层数是否要小于客户端的时钟层数？
	20.5   NTP客户端/服务器时间不同步，时间相差若干小时的原因是什么？
	20.6   什么情况下需要配置PTP接口角色才能实现PTP时间同步，有哪些配置限制？
	20.7   为什么无法通过云平台（绿洲云）远程管理设备？
	20.8   设备产生的日志信息过多，如何处理？
	(1) 排查这些日志信息产生的原因：根据设备记录的日志信息内容，排查这些信息产生的原因，从根本上解决问题。例如：设备有大量端口的UP/DOWN信息输出，那么就要排查对应的端口是否有问题，端口UP/DOWN的问题解决后，日志信息就不再产生。
	(2) 修改日志信息的输出级别：如果无法阻止日志信息的产生，可以修改日志信息的输出级别，使这些无用的信息不再向指定方向输出。例如：只允许VLAN模块信息级别为notification及以上的日志信息（即等级0～5的日志信息）输出到控制台，修改方法为：info-center source vlan console level notification。
	(3) 禁止指定应用模块日志信息的输出：如果某个模块的日志信息管理员不需要关注，可以禁止该模块的日志信息输出到指定的方向。例如：禁止Portal模块信息输出到监视终端，修改方法为：info-center source portal monitor deny。


	21  VXLAN
	21.1   为什么设备上无法配置VXLAN特性相关的命令？
	(1) 确认设备是否支持VXLAN特性。
	(2) 部分设备上只有特定的工作模式下支持VXLAN特性，不同设备上工作模式的配置方式可能不同：
	(3) 部分设备上不同的角色需要使用不同的硬件资源模式，如果硬件资源模式与配置不匹配，可能导致配置无法执行。通过display hardware-resource vxlan命令可以查看设备VXLAN的硬件资源模式；通过hardware-resource vxlan命令可以配置VXLAN的硬件资源模式，修改VXLAN的硬件资源模式需要保存配置并重启设备。



