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# fil & RADIUS /7 &.

<Device> system-view

[Device] radius scheme radiusl

[Device-radius-radiusl] primary authentication 20.1.1.3
[Device-radius-radiusl] primary accounting 20.1.1.3
[Device-radius-radiusl] key authentication simple 123456
[Device-radius-radiusl] key accounting simple 123456
[Device-radius-radiusl] user-name-format without-domain
[Device-radius-radiusl] quit

# ML B MAC Ml AE R INIET 2 CHAP.

[Device] mac-authentication authentication-method chap
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[Device-isp-mac-auth] authorization default radius-scheme radiusl
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[Device-isp-mac-auth] quit
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[Device] vlan 144
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[Device-Ten-GigabitEthernetl/0/51] port access vlan 145
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# WHE mac-auth N RFEHAE A IESL .

[Device] domain default enable mac-auth

# 45€ MAC R P EIA RS, mac-auth.

[Device] mac-authentication domain mac-auth

# Bic & MAC Huhib IR e B 2% .

[Device] mac-authentication timer offline-detect 180
[Device] mac-authentication timer quiet 180

# BB MAC M\ IEARE [ e H P k5. 4408 user, HS N SC 123456
[Device] mac-authentication user-name-format fixed account user password simple 123456
# 18 425 MAC HiuliEDGIE .

[Device] mac-authentication
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E7 RnigEeR

=R |[H3C_DevGroupd |
Hit: ’net
4
= ® TR
O ERIssET
O Fz=
F: [20.1.1.1724

(flan 192.168.1.1/24)

AN INEC & S
FR 4 B 8 VN I & SO - b Ak i @ 2/ b TR 2 — A, 24807 LA T H P A )8 14 network-admin
F



8 RECE

EE » &% » BE={t » Edit Enforcement Profile - myH3C_Pol_user

SBHIEIE 4 - myH3C_Pol_user

EExe BR
BEXE:
=i myH3C_Pol_user
faEik: H3CEREE
Sl RADIUS
=1 Accept
EEEREE: 1. H3C_DevGroup4
Eit:
R E=< B
il | Radius:H3C H3C-AVPair = shell:roles=network-admin

(7) AN
HRAE B 9 ST SRS
a. fEVSINZREGIT, “Conditions” HXTR [ “Actions” 4% & 8 il il B S AF
b. FUPAL L, MR T BB I — AN BT
[E9 7RISR

BE » 35% » 585 » 588 - myH3CPolicy_user

3B%IERE - myH3CPolicy_user

an_on

=0

=fR: myH3CPolicy_user

Hik: H3CIETUSREE

EHIEE: RADIUS

EINEELE: [Allow Access Profile]

FRI

AR Evaluate all

1.| (Tips:Role [Employee]) myH3C_Pol_user

(8) WIS
R4 10 FI1&] 13 WA SS Hhowt B A 25 T
a. 7E& 10 FIIRSS I,  “2RAL” ik “RADIUS 2] GED 7
b. 7E& 12 ANy, At SRR 7 BRI 5 B f (R
c. TEIE 13 s ImamMbInT,  “omb HnE " G REAE R 9 A 1 ) SR




E10 R mBRSE

EE » RE » M

iz
soBiE  BE  GN  BE
R [RADIUS E5IGE) ~]
B [myAuth_user
o
2
EiER: 0 BRSNS InAEnE
BEERET: Ozm Owraedme Oaegeall O simes 0 iokiE

BESS IR

& O A% ® LIFASEEME:

1. ‘ Radius:IETF NAS-Port-Type EQUALS Ethernet (15)
ius: ices Login-User (1), Framed-User (2),
2. Radius:IETF Service-Type BELONGS_TO Authenticate-Only (8), Call-Check (10)

E11 RS MHIEIE
S “Select to Add” EFREA ) S 56E vk S I uEE .



EE » RE » B0

&=
53 B8 a@w B
BEiEAE: [CHAR]
| e
EHHAEE
[--Select to Add— ~]
SEEIER: [Local User Repository] [Local SQL DEB]
| B
ESHAEE
| ex
[--Select to Add—- v
HheFEFEAN: [ BRLEERT R eSS E S SR AFIz=
RS [--Select to Add— v

El12 mmeae

EE » RS » &0

ilrEss
BS  StBi B wE
EEERE: (myrole_user )
BENSTERTEES

&k

ERiA M [Employee]

HALFEEEE: first-applicable

= R

1. (Radius:IETF:User-Name user) [Employee]
E|13 FinsEHl

BE » BBE » &0

iz

Bs  SeRE  #e =
EEEFNER: [ EERes e mEailnn sl
=S (yHaCroliey_user Y E3
EHIEREEER

=i H3CEN S

SRS [Allow Access Profile]

ANFEEEE: evaluate-all

= IR
1. (Tips:Role [Employee]) myH3C_Pol_user

5.3.3 WAL E
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(1)
(@)

3)

FEVL AR S5 45 ARG B AT H5 LR, /£ 3 A F CMD & 1 Ping ik 55 4 BRI AT 5 o P B2k
M B, WIERSS &% L%E@Jﬂ%)ﬂfn,w sl “HA > SRR » DI ERER SR, 16
P Bz s Bl eiEEH B4l , Wk 14,

E14 AP LE&ERSSE

BA  BH ik

EERE ACCEPT

Es izl RO00000a3-01-627dbald6

B EAFNETA]L: May 13, 2022 09:53:10 C5T

FiREERARE: 0C-DA-41-1D-62-F6

BrRaE: user

HiEEE IP/iR0: 20.1.1.1:16978064 (H3CSwitch / Aruba)

RIS EER: 5130HI

Eemnsas: UNKNOWN (100)

{EFERERS -

R=: myAuth_user

SRR CHAP

S{REIEE: Local:localhost

B [Local User Repository]

fath: [Employes], [User Authenticated]

EHESEVE: myH3C_Pol_user .

M4 BRE 1 EDE, £1-367Er m m m
M B RR &N ERER

it 7E % E4UT display mac-authentication connection AJLLE | FZEH ISR, H Username
S MAC $thtibASIE (G 77 4% userrs

[Device] display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl1/0/49
Username: user

User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/13 09:53:10
Online duration: Oh Om 5s
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5.4 MACHtHHEAR A PR ZEBRIMACHIIEA IR & SB S5 0IE

= i
o  FHRA MAC MALKT, NEZEHFAENZ| 698 P MAC itk B P 4 Fa 58 # % 3% 4 RADIUS
IR %25 HATINIE,

5.4.1 BLE Switch

HEiE S “5.3.1 BE Switch” #E, RFEZEBLLFaA Ik E e i & i,

[Device] undo mac-authentication user-name-format

5.4.2 FCE ClearPass

FEFEELTILA, 5 “5.3.2 ilH ClearPass” it EAHIA

(1) WA
FH P 44 R 65 5% 7 ) MAC Uik AH ]
Wk sy “BLE » S » AR P » dom” . WRAEE 15 I P .
E15 RmMAF

B 1ID: [0cdad11d626 |
£ [macauth |
=i ‘ ............... |
Erallt [rresersemarnans |
BREAM: (iERLERERR)
S O (#eralIE T2 TACACS+ BRaEsENER)
=R [[Employee] v
Bt
1.| Click to add...
(2) sty
FEE 15 f@ A ams R “Conditions” R “User-Name” 1&508 7 i MAC b
ko



[E116 7810 AR B RRE

ES » 57 » AEME » 538 - myrole_user
st - myrole_user
=

HEE:

BEEEF: myrole_user

iR

SR [Employee]

ERETHIA:

AFESE: First applicable

1. | (Radius: IETF:User-Name 0Ocda411d62f6) [Employee]

5.4.3 WAL E
(1) FEE RS AR AREC B s LT , 72 % P am A F CMD & 1 Ping AR 45 2% BT 5€ e FH P 28
(2) HF E&JERS &SRR E 17,
E17 AR LEERSEER

WA W gk

ERRE ACCEPT
SRR RO0D0000a0-01-627db6b4
B EF0ATAL: May 13, 2022 09:39:01 CST
BimEERRE: 0C-DA-41-1D-62-F6
FBFE: Ocda411dezfe
HEhEE PR 20.1.1.1:16978064 (H3CSwitch / Aruba)
RIEREEE R 5130HI
EHRnRE: UNKNOWN (100)
[
R myAuth_user
SpRIETE: CHAP
SiFEnEE: Local:localhost
IR [Local User Repository]
j==1=H [Employee], [User Authenticated]
EEEEE myH3C_Pol_user .
4« BFE 1 E5%, £ 1-364 e m % m

() HFP E&Eks ErER
A E % EHAT display mac-authentication connection ] LLE 2| F2EH P HI(S
B, M Username Sy P ¥ MAC Hitik.

[Device]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
Username: 0Ocda411d62f6

User access state: Successful

Authentication domain: mac-auth

IPv4 address: 101.0.145.39

Initial VLAN: 144

13



Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default
Session timeout period: N/A

Online from: 2022/05/13 09:39:01
Online duration: Oh Om 6s

6 802.1X TAVEXTHEEE B 244
6.1 ZHMEEK

& 18 Fizn, Client f1 ClearPass k4525t Switch 7 i%ER:, WA H R 75 EN Client #H47
802.1X WAIIE, DAF il X 28 SRR 7 i), HARESR AR

. ¥ ClearPass {5 RADIUS k% %8 .

° i & PAP. CHAP. EAP-MD5. iFBAHRIAIE (EAP-TLS. EAP-PEAP. EAP-TTLS) A=

[®]18 802.1X IAUEEC & 4A M &

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vian 145
Ten 1/0/49 20.1.1.1/24
Vian 144 “§" Internet
101.0.145.19/24 "

Client Switch
101.0.145.39/24

6.2 fERAMZA

AHC B %55 B A FH I BE 48 45 IR E B R -
e  Switch: S5130-HI, R3507P02
e ArubailiFfk%#s: ClearPass CPPM V6.9.7
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6.3 802.1X CHAPHEL & £ B 5S4

X inm

AE BT INENA KRB E, NA BN R E%, HIRIEXE 4% 24815 9.

6.3.1 EE Switch

# fil & RADIUS /7 &.

<Device> system-view

[Device] radius scheme radiusl

[Device-radius-radiusl] primary authentication 20.1.1.3
[Device-radius-radiusl] primary accounting 20.1.1.3
[Device-radius-radiusl] key authentication simple 123456
[Device-radius-radiusl] key accounting simple 123456
[Device-radius-radiusl] user-name-format without-domain
[Device-radius-radiusl] quit

# IC & 802.1x AIEHIWAIE T 1.

[Device] dotlx authentication-method CHAP

# 07 802.1X INIEMTIE bbb, FLE ISP 1T AAA Tk,

[Device] domain bbb

[Device-isp-bbb] authentication default radius-scheme radiusl
[Device-isp-bbb] authorization lan-access radius-scheme radiusl local
[Device-isp-bbb] accounting lan-access radius-scheme radiusl local
[Device-isp-bbb] quit

# fic B EIE M VLAN AT VLAN £ 1 1P bk,

[Device] vlan 144

[Device-vlanl44]quit

[Device] interface Vlan-interface 144
[Device-Vlan-interfaceld44] ip address 101.0.145.19 255.255.255.0
[Device-Vlan-interfaceld44] quit

[Device] vlan 145

[Device-vlan145] quit

[Device] interface Vlan-interface 145
[Device-Vlan-interfacel45] ip address 20.1.1.1 255.255.255.0
[Device-Vlan-interfaceld45] quit

# 3 1 XGE1/0/49 I A\ 35 & VLAN.

[Device]interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] port access vlan 144

# JT A I 1 H 802.1X INIETZhRE, It B I bbb y 802.1X sl AIER .
[Device-Ten-GigabitEthernetl/0/49] dotlx
[Device-Ten-GigabitEthernetl/0/49] dotlx mandatory-domain bbb

# & 802.1X Jydii 42 77 7o
[Device-Ten-GigabitEthernetl/0/49] dotlx port-method portbased

15



[Device-Ten-GigabitEthernetl/0/49] quit
# ¥4 11 XGE1/0/51 I\ £$5 %€ VLAN.
[Device] interface Ten-GigabitEthernet 1/0/51

[Device-Ten-GigabitEthernetl/0/51] port access vlan 145
[Device-Ten-GigabitEthernetl/0/51] quit

# BB bbb N RS E K IER.

[Device] domain default enable bbb

# IS ZR NI P, FIP 408 user, BN W] SCHINE) 123456, (RLARZS AN A3 H] 7
PP 44 AN B R 5 2 5 e R e 55 s i P B A D P 44 AN R DR KR — 20

[Device] local-user user class network

[Device-luser-network-user] password simple 123456

[Device-luser-network-user] service-type lan-access
[Device-luser-network-user] quit

# B4R 802.1x AiIF.

[Device] dotlx
6.3.2 ELE ClearPass

(1) %% ClearPass
# 7EN G 2 N ClearPass [T IP Hulilk, & 35% ClearPass [FIHC & i .
[E]19 %&3E ClearPass

L —
—
2 FT @
ﬁﬁﬁﬁ Wireless VPN
] ] —
#H S & & &
AA/Policy Device Guest Device Security
Management Gnboarding Management Health Exchange
" ClearPass Policy Manager ‘T ClearPass Guest
_,’ﬁ ETREERE, SEEESRRUE AAA FEEE
I ClearPass Onboard @ ClearPass Insight
E” CEELALT J BT, REES. M

# ¥t “ClearPass Policy Manager” , i\ 3 ClearPass 45 s (I 1 4 Fismt CARE1N
admin fl Pass1234_ ) , giii “&3” HE AV UERC B T .

16



[&]20 % 3% ClearPass Policy Manager

aruba ClearPass Policy Manager

BFs: [admin |
=8: | [ |

(2) WP
UGS S “BLE » G4 » AMAHF » 3m” , R4EE 21 .

E21 HFmAR

SIS o

FF ID: [user |
E=t:H user |
RS (R EARES)
B O (i lET R TACACS+ BHRAIEHENEE)
28 [[Employee] ~|
=3
[=:2 |
1 | Click to add
(3) futumisy

IR E 22 A, % “Conditions” B “User-Name” BT (12 & 21 FRANE
M 1D



E22 RN RRst

BE » S » BEES » B8 - myrole_user
fAtaist - myrole_user

%na BRESHA

-

FEEEETR: myrole_user

ik

SLAEI: [Employee]

BRI -

HUHEE First applicable

1“ (Radius:IETF:User-Name user) [Employee]

(4) whnks
IR “TCE » % » B » 7, RIEE 23 Im .
a. “IPE(FMHLL” HER& F SRS SO AR IP il (RF10 20.1.1.1/24)
b. “RADIUS J:Z#%4H” FEE RS FECEMN S RADIUS JIj%5 %58 BRI EAME CREI1N
123456)
E23 RmigE

L= S o

SNMP SHEE SNMP SAE= CLIGS  OnConnect B3  [BfE

= [H3CSwitch |
IP EF Rl [20.111
(f7lz0, 192.168.1.10. 192.168.1.1/24. 192.168.1.1-20 5 2001:db8:a0b:12f0::1)
EEE: -
f=hu 5130HI
e
RADIUS HE=#=: | ............... | I | ............... |
TACACS+ HEZH: [ | B [ |
HATEERR: [H3C [=]
EF RADIUS SR w0
=5 RadSec: [m]

E1 &3 3

(5) WA
GS T “HLE » ML » B4 A » Bn” , RIEE 24 BN &4,
“CTM” TS LSRG E O AAR P bk CRES 20.1.1.1/24) .



(6)

()

E24 Fmig#eA

EiR: [H3C_DevGroup4 |
it r\et
<
& ® 7M
O EM=ET
O 7=
Fh: [20.1.1.1724

(Flan 192.168.1.1/24)

NG B S

FR A ] 25 A INECE S sh Ak g A /DR e — A, 2487 DU T H P A R 2% network-admin
R

[E25 AMBCE S

EE » =% » BBE{4 » Edit Enforcement Profile - myH3C_Pol_user
BRIEESUS - myH3C_Pol_user
mEve  EE

EExH:
= myH3C_Pol_user
i)l H3CEREE
EitH RADIUS
BiE: Accept
EEEFIE: 1. H3C_DevGroup4
=i 5
E2i = <1

1. | Radius:H3C H3C-AVPair = shell:roles=network-admin

RISk

FR 4 ] 26 NN SR o
a. [EWRINFEIEET, “Conditions” Fixf N f#) “Actions” EF & 25 62 AL B 0.
b. BUNPPAh S, ARE R B Rk I i — N DT,
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(8)

126 ARNNSRES

£ » &EH » EEE » %838 - myH3CPolicy_user

3B%I A% - myH3CPolicy user

ETIIT

-t

= myH3CPolicy_user

fak: H3CHET SRS

BRI RADIUS

EUAEE [Allow Access Profile]

R

AN EE: Evaluate all

1.| (Tips:Role [Employeel) myH3C_Pol_user

il &

N & P PVAT RS T

a. 7EE 27 HhisimMRss e, “28A0” 3EHE RADIUS a&fi| Gl

b. 7E[E] 25 i ey, <A SRR R 22 B I f
C. EIE 26 HrN R,  “om il s e EAE B 26 H A ] S

E27 ARMARSS

EE » BE » 30

RS
BemE BE  mW @S
wE: [RADIUS E=IE88) vl
=28 [myAuth_user |
fk:
A
s O BRI
ERER: Omm Owrems Omesmen O Hwms O DwE

BESSH

IE O ZFER ® LIFFEEHE:

1. ‘ Radius: IETF NAS-Port-Type EQUALS Ethernet (15) By @
ius: ice- Login-User (1), Framed-User (2), B
2. | Radius:IETF Service-Type BELONGS_TO Authenticate-Only (8) By i

[E128 RN S RUIE
AR “Select to Add” B EAL I B A IIE T B SRR
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EE » RE » B0

&=
53 B8 a@w B
BEiEAE: [CHAR]
EHHAEE
[--Select to Add— ~]
SEEIER: [Local User Repository] [Local SQL DEB]
ESHAEE
[--Select to Add—- v
HheFEFEAN: [ BRLEERT R eSS E S SR AFIz=
RS [--Select to Add— v

Z]29 R

EE » RS » &0

ilrEss
BS  StBi B wE
EEERE: (myrole_user )
BENSTERTEES

&k

ERiA M [Employee]

HALFEEEE: first-applicable

= R

1. (Radius:IETF:User-Name user) [Employee]
[E30 AAnsEHl

BE » BBE » &0

iz

Bs  SeRE  #e =
EEEFNER: [ EERes e mEailnn sl
=S (yHaCroliey_user Y E3
EHIEREEER

=i H3CEN S

SRS [Allow Access Profile]

ANFEEEE: evaluate-all

= IR
1. (Tips:Role [Employee]) myH3C_Pol_user
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6.3.3 IIFALE

(1) FEBCEAARSS SA I E L B OL S, % i fi ] iNode 2 /o, ARk 5545 B RCE K
YRR R AT SE RO 2

E31 802.1X & FimEERERE

& &

@

gEaoih=
802 1%k
BrRE user

B sesene

[iff
i

v BFRPE v REER HE

Ty

(2) WP EZJE RS SR 32 .
E32 AP LE&ERSHFETR

@A GH oK

BEFRRE ACCEPT
SRR R0O0000009-01-627b8e46
B EEFEE: May 11, 2022 18:21:58 CST
EREIIRE: 0C-DA-41-1D-62-F6
APs: user
HEEE Ip/im0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
HIEREESTR: 5130HI
EERRES: UNKNOWN (100)
EFREE -
Ji5=H myAuth_user
ST CHAP
SHEIDE: Local:localhost
LR [Local User Repository]
Ba: [Employee], [User Authenticated]
BEIESE T mvH3C Pol user

W4 S 3 RER, 3 1-245 %> b E3

(3) HMPE&JER& ERER
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k% Filid display dotlx connection A LIEF 802.1X I {5 E., wl
Username 4 802.1X I /4 (A&41N user)

[Device] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: CHAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:21:58
Online duration: Oh 1m 22s

6.4 802.1X PAPIAIEEL B B 5501IE
6.4.1 BZE Switch

et ERAREARINETT MBS0y PAP, HLEREBELHEN, 5% 6.3.1 MLE Switch,

[Device] dotlx authentication-method PAP

6.4.2 it & ClearPass

R4S ds B RGBS “IRS” I “ S Il 7 7 1B ECh PAP, HERLE LHF B, 1555 6.3.2 iU
H ClearPass.
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33 fZ S HMIIER N

EE » RS » &0

iR
B gs 5% @
SiRIESE: AP
[--Select to Add--
SR [Local User Repository] [Local SQL DEB]
[--Select to Add— |
FIeEREAN: [ EELIEEETERErEa EnEErESsRadlF =
REAET: [--Select to Add— ]

6.4.3 IIFALE

(1) (EEAFURS BB T, (E% PR AR iNode 3, A 428 LRCE 1
ZAERGRIA] S RO P R

(2) M EZJE RS R 34 Pk
E34 AP LE&ERFRER
] » e e

ERNE: ACCEPT
SIETRR: RO000000b-01-627b8e8a
B RE#BdE]: May 11, 2022 18:23:06 CST
ZimEHlimnEe: 0C-DA-41-1D-62-F6
BPsE: user
HIEEE P/wO: 20.1.1.1:16978064 (H3CSwitch / Aruba)
R EER: 5130HI
B UNKNOWN (100)
EFREERE -
R myAuth_user
SHREITTE: PAP
EREIEE: Local:localhost
FEE: [Local User Repository]
=-1=H [Employee], [User Authenticated]
IEHIENE it mvH3C Pol user

(3) M) E&JERZER
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e % LiEid display dotlx connection nfU#E 802.1X H P I{EE, WG Lk
FH P ) Authentication method B 5 250N PAP. H 45 BAEE,

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: PAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:23:06
Online duration: Oh 4m 28s

6.5 802.1X EAP MD5IA\ERD B 1B 518 F
6.5.1 Bid&E Switch

wg ERFREHRET MBSO EAP, HERELH BN, 6% 6.3.1 HLHE Switch.
[Device] dotlx authentication-method EAP

6.5.2 it & ClearPass

g2 L RFREN IS R “amieuE 7 B8 EAP-MDS B RS, HERLE TR BM, iE
2% 6.3.2 fil & ClearPass.
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B35 fZe S MIIER N

EE » RS » Bl

s
St aEE: [EAP WD)

[--Select to Add— v]
SEREE: [Local User Repository] [Local SQL DEB]

[-Select to Add— w|
ZieEFEFIN: [ 2B EERTERErEaEne S ES o rilFE=
BREUES: [--Select to Add—- ~ |

6.5.3 IIFALE

(1) FEBRARMIRSG A E LRSI, 7E% P smfiH] iNode 2/ 3, 4 A RS54 L1 & i H
ZAERGRIA] S RO P R

(2) M bE&JERS A s Nk 36.
E36 AP LE&ERFRER
WA W ek

RS ACCEPT
SiETRRE: RO000000c-01-627b915d
HEEFIAE]: May 11, 2022 18:36:14 CST
ERFIITEF: 0C-DA-41-1D-62-F6
il=r=H user
HEEE 1P/RO: 20.1.1.1:16978064 (H3CSwitch / Aruba)
hiEliEEETR: 5130HI
EETREE: UNKNOWN (100)
{EEFARTRE -
== myAuth_user
SHRIEa®: EAP-MD5
SRMIEE: Local:localhost
EIR: [Local User Repository]
== 1=H [Employee], [User Authenticated]
EHIEE v mvH3C Pol user T
M« STE1ECE Z1-246 F e »l

(3) M E&ERZLER
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i #% LiEid display dotlx connection i LLEF 802.1X S {5 E, Al
Username 4 802.1X I /4 (A&41N user)
[Device] display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb

Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:34:37

Online duration: Oh Om 4s

6.6 802.1XIEPINIEALE LB SIUE

M@ AT IER A RINIE, FESCRAIES Ry HRIETS . 2 dmiE 15 LRSS 25 1E 1,
il 37, FESRBUSRIESS, TEBRRFARSR) 705 S A iNode 7 /7 im DL RS 4%, I HAEZ /™
i b R PR N IE S B T 30, [RIA Be# PA S AR 55 4% bt e AR X R FRAE 5 2K, A TS BIE
FNIE.

E37 =HHEH

=l certnew.cer 2284 1KE
(B jin.pfx Personal Inform... 3 KB
server.pfx Persanal Inform... 3 KB

HARIET certnew.cer M7 P uiiiE 45 jin.pfx E 2] iNode 75 F o XA, 4T, FFd T e 4%
%,

6.6.1 BFFIROCE
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- BERRE v RETE ==
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802.1X1001E X
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v EAREIMNE

HEAGE -
R

@ EAP-TLS

@ PEAP TER | 58 -

© EAP-TTLS 73 MS-CHAP-V2 =

MEHERAFE
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53 iEiFE FimiEH
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i) WEE FRAER =l

jinjiyuan WINSERVER-KIM-... &=l 2023-03-2

] m | 3

6.6.2 BCE Switch
B E R FRERNE T B 8Ch EAP, HEeR B LHIEBN.

[Device] dotlx authentication-method EAP

6.6.3 BCLE ClearPass

fR4s 8% LBl EiE S % 6.3.2 filE ClearPass, FFifin F#h7e:

(1) FAMRIUES
ESHR IR B » IEH » FAEFIER, IIRAES.
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E54 FARIEH

B - i - B
IEBEIFIE & Em

BRLHE(CA) 8

— = i R (=]
0 Cn=starfield Services Root Certificate Authority - G2,0=Starfield Technolegies, AD/LDAP [BEEE, 55 F T RS, valid habled
Inc.,L=Scottsdale,ST=Arizona,C=US SAML, SMTP, Efh
CN=Aruba Networks Trusted Computing Root CA 1.0,C=US,0=Aruba e & n
& ‘ Networks,0U=0Operations,0U=DeviceTrust Aruba EEZEE Valid Diszbled
3. ‘ [0 ¢=Us,5T=CA,0=Hewlett-Packard Development Company,CN=HP Devices CA 01 Aruba EftiziE Valid Disabled

W& 55 “UFFCAE” mIFARIEP certnew.cer, FVEIERE “EAP” , i “WRIMER” .
[&55 SRHER

EES —
IEH3i: FHENS | certnew.cer
R EAP

BRI v

WK 56 AAEIUEBEESIR, SR SEARIET “CN=WINSERVER-KIM-CA” .
E56 ERESAHIES

EE » I » EEAS

STt i
EBEERIFE w
W 5 AT =,
# L= A& v Hatt (&)
. CH=Starfield Services Root Certificate Authority - G2,0=Starfield Technologies, AD/LDAP BBE:E, 55 F FIIiRSEE, Valid Enabled
i Inc.,L=Scottsdale,ST=Arizona,C=US SAML, SMTP, Efil
CN=Aruba Networks Trusted Computing Root CA 1.0,C=US,0=Aruba . g .
0. | Networks,0U=0perations,0U=DeviceTrust Aruba SHEIE alid Dissbisd
3. | (0 c=us,5T=CA,0=Hewlett-Packard Development Company,CN=HP Devices CA 01 Aruba ERPEHE Valid Disabled
4. | [ CN=WINSERVER-KIM-CA EAP Valid Enabled

(2) ARG HIES
FE AU PR “EE » R » (FAESIR, RIS SIES .
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E57 SANRSEEFIESR

EE » i » EHEE

LTS + CEEEEEIES

UEBFE  SEBEBEEER
2, BAES

5 BrhpiE I #5E ClearPass [REXE.

PelZfRSEE: [clearpass1 (101.0.144.37) v #IZERER:  RADIUSEAP BEEIFS v

W] 58 UE PSRRI R MRS UET” , AR AR 58 HikFE, F RS, EEMR
& 4IETS server.pfx, FIANEN, Sf “SA7 .

58 SNIEH

JFEE: [(REHI= v
Rs=E: [clearpass1 (101.0.144.37) ~|
A [RADIUSIEAP BEEEES ~|
EfEAE: [EfE PKCS#12 IEH({X pfx & p12) |
PKCS#12 3T#: @| SIVerpi

=g e ]

Note: FEIVEEREEMMESZERES (B0 *.arubanetworks.com )BNFREFIT BWIFEE(EV, "Green
Bar")F{E RADIUS/EAP REJILT. EREEEENIIEN, SoERRUETERTSHRIL.

AR AR S #E TS, & 59,
E59 EES MRS ZIER

BE » i » THEE

s e GESEETH
UFBEEF o HETRESER

& SNES
EFHEEREIS, PRSI BEESEE ClearPass fE2

SIS

EREEE: R ERER:
Subject: CN=server

Issued by: CN=WINSERVER-KIM-CA
Issue Date: Mar 23, 2022 17:35:45 CST
Expiry Date: Mar 23, 2023 17:45:45 CST
Validity Status: Valid

Details:

Root CA Certificate:

Subject: CN=WINSERVER-KIM-CA
Issued by: CN=WINSERVER-KIM-CA
Issue Date: Mar 23, 2022 16:45:21 CST
Expiry Date: Mar 23, 2027 16:55:20 CST
Validity Status: Valid

Detalls:

RSS2 Bk BAE T R FE SR AR N . GBS IGIE 758 EAP-TLS, L& 60; i%
BT S IuE 775N EAP-PEAP, LA 61; ®FE S IGUE /7158 EAP-TTLS, WA 62,
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&l60 EFHMHIIES R EAP-TLS

EE » BRE » &5 - myAuth_user
AR%E - myAuth_user

Ll soui L

SHBITAE: [EAP TLS]
[--Select to Add— )
[El61 &FHMIIES £ EAP-PEAP
BEE » BE » &8 - myAuth_user
75 - myAuth_user
= u s
SR [EAF PEAF]
[-—Select to Add— v
[El62 &FHMIIESSEA EAP-TTLS
EE » RE » %8 - myAuth_user
RS - myAuth_user
= u s am
ShrEibsE: [EAP TTLS]
BEHES
[--Select to Add— v)

6.6.4 TIFALE

(1) HPTE iNode % F i LA K B #5 FIAR 55 4 52 AL B, 7E iNode %% P i 8 5% 2k .
(2) M/ LIRS 8B nE 63, K 64. K 65.
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[E63 EAP-TLSMEAR L& EREEER

ERRE ACCEPT e
SRR RO000006a-01-627cc47c
B EAFNATIEL: May 12, 2022 16:25:32 C5T
SRR 0C-DA-41-1D-62-F6
BFRE: user
EEkEE Ip/R0: 20.1.1.1: 16978064 (H3CSwitch / Aruba)
HIEEEER: 5130HI
ERRRRS: UNKNOWN (100)
iR -
R myAuth_user
SIHRIERZE: EAP-TLS
SHRRILE: Local:localhost
EUE: [Local User Repository]
=j=H [Employee], [User Authenticated]
EEIESTE: myH3C_Pol_user

64 EAP-PEAPANEAR &GRS =EETR
EA B

BRPE: ACCEPT i
SiRtmAE: ROD00D006Gf-01-627cc67C
B EAFORT A May 12, 2022 16:34:05 CST
EREUmEE: 0C-DA-41-1D-62-F6
BrE: user
HiAEE IP/iw0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
EEEEETR: 5130HI
BN UNKNOWN (100)
PR -
RE: myAuth_user
SpEirAiE: EAP-PEAREAP-MSCHAPYZ
SipRIEE: Local:lecalhost
EELE: [Local User Repository]
== [Employee], [User Authenticated]
SEEIEIS L myH3C_Pol_user
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[&l65 EAP-TTLS IAMIEA R E&ERSEER
E!EE! BA EH

BERAE: ACCEPT
foetanizea ROD0OD0076-01-627cc9bd
|=EElailH May 12, 2022 16:47:57 C5T
HimEEmERE: 0C-DA-41-1D-62-F6
s user
BimiEeE Ip/E0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
IRERREET: 5130HI
e e UNKNOWN (100)
EFERIERS -
s myAuth_user
SiribsiE: EAP-TTLS,MSCHAP
SHRIEE: Local:localhost
R [Local User Repository]
==1=H [Employee], [User Authenticated]
EEEE myH3C_Pol_user 2]
HA4STE1E0R, X133 Zem E m

(3) M &m)E&& TR
e 4% Lilid display dotlx connection nJPL&FE 802.1X 5, wH
Username A4 802.1X I F 4 (A5 user)

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/12 16:47:57
Online duration: Oh Om 5s
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7 Portal I\ UEXT$2HD B 2445
7.1 LHMEK

11[&] 66 17, Client #il ClearPass Ik 55 #% i it Switch 2237354, ¥ &8 B A A5 %t Client 31T Portal
WIE,  DAFE ) O W 2 B g vy 1), HARZER T

o KM ClearPass 1A RADIUS fili 45 #3 Al Portal i 45 %%

o M RHERETTAM Portal tAIIE.

[#]66 Portal I\ EHCE 20 M [E

ClearPass server

Portal Server
Radius Server
20.1.1.3/24

Ten 1/0/51

Vlan 145
Ten 1/0/49 20.1.1.1/24

Vian 144 ££2s
101.0.145.19/24 S

Client Switch
101.0.145.39/24

Internet

7.2 {ERAMA

AT B 2851 B A FH )8 25 P45 KRR SR
e  Switch: S5130-HI, R3507P02
e ArubailiFfii%%%: ClearPass CPPM V6.9.7

7.3 BEELE

X i

A BARTIAMENAIRELE, MA LB ARES, HIRIEXER 4895 2403719,

7.3.1 B E Switch
#HECE HTTPS B AIE B A FTP S AR% & L (T SRBHGIET, 1HB AR R,
El67 HTTPS L&iFH

@ cacert.crt 2014/9/10 19:47
= local.pfx 2014/9/10 19:58

# il ® RADIUS /7%,
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<Device> system-view

[Device] radius scheme radiusl

[Device-radius-radiusl] primary authentication 20.1.1.3
[Device-radius-radiusl] primary accounting 20.1.1.3
[Device-radius-radiusl] key authentication simple 123456
[Device-radius-radiusl] key accounting simple 123456
[Device-radius-radiusl] user-name-format without-domain
[Device-radius-radiusl] quit

# QI ISP 3 “dml1”, HAi% ISP L & AAA UEHZEL. 3TN “7,
[Device] domain dml

[Device-isp-dml] authentication portal radius-scheme radiusl
[Device-isp-dml] authorization portal radius-scheme radiusl
[Device-isp-dml] accounting portal radius-scheme radiusl
[Device-isp-dml]quit

# e B HE A VLAN A1 VLAN £ 1/ 1P Hiuhik

[Device] vlan 144

[Device-vlanl144] quit

[Device] interface Vlan-interface 144
[Device-Vlan-interfacel44] ip address 101.0.145.19 255.255.255.0
[Device-Vlan-interfacel44] portal apply web-server newpt
[Device-Vlan-interfacel44] portal bas-ip 101.0.145.19
[Device-Vlan-interfacel44]quit

[Device] vlan 145

[Device-vlanl45] quit

[Device] interface Vlan-interface 145
[Device-Vlan-interfacel45] ip address 20.1.1.1 255.255.255.0
[Device-Vlan-interfaceld45] quit

# 35 1 XGE1/0/49 Al XGEL1/0/51 JI FI48 5E () VLAN.
[Device] interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] port access vlan 144
[Device-Ten-GigabitEthernetl/0/49] quit

[Device] interface Ten-GigabitEthernet 1/0/51
[Device-Ten-GigabitEthernetl/0/51] port access vlan 145
[Device-Ten-GigabitEthernetl1/0/51] quit

# BCE dml ysas [ ISP dk.

[Device] domain default enable dml

# A IFEN PKI K sslvpn, Fi4E @ k-5 B B ) RSA 280X N ssivpn, #EHR I NiEH .
[Device] pki domain sslvpn

[Device-pki-domain-sslvpn] public-key rsa general name sslvpn

# XM CRL KT .

S =
szi& b5 =X

EF BT CRLAE, dwE PKIR T RGLEAEE CRL. CRL FEIE K. RE CRLASTI L ILF
RIAGIER LA N4, NFFHPFiEH. RKIGERGBREF L LK.
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[Device-pki-domain-sslvpn] undo crl check enable
[Device-pki-domain-sslvpn] quit

# RAEH S AGIERET, SN T E R G e B AR
[Device] pki import domain sslvpn pem ca filename cacert.crt
[Device] pki import domain sslvpn pl2 local filename local.pfx

# BCE HTTPS AR5 238 H 19 SSL KM% .

[Device] ssl server-policy 1

[Device-ssl-server-policy-1] pki-domain sslvpn

# BCE ST HW 1P A 101.0.145.19 ¥4kl

[Device] portal free-rule 2 destination ip 101.0.145.19 255.255.255.255
# I & Portal Web fl 5% #31) URL Hiik.

[Device] portal web-server newpt
[Device-portal-websvr-newpt] url https://20.1.1.3/guest/h3c.php?_browser=1
[Device-portal-websvr-newpt] quit

# B E Portal AIEIR S 2% .

[Device] portal server newpt

[Device-portal-server-newpt] ip 20.1.1.3 key simple 123456
[Device-portal-server-newpt] quit

# FEAA M Portal Web IRS5HLEL, FF4REM A HTTPS B2 F 3 52 HANIES B
[Device] portal local-web-server https ssl-server-policy 1 tcp-port 8443
[Device-portal-local-websvr-https] default-logon-page defaultfile.zip
[Device-portal-local-websvr-https] quit

# JF S HTTPS k% -

[Device] ip https enable

=
A iE

it & Portal Web R 42549 URL B, Fikihttps £%!, & 4 Aruba ClearPass B AT X 4F49 £ https.

# fid & Portal ELEAILE.

[Device] interface Vlan-interface 144
[Device-Vlan-interfacel44] portal enable method direct
[Device-Vlan-interfacel44] quit

Z

o AP TVAKA BEINERE T = E Portal IAEF X L&, BHRE B4 & L8 portal
enable method direct A2 & portal enable method layer3 8P+, JR% &AL F
5 FH L)

7.3.2 BLE ClearPass

(1) &% Web %5 2%
v as LBk S, st “ClearPass Ui %7 .
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https://20.1.1.3/guest/h3c.php?_browser=1

()

®3)

[®l68 %3 ClearPass

arvba
—_—
=) = @
e
ClearPass
] [ )
£ B & & =
AAA/Policy Device Guest Device Securit ity
Management Onboarding Management Health Exchange
@;_. ClearPass #REESE “i” ClearPass ihE
& ,); ETHSNEE RERESTHEWR AAA =EEE
7 ClearPass iR PE ClearPass F&)
Ef BAEEES T BEST. BAEE. AASEE
pad
612 web B3R

s “ET» BUE » T » Web B35 » #iiE Web B0 .
E69 #iE Web &R

=T » BEE » TE » Web BR

Web &EF

&6 57 web BRTW

._5; guest-login guest-login Galleria Skin
&8 h3c h3c Galleria Skin
24 web 2R (") EFIE ETHaET v
SRR
HEER AR

a. “i5 URL” 1514 I web-server i B (1) URL H1f) http / https (2R AUAH[R] (HAR
Z W, 7.3.1 L Switch) , BUOASHETR &M AR, a0 AAH RN ok

b. “$#&577E” KM “POST”

c. URL FF3HE K IP & 4 EVGE VLAN SR IP sthhl (CARf1)4: 101.0.145.19)

d. “HP2T7E. BRTFE. SR Hiankns, Mz

e

f

“ SRR A LI 71 TR IR
HETBREAZ, midi “fRIFES
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E70 Web BRTUEE

FH

— ==
5T1=

» BiE » THE » Web B8

Web EF (h3c)

FRMFEEN Web X h3c,

* S

TEE

e

* RS

BRES

[hac |
BiMt Web BRTENER,

[zc |

it Web BFREINTEEH,

Web ZZA[}A."/ guest/page_name.php #HTiFE],

X wWeb SREEEIEAMELE,

BEVIZE v
AR i AR iR,

AT EEER =R T IAERIEDN,

* #25% URL:

* fRRiE:

IH1E CNA:
BEVHES:
EEVIRE:

* ErETE:

E71 Web

BEMER:
EEVIRE:

* EFETE:
BrEEsE:

* EETE:

* S

* SiamiFeTe:
&

CAPTCHA:

B0 iR

(4)

|htlps:|f.l’101 0.145.19:8443/portal/logon.cgi
NAS IEEMEFEEN URL,

® posT O GET

R NAS Rru@ssnBHErTTE,

F*.E EEAFENERE v

EMBAEPS).
= EREEEEES,
= . (ETNEESIHEE,
“_Il=I g 'ﬁl Ef:’l'E‘ﬁﬂk:L‘:ﬁ_ﬁw-—;:EE I "FER,
| =57 Apple Captive Network Assistant
Apple Captive Network Assistant (CNA)EEEEREEFFE IFAEERN SRS
EE, WERATRENERT AR, EERTFEEERNE1,

O peszuzsss

NSRS, IS HTML ERRIREEE 0 HTML B558,
O m=smisrasnsises

MNEEE, SEEEENSIERR2NEEREE

[Ptuser |

BFEPAFSTRNER, (SR, HERSTEE NAS 78,

EETEAIS,

BRIVASTREC

O puszuzise
NS, YRR HTML BB EEE o HTML 2258,

O E=snlgesimmsss

MNEEE, SEEEENSIERE2rSEREE,
[Ptuser |
ERESRAFETEAER, B0, HEFSEES NAS BE,

SEREEETT NAS FH. EEESHRIRERS,

[PtPwd |
TREOERTENEY, BrR0N, HERSEES NAS RS,
FolNE (A ) hd

R RSN EEREEMEEE,
[(R-FETEEE v
HETEHRSE NAS EHAME > SiRTHA S BT S AR,

O == ssmnss

MEEF, SLEHRFEE ESHE EINE,

E2 ~]
T CAPTCHA =%,

PtButton=Logon

HHEMEEET NAS EESRINFERSHFNESESEF - &, ST,

%% ClearPass 5% Ik 45 2
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TENYE 2% N ClearPass 1 2 IP thli, & Ul 5 . “ClearPass Policy Manager” ,
i N3 5% ClearPass JIr 55 # (1) 1 44 A1 2 A ik N A UE IC B 0L 1
[&|72 %3F ClearPass

aruba

2 = Q@
- -
Wired Wireless VPN

ClearPass
(] (] —
#"H S & &H 2
AAA/Policy Device Guest Device Security
Management Onboarding  Management ange
‘-&L \ ClearPass Policy Manager f‘T* ClearPass Guest
) =TeonsR BERESFNELR s EEE
g ClearPass Onboard S ClearPass Insight
%- SR e ERAT. RERS. SRS

# ¥ “ClearPass Policy Manager” , %\ & % ClearPass Ik 55 3 1 H P 4 F 6D CRHK1 N
admin fl Pass1234_ ) , giii “& 3”7 HE#E AR E T .

[E|73 &% ClearPass Policy Manager

aruba ClearPass Policy Manager

B [admin |

(5) WIMHF
RS “TEE » Sy » A » 37 . AR 74 A .
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(6)

()

E74 RXmARF

SIS o

FF 1D: user |
£ [user |
BRfF: (P LISARF)
EMEE: O (EelE TR TACACS+ BRNEHENER)
f=1=H [[Employee] ~|
=3

[=:3 =

1.| Click to add...

R
4R E 75 WA ks, ¥ “Conditions” B “User-Name” [RHEXT M [ 2 & 74 TRINE
M 1D,

[E|75 7NN & RRET

EE » 54 » RGELT » HiE - myrole_user
F@ihgs - myrole_user

ﬁﬂ& B

E-:H

EREETR: myrole_user

=ik

ERARII: [Employee]

B 10 :

HUHEEE: First applicable

1.‘ (Radius:IETF:User-Name user) [Employee]
B

R “HOE » M2 » &% » 7, REE 76 i ik
a. “IP BT MHLLE” S S b SRS AR D nlk i) IP Hilk (AR5 20.1.1.1/24)
b. “RADIUS L= %8” FE S & FECE %M
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El76 RINXE
P T °

SNMP SERiSS  SNMPSAGE CLIES  OnConnect83 Bt

=it [H3CSwitch |
1P EFFlitEaE: 20114

({770, 192.168.1.10. 192.168.1.1/24. 192.168.1.1-20 5§ 2001:db8:a0b:12f0::1)
EEE! -
f=hu 5130HI

v

RADIUS HE=4: | ............... | I | ............... |
TACACS+ HE=4: [ | BHE: [ |
SR ERR: [H3C [*]
EF RADIUS ST w0
2F RadSec: [m]

(8) WMt
R s “TLE » L » B4 » N7, R4 77 B &4,
“TM” IHT RS LSRG O AAR P bk CREIS 20.1.1.1/24)

E77 Hmig&d

=R |[H3C_DevGroupd |
Hit: ’net
4
=5y ® FF
O ERissiEs
O Fz=
F: [20.1.1.1724

(flan 192.168.1.1/24)

(9) Ui E
R4 B 78 IV INAC & SCF. b EZE e e —, HJarbURT A AR
network-admin 4.
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El78 ARINECE XX

EE » 123 » B=t » Edit Enforcement Profile - myH3C_Pol_user

SEHIEIE A - myH3C_Pol_user

mExe  BE
EEwH:
FetorH myH3C_Pol_user
f&E: H3CEREE
E=itH RADIUS
=l Accept
EEERIE: 1. H3C_DevGroupd
=3
£ E=4- 3 =1
1. | Radius:H3C H3C-AVPair = shell:roles=network-admin

(10) ¥shnskms
A ] 79 VRN Skms .
a. fEUSINZREGIS, “Conditions” HXf R “Actions” 143 [&] 78 il (L & S
b. FUIPPLEE, MR Bk Bk I () — AN BT
E79 ARINRES

BE » 35% » 585 » 588 - myH3CPolicy_user

3B%IERE - myH3CPolicy_user

an_on

T

=fR: myH3CPolicy_user

Hik: H3CIETUSREE

EHIEE: RADIUS

EINEELE: [Allow Access Profile]

FRI

AR Evaluate all

1.| (Tips:Role [Employee]) myH3C_Pol_user

(11) hniRss
TR INR S5 0 7 6 45 750
a. 7E[E] 80 husmmikss s, “KA” ik RADIUS s GEHD
o NAS-Port-Type: NAS VilE A i H A EESR A, 15 R PAKR M
o Service-Type: H /' HIEIAERL A
o Framed-Protocol: /" Frame 57\l 55 f 48 255 il
b. 7E[& 82 NN RS,  “ At SREKIEREE] 75 BRI A U
c. TEE] 83 HENINERAIS, “Hmi SN ” ERAE ] 78 Hr Ik (15 | SR s
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[E180 ANANARSS

EE » RS » &0

Es
SEEE  ae BN B
A [RADIUS E510ES) v]
0 [myAuth_user |
&R
A
e U BRI TE SR RERE
BRI Omm OwrRames UEgmirsdl O simeas O iokRE

BESSEM

P& O {ZFE ® LIFFAESE:

1l | Radius:IETF NAS-Port-Type EQUALS Ethernet (15)
_ . Login-User (1), Framed-User (2],
2. Radius: IETF Service-Type BELONGS_TO Authenticate-Only (8)

3. | Radius: IETF Framed-Protocol BELONGS_TO Portal (255)

81 RIS AUIE
R “Select to Add” B EAL A B G I IE TR B BIETR.

EE » BEE » &0

&=
B B
Sinisitaiz: (PAPT
[--Select to Add— ]
SASRIER: [Local User Repository] [Local SQL DB
EHHARE
[--Select to Add— ~ |
ZREFEF SN U BRLEERTERErEaEaERnESoEnllFI=
fR=iEH: [--Select to Add— |
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82 HRmmae

EE » RS » B0

RE
s SOBE B =
ERESTRRE [myrole_user ~)
BENSTERITNES

ik

=TI [Employee]

HNLFEEEE: first-applicable

= faE

1. (Radius:IETF:User-Name user) [Employee]
[E183 AN 5@

EE » BRE » &

irER

B swEi  #e =
EREFNES: O FRsra s tEFERilnREs
ESIE: (CyHacPolcy_user ) s |
EHIEREEER

&R H3CHE ] es

BB [Allow Access Profile]

ANEEEE: evaluate-all

& EHIRE
1. (Tips:Role [Employee]) myH3C_Pol_user

7.4 WUFECE

(1) FER S DAAMER 1P, S E A BIFE AR 55 48 ERCE ) Web SR T, MIALEMRSS 2%
BN ARMEL, MR

&84 Web BFEA

aruvba

NETWORKS

Galleria
HEARFSTEES NS,

user

xR

NESFEIERENE , B LIEAREE.
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(2) M L&A RS A ik 85,
[E85 AP LZ&ERSRER

)
WA EH 2

FRES: ACCEPT
SRR ROD000092-01-627cd538
BRI May 12, 2022 17:36:56 C5T
SRR 0C-DA-41-1D-62-F6
BrE: user
miEEE P/E0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
AR EER: 5130HI
EERRRES: UNKNOWN (100)
{EFFIERE -
R myAuth_user
ity pAP
SHERIEE: Local:localhost
REE [Local User Repository]
51N [Employee], [User Authenticated]
SEEIEIE A myH3C_Pol_user .
14« BFE 1 ECE, £ 1-351 28 » E m

() HMP L& ER&AEERER
7% it display portal user w4 ] L& E 4 Portal /7 115 5 . ' Username
FBE RN Portal F P I 14 user.
[Device] display portal user all
Total portal users: 1
Username: user
Portal server:
State: Online
VPN instance: N/A
MAC 1P VLAN Interface
Ocda-411d-62f6 101.0.145.39 144 Vlan-interfacel44
Authorization information:
DHCP 1P pool: N/A
User profile: N/A
Session group profile: N/A
ACL number: N/A
Inbound CAR: N/A
Outbound CAR: N/A

8 AL VLAN X2 Hc B 244

8.1 AMZEK
% 86 Fizn, Client #1 ClearPass k4525t Switch & 7 i&ER:, WA R EN Client #H47

802.1X INIEEL# MAC Huhb i\ iiE, DAY il X W28 IR AU ), BARESR a0 R -
e XM ClearPass /4 RADIUS k% 2%,

52



. J# 3T ClearPass ¥4 K& VLAN, %144 VLAN i 144,
86 #Z4X VLAN A/ [E]

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24
Vian 144 f§" Internet
101.0.145.19/24 ™
Client Switch

101.0.145.39/24

8.2 fERMZA

A B 245 B A FH B BE 48 5 I R B B R -
e  Switch: S5130-HI, R3507P02
e  ArubailiFfk%#s: ClearPass CPPM V6.9.7

8.3 I FEIVLANE B $IB 5184

8.3.1 ALE Switch

MAC Hidi-AE 77, Swtich FROACE 15 2% 5.3.1 fid & Switch.
802.1X AiEH /7, Swtich EHIECE 1HZ % 6.3.1 fit & Switch.

8.3.2 FCE ClearPass

MAC HihEAERT 7, RS54 ERIRCE 1 2% 5.3.2 il # ClearPass.

802.1X WIEH /7, JIR% % LWAc Bi525% 6.3.2 Jil# ClearPass.

HFEk “TEXH” 1 “BiHE” %K 87 B,

e Tunnel-Medium-Type: @/&F&E KI&5HIZENKE, ZEMHEEH 6 I’ 7R 802 K4, wHT
N &% VLAN,

e Tunnel-Private-Group-ID: B#i& £:if 4 1D, %)@ MELE T & VLAN I F T4 T & 1 VLAN ID

(CABI R R VLAN ID A 7).
e Tunnel-Type: ffHMBREYML, ZEMAE N 13 I FR F & VLAN.
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87 ECE

= » B4 » BEE{ » Edit Enforcement Profile - myH3C_Pol_user

EHIFE T - myH3C_Pol_user

wE  mER IE%HI

Ei ) =11 =1
i. ‘ Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2.‘ Radius:IETF Tunnel-Private-Group-Id = 7
3.‘ Radius:IETF Tunnel-Type = WVLAN (13)

8.3.3 AL E

(1) M E&JERS B E 88.
&l88 AP L& EREZBER

EREEEE

BE @A I:ﬁl 2t
EHIEETH: myH3C_Pol_user
ESWRRE: UNKNOWN (100)

BRIEHRRHES: UNKNOWN (100)
RADIUS MERE
Radius:IETF:Tunnel-Medium-Type 6

Radius:IETF:Tunnel-Private-Group-Id | 7

Radius:IETF:Tunnel-Type 13

(2) HFPE&LE®R&KERER (BL802.1X NuF A
%% Lilid display dotlx connection 4] A& A L2k 802.1X Hl T HIfER. Hr
Authorization untagged VLAN: 7B R I~ E AL VLAN 7,

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: 7
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:42:15
Online duration: Oh Om 45s
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() HF E&E&EREE (LD MAC HiuhEAuE A6
7E% % it display mac-authentication connection 4] A& E 2k MAC H
WEVGERH P15 S . i Authorization untagged VLAN: 7B 7R 2h T R %4 VLAN 7.
[Device]display mac-authentication connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39
Initial VLAN: 144
Authorization untagged VLAN: 7
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/13 10:06:50
Online duration: Oh Om 16s

8.4 IR VLANZFELE SBES5I0IE
8.4.1 B E Switch

MAC s AiER /7, Swtich FROECE 15 2% 5.3.1 fid & Switch.
802.1X AEH /7, Swtich EHIECE 1HZ% 6.3.1 fit & Switch.
B VLAN ZFRIE, 1% VLAN 2RfE & L egt)d, HEHiEE 7 VLAN 485,

[Device] vlan 8

[Device-vlan8] name vl

8.4.2 BEE ClearPass

MAC i AGER Y, RS2 ERORCE S22 5.3.2 il & ClearPass.
802.1X NIFH /', RS FHIBCE 155 % 6.3.2 il & ClearPass.
Rk “BlE S 1 “JgtE” 2% K 89 BRI,
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89 ECE

=

= » 354 » BEEEW# » Edit Enforcement Profile - myH3C_Pol_user

IBHIECE 4 - myH3C_Pol_user
e pExe

*#3 =1 &
1. ‘ Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
Ze ‘ Radius:IETF Tunnel-Private-Group-Id = vl
I ‘ Radius:IETF Tunnel-Type = VLAN (13)

8.4.3 WAL E

(1) HP EZERS S SR 90,
E90 AP L& ERSRER
uz_ ox [N ew

BEBLE: myH3C_Pol_user
EHERREES: UNKNOWN (100)

EERRRE: UNKNOWN (100)
RADIUS Nakg
Radius:IETF:Tunnel-Medium-Type 6

Radius:IETF:Tunnel-Private-Group-Id vl

Radius:IETF:Tunnel-Type 13

(2) M E&ER&ERER (BL802.1X AE D
e 4% Lilid display dotlx connection fr4 ] A& A L2k 802.1X H P HIfER. H
Authorization untagged VLAN: 7B s ) N KA VLAN 8 (1% VLAN ZFRA VD .
[Device] display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: 8
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
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Online from: 2022/05/11 18:52:05
Online duration: Oh Om 11s

(3) M E&ER&ERELR (L MAC #iib e i)
k% Filid display mac-authentication connection 41 A E 4k MAC #s
HEAER 45 B . Horb Authorization untagged VLAN: 7B 7R 2D R & 3 4 VLAN 8 (1%
VLAN ZF A VD
[Device]display mac-authentication connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39
Initial VLAN: 144
Authorization untagged VLAN: 8
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/13 10:08:19
Online duration: Oh Om 4s

8.5 IXMNVLANE R E LB SIEIE
8.5.1 ACLE Switch

MAC Hih- A EA 7, Swiich AL E 2% 5.3.1 it & Switch.

802.1X IAIEFH /7, Swtich EHIECE IS 6.3.1 HLE Switch.

T AEH VLAN nZifE 4 e gtlgd, 28i%4]1 VLAN 410 1D £/ VLAN 32845 2451 AR
P, BJE2kZm 0 _ERGER P B8 1Z 83  VLAN.

[Device] vlan-group temp

[Device-vlan-group-temp] vlan-list 100 101 200 300

8.5.2 B E ClearPass

MAC b AIEA P, RS 2% RIS & 15 2% 5.3.2 il & ClearPass.
802.1X ANIEF /7, RS 2% LI B 55 % 6.3.2 il & ClearPass.
HFEK “BEXH” 1 “Jgrt” %K 91 &M,

57



91 ECEHF

= » 125 » BEEE04 » Edit Enforcement Profile - myH3C_Pol_user

BHFEE S - myH3C Pol user

wE EEaw Iﬁﬁl

¥*mp F=103 =]
1. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
P | Radius:IETF Tunnel-Private-Group-Id = temp
3. | Radius:IETF Tunnel-Type = WLAN (13)

8.5.3 WAL E

(1) AP E&E RS A TR 92,

E92 AP & ERSEETR
B
wE @A I:EI 2
EHESYE: myH3C_Pol_user

ES&ERRHE: UNKNOWN (100)
HERAEE: UNKNOWN (100)

RADIUS NEkE

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id | temp

Radius:IETF:Tunnel-Type 13

(2 HP EZ&ER& EREREER (BL802.1X AEAKD
% % st display dotlx connection a4 LLAE 2k 802.4X A P HIfE S . Hrh
Authorization untagged VLAN: 7B 2R ) N & #Z L VLAN 100.

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: 100
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A
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Online from: 2022/05/11 18:59:08
Online duration: Oh Om 8s

() HF L& T/RER (BLMAC HuliAUE A6
%% it display mac-authentication connection 4] LTS & 4k MAC #
WEGER P15 2 . Hid Authorization untagged VLAN: 7B R TH T & #2480 VLAN 100.

[Device]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: 100
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/13 10:09:19
Online duration: Oh Om 1s

8.6 M Multi VLANEL B £ B 516
8.6.1 ML&E Switch

MAC HihE A GEA 7, Swiich FHIECE#H 2% 5.3.1 Al & Switch.
802.1X AiEA /7, Swtich IR E 1EZ% 6.3.1 it & Switch.
RSS2 Z A VLAN ZFRES, B VLAN WAE e B e ala, HHYEE T VLAN Z55.

[Device] vlan 100
[Device-vlan100] name vl

[Device-vlan100] quit
[Device] vlan 200
[Device-vlan200] name v2
[Device-vlan200] quit

8.6.2 B E ClearPass

MAC b AIEA P, RS 2% RIS & 15 2% 5.3.2 il & ClearPass.
802.1X NIFH /', RS FHIBCE 155 % 6.3.2 il & ClearPass.
RFEK “BEXH” 1 “Jgrt” %K 93 &M,
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[E193 ECE Mt

£ » 35#| » BEBEN{§ » Edit Enforcement Profile - myH3C_Pol_user

BREEIE 4 - myH3C_Pol_user

= mEH lﬁiﬂl

x5 =103 B
1.| Radius:IETF Tunnel-Medium-Type = IEEE-802 (8)
2y | Radius:IETF Tunnel-Private-Group-Id = 400 500 v1 v2
3.| Radius:IETF Tunnel-Type = WVLAN (13)

8.6.3 IIFALE

(1) AP E&E RS A TR 94,
E94 AP LE&BERS[RETR

ARIEEE

BE @A m 2
EEEEZH: myH3C_Pol_user
EEERTE: UNKNOWN (100)

HIERRARE: UNKNOWN (100)

RADIUS ik

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id 400 500 v1 v2

Radius:IETF:Tunnel-Type 13

(2 HP EZ&ERs& LREREER (BL802.1X AEAKD
% % st display dotlx connection a4 LLAE 2k 802.4X A P HIfE S . Hh
Authorization untagged VLAN: 7B 2R ) N &4 VLAN 100.

@ i AH
EINEIR S35 T & 6944 VLAN 13 & — A~ 6042 F VLAN % 5 VA B & F VLAN & #R69 F 44

B, MX& B RN ELMATAH—20 VLAN ID, R/ KRB 5MAT—/~ VLAN 204 A8 [F) 64 ff 477 15 45
wHFE—AFAVLAN, @ 24 VLAN ID s i #%,

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144

Authorization untagged VLAN: 100
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Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 19:07:58
Online duration: Oh Om 14s

8.7 1ZiXAuto VLANFRN| 1D B 418 556 F

= i
Auto VLAN #LI T, RS2 T L6944 VLAN AxF 3% 2 44345 £ A 4 Hybrid % Trunk, E 802.1X 4%
ANIzH 7 X A Port-based 493% 2 F 30, &% 04438 LA A access, WA P L& KK,

8.7.1 HBCLE Switch

Swtich FHIECE 1§27 6.3.1 HLE Switch.

8.7.2 BLE ClearPass

%25 FHIBCEE S % 6.3.2 il & ClearPass.
RF¥ “TEXH” ) “JEE” %K 95 B,
E95 FL&E XXt

E » 353l » BEBE# » Edit Enforcement Profile - myH3C_Pol_user

IBHIELE S - myH3C_Pol_user

wE EExH

i) =100 =1
il | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2. | Radius:IETF Tunnel-Private-Group-Id = 7t ot
3. | Radius:IETF Tunnel-Type = VLAN (13)

8.7.3 WAL E

FH P g 802.1X IF T = F 2k,
(1) HPELERSSSExRI8.7.3 (1)K 96.
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El96 AP LE&ERSF/ER

HRFEE

BE 8 I:EHI 2
EHEEY: myH3C_Pol_user
EZEPIREE: UNKNOWN (100)

HIERERE: UNKNOWN (100)

RADIUS Wik

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF: Tunnel-Private-Group-Id 7t ot

Radius:IETF:Tunnel-Type 13

(2) HMpLEgiEws bER
e 4% Lilid display dotlx connection fr4 ] L&A L2k 802.1X H T HIfER. H
Authorization tagged VLAN B /il 2l T KA VLAN 7 F1 VLAN 9. ANf£7E untagged )
P VLAN, MIAME SR H )54 VLAN.
[Device] display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: 144
Authorization tagged VLAN list: 7 9
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 09:57:20
Online duration: Oh 18m 37s

8.8 #ZiXAuto VLANIINI 2B & 1B 516F
8.8.1 ML & Switch

Swtich FHIECE 1527 6.3.1 HLE Switch.

8.8.2 BCE ClearPass

k%% EIBCE 1S5 6.3.2 FilE ClearPass.
62




Rtk “BCESCH” 1) “Rit” %K 97 (2 miml.
[E97 BCEXHF

£ » 5% » BEEEW » Edit Enforcement Profile - myH3C_Pol_user

BEECE A - myH3C_Pol_user

wE  mExH

Ecic] =173 =]
1.| Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2, | Radius:IETF Tunnel-Private-Group-Id = 7t 9t 10u
3.| Radius:IETF Tunnel-Type = VLAN (13)

8.8.3 AL E

FH S 802.1X AE T = 4k .
(1) M EL)EmRs % EEoRtn 8.8.3 (1)A 98,

El98 AP LL&ERSHEETR

BE @A - ik

BEEEWHE: myH3C_Pol_user
RSP UNKNOWN (100)
HERRRES: UNKNOWN (100)

RADIUS Nakg

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id 7t 9t 10u

Radius:IETF: Tunnel-Type 13

(2) M/ E&ERE ERERER
7Et % LiEid display dotlx connection w4 m UUEFE L4k 802.1X A {5 . FH
Authorization tagged VLAN 7B 7R Dl K # AL VLAN 7 #1 VLAN 9. f£4E untagged [#1#%
BUVLAN, 3 6 VLAN B & 0ok untagged 4240 VLAN.
[Device]display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: 10
Authorization tagged VLAN list: 7 9
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
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Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 10:21:00
Online duration: Oh Om 3s

8.9 #FiXAuto VLANFRNI3fL B 418 556 F
8.9.1 ML&E Switch

Swtich EHIECE 2% 6.3.1 HLE Switch.

8.9.2 FCE ClearPass

AR %528 FIAC B iE 2% 6.3.2 il & ClearPass.
Nk “BCEXH” 1 “JBt” 25K 99 B,
&99 ELE T

E » &# » BBE » Edit Enforcement Profile - myH3C_Pol_user

IBEIELE S - myH3C_Pol_user

BE  mERH

i E=103 =]
il | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2. | Radius:IETF Tunnel-Private-Group-Id = 8u 7t 9t 10u
3. | Radius:IETF Tunnel-Type = VLAN (13)

8.9.3 AL E

FH P8 802.1X IF T = F 2k,
(1) HP ELLJE RS #E EEoRTn 8.9.3 (1)I& 100,

E100 AP E&ERSF[ER

BE @) EE Dk

IREEE T myH3C_Pol_user
FESPREE: UNKNOWN (100)
HIEARME UNKNOWN (100)

RADIUS Nah

Radius: IETF: Tunnel-Medium-Type 6
Radius:IETF: Tunnel-Private-Group-Id 8u 7t 9t 10u

Radius:IETF:Tunnel-Type 13

(2) WP E&ER& EER
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%% Filid display dotlx connection @& UIEE EL£E 802.1X {5 E. H
Authorization tagged VLAN FBU R D) T &K #AL VLAN 7. VLAN 9 Fil VLAN 10, #Z4X
VLAN 5 EA—MLEE T “VLAN ID+HE4 7 TERPIF/H, ARG — DA 4B
F 57 untagged J5 4% 19 VLAN KR g AT A ME— 1) untagged B AL VLANCAR 24 VLAN 8),
HAY VLAN #B 35 b7 4 tagged FI#2ARL VLAN, 3 548 VLAN B 5050 untagged 4%
B VLAN.

[Device] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: 8
Authorization tagged VLAN list: 7 9-10
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/12 10:26:36
Online duration: Oh Om 4s

O A ACL XTH:AC B 2445

0.1 HMEXK

& 101 fron, Client A1 ClearPass k45 28iEid Switch 87 %EHE, &5 P A A X Client #i47
802.1X \IFE#EH MAC Hulik A IESR Portal AHE, DAS% il H 0 2 SR U7 iH),  FAREESR AR

. %M ClearPass {£5 RADIUS k% %8 .

. i#it ClearPass #% 4L & ACL.
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E101 1 ACL A&

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24
Vian 144 %<.§-> Internet
101.0.145.19/24
Client Switch

101.0.145.39/24

9.2 EAMRA

ASHC B %55 B A FH I ve 48 TS IR E B R -
e  Switch: S5130-HI, R3507P02
e ArubailiFfk%#s: ClearPass CPPM V6.9.7

0.3 BLELE
9.3.1 BLE Switch

MAC Hitb A IEF 7, Swtich LR E 15 2% 5.3.1 [l Switch.
802.1X W\iEH /', Swtich EHIECEEZS% 6.3.1 FiLE Switch.
PR ACL 2 FRI, 1% ACL AAIFE & F At A AR

# W% LA ACL, FERECE A .

[Device] acl advanced 3999

[Device-acl-ipv4-adv-3999] rule O permit ip source any

9.3.2 F¢E ClearPass

MAC il IER P, IRss2% LR E i 2% 5.3.2 Jit# ClearPass.
802.1X IMIEFH 7, M55 LWL E1E 5% 6.3.2 [iLH ClearPass.
Wl “BCECH” 1) “Jait” %K 102 25 RIH] .

E102 FCECH

£ » 35#H » EBEZ{4 » Edit Enforcement Profile - myH3C_Pol_user
IBHECE AT - myH3C_Pol_user

wE  EExd

E- i) E=1 L=
1. | Radius:IETF Filter-1d = 3999

VE: Filter-1d BUE N%F, M3%HE ACL Number 4b38, BUE A4 AT, NHRE User Profile 4bEE,
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9.4 ¥ E

P E FAERAE T 2% B2 (MAC #ilibAGE. 802.1X AIF. Portal IAIF).
(1) HFLZERS S EER, B 78,
E103 AR L& ERERET

EHGHREE

BE @A I::HI e
EHEEWH: myH3C_Pol_user
ESREE UNKNOWN (100)

HIERERE: UNKNOWN (100)

RADIUS MR

Radius:IETF:Filter-Id 3999

(2) M LEgERs LER
A DUE B S548 N R ACL T~ R B4 b
[Device]display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: 3999
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 10:34:53
Online duration: Oh Om 13s

10 ¥ User-Profile X2 B 355

10.1 ¢HEEK

& 104 frsn, Client A1 ClearPass k45 28iEid Switch 87 %EHE, &5 P A A X Client #H47
802.1X I\IFE#E MAC Hudik A IESR Portal AHE, DAS% il H 0t 2% SR U7 iH),  FAREESR AN
. ¥H ClearPass {£5 RADIUS IR % %8 .
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o i ClearPass ##40 F & User-Profile.
[E]104 ##1X User-Profile ZH /I

ClearPass server

Radius Server
20.1.1.3/24

Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24

Vlan 144 <.§.)
101.0.145.19/24 4

Client Switch
101.0.145.39/24

Internet

10.2 {ERRMAK

A B A4 B A FH B BE 48 5 I R B B R
e  Switch: S5130-HI, R3507P02
e  ArubailiFfk%#s: ClearPass CP