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# fil & RADIUS /7 &.

<Device> system-view

[Device] radius scheme radiusl

[Device-radius-radiusl] primary authentication 20.1.1.3
[Device-radius-radiusl] primary accounting 20.1.1.3
[Device-radius-radiusl] key authentication simple 123456
[Device-radius-radiusl] key accounting simple 123456
[Device-radius-radiusl] user-name-format without-domain
[Device-radius-radiusl] quit

# ML B MAC Ml AE R INIET 2 CHAP.

[Device] mac-authentication authentication-method chap

# A% MAC il AIER)IR mac-auth, FFECE ISP 3K AAA J7ik.
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[Device-isp-mac-auth] quit

# Jic B EIE M VLAN AT VLAN £ 1 1P bk,

[Device] vlan 144
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[Device-Ten-GigabitEthernetl1/0/51] quit

# WHE mac-auth N RFEHAE A IESL .

[Device] domain default enable mac-auth

# 45€ MAC R P EIA RS, mac-auth.

[Device] mac-authentication domain mac-auth

# Bic & MAC Huhib IR e B 2% .

[Device] mac-authentication timer offline-detect 180
[Device] mac-authentication timer quiet 180

# BB MAC M\ IEARE [ e H P k5. 4408 user, HS N SC 123456
[Device] mac-authentication user-name-format fixed account user password simple 123456
# 18 425 MAC HiuliEDGIE .

[Device] mac-authentication
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E7 RnigEeR

=R |[H3C_DevGroupd |
Hit: ’net
4
= ® TR
O ERIssET
O Fz=
F: [20.1.1.1724

(flan 192.168.1.1/24)

AN INEC & S
FR 4 B 8 VN I & SO - b Ak i @ 2/ b TR 2 — A, 24807 LA T H P A )8 14 network-admin
F



8 RECE

EE » &% » BE={t » Edit Enforcement Profile - myH3C_Pol_user

SBHIEIE 4 - myH3C_Pol_user

EExe BR
BEXE:
=i myH3C_Pol_user
faEik: H3CEREE
Sl RADIUS
=1 Accept
EEEREE: 1. H3C_DevGroup4
Eit:
R E=< B
il | Radius:H3C H3C-AVPair = shell:roles=network-admin

(7) AN
HRAE B 9 ST SRS
a. fEVSINZREGIT, “Conditions” HXTR [ “Actions” 4% & 8 il il B S AF
b. FUPAL L, MR T BB I — AN BT
[E9 7RISR

BE » 35% » 585 » 588 - myH3CPolicy_user

3B%IERE - myH3CPolicy_user

an_on

=0

=fR: myH3CPolicy_user

Hik: H3CIETUSREE

EHIEE: RADIUS

EINEELE: [Allow Access Profile]

FRI

AR Evaluate all

1.| (Tips:Role [Employee]) myH3C_Pol_user

(8) WIS
R4 10 FI1&] 13 WA SS Hhowt B A 25 T
a. 7E& 10 FIIRSS I,  “2RAL” ik “RADIUS 2] GED 7
b. 7E& 12 ANy, At SRR 7 BRI 5 B f (R
c. TEIE 13 s ImamMbInT,  “omb HnE " G REAE R 9 A 1 ) SR




E10 R mBRSE

EE » RE » M

iz
soBiE  BE  GN  BE
R [RADIUS E5IGE) ~]
B [myAuth_user
o
2
EiER: 0 BRSNS InAEnE
BEERET: Ozm Owraedme Oaegeall O simes 0 iokiE

BESS IR

& O A% ® LIFASEEME:

1. ‘ Radius:IETF NAS-Port-Type EQUALS Ethernet (15)
ius: ices Login-User (1), Framed-User (2),
2. Radius:IETF Service-Type BELONGS_TO Authenticate-Only (8), Call-Check (10)

E11 RS MHIEIE
S “Select to Add” EFREA ) S 56E vk S I uEE .



EE » RE » B0

&=
53 B8 a@w B
BEiEAE: [CHAR]
| e
EHHAEE
[--Select to Add— ~]
SEEIER: [Local User Repository] [Local SQL DEB]
| B
ESHAEE
| ex
[--Select to Add—- v
HheFEFEAN: [ BRLEERT R eSS E S SR AFIz=
RS [--Select to Add— v

El12 mmeae

EE » RS » &0

ilrEss
BS  StBi B wE
EEERE: (myrole_user )
BENSTERTEES

&k

ERiA M [Employee]

HALFEEEE: first-applicable

= R

1. (Radius:IETF:User-Name user) [Employee]
E|13 FinsEHl

BE » BBE » &0

iz

Bs  SeRE  #e =
EEEFNER: [ EERes e mEailnn sl
=S (yHaCroliey_user Y E3
EHIEREEER

=i H3CEN S

SRS [Allow Access Profile]

ANFEEEE: evaluate-all

= IR
1. (Tips:Role [Employee]) myH3C_Pol_user

5.3.3 WAL E
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(1)
(@)

3)

FEVL AR S5 45 ARG B AT H5 LR, /£ 3 A F CMD & 1 Ping ik 55 4 BRI AT 5 o P B2k
M B, WIERSS &% L%E@Jﬂ%)ﬂfn,w sl “HA > SRR » DI ERER SR, 16
P Bz s Bl eiEEH B4l , Wk 14,

E14 AP LE&ERSSE

BA  BH ik

EERE ACCEPT

Es izl RO00000a3-01-627dbald6

B EAFNETA]L: May 13, 2022 09:53:10 C5T

FiREERARE: 0C-DA-41-1D-62-F6

BrRaE: user

HiEEE IP/iR0: 20.1.1.1:16978064 (H3CSwitch / Aruba)

RIS EER: 5130HI

Eemnsas: UNKNOWN (100)

{EFERERS -

R=: myAuth_user

SRR CHAP

S{REIEE: Local:localhost

B [Local User Repository]

fath: [Employes], [User Authenticated]

EHESEVE: myH3C_Pol_user .

M4 BRE 1 EDE, £1-367Er m m m
M B RR &N ERER

it 7E % E4UT display mac-authentication connection AJLLE | FZEH ISR, H Username
S MAC $thtibASIE (G 77 4% userrs

[Device] display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl1/0/49
Username: user

User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/13 09:53:10
Online duration: Oh Om 5s
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5.4 MACHtHHEAR A PR ZEBRIMACHIIEA IR & SB S5 0IE

= i
o  FHRA MAC MALKT, NEZEHFAENZ| 698 P MAC itk B P 4 Fa 58 # % 3% 4 RADIUS
IR %25 HATINIE,

5.4.1 BLE Switch

HEiE S “5.3.1 BE Switch” #E, RFEZEBLLFaA Ik E e i & i,

[Device] undo mac-authentication user-name-format

5.4.2 FCE ClearPass

FEFEELTILA, 5 “5.3.2 ilH ClearPass” it EAHIA

(1) WA
FH P 44 R 65 5% 7 ) MAC Uik AH ]
Wk sy “BLE » S » AR P » dom” . WRAEE 15 I P .
E15 RmMAF

B 1ID: [0cdad11d626 |
£ [macauth |
=i ‘ ............... |
Erallt [rresersemarnans |
BREAM: (iERLERERR)
S O (#eralIE T2 TACACS+ BRaEsENER)
=R [[Employee] v
Bt
1.| Click to add...
(2) sty
FEE 15 f@ A ams R “Conditions” R “User-Name” 1&508 7 i MAC b
ko



[E116 7810 AR B RRE

ES » 57 » AEME » 538 - myrole_user
st - myrole_user
=

HEE:

BEEEF: myrole_user

iR

SR [Employee]

ERETHIA:

AFESE: First applicable

1. | (Radius: IETF:User-Name 0Ocda411d62f6) [Employee]

5.4.3 WAL E
(1) FEE RS AR AREC B s LT , 72 % P am A F CMD & 1 Ping AR 45 2% BT 5€ e FH P 28
(2) HF E&JERS &SRR E 17,
E17 AR LEERSEER

WA W gk

ERRE ACCEPT
SRR RO0D0000a0-01-627db6b4
B EF0ATAL: May 13, 2022 09:39:01 CST
BimEERRE: 0C-DA-41-1D-62-F6
FBFE: Ocda411dezfe
HEhEE PR 20.1.1.1:16978064 (H3CSwitch / Aruba)
RIEREEE R 5130HI
EHRnRE: UNKNOWN (100)
[
R myAuth_user
SpRIETE: CHAP
SiFEnEE: Local:localhost
IR [Local User Repository]
j==1=H [Employee], [User Authenticated]
EEEEE myH3C_Pol_user .
4« BFE 1 E5%, £ 1-364 e m % m

() HFP E&Eks ErER
A E % EHAT display mac-authentication connection ] LLE 2| F2EH P HI(S
B, M Username Sy P ¥ MAC Hitik.

[Device]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
Username: 0Ocda411d62f6

User access state: Successful

Authentication domain: mac-auth

IPv4 address: 101.0.145.39

Initial VLAN: 144

13



Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default
Session timeout period: N/A

Online from: 2022/05/13 09:39:01
Online duration: Oh Om 6s

6 802.1X TAVEXTHEEE B 244
6.1 ZHMEEK

& 18 Fizn, Client f1 ClearPass k4525t Switch 7 i%ER:, WA H R 75 EN Client #H47
802.1X WAIIE, DAF il X 28 SRR 7 i), HARESR AR

. ¥ ClearPass {5 RADIUS k% %8 .

° i & PAP. CHAP. EAP-MD5. iFBAHRIAIE (EAP-TLS. EAP-PEAP. EAP-TTLS) A=

[®]18 802.1X IAUEEC & 4A M &

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vian 145
Ten 1/0/49 20.1.1.1/24
Vian 144 “§" Internet
101.0.145.19/24 "

Client Switch
101.0.145.39/24

6.2 fERAMZA

AHC B %55 B A FH I BE 48 45 IR E B R -
e  Switch: S5130-HI, R3507P02
e ArubailiFfk%#s: ClearPass CPPM V6.9.7
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6.3 802.1X CHAPHEL & £ B 5S4

X inm

AE BT INENA KRB E, NA BN R E%, HIRIEXE 4% 24815 9.

6.3.1 EE Switch

# fil & RADIUS /7 &.

<Device> system-view

[Device] radius scheme radiusl

[Device-radius-radiusl] primary authentication 20.1.1.3
[Device-radius-radiusl] primary accounting 20.1.1.3
[Device-radius-radiusl] key authentication simple 123456
[Device-radius-radiusl] key accounting simple 123456
[Device-radius-radiusl] user-name-format without-domain
[Device-radius-radiusl] quit

# IC & 802.1x AIEHIWAIE T 1.

[Device] dotlx authentication-method CHAP

# 07 802.1X INIEMTIE bbb, FLE ISP 1T AAA Tk,

[Device] domain bbb

[Device-isp-bbb] authentication default radius-scheme radiusl
[Device-isp-bbb] authorization lan-access radius-scheme radiusl local
[Device-isp-bbb] accounting lan-access radius-scheme radiusl local
[Device-isp-bbb] quit

# fic B EIE M VLAN AT VLAN £ 1 1P bk,

[Device] vlan 144

[Device-vlanl44]quit

[Device] interface Vlan-interface 144
[Device-Vlan-interfaceld44] ip address 101.0.145.19 255.255.255.0
[Device-Vlan-interfaceld44] quit

[Device] vlan 145

[Device-vlan145] quit

[Device] interface Vlan-interface 145
[Device-Vlan-interfacel45] ip address 20.1.1.1 255.255.255.0
[Device-Vlan-interfaceld45] quit

# 3 1 XGE1/0/49 I A\ 35 & VLAN.

[Device]interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] port access vlan 144

# JT A I 1 H 802.1X INIETZhRE, It B I bbb y 802.1X sl AIER .
[Device-Ten-GigabitEthernetl/0/49] dotlx
[Device-Ten-GigabitEthernetl/0/49] dotlx mandatory-domain bbb

# & 802.1X Jydii 42 77 7o
[Device-Ten-GigabitEthernetl/0/49] dotlx port-method portbased

15



[Device-Ten-GigabitEthernetl/0/49] quit
# ¥4 11 XGE1/0/51 I\ £$5 %€ VLAN.
[Device] interface Ten-GigabitEthernet 1/0/51

[Device-Ten-GigabitEthernetl/0/51] port access vlan 145
[Device-Ten-GigabitEthernetl/0/51] quit

# BB bbb N RS E K IER.

[Device] domain default enable bbb

# IS ZR NI P, FIP 408 user, BN W] SCHINE) 123456, (RLARZS AN A3 H] 7
PP 44 AN B R 5 2 5 e R e 55 s i P B A D P 44 AN R DR KR — 20

[Device] local-user user class network

[Device-luser-network-user] password simple 123456

[Device-luser-network-user] service-type lan-access
[Device-luser-network-user] quit

# B4R 802.1x AiIF.

[Device] dotlx
6.3.2 ELE ClearPass

(1) %% ClearPass
# 7EN G 2 N ClearPass [T IP Hulilk, & 35% ClearPass [FIHC & i .
[E]19 %&3E ClearPass

L —
—
2 FT @
ﬁﬁﬁﬁ Wireless VPN
] ] —
#H S & & &
AA/Policy Device Guest Device Security
Management Gnboarding Management Health Exchange
" ClearPass Policy Manager ‘T ClearPass Guest
_,’ﬁ ETREERE, SEEESRRUE AAA FEEE
I ClearPass Onboard @ ClearPass Insight
E” CEELALT J BT, REES. M

# ¥t “ClearPass Policy Manager” , i\ 3 ClearPass 45 s (I 1 4 Fismt CARE1N
admin fl Pass1234_ ) , giii “&3” HE AV UERC B T .

16



[&]20 % 3% ClearPass Policy Manager

aruba ClearPass Policy Manager

BFs: [admin |
=8: | [ |

(2) WP
UGS S “BLE » G4 » AMAHF » 3m” , R4EE 21 .

E21 HFmAR

SIS o

FF ID: [user |
E=t:H user |
RS (R EARES)
B O (i lET R TACACS+ BHRAIEHENEE)
28 [[Employee] ~|
=3
[=:2 |
1 | Click to add
(3) futumisy

IR E 22 A, % “Conditions” B “User-Name” BT (12 & 21 FRANE
M 1D



E22 RN RRst

BE » S » BEES » B8 - myrole_user
fAtaist - myrole_user

%na BRESHA

-

FEEEETR: myrole_user

ik

SLAEI: [Employee]

BRI -

HUHEE First applicable

1“ (Radius:IETF:User-Name user) [Employee]

(4) whnks
IR “TCE » % » B » 7, RIEE 23 Im .
a. “IPE(FMHLL” HER& F SRS SO AR IP il (RF10 20.1.1.1/24)
b. “RADIUS J:Z#%4H” FEE RS FECEMN S RADIUS JIj%5 %58 BRI EAME CREI1N
123456)
E23 RmigE

L= S o

SNMP SHEE SNMP SAE= CLIGS  OnConnect B3  [BfE

= [H3CSwitch |
IP EF Rl [20.111
(f7lz0, 192.168.1.10. 192.168.1.1/24. 192.168.1.1-20 5 2001:db8:a0b:12f0::1)
EEE: -
f=hu 5130HI
e
RADIUS HE=#=: | ............... | I | ............... |
TACACS+ HEZH: [ | B [ |
HATEERR: [H3C [=]
EF RADIUS SR w0
=5 RadSec: [m]

E1 &3 3

(5) WA
GS T “HLE » ML » B4 A » Bn” , RIEE 24 BN &4,
“CTM” TS LSRG E O AAR P bk CRES 20.1.1.1/24) .



(6)

()

E24 Fmig#eA

EiR: [H3C_DevGroup4 |
it r\et
<
& ® 7M
O EM=ET
O 7=
Fh: [20.1.1.1724

(Flan 192.168.1.1/24)

NG B S

FR A ] 25 A INECE S sh Ak g A /DR e — A, 2487 DU T H P A R 2% network-admin
R

[E25 AMBCE S

EE » =% » BBE{4 » Edit Enforcement Profile - myH3C_Pol_user
BRIEESUS - myH3C_Pol_user
mEve  EE

EExH:
= myH3C_Pol_user
i)l H3CEREE
EitH RADIUS
BiE: Accept
EEEFIE: 1. H3C_DevGroup4
=i 5
E2i = <1

1. | Radius:H3C H3C-AVPair = shell:roles=network-admin

RISk

FR 4 ] 26 NN SR o
a. [EWRINFEIEET, “Conditions” Fixf N f#) “Actions” EF & 25 62 AL B 0.
b. BUNPPAh S, ARE R B Rk I i — N DT,
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(8)

126 ARNNSRES

£ » &EH » EEE » %838 - myH3CPolicy_user

3B%I A% - myH3CPolicy user

ETIIT

-t

= myH3CPolicy_user

fak: H3CHET SRS

BRI RADIUS

EUAEE [Allow Access Profile]

R

AN EE: Evaluate all

1.| (Tips:Role [Employeel) myH3C_Pol_user

il &

N & P PVAT RS T

a. 7EE 27 HhisimMRss e, “28A0” 3EHE RADIUS a&fi| Gl

b. 7E[E] 25 i ey, <A SRR R 22 B I f
C. EIE 26 HrN R,  “om il s e EAE B 26 H A ] S

E27 ARMARSS

EE » BE » 30

RS
BemE BE  mW @S
wE: [RADIUS E=IE88) vl
=28 [myAuth_user |
fk:
A
s O BRI
ERER: Omm Owrems Omesmen O Hwms O DwE

BESSH

IE O ZFER ® LIFFEEHE:

1. ‘ Radius: IETF NAS-Port-Type EQUALS Ethernet (15) By @
ius: ice- Login-User (1), Framed-User (2), B
2. | Radius:IETF Service-Type BELONGS_TO Authenticate-Only (8) By i

[E128 RN S RUIE
AR “Select to Add” B EAL I B A IIE T B SRR
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EE » RE » B0

&=
53 B8 a@w B
BEiEAE: [CHAR]
EHHAEE
[--Select to Add— ~]
SEEIER: [Local User Repository] [Local SQL DEB]
ESHAEE
[--Select to Add—- v
HheFEFEAN: [ BRLEERT R eSS E S SR AFIz=
RS [--Select to Add— v

Z]29 R

EE » RS » &0

ilrEss
BS  StBi B wE
EEERE: (myrole_user )
BENSTERTEES

&k

ERiA M [Employee]

HALFEEEE: first-applicable

= R

1. (Radius:IETF:User-Name user) [Employee]
[E30 AAnsEHl

BE » BBE » &0

iz

Bs  SeRE  #e =
EEEFNER: [ EERes e mEailnn sl
=S (yHaCroliey_user Y E3
EHIEREEER

=i H3CEN S

SRS [Allow Access Profile]

ANFEEEE: evaluate-all

= IR
1. (Tips:Role [Employee]) myH3C_Pol_user
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6.3.3 IIFALE

(1) FEBCEAARSS SA I E L B OL S, % i fi ] iNode 2 /o, ARk 5545 B RCE K
YRR R AT SE RO 2

E31 802.1X & FimEERERE

& &

@

gEaoih=
802 1%k
BrRE user

B sesene

[iff
i

v BFRPE v REER HE

Ty

(2) WP EZJE RS SR 32 .
E32 AP LE&ERSHFETR

@A GH oK

BEFRRE ACCEPT
SRR R0O0000009-01-627b8e46
B EEFEE: May 11, 2022 18:21:58 CST
EREIIRE: 0C-DA-41-1D-62-F6
APs: user
HEEE Ip/im0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
HIEREESTR: 5130HI
EERRES: UNKNOWN (100)
EFREE -
Ji5=H myAuth_user
ST CHAP
SHEIDE: Local:localhost
LR [Local User Repository]
Ba: [Employee], [User Authenticated]
BEIESE T mvH3C Pol user

W4 S 3 RER, 3 1-245 %> b E3

(3) HMPE&JER& ERER
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k% Filid display dotlx connection A LIEF 802.1X I {5 E., wl
Username 4 802.1X I /4 (A&41N user)

[Device] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: CHAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:21:58
Online duration: Oh 1m 22s

6.4 802.1X PAPIAIEEL B B 5501IE
6.4.1 BZE Switch

et ERAREARINETT MBS0y PAP, HLEREBELHEN, 5% 6.3.1 MLE Switch,

[Device] dotlx authentication-method PAP

6.4.2 it & ClearPass

R4S ds B RGBS “IRS” I “ S Il 7 7 1B ECh PAP, HERLE LHF B, 1555 6.3.2 iU
H ClearPass.
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33 fZ S HMIIER N

EE » RS » &0

iR
B gs 5% @
SiRIESE: AP
[--Select to Add--
SR [Local User Repository] [Local SQL DEB]
[--Select to Add— |
FIeEREAN: [ EELIEEETERErEa EnEErESsRadlF =
REAET: [--Select to Add— ]

6.4.3 IIFALE

(1) (EEAFURS BB T, (E% PR AR iNode 3, A 428 LRCE 1
ZAERGRIA] S RO P R

(2) M EZJE RS R 34 Pk
E34 AP LE&ERFRER
] » e e

ERNE: ACCEPT
SIETRR: RO000000b-01-627b8e8a
B RE#BdE]: May 11, 2022 18:23:06 CST
ZimEHlimnEe: 0C-DA-41-1D-62-F6
BPsE: user
HIEEE P/wO: 20.1.1.1:16978064 (H3CSwitch / Aruba)
R EER: 5130HI
B UNKNOWN (100)
EFREERE -
R myAuth_user
SHREITTE: PAP
EREIEE: Local:localhost
FEE: [Local User Repository]
=-1=H [Employee], [User Authenticated]
IEHIENE it mvH3C Pol user

(3) M) E&JERZER
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e % LiEid display dotlx connection nfU#E 802.1X H P I{EE, WG Lk
FH P ) Authentication method B 5 250N PAP. H 45 BAEE,

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: PAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:23:06
Online duration: Oh 4m 28s

6.5 802.1X EAP MD5IA\ERD B 1B 518 F
6.5.1 Bid&E Switch

wg ERFREHRET MBSO EAP, HERELH BN, 6% 6.3.1 HLHE Switch.
[Device] dotlx authentication-method EAP

6.5.2 it & ClearPass

g2 L RFREN IS R “amieuE 7 B8 EAP-MDS B RS, HERLE TR BM, iE
2% 6.3.2 fil & ClearPass.
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B35 fZe S MIIER N

EE » RS » Bl

s
St aEE: [EAP WD)

[--Select to Add— v]
SEREE: [Local User Repository] [Local SQL DEB]

[-Select to Add— w|
ZieEFEFIN: [ 2B EERTERErEaEne S ES o rilFE=
BREUES: [--Select to Add—- ~ |

6.5.3 IIFALE

(1) FEBRARMIRSG A E LRSI, 7E% P smfiH] iNode 2/ 3, 4 A RS54 L1 & i H
ZAERGRIA] S RO P R

(2) M bE&JERS A s Nk 36.
E36 AP LE&ERFRER
WA W ek

RS ACCEPT
SiETRRE: RO000000c-01-627b915d
HEEFIAE]: May 11, 2022 18:36:14 CST
ERFIITEF: 0C-DA-41-1D-62-F6
il=r=H user
HEEE 1P/RO: 20.1.1.1:16978064 (H3CSwitch / Aruba)
hiEliEEETR: 5130HI
EETREE: UNKNOWN (100)
{EEFARTRE -
== myAuth_user
SHRIEa®: EAP-MD5
SRMIEE: Local:localhost
EIR: [Local User Repository]
== 1=H [Employee], [User Authenticated]
EHIEE v mvH3C Pol user T
M« STE1ECE Z1-246 F e »l

(3) M E&ERZLER
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i #% LiEid display dotlx connection i LLEF 802.1X S {5 E, Al
Username 4 802.1X I /4 (A&41N user)
[Device] display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb

Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:34:37

Online duration: Oh Om 4s

6.6 802.1XIEPINIEALE LB SIUE

M@ AT IER A RINIE, FESCRAIES Ry HRIETS . 2 dmiE 15 LRSS 25 1E 1,
il 37, FESRBUSRIESS, TEBRRFARSR) 705 S A iNode 7 /7 im DL RS 4%, I HAEZ /™
i b R PR N IE S B T 30, [RIA Be# PA S AR 55 4% bt e AR X R FRAE 5 2K, A TS BIE
FNIE.

E37 =HHEH

=l certnew.cer 2284 1KE
(B jin.pfx Personal Inform... 3 KB
server.pfx Persanal Inform... 3 KB

HARIET certnew.cer M7 P uiiiE 45 jin.pfx E 2] iNode 75 F o XA, 4T, FFd T e 4%
%,

6.6.1 BFFIROCE

(1) SAWRIER
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- BERRE v RETE ==
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802.1X1001E X
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v EAREIMNE

HEAGE -
R

@ EAP-TLS

@ PEAP TER | 58 -

© EAP-TTLS 73 MS-CHAP-V2 =

MEHERAFE

s “BESET , HEN CERFRIER” T (& 53) , W ET AR e, Al
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53 iEiFE FimiEH

TS X

i) WEE FRAER =l

jinjiyuan WINSERVER-KIM-... &=l 2023-03-2

] m | 3

6.6.2 BCE Switch
B E R FRERNE T B 8Ch EAP, HEeR B LHIEBN.

[Device] dotlx authentication-method EAP

6.6.3 BCLE ClearPass

fR4s 8% LBl EiE S % 6.3.2 filE ClearPass, FFifin F#h7e:

(1) FAMRIUES
ESHR IR B » IEH » FAEFIER, IIRAES.
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E54 FARIEH

B - i - B
IEBEIFIE & Em

BRLHE(CA) 8

— = i R (=]
0 Cn=starfield Services Root Certificate Authority - G2,0=Starfield Technolegies, AD/LDAP [BEEE, 55 F T RS, valid habled
Inc.,L=Scottsdale,ST=Arizona,C=US SAML, SMTP, Efh
CN=Aruba Networks Trusted Computing Root CA 1.0,C=US,0=Aruba e & n
& ‘ Networks,0U=0Operations,0U=DeviceTrust Aruba EEZEE Valid Diszbled
3. ‘ [0 ¢=Us,5T=CA,0=Hewlett-Packard Development Company,CN=HP Devices CA 01 Aruba EftiziE Valid Disabled

W& 55 “UFFCAE” mIFARIEP certnew.cer, FVEIERE “EAP” , i “WRIMER” .
[&55 SRHER

EES —
IEH3i: FHENS | certnew.cer
R EAP

BRI v

WK 56 AAEIUEBEESIR, SR SEARIET “CN=WINSERVER-KIM-CA” .
E56 ERESAHIES

EE » I » EEAS

STt i
EBEERIFE w
W 5 AT =,
# L= A& v Hatt (&)
. CH=Starfield Services Root Certificate Authority - G2,0=Starfield Technologies, AD/LDAP BBE:E, 55 F FIIiRSEE, Valid Enabled
i Inc.,L=Scottsdale,ST=Arizona,C=US SAML, SMTP, Efil
CN=Aruba Networks Trusted Computing Root CA 1.0,C=US,0=Aruba . g .
0. | Networks,0U=0perations,0U=DeviceTrust Aruba SHEIE alid Dissbisd
3. | (0 c=us,5T=CA,0=Hewlett-Packard Development Company,CN=HP Devices CA 01 Aruba ERPEHE Valid Disabled
4. | [ CN=WINSERVER-KIM-CA EAP Valid Enabled

(2) ARG HIES
FE AU PR “EE » R » (FAESIR, RIS SIES .
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E57 SANRSEEFIESR

EE » i » EHEE

LTS + CEEEEEIES

UEBFE  SEBEBEEER
2, BAES

5 BrhpiE I #5E ClearPass [REXE.

PelZfRSEE: [clearpass1 (101.0.144.37) v #IZERER:  RADIUSEAP BEEIFS v

W] 58 UE PSRRI R MRS UET” , AR AR 58 HikFE, F RS, EEMR
& 4IETS server.pfx, FIANEN, Sf “SA7 .

58 SNIEH

JFEE: [(REHI= v
Rs=E: [clearpass1 (101.0.144.37) ~|
A [RADIUSIEAP BEEEES ~|
EfEAE: [EfE PKCS#12 IEH({X pfx & p12) |
PKCS#12 3T#: @| SIVerpi

=g e ]

Note: FEIVEEREEMMESZERES (B0 *.arubanetworks.com )BNFREFIT BWIFEE(EV, "Green
Bar")F{E RADIUS/EAP REJILT. EREEEENIIEN, SoERRUETERTSHRIL.

AR AR S #E TS, & 59,
E59 EES MRS ZIER

BE » i » THEE

s e GESEETH
UFBEEF o HETRESER

& SNES
EFHEEREIS, PRSI BEESEE ClearPass fE2

SIS

EREEE: R ERER:
Subject: CN=server

Issued by: CN=WINSERVER-KIM-CA
Issue Date: Mar 23, 2022 17:35:45 CST
Expiry Date: Mar 23, 2023 17:45:45 CST
Validity Status: Valid

Details:

Root CA Certificate:

Subject: CN=WINSERVER-KIM-CA
Issued by: CN=WINSERVER-KIM-CA
Issue Date: Mar 23, 2022 16:45:21 CST
Expiry Date: Mar 23, 2027 16:55:20 CST
Validity Status: Valid

Detalls:

RSS2 Bk BAE T R FE SR AR N . GBS IGIE 758 EAP-TLS, L& 60; i%
BT S IuE 775N EAP-PEAP, LA 61; ®FE S IGUE /7158 EAP-TTLS, WA 62,
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&l60 EFHMHIIES R EAP-TLS

EE » BRE » &5 - myAuth_user
AR%E - myAuth_user

Ll soui L

SHBITAE: [EAP TLS]
[--Select to Add— )
[El61 &FHMIIES £ EAP-PEAP
BEE » BE » &8 - myAuth_user
75 - myAuth_user
= u s
SR [EAF PEAF]
[-—Select to Add— v
[El62 &FHMIIESSEA EAP-TTLS
EE » RE » %8 - myAuth_user
RS - myAuth_user
= u s am
ShrEibsE: [EAP TTLS]
BEHES
[--Select to Add— v)

6.6.4 TIFALE

(1) HPTE iNode % F i LA K B #5 FIAR 55 4 52 AL B, 7E iNode %% P i 8 5% 2k .
(2) M/ LIRS 8B nE 63, K 64. K 65.
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[E63 EAP-TLSMEAR L& EREEER

ERRE ACCEPT e
SRR RO000006a-01-627cc47c
B EAFNATIEL: May 12, 2022 16:25:32 C5T
SRR 0C-DA-41-1D-62-F6
BFRE: user
EEkEE Ip/R0: 20.1.1.1: 16978064 (H3CSwitch / Aruba)
HIEEEER: 5130HI
ERRRRS: UNKNOWN (100)
iR -
R myAuth_user
SIHRIERZE: EAP-TLS
SHRRILE: Local:localhost
EUE: [Local User Repository]
=j=H [Employee], [User Authenticated]
EEIESTE: myH3C_Pol_user

64 EAP-PEAPANEAR &GRS =EETR
EA B

BRPE: ACCEPT i
SiRtmAE: ROD00D006Gf-01-627cc67C
B EAFORT A May 12, 2022 16:34:05 CST
EREUmEE: 0C-DA-41-1D-62-F6
BrE: user
HiAEE IP/iw0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
EEEEETR: 5130HI
BN UNKNOWN (100)
PR -
RE: myAuth_user
SpEirAiE: EAP-PEAREAP-MSCHAPYZ
SipRIEE: Local:lecalhost
EELE: [Local User Repository]
== [Employee], [User Authenticated]
SEEIEIS L myH3C_Pol_user
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[&l65 EAP-TTLS IAMIEA R E&ERSEER
E!EE! BA EH

BERAE: ACCEPT
foetanizea ROD0OD0076-01-627cc9bd
|=EElailH May 12, 2022 16:47:57 C5T
HimEEmERE: 0C-DA-41-1D-62-F6
s user
BimiEeE Ip/E0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
IRERREET: 5130HI
e e UNKNOWN (100)
EFERIERS -
s myAuth_user
SiribsiE: EAP-TTLS,MSCHAP
SHRIEE: Local:localhost
R [Local User Repository]
==1=H [Employee], [User Authenticated]
EEEE myH3C_Pol_user 2]
HA4STE1E0R, X133 Zem E m

(3) M &m)E&& TR
e 4% Lilid display dotlx connection nJPL&FE 802.1X 5, wH
Username A4 802.1X I F 4 (A5 user)

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/12 16:47:57
Online duration: Oh Om 5s
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7 Portal I\ UEXT$2HD B 2445
7.1 LHMEK

11[&] 66 17, Client #il ClearPass Ik 55 #% i it Switch 2237354, ¥ &8 B A A5 %t Client 31T Portal
WIE,  DAFE ) O W 2 B g vy 1), HARZER T

o KM ClearPass 1A RADIUS fili 45 #3 Al Portal i 45 %%

o M RHERETTAM Portal tAIIE.

[#]66 Portal I\ EHCE 20 M [E

ClearPass server

Portal Server
Radius Server
20.1.1.3/24

Ten 1/0/51

Vlan 145
Ten 1/0/49 20.1.1.1/24

Vian 144 ££2s
101.0.145.19/24 S

Client Switch
101.0.145.39/24

Internet

7.2 {ERAMA

AT B 2851 B A FH )8 25 P45 KRR SR
e  Switch: S5130-HI, R3507P02
e ArubailiFfii%%%: ClearPass CPPM V6.9.7

7.3 BEELE

X i

A BARTIAMENAIRELE, MA LB ARES, HIRIEXER 4895 2403719,

7.3.1 B E Switch
#HECE HTTPS B AIE B A FTP S AR% & L (T SRBHGIET, 1HB AR R,
El67 HTTPS L&iFH

@ cacert.crt 2014/9/10 19:47
= local.pfx 2014/9/10 19:58

# il ® RADIUS /7%,
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<Device> system-view

[Device] radius scheme radiusl

[Device-radius-radiusl] primary authentication 20.1.1.3
[Device-radius-radiusl] primary accounting 20.1.1.3
[Device-radius-radiusl] key authentication simple 123456
[Device-radius-radiusl] key accounting simple 123456
[Device-radius-radiusl] user-name-format without-domain
[Device-radius-radiusl] quit

# QI ISP 3 “dml1”, HAi% ISP L & AAA UEHZEL. 3TN “7,
[Device] domain dml

[Device-isp-dml] authentication portal radius-scheme radiusl
[Device-isp-dml] authorization portal radius-scheme radiusl
[Device-isp-dml] accounting portal radius-scheme radiusl
[Device-isp-dml]quit

# e B HE A VLAN A1 VLAN £ 1/ 1P Hiuhik

[Device] vlan 144

[Device-vlanl144] quit

[Device] interface Vlan-interface 144
[Device-Vlan-interfacel44] ip address 101.0.145.19 255.255.255.0
[Device-Vlan-interfacel44] portal apply web-server newpt
[Device-Vlan-interfacel44] portal bas-ip 101.0.145.19
[Device-Vlan-interfacel44]quit

[Device] vlan 145

[Device-vlanl45] quit

[Device] interface Vlan-interface 145
[Device-Vlan-interfacel45] ip address 20.1.1.1 255.255.255.0
[Device-Vlan-interfaceld45] quit

# 35 1 XGE1/0/49 Al XGEL1/0/51 JI FI48 5E () VLAN.
[Device] interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] port access vlan 144
[Device-Ten-GigabitEthernetl/0/49] quit

[Device] interface Ten-GigabitEthernet 1/0/51
[Device-Ten-GigabitEthernetl/0/51] port access vlan 145
[Device-Ten-GigabitEthernetl1/0/51] quit

# BCE dml ysas [ ISP dk.

[Device] domain default enable dml

# A IFEN PKI K sslvpn, Fi4E @ k-5 B B ) RSA 280X N ssivpn, #EHR I NiEH .
[Device] pki domain sslvpn

[Device-pki-domain-sslvpn] public-key rsa general name sslvpn

# XM CRL KT .

S =
szi& b5 =X

EF BT CRLAE, dwE PKIR T RGLEAEE CRL. CRL FEIE K. RE CRLASTI L ILF
RIAGIER LA N4, NFFHPFiEH. RKIGERGBREF L LK.
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[Device-pki-domain-sslvpn] undo crl check enable
[Device-pki-domain-sslvpn] quit

# RAEH S AGIERET, SN T E R G e B AR
[Device] pki import domain sslvpn pem ca filename cacert.crt
[Device] pki import domain sslvpn pl2 local filename local.pfx

# BCE HTTPS AR5 238 H 19 SSL KM% .

[Device] ssl server-policy 1

[Device-ssl-server-policy-1] pki-domain sslvpn

# BCE ST HW 1P A 101.0.145.19 ¥4kl

[Device] portal free-rule 2 destination ip 101.0.145.19 255.255.255.255
# I & Portal Web fl 5% #31) URL Hiik.

[Device] portal web-server newpt
[Device-portal-websvr-newpt] url https://20.1.1.3/guest/h3c.php?_browser=1
[Device-portal-websvr-newpt] quit

# B E Portal AIEIR S 2% .

[Device] portal server newpt

[Device-portal-server-newpt] ip 20.1.1.3 key simple 123456
[Device-portal-server-newpt] quit

# FEAA M Portal Web IRS5HLEL, FF4REM A HTTPS B2 F 3 52 HANIES B
[Device] portal local-web-server https ssl-server-policy 1 tcp-port 8443
[Device-portal-local-websvr-https] default-logon-page defaultfile.zip
[Device-portal-local-websvr-https] quit

# JF S HTTPS k% -

[Device] ip https enable

=
A iE

it & Portal Web R 42549 URL B, Fikihttps £%!, & 4 Aruba ClearPass B AT X 4F49 £ https.

# fid & Portal ELEAILE.

[Device] interface Vlan-interface 144
[Device-Vlan-interfacel44] portal enable method direct
[Device-Vlan-interfacel44] quit

Z

o AP TVAKA BEINERE T = E Portal IAEF X L&, BHRE B4 & L8 portal
enable method direct A2 & portal enable method layer3 8P+, JR% &AL F
5 FH L)

7.3.2 BLE ClearPass

(1) &% Web %5 2%
v as LBk S, st “ClearPass Ui %7 .
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https://20.1.1.3/guest/h3c.php?_browser=1

()

®3)

[®l68 %3 ClearPass

arvba
—_—
=) = @
e
ClearPass
] [ )
£ B & & =
AAA/Policy Device Guest Device Securit ity
Management Onboarding Management Health Exchange
@;_. ClearPass #REESE “i” ClearPass ihE
& ,); ETHSNEE RERESTHEWR AAA =EEE
7 ClearPass iR PE ClearPass F&)
Ef BAEEES T BEST. BAEE. AASEE
pad
612 web B3R

s “ET» BUE » T » Web B35 » #iiE Web B0 .
E69 #iE Web &R

=T » BEE » TE » Web BR

Web &EF

&6 57 web BRTW

._5; guest-login guest-login Galleria Skin
&8 h3c h3c Galleria Skin
24 web 2R (") EFIE ETHaET v
SRR
HEER AR

a. “i5 URL” 1514 I web-server i B (1) URL H1f) http / https (2R AUAH[R] (HAR
Z W, 7.3.1 L Switch) , BUOASHETR &M AR, a0 AAH RN ok

b. “$#&577E” KM “POST”

c. URL FF3HE K IP & 4 EVGE VLAN SR IP sthhl (CARf1)4: 101.0.145.19)

d. “HP2T7E. BRTFE. SR Hiankns, Mz

e

f

“ SRR A LI 71 TR IR
HETBREAZ, midi “fRIFES
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E70 Web BRTUEE

FH

— ==
5T1=

» BiE » THE » Web B8

Web EF (h3c)

FRMFEEN Web X h3c,

* S

TEE

e

* RS

BRES

[hac |
BiMt Web BRTENER,

[zc |

it Web BFREINTEEH,

Web ZZA[}A."/ guest/page_name.php #HTiFE],

X wWeb SREEEIEAMELE,

BEVIZE v
AR i AR iR,

AT EEER =R T IAERIEDN,

* #25% URL:

* fRRiE:

IH1E CNA:
BEVHES:
EEVIRE:

* ErETE:

E71 Web

BEMER:
EEVIRE:

* EFETE:
BrEEsE:

* EETE:

* S

* SiamiFeTe:
&

CAPTCHA:

B0 iR

(4)

|htlps:|f.l’101 0.145.19:8443/portal/logon.cgi
NAS IEEMEFEEN URL,

® posT O GET

R NAS Rru@ssnBHErTTE,

F*.E EEAFENERE v

EMBAEPS).
= EREEEEES,
= . (ETNEESIHEE,
“_Il=I g 'ﬁl Ef:’l'E‘ﬁﬂk:L‘:ﬁ_ﬁw-—;:EE I "FER,
| =57 Apple Captive Network Assistant
Apple Captive Network Assistant (CNA)EEEEREEFFE IFAEERN SRS
EE, WERATRENERT AR, EERTFEEERNE1,

O peszuzsss

NSRS, IS HTML ERRIREEE 0 HTML B558,
O m=smisrasnsises

MNEEE, SEEEENSIERR2NEEREE

[Ptuser |

BFEPAFSTRNER, (SR, HERSTEE NAS 78,

EETEAIS,

BRIVASTREC

O puszuzise
NS, YRR HTML BB EEE o HTML 2258,

O E=snlgesimmsss

MNEEE, SEEEENSIERE2rSEREE,
[Ptuser |
ERESRAFETEAER, B0, HEFSEES NAS BE,

SEREEETT NAS FH. EEESHRIRERS,

[PtPwd |
TREOERTENEY, BrR0N, HERSEES NAS RS,
FolNE (A ) hd

R RSN EEREEMEEE,
[(R-FETEEE v
HETEHRSE NAS EHAME > SiRTHA S BT S AR,

O == ssmnss

MEEF, SLEHRFEE ESHE EINE,

E2 ~]
T CAPTCHA =%,

PtButton=Logon

HHEMEEET NAS EESRINFERSHFNESESEF - &, ST,

%% ClearPass 5% Ik 45 2
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TENYE 2% N ClearPass 1 2 IP thli, & Ul 5 . “ClearPass Policy Manager” ,
i N3 5% ClearPass JIr 55 # (1) 1 44 A1 2 A ik N A UE IC B 0L 1
[&|72 %3F ClearPass

aruba

2 = Q@
- -
Wired Wireless VPN

ClearPass
(] (] —
#"H S & &H 2
AAA/Policy Device Guest Device Security
Management Onboarding  Management ange
‘-&L \ ClearPass Policy Manager f‘T* ClearPass Guest
) =TeonsR BERESFNELR s EEE
g ClearPass Onboard S ClearPass Insight
%- SR e ERAT. RERS. SRS

# ¥ “ClearPass Policy Manager” , %\ & % ClearPass Ik 55 3 1 H P 4 F 6D CRHK1 N
admin fl Pass1234_ ) , giii “& 3”7 HE#E AR E T .

[E|73 &% ClearPass Policy Manager

aruba ClearPass Policy Manager

B [admin |

(5) WIMHF
RS “TEE » Sy » A » 37 . AR 74 A .
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(6)

()

E74 RXmARF

SIS o

FF 1D: user |
£ [user |
BRfF: (P LISARF)
EMEE: O (EelE TR TACACS+ BRNEHENER)
f=1=H [[Employee] ~|
=3

[=:3 =

1.| Click to add...

R
4R E 75 WA ks, ¥ “Conditions” B “User-Name” [RHEXT M [ 2 & 74 TRINE
M 1D,

[E|75 7NN & RRET

EE » 54 » RGELT » HiE - myrole_user
F@ihgs - myrole_user

ﬁﬂ& B

E-:H

EREETR: myrole_user

=ik

ERARII: [Employee]

B 10 :

HUHEEE: First applicable

1.‘ (Radius:IETF:User-Name user) [Employee]
B

R “HOE » M2 » &% » 7, REE 76 i ik
a. “IP BT MHLLE” S S b SRS AR D nlk i) IP Hilk (AR5 20.1.1.1/24)
b. “RADIUS L= %8” FE S & FECE %M
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El76 RINXE
P T °

SNMP SERiSS  SNMPSAGE CLIES  OnConnect83 Bt

=it [H3CSwitch |
1P EFFlitEaE: 20114

({770, 192.168.1.10. 192.168.1.1/24. 192.168.1.1-20 5§ 2001:db8:a0b:12f0::1)
EEE! -
f=hu 5130HI

v

RADIUS HE=4: | ............... | I | ............... |
TACACS+ HE=4: [ | BHE: [ |
SR ERR: [H3C [*]
EF RADIUS ST w0
2F RadSec: [m]

(8) WMt
R s “TLE » L » B4 » N7, R4 77 B &4,
“TM” IHT RS LSRG O AAR P bk CREIS 20.1.1.1/24)

E77 Hmig&d

=R |[H3C_DevGroupd |
Hit: ’net
4
=5y ® FF
O ERissiEs
O Fz=
F: [20.1.1.1724

(flan 192.168.1.1/24)

(9) Ui E
R4 B 78 IV INAC & SCF. b EZE e e —, HJarbURT A AR
network-admin 4.
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El78 ARINECE XX

EE » 123 » B=t » Edit Enforcement Profile - myH3C_Pol_user

SEHIEIE A - myH3C_Pol_user

mExe  BE
EEwH:
FetorH myH3C_Pol_user
f&E: H3CEREE
E=itH RADIUS
=l Accept
EEERIE: 1. H3C_DevGroupd
=3
£ E=4- 3 =1
1. | Radius:H3C H3C-AVPair = shell:roles=network-admin

(10) ¥shnskms
A ] 79 VRN Skms .
a. fEUSINZREGIS, “Conditions” HXf R “Actions” 143 [&] 78 il (L & S
b. FUIPPLEE, MR Bk Bk I () — AN BT
E79 ARINRES

BE » 35% » 585 » 588 - myH3CPolicy_user

3B%IERE - myH3CPolicy_user

an_on

T

=fR: myH3CPolicy_user

Hik: H3CIETUSREE

EHIEE: RADIUS

EINEELE: [Allow Access Profile]

FRI

AR Evaluate all

1.| (Tips:Role [Employee]) myH3C_Pol_user

(11) hniRss
TR INR S5 0 7 6 45 750
a. 7E[E] 80 husmmikss s, “KA” ik RADIUS s GEHD
o NAS-Port-Type: NAS VilE A i H A EESR A, 15 R PAKR M
o Service-Type: H /' HIEIAERL A
o Framed-Protocol: /" Frame 57\l 55 f 48 255 il
b. 7E[& 82 NN RS,  “ At SREKIEREE] 75 BRI A U
c. TEE] 83 HENINERAIS, “Hmi SN ” ERAE ] 78 Hr Ik (15 | SR s
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[E180 ANANARSS

EE » RS » &0

Es
SEEE  ae BN B
A [RADIUS E510ES) v]
0 [myAuth_user |
&R
A
e U BRI TE SR RERE
BRI Omm OwrRames UEgmirsdl O simeas O iokRE

BESSEM

P& O {ZFE ® LIFFAESE:

1l | Radius:IETF NAS-Port-Type EQUALS Ethernet (15)
_ . Login-User (1), Framed-User (2],
2. Radius: IETF Service-Type BELONGS_TO Authenticate-Only (8)

3. | Radius: IETF Framed-Protocol BELONGS_TO Portal (255)

81 RIS AUIE
R “Select to Add” B EAL A B G I IE TR B BIETR.

EE » BEE » &0

&=
B B
Sinisitaiz: (PAPT
[--Select to Add— ]
SASRIER: [Local User Repository] [Local SQL DB
EHHARE
[--Select to Add— ~ |
ZREFEF SN U BRLEERTERErEaEaERnESoEnllFI=
fR=iEH: [--Select to Add— |
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82 HRmmae

EE » RS » B0

RE
s SOBE B =
ERESTRRE [myrole_user ~)
BENSTERITNES

ik

=TI [Employee]

HNLFEEEE: first-applicable

= faE

1. (Radius:IETF:User-Name user) [Employee]
[E183 AN 5@

EE » BRE » &

irER

B swEi  #e =
EREFNES: O FRsra s tEFERilnREs
ESIE: (CyHacPolcy_user ) s |
EHIEREEER

&R H3CHE ] es

BB [Allow Access Profile]

ANEEEE: evaluate-all

& EHIRE
1. (Tips:Role [Employee]) myH3C_Pol_user

7.4 WUFECE

(1) FER S DAAMER 1P, S E A BIFE AR 55 48 ERCE ) Web SR T, MIALEMRSS 2%
BN ARMEL, MR

&84 Web BFEA

aruvba

NETWORKS

Galleria
HEARFSTEES NS,

user

xR

NESFEIERENE , B LIEAREE.
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(2) M L&A RS A ik 85,
[E85 AP LZ&ERSRER

)
WA EH 2

FRES: ACCEPT
SRR ROD000092-01-627cd538
BRI May 12, 2022 17:36:56 C5T
SRR 0C-DA-41-1D-62-F6
BrE: user
miEEE P/E0: 20.1.1.1:16978064 (H3CSwitch / Aruba)
AR EER: 5130HI
EERRRES: UNKNOWN (100)
{EFFIERE -
R myAuth_user
ity pAP
SHERIEE: Local:localhost
REE [Local User Repository]
51N [Employee], [User Authenticated]
SEEIEIE A myH3C_Pol_user .
14« BFE 1 ECE, £ 1-351 28 » E m

() HMP L& ER&AEERER
7% it display portal user w4 ] L& E 4 Portal /7 115 5 . ' Username
FBE RN Portal F P I 14 user.
[Device] display portal user all
Total portal users: 1
Username: user
Portal server:
State: Online
VPN instance: N/A
MAC 1P VLAN Interface
Ocda-411d-62f6 101.0.145.39 144 Vlan-interfacel44
Authorization information:
DHCP 1P pool: N/A
User profile: N/A
Session group profile: N/A
ACL number: N/A
Inbound CAR: N/A
Outbound CAR: N/A

8 AL VLAN X2 Hc B 244

8.1 AMZEK
% 86 Fizn, Client #1 ClearPass k4525t Switch & 7 i&ER:, WA R EN Client #H47

802.1X INIEEL# MAC Huhb i\ iiE, DAY il X W28 IR AU ), BARESR a0 R -
e XM ClearPass /4 RADIUS k% 2%,
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. J# 3T ClearPass ¥4 K& VLAN, %144 VLAN i 144,
86 #Z4X VLAN A/ [E]

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24
Vian 144 f§" Internet
101.0.145.19/24 ™
Client Switch

101.0.145.39/24

8.2 fERMZA

A B 245 B A FH B BE 48 5 I R B B R -
e  Switch: S5130-HI, R3507P02
e  ArubailiFfk%#s: ClearPass CPPM V6.9.7

8.3 I FEIVLANE B $IB 5184

8.3.1 ALE Switch

MAC Hidi-AE 77, Swtich FROACE 15 2% 5.3.1 fid & Switch.
802.1X AiEH /7, Swtich EHIECE 1HZ % 6.3.1 fit & Switch.

8.3.2 FCE ClearPass

MAC HihEAERT 7, RS54 ERIRCE 1 2% 5.3.2 il # ClearPass.

802.1X WIEH /7, JIR% % LWAc Bi525% 6.3.2 Jil# ClearPass.

HFEk “TEXH” 1 “BiHE” %K 87 B,

e Tunnel-Medium-Type: @/&F&E KI&5HIZENKE, ZEMHEEH 6 I’ 7R 802 K4, wHT
N &% VLAN,

e Tunnel-Private-Group-ID: B#i& £:if 4 1D, %)@ MELE T & VLAN I F T4 T & 1 VLAN ID

(CABI R R VLAN ID A 7).
e Tunnel-Type: ffHMBREYML, ZEMAE N 13 I FR F & VLAN.
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87 ECE

= » B4 » BEE{ » Edit Enforcement Profile - myH3C_Pol_user

EHIFE T - myH3C_Pol_user

wE  mER IE%HI

Ei ) =11 =1
i. ‘ Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2.‘ Radius:IETF Tunnel-Private-Group-Id = 7
3.‘ Radius:IETF Tunnel-Type = WVLAN (13)

8.3.3 AL E

(1) M E&JERS B E 88.
&l88 AP L& EREZBER

EREEEE

BE @A I:ﬁl 2t
EHIEETH: myH3C_Pol_user
ESWRRE: UNKNOWN (100)

BRIEHRRHES: UNKNOWN (100)
RADIUS MERE
Radius:IETF:Tunnel-Medium-Type 6

Radius:IETF:Tunnel-Private-Group-Id | 7

Radius:IETF:Tunnel-Type 13

(2) HFPE&LE®R&KERER (BL802.1X NuF A
%% Lilid display dotlx connection 4] A& A L2k 802.1X Hl T HIfER. Hr
Authorization untagged VLAN: 7B R I~ E AL VLAN 7,

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: 7
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 18:42:15
Online duration: Oh Om 45s
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() HF E&E&EREE (LD MAC HiuhEAuE A6
7E% % it display mac-authentication connection 4] A& E 2k MAC H
WEVGERH P15 S . i Authorization untagged VLAN: 7B 7R 2h T R %4 VLAN 7.
[Device]display mac-authentication connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39
Initial VLAN: 144
Authorization untagged VLAN: 7
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/13 10:06:50
Online duration: Oh Om 16s

8.4 IR VLANZFELE SBES5I0IE
8.4.1 B E Switch

MAC s AiER /7, Swtich FROECE 15 2% 5.3.1 fid & Switch.
802.1X AEH /7, Swtich EHIECE 1HZ% 6.3.1 fit & Switch.
B VLAN ZFRIE, 1% VLAN 2RfE & L egt)d, HEHiEE 7 VLAN 485,

[Device] vlan 8

[Device-vlan8] name vl

8.4.2 BEE ClearPass

MAC i AGER Y, RS2 ERORCE S22 5.3.2 il & ClearPass.
802.1X NIFH /', RS FHIBCE 155 % 6.3.2 il & ClearPass.
Rk “BlE S 1 “JgtE” 2% K 89 BRI,
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89 ECE

=

= » 354 » BEEEW# » Edit Enforcement Profile - myH3C_Pol_user

IBHIECE 4 - myH3C_Pol_user
e pExe

*#3 =1 &
1. ‘ Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
Ze ‘ Radius:IETF Tunnel-Private-Group-Id = vl
I ‘ Radius:IETF Tunnel-Type = VLAN (13)

8.4.3 WAL E

(1) HP EZERS S SR 90,
E90 AP L& ERSRER
uz_ ox [N ew

BEBLE: myH3C_Pol_user
EHERREES: UNKNOWN (100)

EERRRE: UNKNOWN (100)
RADIUS Nakg
Radius:IETF:Tunnel-Medium-Type 6

Radius:IETF:Tunnel-Private-Group-Id vl

Radius:IETF:Tunnel-Type 13

(2) M E&ER&ERER (BL802.1X AE D
e 4% Lilid display dotlx connection fr4 ] A& A L2k 802.1X H P HIfER. H
Authorization untagged VLAN: 7B s ) N KA VLAN 8 (1% VLAN ZFRA VD .
[Device] display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: 8
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
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Online from: 2022/05/11 18:52:05
Online duration: Oh Om 11s

(3) M E&ER&ERELR (L MAC #iib e i)
k% Filid display mac-authentication connection 41 A E 4k MAC #s
HEAER 45 B . Horb Authorization untagged VLAN: 7B 7R 2D R & 3 4 VLAN 8 (1%
VLAN ZF A VD
[Device]display mac-authentication connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39
Initial VLAN: 144
Authorization untagged VLAN: 8
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/13 10:08:19
Online duration: Oh Om 4s

8.5 IXMNVLANE R E LB SIEIE
8.5.1 ACLE Switch

MAC Hih- A EA 7, Swiich AL E 2% 5.3.1 it & Switch.

802.1X IAIEFH /7, Swtich EHIECE IS 6.3.1 HLE Switch.

T AEH VLAN nZifE 4 e gtlgd, 28i%4]1 VLAN 410 1D £/ VLAN 32845 2451 AR
P, BJE2kZm 0 _ERGER P B8 1Z 83  VLAN.

[Device] vlan-group temp

[Device-vlan-group-temp] vlan-list 100 101 200 300

8.5.2 B E ClearPass

MAC b AIEA P, RS 2% RIS & 15 2% 5.3.2 il & ClearPass.
802.1X ANIEF /7, RS 2% LI B 55 % 6.3.2 il & ClearPass.
HFEK “BEXH” 1 “Jgrt” %K 91 &M,
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91 ECEHF

= » 125 » BEEE04 » Edit Enforcement Profile - myH3C_Pol_user

BHFEE S - myH3C Pol user

wE EEaw Iﬁﬁl

¥*mp F=103 =]
1. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
P | Radius:IETF Tunnel-Private-Group-Id = temp
3. | Radius:IETF Tunnel-Type = WLAN (13)

8.5.3 WAL E

(1) AP E&E RS A TR 92,

E92 AP & ERSEETR
B
wE @A I:EI 2
EHESYE: myH3C_Pol_user

ES&ERRHE: UNKNOWN (100)
HERAEE: UNKNOWN (100)

RADIUS NEkE

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id | temp

Radius:IETF:Tunnel-Type 13

(2 HP EZ&ER& EREREER (BL802.1X AEAKD
% % st display dotlx connection a4 LLAE 2k 802.4X A P HIfE S . Hrh
Authorization untagged VLAN: 7B 2R ) N & #Z L VLAN 100.

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: 100
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

58



Online from: 2022/05/11 18:59:08
Online duration: Oh Om 8s

() HF L& T/RER (BLMAC HuliAUE A6
%% it display mac-authentication connection 4] LTS & 4k MAC #
WEGER P15 2 . Hid Authorization untagged VLAN: 7B R TH T & #2480 VLAN 100.

[Device]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: 100
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/13 10:09:19
Online duration: Oh Om 1s

8.6 M Multi VLANEL B £ B 516
8.6.1 ML&E Switch

MAC HihE A GEA 7, Swiich FHIECE#H 2% 5.3.1 Al & Switch.
802.1X AiEA /7, Swtich IR E 1EZ% 6.3.1 it & Switch.
RSS2 Z A VLAN ZFRES, B VLAN WAE e B e ala, HHYEE T VLAN Z55.

[Device] vlan 100
[Device-vlan100] name vl

[Device-vlan100] quit
[Device] vlan 200
[Device-vlan200] name v2
[Device-vlan200] quit

8.6.2 B E ClearPass

MAC b AIEA P, RS 2% RIS & 15 2% 5.3.2 il & ClearPass.
802.1X NIFH /', RS FHIBCE 155 % 6.3.2 il & ClearPass.
RFEK “BEXH” 1 “Jgrt” %K 93 &M,
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[E193 ECE Mt

£ » 35#| » BEBEN{§ » Edit Enforcement Profile - myH3C_Pol_user

BREEIE 4 - myH3C_Pol_user

= mEH lﬁiﬂl

x5 =103 B
1.| Radius:IETF Tunnel-Medium-Type = IEEE-802 (8)
2y | Radius:IETF Tunnel-Private-Group-Id = 400 500 v1 v2
3.| Radius:IETF Tunnel-Type = WVLAN (13)

8.6.3 IIFALE

(1) AP E&E RS A TR 94,
E94 AP LE&BERS[RETR

ARIEEE

BE @A m 2
EEEEZH: myH3C_Pol_user
EEERTE: UNKNOWN (100)

HIERRARE: UNKNOWN (100)

RADIUS ik

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id 400 500 v1 v2

Radius:IETF:Tunnel-Type 13

(2 HP EZ&ERs& LREREER (BL802.1X AEAKD
% % st display dotlx connection a4 LLAE 2k 802.4X A P HIfE S . Hh
Authorization untagged VLAN: 7B 2R ) N &4 VLAN 100.

@ i AH
EINEIR S35 T & 6944 VLAN 13 & — A~ 6042 F VLAN % 5 VA B & F VLAN & #R69 F 44

B, MX& B RN ELMATAH—20 VLAN ID, R/ KRB 5MAT—/~ VLAN 204 A8 [F) 64 ff 477 15 45
wHFE—AFAVLAN, @ 24 VLAN ID s i #%,

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144

Authorization untagged VLAN: 100
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Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/11 19:07:58
Online duration: Oh Om 14s

8.7 1ZiXAuto VLANFRN| 1D B 418 556 F

= i
Auto VLAN #LI T, RS2 T L6944 VLAN AxF 3% 2 44345 £ A 4 Hybrid % Trunk, E 802.1X 4%
ANIzH 7 X A Port-based 493% 2 F 30, &% 04438 LA A access, WA P L& KK,

8.7.1 HBCLE Switch

Swtich FHIECE 1§27 6.3.1 HLE Switch.

8.7.2 BLE ClearPass

%25 FHIBCEE S % 6.3.2 il & ClearPass.
RF¥ “TEXH” ) “JEE” %K 95 B,
E95 FL&E XXt

E » 353l » BEBE# » Edit Enforcement Profile - myH3C_Pol_user

IBHIELE S - myH3C_Pol_user

wE EExH

i) =100 =1
il | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2. | Radius:IETF Tunnel-Private-Group-Id = 7t ot
3. | Radius:IETF Tunnel-Type = VLAN (13)

8.7.3 WAL E

FH P g 802.1X IF T = F 2k,
(1) HPELERSSSExRI8.7.3 (1)K 96.
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El96 AP LE&ERSF/ER

HRFEE

BE 8 I:EHI 2
EHEEY: myH3C_Pol_user
EZEPIREE: UNKNOWN (100)

HIERERE: UNKNOWN (100)

RADIUS Wik

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF: Tunnel-Private-Group-Id 7t ot

Radius:IETF:Tunnel-Type 13

(2) HMpLEgiEws bER
e 4% Lilid display dotlx connection fr4 ] L&A L2k 802.1X H T HIfER. H
Authorization tagged VLAN B /il 2l T KA VLAN 7 F1 VLAN 9. ANf£7E untagged )
P VLAN, MIAME SR H )54 VLAN.
[Device] display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: 144
Authorization tagged VLAN list: 7 9
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 09:57:20
Online duration: Oh 18m 37s

8.8 #ZiXAuto VLANIINI 2B & 1B 516F
8.8.1 ML & Switch

Swtich FHIECE 1527 6.3.1 HLE Switch.

8.8.2 BCE ClearPass

k%% EIBCE 1S5 6.3.2 FilE ClearPass.
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Rtk “BCESCH” 1) “Rit” %K 97 (2 miml.
[E97 BCEXHF

£ » 5% » BEEEW » Edit Enforcement Profile - myH3C_Pol_user

BEECE A - myH3C_Pol_user

wE  mExH

Ecic] =173 =]
1.| Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2, | Radius:IETF Tunnel-Private-Group-Id = 7t 9t 10u
3.| Radius:IETF Tunnel-Type = VLAN (13)

8.8.3 AL E

FH S 802.1X AE T = 4k .
(1) M EL)EmRs % EEoRtn 8.8.3 (1)A 98,

El98 AP LL&ERSHEETR

BE @A - ik

BEEEWHE: myH3C_Pol_user
RSP UNKNOWN (100)
HERRRES: UNKNOWN (100)

RADIUS Nakg

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id 7t 9t 10u

Radius:IETF: Tunnel-Type 13

(2) M/ E&ERE ERERER
7Et % LiEid display dotlx connection w4 m UUEFE L4k 802.1X A {5 . FH
Authorization tagged VLAN 7B 7R Dl K # AL VLAN 7 #1 VLAN 9. f£4E untagged [#1#%
BUVLAN, 3 6 VLAN B & 0ok untagged 4240 VLAN.
[Device]display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: 10
Authorization tagged VLAN list: 7 9
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
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Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 10:21:00
Online duration: Oh Om 3s

8.9 #FiXAuto VLANFRNI3fL B 418 556 F
8.9.1 ML&E Switch

Swtich EHIECE 2% 6.3.1 HLE Switch.

8.9.2 FCE ClearPass

AR %528 FIAC B iE 2% 6.3.2 il & ClearPass.
Nk “BCEXH” 1 “JBt” 25K 99 B,
&99 ELE T

E » &# » BBE » Edit Enforcement Profile - myH3C_Pol_user

IBEIELE S - myH3C_Pol_user

BE  mERH

i E=103 =]
il | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
2. | Radius:IETF Tunnel-Private-Group-Id = 8u 7t 9t 10u
3. | Radius:IETF Tunnel-Type = VLAN (13)

8.9.3 AL E

FH P8 802.1X IF T = F 2k,
(1) HP ELLJE RS #E EEoRTn 8.9.3 (1)I& 100,

E100 AP E&ERSF[ER

BE @) EE Dk

IREEE T myH3C_Pol_user
FESPREE: UNKNOWN (100)
HIEARME UNKNOWN (100)

RADIUS Nah

Radius: IETF: Tunnel-Medium-Type 6
Radius:IETF: Tunnel-Private-Group-Id 8u 7t 9t 10u

Radius:IETF:Tunnel-Type 13

(2) WP E&ER& EER
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%% Filid display dotlx connection @& UIEE EL£E 802.1X {5 E. H
Authorization tagged VLAN FBU R D) T &K #AL VLAN 7. VLAN 9 Fil VLAN 10, #Z4X
VLAN 5 EA—MLEE T “VLAN ID+HE4 7 TERPIF/H, ARG — DA 4B
F 57 untagged J5 4% 19 VLAN KR g AT A ME— 1) untagged B AL VLANCAR 24 VLAN 8),
HAY VLAN #B 35 b7 4 tagged FI#2ARL VLAN, 3 548 VLAN B 5050 untagged 4%
B VLAN.

[Device] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: 8
Authorization tagged VLAN list: 7 9-10
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/12 10:26:36
Online duration: Oh Om 4s

O A ACL XTH:AC B 2445

0.1 HMEXK

& 101 fron, Client A1 ClearPass k45 28iEid Switch 87 %EHE, &5 P A A X Client #i47
802.1X \IFE#EH MAC Hulik A IESR Portal AHE, DAS% il H 0 2 SR U7 iH),  FAREESR AR

. %M ClearPass {£5 RADIUS k% %8 .

. i#it ClearPass #% 4L & ACL.

65



E101 1 ACL A&

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24
Vian 144 %<.§-> Internet
101.0.145.19/24
Client Switch

101.0.145.39/24

9.2 EAMRA

ASHC B %55 B A FH I ve 48 TS IR E B R -
e  Switch: S5130-HI, R3507P02
e ArubailiFfk%#s: ClearPass CPPM V6.9.7

0.3 BLELE
9.3.1 BLE Switch

MAC Hitb A IEF 7, Swtich LR E 15 2% 5.3.1 [l Switch.
802.1X W\iEH /', Swtich EHIECEEZS% 6.3.1 FiLE Switch.
PR ACL 2 FRI, 1% ACL AAIFE & F At A AR

# W% LA ACL, FERECE A .

[Device] acl advanced 3999

[Device-acl-ipv4-adv-3999] rule O permit ip source any

9.3.2 F¢E ClearPass

MAC il IER P, IRss2% LR E i 2% 5.3.2 Jit# ClearPass.
802.1X IMIEFH 7, M55 LWL E1E 5% 6.3.2 [iLH ClearPass.
Wl “BCECH” 1) “Jait” %K 102 25 RIH] .

E102 FCECH

£ » 35#H » EBEZ{4 » Edit Enforcement Profile - myH3C_Pol_user
IBHECE AT - myH3C_Pol_user

wE  EExd

E- i) E=1 L=
1. | Radius:IETF Filter-1d = 3999

VE: Filter-1d BUE N%F, M3%HE ACL Number 4b38, BUE A4 AT, NHRE User Profile 4bEE,
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9.4 ¥ E

P E FAERAE T 2% B2 (MAC #ilibAGE. 802.1X AIF. Portal IAIF).
(1) HFLZERS S EER, B 78,
E103 AR L& ERERET

EHGHREE

BE @A I::HI e
EHEEWH: myH3C_Pol_user
ESREE UNKNOWN (100)

HIERERE: UNKNOWN (100)

RADIUS MR

Radius:IETF:Filter-Id 3999

(2) M LEgERs LER
A DUE B S548 N R ACL T~ R B4 b
[Device]display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: 3999
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 10:34:53
Online duration: Oh Om 13s

10 ¥ User-Profile X2 B 355

10.1 ¢HEEK

& 104 frsn, Client A1 ClearPass k45 28iEid Switch 87 %EHE, &5 P A A X Client #H47
802.1X I\IFE#E MAC Hudik A IESR Portal AHE, DAS% il H 0t 2% SR U7 iH),  FAREESR AN
. ¥H ClearPass {£5 RADIUS IR % %8 .
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o i ClearPass ##40 F & User-Profile.
[E]104 ##1X User-Profile ZH /I

ClearPass server

Radius Server
20.1.1.3/24

Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24

Vlan 144 <.§.)
101.0.145.19/24 4

Client Switch
101.0.145.39/24

Internet

10.2 {ERRMAK

A B A4 B A FH B BE 48 5 I R B B R
e  Switch: S5130-HI, R3507P02
e  ArubailiFfk%#s: ClearPass CPPM V6.9.7

10.3 FBLE SR
10.3.1 ALE Switch

802.1X AEH /7, Swtich EHIECE 1HZ % 6.3.1 fit & Switch.

28 User-Profile & #5B}, 1% User-Profile L407E % % b L4011 4 24 3%

X User HYIE R HEAT BRI QoS 5K .

# I 22K class, VLELATA 3L,

[Device] traffic classifier class
[Device-classifier-class] if-match any
[Device-classifier-class] quit

# BIERAT N for_ub, ZYENREIRE . cir ¥ 10000kbps.
[Device] traffic behavior for_ub
[Device-behavior-for_ub] car cir 10000
[Device-behavior-for_ub] quit

# QI QoS MK for_ub, KL RARAT BT KER .
[Device] qos policy for_ub

[Device-qospolicy-for_ub] classifier class behavior for_ub
[Device-qgospolicy-for_ub] quit

# A User & User Profile, J£5H QoS %H .

[Device] user-profile ub

[Device-user-profile-ub] qgos apply policy for_ub inbound
[Device-user-profile-ub] quit

68



10.3.2 it & ClearPass

802.1X ANIEF /7, RS 2% LA E 55 % 6.3.2 il & ClearPass.
Nk “BCESCE” 1 “JBr” 25K 105 BB,
E105 BLE X

E » 5%l » BBEXH » Edit Enforcement Profile - myH3C_Pol_user

BEIEIESF - myH3C_Pol_user

wE  mExE Iiﬁﬁl

k1] B =t
1. | Radius:IETF Filter-1d = ub

Z

Filter-1d B48 A 465, W48 ACL Number 432, BAE R4 A 45, W4 User Profile & 22,

10.4 EfcE

(1) HP ELLJE RS 2E R R 106(1)& 106.
E106 AP L& ERSEET

BE @A EEA ick

BHELEWH: myH3C_Pol_user
BRI UNKNOWN (100)
AR UNKNOWN (100)

RADIUS MERE

Radius:IETF:Filter-Id ub

(2 HFPE&ER& EER
7Et % it display dotlx connection w4 UEFE Lk 802.1X A {5 . FH
Authorization user profile “FB BRI N R AFRA “ub” #2AL User Profile.
[Device] display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
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Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization

untagged VLAN: N/A
tagged VLAN list: N/A
ACL number/name: N/A
dynamic ACL name: N/A
user profile: ub

CAR: N/A

URL: N/A

Termination action: Default

Session timeout period: N/A
Online from: 2022/05/12 10:52:34
Online duration: Oh Om 4s

11 ¥ CAR X 21D B 24451

11.1 AEK

Wi 107 iz, Client 1 ClearPass k45 #%i@id Switch #E 7iEH:, B4 B 01 A7 B4 Client #HT

802.1X AIEEE MAC HUhEVIE, DAFEHIHS 28 B IR A UG i), BAKESR AT

e K/ ClearPass £y RADIUS 45 %%

e jHil ClearPass 4L T & CAR (Average inputrate. Peak inputrate. Average output rate.
Peak output rate).

[E107 %1% CAR HME

ClearPass server

Ten 1/0/49
Vian 144

N

Client
101.0.145.39/24

11.2 {ERAMAK

101.0.145.19/24 %
Swit

Radius Server
20.1.1.3/24

Ten 1/0/51
Vlan 145
20.1.1.1/24

Internet

ch

ATE B 28451 B A FH ) 8 2% P05 R RRAS A S R
e  Switch: S5130-HI, R3507P02
e ArubailiFfi%%%: ClearPass CPPM V6.9.7

11.3 BLESE

11.3.1 ALE Switch

802.1X ANiEA /7, Swtich IR E1EZ% 6.3.1 it & Switch.
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11.3.2 it & ClearPass

802.1X NIEH I, &4 LRI E IS

* 6.3.2 L & ClearPass.

Ak “BCESCE” 1 “JEit” 2% K 108 X,
108 ELEXH

[

BLE » E#l » EBEX » Edit Enforcement Profile - myH3C_Pol_user

BEIFRE {4 - myH3C_Pol_user

}EE!EEX{#

e i =1
1.| Radius:H3C H2C-Input-Average-Rate
2.| Radius:H3C H3C-Input-Peak-Rate
3.| Radius:H3C H3C-Output-Average-Rate
4.| Radius:H3C H3C-Output-Peak-Rate

IR %5 %% A Output-Average-Rate fll Output-Peak-Rate 7
g

W 109 Fros, MKkSd “EH » 7l » RADIUS » H3C”,
.109 RAIUS % sll]\\j]uﬂ_?%z\_

2 » FE » RADIUS

80000
90000
88000
98000

i H AR RS54 R e LA,

RADIUS 5 &2
iz [ETEER Sr[20 vl

# PIRREER o {ERTEER (=]

il ‘ Extreme Extreme false

42 | F Fs false

43, ‘ Fortinet Fortinet false

44, ‘ Foundry Foundry false

45. ‘ Freeswitch Freeswitch false

46. ‘ Gandalf 64 Gandalf false

47. | Gemtek 10529 Gemtek false

48. ‘ H3C 25506 H3C true

‘ — —

110 RAIUS FHTURMREE =

RADIUS REif

|

RS H3C (25506)

# EHEe D o WA E
1. | H3C-AVPair 210 String in out
2 H3C-Backup-NAS-IP 207 IPv4Address in out
3 H3C-Command 20 Unsigned32 in out
4. | H3C-Connect_Id 26 Unsigned32 in out
5. | H3C-Control-Identifier 24 Unsigned32 in out
6. | H3C-Exec-Privilege 29 Unsigned32 in out
7 H3C-Ftp-Directory 28 String in out
8. | H3C-Input-Average-Rate 2 Unsigned32 in out
9. | H3C-Input-Basic-Rate 3 Unsigned32 in out
10.| H3C-Input-Interval-Gigawords 205 Un5|gned32 in out

o E3 D

mil “FHT L, BNESH.
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I FHP S, i 111,
E111 SHERNH

| RadiusDictionary (3).xml - {254

B REE HE0) EEV EEH
</Attribute=
<Attribute profile="in out" type="String" name="H3C-Ftp-Directory” id="28"/>
<Attribute profile="in out" type="Unsigned32" name="H3C-Input-Average-Rate" id="2"/>
<Attribute profile="in out” type="Unsigned32" name="H3C-Input-Basic-Rate" id="3"/>
<Attribute profile="in out” type="Unsigned32" name="H3C-Input-Interval-Gigawords" id="205"/>
<Attribute profile="in out" type="Unsigned32" name="H3C-Input-Interval-Octets" id="201"/>
<Attribute profile="in out" type="Unsigned32" name="H3C-Input-Interval-Packets" id="203"/>
<Attribute profile="in out" type="Unsigned32" name="H3C-Input-Peak-Rate" id="1"/>
<Attribute profile="in out" type="String" name="H3C-Ip-Host-Addr" id="60"/>
<Attribute profile="in out" type="Unsigned32" name="H3C-NAS-Startup-Timestamp" id="59"/>
<Attribute profile="in out" type="Unsigned32" name="H3C-Output-Average-Rate" id="5"/>
<Attribute profile="in out" type="Unsigned32" name="H3C-Output-Peak-Rate" id="4"/>

Z 8 “Input-Average-Rate” fll “Input-Peak-Rate” ¥l “Output-Average-Rate” Al
“Output-Peak-Rate” XFiskJ@ME, 2 JokiZ U RAF S NIRRT,
112, & 113 o, WKIReE “EH » 5 » RADIUS » § A7,

F112 SAEREHTHREE—

&12 » F& » RADIUS
RADIUS FH

I

i EEEER “IEE ) & Sl

# PSR 2 LR 1D RTRER (=1
41, | Extreme 1916 Extreme false
42 | s 3375 Fs false
43. | Fortinet 12358 Fortinet false
44. | Foundry 1991 Foundry false
45. | Freeswitch 27880 Freeswitch false
6. | Gandalf 64 Gandalf false
47. | Gemtek 10529 Gemtek false
4. | w3 25506 Hac true

E113 SAEMENXHREE

EE: FEETIE | RaciusDictionary (3).xml
HiASTEHE(NRS): [ |

sy “SN” A, wE 114 Fros.



E114 EXNEIN

ISR H3C (25506)

15.| H3C-NAS-Startup-Timestamp 50 Unsigned32
16.| H3C-Output-Average-Rate 5 Unsigned32
17.| H3C-Output-Interval-Gigawords 206 Unsigned32
18, | H3C-Output-Interval-Octets 202 Unsigned32
19. | H3C-Output-Interval-Packets 204 Unsigned32
20.| H3C-Output-Peak-Rate 4 Unsigned32
21.| H3C-Product-ID 255 String

22.| H3C-Remanent-Volume 15 Unsigned32
23.| H3C-Result-Code 25 Unsigned32
24.| H3C-Security-Level 141 Unsigned32
25.| H3C-User-Group 140 String

& H3C i, & IJEM: Output-Average-Rate Al Output-Peak-Rate C.4 5 A\ .

in out
in out
in out
in out
in out
in out
in out
in out
in out
in out

in out

-

= E3 B

11.4 YERCE

(1)

(2)

P b2k )E kg 2% EEmtn& 115,
E115 AP L& ERERETR

BE @A LA ick

SERHEE N myH3C_Pol_user

ESRRRE: UNKNOWN (100)

HIERRRE: UNKNOWN (100)

RADIUS MER
Radius:H3C:H3C-Input-Average-Rate 80000
Radius:H3C:H3C-Input-Peak-Rate 90000

Radius:H3C:H3C-Output-Average-Rate 88000
Radius:H3C:H3C-0Output-Peak-Rate 98000

P B2 JE et bR

e % Filid display dotlx connection 4 A I E F2k 802.1X Al M5 B.

Authorization CAR “FB BRI KA CAR.
[Device] display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl1/0/49
Username: user

User access state: Successful
Authentication domain: bbb

Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
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Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR:
Average input rate: 80000 bps
Peak input rate: 90000 bps
Average output rate: 88000 bps
Peak output rate: 98000 bps
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 10:43:24
Online duration: Oh Om 4s

A » A
12 EAUEXTH2HC B 2445
12.1 HMEK
& 116 A7, Client 1 ClearPass R4 2%t Switch & 7 i%H:, R4S R A YN Client #H7
802.1X NUEEH MAC Hitib o uuE, DAFa il LT 28 B ) vy i), HARELSR AR -
. XH ClearPass /£ RADIUS Il % 2%,
. i#id ClearPass ##4L K & Session-Timeout. Termination-Action.
[E]116 ### Session-Timeout, Termination-Action 28 [E]

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vian 145
Ten 1/0/49 20.1.1.1/24
Vian 144
Internet
101.0.145.19/24 .

Client Switch
101.0.145.39/24

12.2 {FRRA

AT B 28051 B A FH ) 8 4% 705 R RRAS A B R
e  Switch: S5130-HI, R3507P02
e ArubailiFfii%#%: ClearPass CPPM V6.9.7
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12.3 AP&SEBREEINEEEE SBESIIE (—)

= i

HINER S B TAT A P AER K, Bi5ge)aE4 1301 (Termination-Action ) A& KA P
#HATEINE RADIUS-Request (1), MRtk & LA B AR EIAE G, HOLER P&
1E AT BT R B X S AR P R AT INGE.

12.3.1 FZE Switch

MAC HuhibAGER] /7, Swiich AL E iE 2% 5.3.1 il & Switch.
802.1X AiEH /7, Swtich EHIECE 1HZ% 6.3.1 it & Switch.

12.3.2 Bt & ClearPass

MAC i AUEF ', ARS8 F IR B 5 2% 5.3.2 il & ClearPass.
802.1X NIFH /Y, RS FHIBCE 155 % 6.3.2 il & ClearPass.
Rk “BlE S 1 “aBrE” 25 - 07 B,

E117 BLEXX

BLE » E# » EBEX# » Edit Enforcement Profile - myH3C_Pol_user

IREIERE Y - myH3C_Pol_user

wE  mEE

e £t

0]

=1

il | Radius:IETF Session-Timeout 15

2 | Radius:IETF Termination-Action RADIUS-Request (1)

12.3.3 IGuFfCE
P AEFIASERAE T 2% E2k (MAC H#ilibAGE. 802.1X AIE ).
(1) HPELERSLS FERWE 118,
E118 AR L& ERERET

BE @A LA ok

IEHIBLE X myH3C_Pol_user
EHEFRSE: UNKNOWN (100)
FERRRE: UNKNOWN (100)

RADIUS NaRE

Radius:IETF:Session-Timeout 15

Radius:IETF: Termination-Action 1

(2) HpPEgEds ERR (BL802.1X Ak AR
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®3)

k% Filid display dotlx connection @4 UIEE E£ 802.1X [/ 15 K.
Session timeout period F-B s Ik 55 % N R K2 i@ KO 15 10, Bk 5, HP
FRAER 2l f s IR, 205, R P FREUAE0E A Termination action 5B &7 [
Radius-request, B: < 1@EREKEIAfG, MRSAHER 802.1X H /7 #HAT HINIE.
[Device] display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49

Username: user

User access state: Successful

Authentication domain: bbb

Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A

Authorization tagged VLAN list: N/A

Authorization ACL number/name: N/A

Authorization dynamic ACL name: N/A

Authorization user profile: N/A

Authorization CAR: N/A

Authorization URL: N/A

Termination action: Radius-request

Session timeout period: 15 s

Online from: 2022/05/12 11:02:14

Online duration: Oh Om 4s

P E& R ERR (BLMAC AEASED

E%#% Biliid display mac-authentication connection 47 LIEHE F4k MAC
HEAIER P 945 B . Session timeout period 7B R IR 55 4% N R IS 1@ R KA 15 7, 1%
W BAZ 5, HPHER SRR, 25, Mz P PRI Eh7E A Termination
action FB i/~ Radius-request, Bl iR B KA JE, RS AER 802.1X A 7 i#H4T
HINIE.

[Device] display mac-authentication connection

Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49

Username: user

User access state: Successful

Authentication domain: mac-auth

IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: N/A

Authorization tagged VLAN: N/A

Authorization ACL number/name: N/A

Authorization dynamic ACL name: N/A

Authorization user profile: N/A

Authorization CAR: N/A
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Authorization URL: N/A
Termination action: Radius-request

Session timeout period: 15 sec

Online from: 2022/05/13 11:20:20

Online duration:

Oh Om 4s

(4) &R EINE

X 802.1X A, MRIFHCEMIH <

E119 RICIHEFRREE

WO, 15 #b)E A2 f B E L, AR

W=

[X] -] Fikg o+

Ho.

[
R - RV R

24
25
26
27
28

Time
@3:
@83:
83:
@3:
@3:
83:
83
a3:
83:
B83:
83:
a83:

87:
87:
07:
07:
07
07
7
87
B7:
B7:
087:
87:

.830242
.8314e9
. 844886
. 848658
.869535
.872003
.872143
.872958
.877505
.891213
.891764
.918421

Source

00:8a:12:12:
Hangzhou_1d:
00:8a:12:12:
Hangzhou_1d:
00:8a:12:12:
00:8a:12:12:
090:8a:12:12:
Hangzhou_1d:
Hangzhou_1d:
B0:aa:12:12:
Hangzhou_1d:
00:8a:12:12:

12:
62:
12:
62:
12;
12;
12;
62:
62:
12:
62:
12:

Destination

Hangzhou_1d:62:
00:83:12:12:12:
Hangzhou_1d:62:
009:8a:12:12:12:
Hangzhou_1d:62:
Hangzhou_1d:62:
Hangzhou_1d:62:
08:8a:12:12:12:
08:aa8:12:12:12:
Hangzhou_1d:62:
00:23:12:12:12:
Hangzhou_1d:62:

Erotecol Length Infe

EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP

X+ MAC HihEAE, ARFE G B #9 ]  iliE  i
El120 #HRXHBRREE

60 Request, Identity

60 Response, Identity

60 Request, MD5-Challenge EAP (EAP-MD5-CHALLENG
60 Response, MD5-Challenge EAP (EAP-MD5-CHALLEN
6@ Success

60 Request, Identity

060 Request, Identity

68 Response, Identity

68 Response, Identity

60 Request, MD5-Challenge EAP (EAP-MDS5-CHALLENG
60 Response, MD5-Challenge EAP (EAP-MD5-CHALLEN
60 Success

» 15 Wb P AR EEYE, FFAERT).

AmJ@ | BREB es=FIEEQQaH
W [radius
Ho. Time Source Destination Frotocel Length Infe
49 2822/133 11:28:16.923339 26.1.1.3 208.1.1.1 RADIUS 136 Access-Accept id=12
5@ 20227133 11:26:16.941766 20.1.1.3 26.1.1.1 RADIUS 66 Accounting-Response id=56
118 2022/133 11:208:32.947365 20.1.1.3 20.1.1.1 RADIUS 136 Access-Accept id=128
169 2822/133 11:26:48.945762 286.1.1.3 208.1.1.1 RADIUS 136 Access-Accept id=143
215 20822/133 11:21:084.946378 20.1.1.3 28.1.1.1 RADIUS 136 Access-Accept id=97
247 20822/133 11:21:14.327934 286.1.1.3 28.1.1.1 RADIUS 66 Accounting-Response id=234

12.4 AP EES TREELRSEIE (—)

Z

BINER SR TR T AP oA K, HigT )Lt E3h1E (Termination-Action) &K A F

3% 5| T 4 Default (0)8, K& LA & B R EIGESDLL, 1%

Rz A P T A&

B KSR P RERI I KBS

12.4.1 BLE Switch

MAC M iER 7,
802.1X AiEH F,

Swtich [ & i 2
Swtich it & 55

# 5.3.1 fic & Switch.

# 6.3.1 flE Switch.

77



12.4.2 B E ClearPass

MAC HiiEGER P, RS2 ERIRCETE 2% 5.3.2 il & ClearPass.
802.1X INIEH 7, Rgs#% LIMACEE 2% 6.3.2 il ClearPass.
RFEf “BLECH” 1) “Jar” %K 121 BRI,

El121 BoE

==

£ » ¥E#| » BEEEWF » Edit Enforcement Profile - myH3C_Pol_user

BHEIE WA - myH3C_Pol_user

;ﬁ;ﬁ.ﬁ:m

=y E=100 &
1.| Radius:IETF Session-Timeout = 15
2. | Radius:IETF Termination-Action = Default (0)

12.4.3 SGuFRCE

FH g AR FEGE S R 2k (MAC HidibiliiE. 802.1X tAilE ).
(1) WP ELLJERSSS EEoRIE 122, 15 )5 o wksad] R4k, & 123,

E122 AR L% ERFSHRER

®BE @A L ok

SEHEIE W myH3C_Pol_user
EHVRRE: UNKNOWN (100)
FERRERE: UNKNOWN (100)
RADIUS MR

Radius:IETF:Session-Timeout 15

Radius:IETF: Termination-Action 0

E123 FP#HESI T

ez e an [
REeiE 1D 00000004202205121117440000050b08115239
FraRTaE:: May 12, 2022 11:19:21 C5T
SETRATIRIER: May 12, 2022 11:19:37 CST
by Inactive
ZINEA: Session-Timeout
IREEal:

SipinbeEaE: 1

(2) HFP LZER% EER (LL802.1X IAIE N
e % Filid display dotlx connection @4 A LA E F£k 802.1X I/ 15 B
Session timeout period F-EB s 558 N K i N KO 15 80, I R Bk 5, H
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3)

FHERI TR 2 MIER, Z )5, XHZAP BrREU sy Termination action B 7R i
Default, Hll: 2ilHRHCEAS, smfHS T2k

[Device]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: 15 s

Online from: 2022/05/12 11:19:21
Online duration: Oh Om 4s

R B2 JE & EEoR (DL MAC HihEIE A1)

fE% 4% Lilid display mac-authentication connection 4] LIEE 2k MAC
HEAIEH 945 B . Session timeout period 7B R I 55 #% F R IS 1li@ R KA 15 #, 1%
WRIBAZ G, P ETEM g Sy, 25, Xz P peREU s fE N Termination
action FE W~ Default, RBl: 2@ EKENASE, wmEIHP 4.

[Device] display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: mac-auth

IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Termination action: Default

Session timeout period: 15 sec
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Online from: 2022/05/13 14:33:12

Online duration:

(4) INEEFEH S EINE
XFF 802.4X AIE, ARG E (I 2 imEE K, 15 B2 AP P e sn ] R4k
E124 RCIEFRREE

Oh Om 5s

[ATesp

B ) we

Ho.

N =
Time

Seurce

Destination

Frotocel Length Info

3 ©3:19:50.853517 ©@8:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 60 Request, Identity

4 83:19:50.854022 Hangzhou_1d:62:6 @0:2a:12:12:12:6b EAP 60 Response, Identity

5 ©3:19:50.867363 @@:a8a:12:12:12:6b Hangzhou_1d:62:f6 EAP 68 Request, MD5-Challenge EAP (EAP-MD5-CHALLE..
6 ©83:19:50.880843 Hangzhou_l1d:62:f6 88:aa:12:12:12:6b EAP 6@ Response, MD5-Challenge EAP (EAP-MD5-CHALL..
7 ©3:19:50.906888 ©@0:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 68 Success

22 ©83:20:06.909831 @0:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 60 Request, Identity

23 ©83:20:06.91@0491 Hangzhou_1d:62:6 @0:2a:12:12:12:6b EAP 60 Response, Identity

24 ©@3:20:06.918560 @0:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 60 Failure

125 ARSEEHNEENERESESEIE (2D

Z i

BINGER G35 TL T AP AR K, Bi5Ee9aE4iE3)1F (Termination-Action) A& KA F
3% F % Default (0), £i%& LT 2T AMREIGED L, Hiké LhE 69 EIAER o B48 T
P AL AT K, W5E 0 v BIAGE I BAgE A Bl B i40% 0 ALK R P R AL EIAGE.

12.5.1 EZE Switch

802.1X AEH /7, Swtich EHIECE 1HZ % 6.3.1 fit & Switch.
MAC il AiEA F*, Swtich ERECE 152 % 5.3.1 & Switch.
(1)  XFF 802.1XNIE, ¥k LR EASNIN E LI E

[Device]interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] dotlx re-authenticate
[Device-Ten-GigabitEthernetl1/0/49] dotlx timer reauth-period 60

(2) XIT MAC HitibiE, & ERFEHIMN LR ECE
[Device] mac-authentication timer reauth-period 60
[Device] interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] mac-authentication timer reauth-period 60
[Device-Ten-GigabitEthernetl1/0/49] mac-authentication re-authenticate
[Device-Ten-GigabitEthernetl1/0/49] quit

12.5.2 BZE ClearPass

MAC it ER P, RS 3% EEL B 15 2% 5.3.2 fil# ClearPass.

802.1X IMIEFH 7, M55 LWL EE S % 6.3.2 [iL'H ClearPass.

HEH “BCE M 1 “JBIE” %K 125 Beqin FR. RS ERE K STHBE KN 80
Fb, KT bBCE 8 EDGIEE B2 1B KO .
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[E125 BLEScit

E » 5% » BBE » Edit Enforcement Profile - myH3C_Pol_user

IBEFEE S - myH3C_Pol_user

BE mERH
k1] B =1
1.| Radius:IETF Session-Timeout = 80
2. | Radius:IETF Termination-Action = Default (0)

12.5.3 JGuFfCE

P EFAERAE T 2% E2k (MAC H#ilibAGE. 802.1X AIE ).

(1)

(2)

P R JE s e b EorinA 126.
E126 AP L& ERSHRER
AR

sz o [ ex

IEHEE{F: myH3C_Pol_user
EEFRHZ: UNKNOWN (100)

AT UNKNOWN (100)

RADIUS IER

Radius:IETF:Session-Timeout 80

Radius: IETF: Termination-Action 0

M B adeg ERas (B 802.1X IAIEJy i)

k% Filid display dotlx connection @4 UIEE E£ 802.1X [/ 15 B..
Session timeout period B a5 A b L EL A B % E A UE E B SR BT, BN IR KR,
M P REER 2 i 2 bR, 25, Wz BRI 3h1E 4 Termination action 5 Bt i 7= 1)
Default, B/ o] 2.

[Device] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl1/0/49
Username: user

User access state: Successful
Authentication domain: bbb
Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

81



Authorization URL: N/A
Termination action: Default
Session timeout period: 80 s
Online from: 2022/05/12 11:24:50
Online duration: Oh Om 11s

() M/ LZEik& LE/R (LA MAC Hitb A iE A E))
%% it display mac-authentication connection 4] LTS & 4k MAC i
HEER P RIS B . Session timeout period 7BLR 7 % & A B 1 HAPE SR 2 i 2% A
K, Bk SE, PRS2 wmEs, 25, Xz P BRI 3 {E Sy Termination
action 7B/~ ) Default, BIFH /- omdi] F2k.

[Device] display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: mac-auth
IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: 80 sec
Online from: 2022/05/13 14:55:01
Online duration: Oh Om 8s

(4) IMEEFEHH - HEINE
ST 802.1X TAIE, ¥ 1143 LLEE DA UIF 5E I 25 1) 60 Fb 2y 8 B 1A% 1 7E 48 802.1X F 1 K E E A
ik, I H I EZR,
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E127 #RcHERREE

=

] -] #EESe o+

.03

T, MAC HibikAiE, 5

Time Source

03:26:26.896544 B@:aa:12:12:12:6b
©3:26:26.099284  Hangzhou_1d:62:f6
©3:26:26.3608631 00:aa:12:12:12:6b
83:26:26.3089312 Hangzhou_1d:62:f6
83:26:26.3362180 B0:aa:12:12:12:6b
©3:26:42.338734 @@:aa:12:12:12:6b
©3:26:42.339398  Hangzhou_1d:62:f6
83:26:58.385668 0@:8a:12:12:12:6b
©3:26:58.386327 Hangzhou_1d:62:f6
©3:27:14.338585 80:aa:12:12:12:6b
83:27:14.339285 Hangzhou_1d:62:f6
83:27:27.338674 B@:aa:12:12:12:6b
©3:27:27.339674  Hangzhou_1d:62:f6
©3:27:27.354345 00:aa:12:12:12:6b
83:27:27.355166  Hangzhou_1d:62:f6
83:27:27.379613 B0:aa:12:12:12:6b

HEH A 2k
128 HMEIRICIHRNEE

Destination

Hangzhou_1d:62:f6
©@:a3a:12:12:12:6b
Hangzhou_1d:62:f6
00:aa:12:12:12:6b
Hangzhou_1d:62:f6
Hangzhou_1d:62:f6
©@:2a:12:12:12:6b
Hangzhou_1d:62:f6
©@:aa:12:12:12:6b
Hangzhou_1d:62:16
0@:2a:12:12:12:6b
Hangzhou_1d:62:f6
©@:a3a:12:12:12:6b
Hangzhou_1d:62:f6
00:aa:12:12:12:6b
Hangzhou_1d:62:f6

Frotocol
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP
EAP

Length Info

68 Request, Identity

68 Response, Identity

60 Request, MD5-Challenge EAP (EAP-MD..
60 Response, MD5-Challenge EAP (EAP-M..
6@ Success

6@ Request, Identity

68 Response, Identity

68 Request, Identity

6@ Response, Identity

6@ Request, Identity

68 Response, Identity

68 Request, Identity

6@ Response, Identity

60 Request, MD5-Challenge EAP (EAP-MD..
68 Response, MD5-Challenge EAP (EAP-M..
6@ Success

i 12 LB IE 3E N 35 1Y) 60 £ Ja 39 1) 12235 1 A2 2 Y P S BAEE,

[ |radius

Ho. Time Source Destination Frotocol Length Info

= 43 2022/133 14:54:57.801162 20.1.1.3 28.1.1.1 RADIUS 136 Access-Accept id=18

i 44 2822/133 14:54:57.815746 20.1.1.3 28.1.1.1 RADIUS 66 Accounting-Response id=114
245 2022/133 14:55:58.827356 20.1.1.3 20.1.1.1 RADIUS 136 Access-Accept id=227

12.6 AP EEE R T&EESBSIUE (2)

%
LINERSETAT AP 22K, B3R5 41E301E (Termination-Action) A &K A P
3% 4| T 4 Default (0), #iXx& LA E 9 FIMET I AKX THFTA P AR, Mmoo LER

VA B B S g i

12.6.1 ALE Switch

802.1X IAiEH /7, Swtich EHI & 55

MAC Hihi-AE /7, Swtich R B 152
WHF 802.1X ME, 1

(1)

(2)

# 6.3.1 it E Switch.

2 5.3.1 fic & Switch.

P R Ay I YN LT

[Device]interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] dotlx re-authenticate
[Device-Ten-GigabitEthernetl1/0/49] dotlx timer reauth-period 60

X T MAC Hisib e,

Bk B RSN E LU ACE

[Device] mac-authentication timer reauth-period 60

[Device] interface Ten-GigabitEthernet 1/0/49

[Device-Ten-GigabitEthernetl/0/49] mac-authentication timer reauth-period 60
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[Device-Ten-GigabitEthernetl/0/49] mac-authentication re-authenticate
[Device-Ten-GigabitEthernetl/0/49]quit

12.6.2 ELE ClearPass

MAC HihEAIER ', %28 IR E 1525 5.3.2 fil# ClearPass.

802.1X WIFH 7, k%% LA E1E 2% 6.3.2 Jic# ClearPass.

Wik “BLBE M 1 “J@k” 35K 129 (Behial (FE&: RS BidE S ih i r KA 15
Fb, NT B EBCE A DGR E B RO

129 L&

E » 3% » BEEEW{# » Edit Enforcement Profile - myH3C_Pol_user

SBEIELE {4 - myH3C_Pol_user

}EEEEEX{#

E i) B b=
1.| Radius:IETF Session-Timeout = 15
2. | Radius:IETF Termination-Action = Default (0)

12.6.3 YGUFRCE

P A FERAE 2 E 2k (MAC il AGE. 802.1X AiE).
(1) HP ELL )RS 2E R R 130 Ak 131,
&130 AP L& ERSRER

BE @A EEA ik

BEEE W myH3C_Pol_user
RERREE: UNKNOWN (100)
HEZPORMRES: UNKNOWN (100)

RADIUS Nk

Radius:IETF:Session-Timeout 15

Radius:IETF: Termination-Action 0

E131 HP#5EHIT %

ez wx ax B

BFEig ID: 00000004202205131433120000052a08115239
FreantEE: May 13, 2022 14:34:48 CS5T

SEERATEIE: May 13, 2022 14:35:04 CST

ket Inactive

ZINFRE: Session-Timeout

REER:

SHEESENE: 1
(2) HFP LZE% EER (LL802.1X IAE N
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3)

4% Lilid display dotlx connection #iy4 A LEE 2k 802.1X M5 2.
Session timeout period 7B s 23 T I, BRIz K5, P IR 2 i1 2 sk,
Z i, FHZH PRI EhE N Termination action - Bt 2 R Default, B smifi] 2k .

[Device]display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: bbb

Authentication method: EAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Termination action: Default

Session timeout period: 15 s

Online from: 2022/05/13 14:34:58

Online duration: Oh Om 4s

P E& e B (L MAC ikl ik )
e %% Lilid display mac-authentication connection iy LIEE F2k MAC
HENIEF P {5 B Session timeout period 7B n iGN I, BIIA B KE, AR
FER B 2 MR, 2 J5 , 32 A P BRI 3I{E Y Termination action 5B 7R 1) Default,
Bl FH P ) 2

[Device]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
Username: user

User access state: Successful
Authentication domain: mac-auth

IPv4 address: 101.0.145.39

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Termination action: Default
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Session timeout period: 15 sec

Online from: 2022/05/13 14:59:25

Online duration: Oh Om 5s

I ARCCRER, BT RAISIEXS T 802.1X WAiE, MRIEECE M P o iE e I, 15 75 P H A
B ™4

12.7 BREBAREES BB EINEERE S BSWIIE
@iﬁﬁﬂ

LINER SRR T L P a8 ar ki, A P #ATEIAGE, §iX& LR E e TIES) fik

o

12.7.1 EZE Switch

802.1X AiEH /7, Swtich EHIECE 1HZ % 6.3.1 it & Switch.
MAC Hii-AE 77, Swtich FROACE 15 2% 5.3.1 fid & Switch.
(1) AT 802.1X Nk, W& LfEEMmANN ELLTECE

[Device] interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] dotlx re-authenticate
[Device-Ten-GigabitEthernetl/0/49] dotlx timer reauth-period 60

(2) XIT MAC HitibiE, & BRI BRI ECE :
[Device] mac-authentication timer reauth-period 60
[Device] interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] mac-authentication timer reauth-period 60
[Device-Ten-GigabitEthernetl1/0/49] mac-authentication re-authenticate
[Device-Ten-GigabitEthernetl1/0/49] quit

12.7.2 ELE ClearPass

MAC it ER P, fR%S 3% EEL & 15 2% 5.3.2 fil# ClearPass.

802.1X IMIEFH 7, W45 LWL EE S % 6.3.2 [iL'H ClearPass.

HFEH “BLESCH” 1 @ 25K 132 BoBin] GER: RS4RI E 1B,
132 BLE X

BLE » 54| » BEWH# » Edit Enforcement Profile - myH3C_Pol_user

IBEIRE S - myH3C_Pol_user

wE  mEXH

i =17 L]
1. | Radius:IETF Termination-Action = Default (0)
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12.7.3 YGuFRLE

P FARFRAE TR 2 (MAC #iuliAGE. 802.1X AIE ).
(1) HFPEZEmRS%Se EERnE 133,
E133 AP L& ERSHET
EkiemEs
BB @A m i
IBEELE W myH3C_Pol_user

EHEFREE: UNKNOWN (100)
EERRAE UNKNOWN (100)

RADIUS MR

Radius:IETF:Termination-Action 0

(2 W/ E&ER& EER (DL 802.1X AU A
W% Liliid display dotlx connection fiy4 ] L&A L2k 802.1X HI T HIfE B..
Termination action % E 27~ 1) Default.
[Device] display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb
Authentication method: EAP
Initial VLAN: 144
Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Termination action: Default
Session timeout period: N/A
Online from: 2022/05/12 14:09:59
Online duration: Oh Om 5s

() HF LZjEi%& LER (LA MAC Hitb A iE A E)D
%% Lilid display dotlx connection 4 A LLE 2k MAC HuhbAIER P HIME B
Termination action =% Fx 2.7~ [1) Default.

[Device]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: Ocda-411d-62f6

Access interface: Ten-GigabitEthernetl/0/49
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Username: user

User access state: Successful
Authentication domain: mac-auth
IPv6 address: FE80::5D79:AE17:4AEF:503A
Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A

Termination action: Default

Session timeout period: N/A

Online from: 2022/05/13 15:06:31
Online duration: Oh Om 7s

(4) IMEEEHPEINE
Xt T 802.1X AIE, Ui 112 LLE AR 2 I #8160 £ o4 # 1) 1% 0 1 7E 28 802.1X F Y AGEE A
i, JEH I B2k,
E134 R CiEFRREE

[eap [X] -] wikf- o+
Ho. Time E Source Destination Frotocol Length Info
2  B6:11:35.691113 @B:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 6@ Request, Identity
3 B6:11:35.695870 Hangzhou_1d:62:f6 00:8a:12:12:12:6b EAP 68 Response, Identity
4 B86:11:35.710617 00@:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 60 Request, MD5-Challenge EAP (EAP-MD...
5 ©6:11:35.714813  Hangzhou_1d:62:f6 80:3a:12:12:12:6b EAP 60 Response, MD5-Challenge EAP (EAP-M..
6 B6:11:35.737368 00:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 68 Success
21 ©6:11:51.739891 B0:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 68 Request, Identity
22 ©@6:11:51.748778 Hangzhou_ld:62:fb 80:3a:12:12:12:6b EAP 6@ Response, Identity
27 ©06:12:07.739848 @0:8a:12:12:12:6b Hangzhou_1d:62:f6 EAP 68 Request, Identity
28 ©6:12:87.740475 Hangzhou_1d:62:f6 B0:e8a:12:12:12:6b EAP 68 Response, Identity
33 ©6:12:23.739851 00:8a:12:12:12:6b Hangzhou_1d:62:f6 EAP 68 Request, Identity
34 ©6:12:23.748737 Hangzhou_1d:62:f6 80:8a:12:12:12:6b EAP 68 Response, Identity
38 ©86:12:36.739896 @0:8a:12:12:12:6b Hangzhou_1d:62:f6 EAP 68 Request, Identity
39 ©6:12:36.7408579 Hangzhou_1d:62:f6 00@:aa:12:12:12:6b EAP 6@ Response, Identity
4@ ©6:12:36.754348 0@:23a:12:12:12:6b Hangzhou_1d:62:f6 EAP 60 Request, MD5-Challenge EAP (EAP-MD..
41 ©06:12:36.755335 Hangzhou 1d:62:16 00:8a:12:12:12:6b EAP 60 Response, MD5-Challenge EAP (EAP-M.
42 ©6:12:36.774878 08:aa:12:12:12:6b Hangzhou_1d:62:f6 EAP 6@ Success

XFF MAC HisIEAIE, S 1143 DA DR E I 45 (9 60 A0 0 i J1 7] 12230 AR 2 FH P RS FEAIE,
I Hesh B2
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E135 HRIEFKREE

N [rading
Ha. Time Source Destination Frotocel Length Info
[ 62 2022/133 15:06:27.192213 28.1.1.3 28.1.1.1 RADIUS 138 Access-Accept id=192
63 2022/133 15:86:27.286710 20.1.1.3 26.1.1.1 RADIUS 66 Accounting-Response id=254
L 268 2022/133 15:07:28.221788 20.1.1.3 28.1.1.1 RADIUS 138 Access-Accept id=38

13 URL E & [ X A B 244

13.1 AEK

W 136 ffizn, Client 1 ClearPass k%5 #%i@id Switch # 7iEH:, B4 B 01 A7 2% Client #HT

802.1X TAIIE, DAF | H X P 2 BRI 15 1], FARZESR AN T -

e R ClearPass 1F )y RADIUS fiR 45 #4411 Portal %5525

e FHFURA 802.1XNIE, MREFEFB T K URL HE M,

o 802X MFEIJE, FFTER i i as FRI AT 1P bk £ 4 8 ) 3 URL H11¥1 Web
TUTH -

[E]136 802.1X TAUERC E LA M

ClearPass server

Portal Server
Radius Server

20.1.1.3/24
Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24
Vian 144 <_§-) Internet
101.0.145.19/24 9

Client Switch
101.0.145.39/24

13.2 FRRA

AT B 2851 B A FH ) 8 25 P45 KRR SR
e  Switch: S5130-HI, R3507P02
e ArubailiFfii%#%: ClearPass CPPM V6.9.7

13.3 BLE SR

X i

AE B TIANENAIRBLE, MA LB AR ES, HRIEXE R 49 2483719,
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13.3.1 FZE Switch

# % FECE —2 ACL AT URL A1) IP Hiudik. JF H.i%4% ACL TR EEMRS 2 LN A . Swtich L)
HEMBiES% 6.3.1 it E Switch.

[Device] acl advanced 3100
[Device-acl-ipv4-adv-3100] rule 1 permit ip destination 20.1.1.3 0

13.3.2 B¢ & ClearPass

802.1X NUEH /', RSS2 LGB 155 % 6.3.2 fil® ClearPass.
R “TEXH” B “BE” %K 137 B,
E137 BLEXH

ECE » 2F » BEESE » Edit Enforcement Profile - myH3C_Pol_user

SEHIBECE S - myH3C_Pol_user

HE RS E[{

E il £=1: =4
1. ‘ Radius:H3C H3C-AVPair = url-redirect=https://20.1.1.3/guest/h3c.php?_browser=1
2. ‘ Radius:IETF Filter-1d = 3100

E: URL T 1P Hihik Ay schrfs ) Portal ARSS 856 1P Huhlk, At 1P 4 20.1.1.3.

13.4 FuFACE

(1) HF LGRS &SR 138,
#1138 A L& ERSSMEER

BE @A Hﬁﬂl 2k

SBRIEEESE: myH3C_Pol_user
FHERHE: UNKNOWN (100)
iRt UNKNOWN (100)

RADIUS ER:

Radius:H3C:H3C-AVPair url-redirect=https://20.1.1.3/guest/h3c.php?_browser=1
Radius:IETF:Filter-Id 3100

(2) M E&ER& SR
fE# Lilid display dotlx connection #ir4 7 LAE% 112k 802.1X H P IIfE &
[Device]display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: Ocda-411d-62f6
Access interface: Ten-GigabitEthernetl/0/49
Username: user
User access state: Successful
Authentication domain: bbb

90



Authentication method: CHAP

Initial VLAN: 144

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL number/name: 3100
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: https://20.1.1.3/guest/h3c.php?_browser=1
Termination action: Default

Session timeout period: N/A

Online from: 2022/05/27 11:16:21
Online duration: Oh Om 4s

(3) HFATER I A RANTRE P Hhhl, S35 @ 3] URL H1H Web BT

14 DAE X} £:Hc B 246

14.1 AMEEXR

& 139 7, Client i1 ClearPass k% 25idit Switch FE 78, WA S H AAEX Client #4TiA
UE (L 802.AX AUE MM, DAY il HH R 28 BE IR AU 1], BARE SR T

o ¥-H ClearPass /£ A RADIUS JiR %% 2%,

. i#id ClearPass N & DAE &K,

E139 AW E

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24
Vian 144 »T§" e
101.0.145.19/24 2
Client Switch

101.0.145.39/24

14.2 {ERAMAK

AT B 145 B A FH R BE 48 5 I AR B B R .
e  Switch: S5130-HI, R3507P02
e  ArubailiFfk%#s: ClearPass CPPM V6.9.7
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14.3 5&#| T4 (Disconnect Messages) Bt & £ 510iF
14.3.1 BCE Switch

Swtich FHIZERBCE 15 S5 6.3.1 BLE Switch.
B bR EAAME I TR .
# JF )5 RADIUS DAE JiR%s, £t N\ RADIUS DAE k45251 .

[Device] radius dynamic-author server
# 1 € RADIUS DAE % /73, It IP /2 AAA IR 55481 IP, FH12 RS 4% LACE K radius JL 525 4.

[Device-radius-da-server] client ip 20.1.1.3 key simple 123456
[Device-radius-da-server] quit

14.3.2 Bt & ClearPass

R4 Filc BiE 2% 6.3.2 il ® ClearPass. HZ#& 140. K 141 # %/l B
E140 BLEXH

= » &4 » BEw# » Add Enforcement Profile

SEHIEIE S
.
18iR: [RADIUS Fratl %3
=R |myHBC_COA_Terminate Session
&k
P
LAY RADIUS_CoA
= == k) iz
BRI H3C_DevGroupd
x|
[-—-Select— v]

E141 g
IR FERIEFE “H3C-Terminate Session” 1) Radius Zh AR .

EE » 2% » ESt » Add Enforcement Profile
SEmlEE T
mEx w=

IZE RADIUS FFEEER: [H3C - Terminate Session  ~|

T FETERENENEE. BEE, SRESE">"FA > RADIUS™":
B & #

1. | Radius:IETF User-Name

2. | Radius:IETF Calling-Station-1d

9% {Radius:IETF:User-Name}
%<{Radius:IETF: Calling-Station-Id }

14.3.3 YGuUFRCE

(1) A/ Eg)E RS EEor A 142,
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El142 AP E&ERSRER

@A d id#  RADIUS CoA

BERE: ACCEPT -
E-ganizes RO0D0D0168-01-628202c9
E E5F0eE: May 16, 2022 15:52:41 CST
FiRETRRRE: 0C-DA-41-1D-62-F6
BFE: user
HREE IPfiRO: 20.1.1.1:16978064 (H3CSwitch / H3C)
HIELZEETR: 5130HI
ERRSE: UNKNOWN (100)
{E PSR -
BRsE: myAuth_user
SinEibAE: CHAP
SREIER: Local:localhost
EHE: [Local User Repository]
fath: [Employee], [User Authenticated]
EHES myH3C_Pol_user

(2) 7£ DAE % i (ClearPass) I &i% DAE i3k
MpPE&)s, i 142 i “HECRE” 174,
a. “IEFEVESIEA” Jy “RADIUS CoA”
b. “RADIUS CoA KA1” 4% /E & 140 6% i & 0
c. iy “HER” il
[E|143 %iX DAE i5K

hIRNEHITEE -
IR KB SNMP @ RADIUS CoA O MRESEE
RADIUS Coh 28 [myH3C_COA_Terminate Sestv]

(3) M NEJEMRSS R
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[#]144 RADIUS CoA &7~

o e o IR

CoA Action# 1

EEAFETA May 16, 2022 15:53:06 C5T

R FETEEER Policy Manager

RADIUS Coh 2/E28 Disconnect

RADIUS CoA BEE=  myH3C_COA_Terminate Session

FHE 1

HEEE Radius myH3C_COA_Terminate Session successful for client Ocda411de2fs.

RADIUS Coh Ei% Calling-Station-Id = 0C-DA-41-1D-62-F6
User-Name = user

E145 H P& Tk

BE @\ B m RADIUS CoA

tFeiE 1D 00000004202205161551050000056108115239
FrHRETIEIE:: May 16, 2022 15:52:41 C5T

SETRETIEIE: May 16, 2022 15:53:06 C5T

s Inactive

ZINEH: Admin-Reset

IReE2ET:

ShimieEisE 1

14.4 *<H#limO (Disabling Host Port) RYEL & £ 516F
14.4.1 ECE Switch

Swtich FH3EAEAC B 152 % 6.3.1 Al & Switch.
W b T AN i hn R i .
# JFJ5 RADIUS DAE k%%, FiE A\ RADIUS DAE AR %5 25K .

[Device] radius dynamic-author server
# 1157 RADIUS DAE & i, It IP /& AAA iR55 451 1P, B PR IRS: & LIECE ) radius HL =% 4]
[Device-radius-da-server] client ip 20.1.1.3 key simple 123456

[Device-radius-da-server] quit

14.4.2 FELE ClearPass

%2 FIIBL B 15 5% 6.3.2 fil'® ClearPass. 7% & 146. & 147 #M il E -
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El146 BCECHF

EE » 384% » BiE 4 » Add Enforcement Profile
SEHIELE Y
.

=i [RADIUS Tt v/
iR |myHBC_COA_DisabIe Switch Port

ESich RADIUS_CoA

i
o
m
[Hr
|
16

[-5elect- ~]

E147 KmEMH

IR 1%EFE “H3C-Disable Switch Port” ) Radius )& B BUBR .

EE » 3% » BEt » Add Enforcement Profile
SEFIEIE
EEx #=

%% RADIUS #S#00EE: [H3C - Disable Switch Pot |
T FEFERHEENER. ERA, SREEE">"FR">"RADIUS™:

ESid B
1. | Radius:IETF Calling-Station-1d

2. | Radius:H3C H3C-AVPair

14.4.3 SGUFRCE

(1) HP EZERSE EERE 148,

95

=1
9%{Radius:IETF:Calling-Station-1d}

subscriber:command=disable-host-port



(2)

@)

E148 AP LE&ERSF[ER

BA Wh ek

EEEE ACCEPT
Erganizias ROD00D0169-01-62821d49
=E-:Eoa)=1 May 16, 2022 17:45:45 C5T
EmEAREE: 0C-DA-41-1D-62-F5
FBFE: user
EimsE p/E0: 20.1.1.1:16978064 (H3CSwitch / H3C)
BAREEE R 5130HI
EEHRES: UNKNOWN (100)

{EFRRERE -
BRsE: myAuth_user
SirRIEAE: CHAP
S1HERIEE: Local:localhost
R [Local User Repository]
B [Employee], [User Authenticated]
EFIES myH3C_Pol_user

.

7£ DAE % /i (ClearPass) &% DAE ik

P Edk)a, sl B 148 W) “HERCIRE” .

a. “IEPEV 4RSI AN “RADIUS CoA”

b. “RADIUS CoA KA1” k471 & 146 e i & 0
c. i “4RR”

[El149 %3% DAE X

hIEEEHIThEE -
IR HE SHNMP @ RADIUS CoA O FBEEEERE
RADIUS CoA 38 [myH3C_COA_Disable Switch w)

R i~ 2 A R 55 A% LR
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[E]150 RADIUS CoA &7~

CoA Action# 1

B EAFaTE] May 16, 2022 17:49:42 C5T

MFEEFEER Policy Manager

RADIUS CoA 2128 CoA

RADIUS CoA 2%  myH3C_COA_Disable Switch Port

br e an =l 1

EEEE Radius myH3C_COA_Disable Switch Port successful for client Ocda411ds2f6.

RADIUS CoA Eft% Calling-Station-1d = 0C-DA-41-1D-62-F6
H3C-AVPair = subscriber:command=disable-host-port

E151 AP T%

BE @h b m RADIUS CoA

HFeiE ID: 00000004202205161744090000056208115239
FreRETEE: May 16, 2022 17:45:45 CST

SETRETEE: May 16, 2022 17:49:42 CST

s Inactive

#£IHER: Port-Error

ARS2ERY:

SERIISENE: 1

14.5 £Ri#KMO (Bouncing Host Port) BYELE £ 556E
14.5.1 BLE Switch

Swtich EHJHEAIACE TS 6.3.1 [LE Switch.

et b AN I I .

# JI )3 RADIUS DAE JIr55, Jfi#t A\ RADIUS DAE JikR 552511

[Device] radius dynamic-author server

# 1€ RADIUS DAE % /i, It IP /2 AAA JIRSS 451 IP, B P1EIss 4% LRCE A radius L% 4]
[Device-radius-da-server] client ip 20.1.1.3 key simple 123456

[Device-radius-da-server] quit

14.5.2 FCE ClearPass

%2 FIIBC B 15 5% 6.3.2 il ® ClearPass. 7% & 152, & 153 #MEllE -
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E152 BB

EE » 2% » BE{4 » Add Enforcement Profile
SEHIEE Y
m us

=i [RADIUS 5520 ~]
R |myH 3C_COA_Bounce Switch Port
=
e
il RADIUS_CoA
=i i EE illES
AR HaC_DevGioupd
BEHHHEE

[-Seleci— v

[E153 RmEM
AR TR 1%E#: “H3C-Bounce Switch Port” ) Radius 2 & AR .

BE » 324 » BEEw# » Add Enforcement Profile

SEHIECENG
==k =

2 RADIUS FIEESHIER:  [H3C - Bounce Switch Port ]
T FETEANEEDER. E5R, SHESE>"FA>"RADIUS":

B E=13 B
1. ‘ Radius:IETF Calling-Station-Id = %{Radius:IETF:Calling-Station-1d}
2. ‘ Radius:H3C H3C-AVPair = subscriber:command=bounce-host-port

14.5.3 IGUFRCE

(1) HFP EZ&ERSE EERWE 154,
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El154 AP E&ERSR[ER

EREER o
BA @

BRAS: ACCEPFT

SRR R0O000016b-01-62821f7b

EEERIRTIEL: May 16, 2022 17:55:07 CST

iR 0C-DA-41-1D-62-F6

& user

WIS IPfim: 20.1.1.1:16978064 (H3CSwitch / H3C)

HIEREERR: 5130HI

BERERRE: UNKNOWN (100)

(EFERERE -

RE: myauth_user

SiaEAEAE: CHAP

S{5EEE: Local:localhost

EE: [Local User Repository]

=R [Employee], [User Authenticated]

SEHBIE T myH3C_Pol_user

(2) #£ DAE % i (ClearPass) b /&i% DAE i3k
P Egk)a, sl 154 dif “HHORE” .
a. “EPEVIEEHIZEA” y “RADIUS CoA”
b. “RADIUS CoA K17 AL & 152 6% (1 B S
c. miifi “4R”
[El155 % 3% DAE &%k

THIEHEHIThEE -
IEEA R il SHNMP ® RADIUS CoA O [BESEE(E
RADIUS CoA #5; [myH3C_COA_Bounce Swiich v)

() M P R%S2s FiEontn& 156, & 157,
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[¥]156 RADIUS CoA &7~

CoA Action# 1

B EAFaTE] May 16, 2022 17:57:45 C5T

MFEEFEER Policy Manager

RADIUS Coh #2{E3EE CoA

RADIUS CoA 2%  myH3C_COA_Bounce Switch Port

br e an =l 1

EEEE Radius myH3C_COA_Bounce Switch Port successful for client Ocda411d62fs.

RADIUS CoA Eft% Calling-Station-I1d = 0C-DA-41-1D-62-F6
H3C-AVPair = subscriber:command=bounce-host-port

E157 AP T %
EE

BE @A B m RADIUS CoA

tFeiE ID: 00000004202205161753320000056408115239
FrrRETEIE: May 16, 2022 17:55:07 C5T

LR RIE: May 16, 2022 17:57:45 C5T

s Inactive

#ZIHEA: Port-Error

AReS2ER: -

SERIISENE: 1

(4) SR E LK 158, & 159,
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E158 ARPEHF %

TN T

BRiE: ACCEPT
SRR RO000016¢-01-62822024
EEF0aE: May 16, 2022 17:57:56 CST
HimEENRE: 0C-DA-41-1D-62-F6
ErFE: user
RS [P/ 20.1.1.1:16978064 (H3CSwitch / H3C)
HIAEEERR: 5130HI
EREIRRE: UNKNOWN (100}
GEFARRE -
RS myAuth_user
SRS CHAP
SHIRIER: Local:localhost
i1 =H [Local User Repository]
Ea: [Employee], [User Authenticated]
EEESE myH3C_Pol_user .
M4« STRE 19XER, £ 1-300Er m E m

E159 E=F LELIENT

ez wn as B

PSS ID: 00000004202205161756200000056508115239
FTaETAIE: May 16, 2022 17:57:56 CST
SETRATEEL: May 16, 2022 18:14:29 C5T

15 SSH & 3f#F HWTACACS I\ IEX e 2445

15.1 ¢AEEK

& 160 AR, WS A A PC i SSH 3% Switch B, @i {#ifH ClearPass % 2%k

T2 TACACS AiE, &3 Switch J5, IUEA network-admin F ' f £,
[El160 AIEZEMIE

ClearPass server

TACACS Server

20.1.1.3/24
Ten 1/0/51
Vian 145
Ten 1/0/49 20.1.1.1/24
Vian 144 w.,(_§-) Internet
101.0.145.19/24 ™
Client Switch

101.0.145.39/24
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15.2 {ERMAK

ASHC B %515 B A FH I ve 48 45 IR E B R -
e  Switch: S5130-HI, R3507P02
e ArubailiFfk%#s: ClearPass CPPM V6.9.7

15.3 BLE S
15.3.1 BigZE Switch

# £l HWTACACS J5 % tac.

<Device> system-view

[Device] hwtacacs scheme tac

[Device-hwtacacs-tac] primary authentication 20.1.1.3
[Device-hwtacacs-tac] primary accounting 20.1.1.3
[Device-hwtacacs-tac] key authentication simple 123456
[Device-hwtacacs-tac] key accounting simple 123456
[Device-hwtacacs-tac] user-name-format without-domain
[Device-hwtacacs-tac] quit

# QI ISP I tac, v login FI /LB AAA AIIE 7158 TACACS AIEAZ AU T2k
[Device] domain tac

[Device-isp-tac] authentication login hwtacacs-scheme tac
[Device-isp-tac] authorization login hwtacacs-scheme tac
[Device-isp-tac] accounting login hwtacacs-scheme tac
[Device-isp-tac] quit

# LB ISP I tac Jyia 8.

[Device] domain default enable tac

# QA HL RSA J DSA %X

[Device] public-key local create rsa

[Device] public-key local create dsa

# JT )5 SSH k%5 #=Zh g .

[Device] ssh server enable

# TR k4 P A AT e, AR AIEIR I /5 1) SSH H P BAA 844 1 P A 5 network- admin.
[Device] role default-role enable network-admin

# BB SSH F 7 B e AIE 77 50 AAA AIIE .

[Device] line vty 0 63

[Device-line-vty0-63] authentication-mode scheme
[Device-line-vty0-63] quit

# WCE HIEM VLAN F1 VLAN £ 1P Hidik

[Device] vlan 144

[Device-vlanl144] quit

[Device] interface Vlan-interface 144
[Device-Vlan-interfaceld44] ip address 101.0.145.19 255.255.255.0
[Device-Vlan-interfacel44] quit

[Device] vlan 145
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[Device-vlan145] quit

[Device] interface Vlan-interface 145
[Device-Vlan-interfacel45] ip address 20.1.1.1 255.255.255.0
[Device-Vlan-interfaceld5] quit

# 35 1 XGE1/0/49 Al XGEL1/0/51 JI A FII48 & () VLAN.
[Device] interface Ten-GigabitEthernet 1/0/49
[Device-Ten-GigabitEthernetl/0/49] port access vlan 144
[Device-Ten-GigabitEthernetl/0/49] quit

[Device] interface Ten-GigabitEthernet 1/0/51
[Device-Ten-GigabitEthernetl/0/51] port access vlan 145
[Device-Ten-GigabitEthernetl1/0/51] quit

15.3.2 F¢&E ClearPass

Q) WA
s “HEE » S » A » dom”, WRiEE 161 FmA .
E161 RMAF

SEEARER °

AR ID: |user |
ER: [user |
BFE: [eeeeseem—— |
BRARF: (ERLIERARBR)
EEea=t O (#ERLIE TR TACACS+ BRATEHENERE)
p=1=F [[Employee] ~|
Bl
= B
1¢ Click to
(2) sty

FR4EE 162 dinftGmst, % “Conditions” i User-Name BB 2 B 161 @8N A 7 1D
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E162 7hnf kst

BE » 55 » HBERMEE » 988 - myrole_user_tacacs
FEEMST - myrole_user_tacacs

| =

HBR:

HEREETR: myrole_user_tacacs

Tk

ERTAFIM: [Employee]

BRI 2

MNP EERE: First applicable

1. | (Tacacs:UserName user) [Employee]

() I
IR “TCE » P » B » 7, A 163 T4 .
a. “IPEFMHbE” S % & SRS A OAIAR 1P bk GBIy 20.1.1.1/24)
b. “TACACS+IL=Z%4H]” FE L% LI E K ZHAHR

E163 FMmig&E

|

SNMP SENGE  SNMPSASE  CLISE  OnConnect§#  [BIE

=t |H3C Switch] |
IP B FRitEhE: 20111

(flal, 192.168.1.10, 192.168.1.1/24, 192.168.1.1-20 & 2001:db8:a0b:12f0::1)
jess=r:=H
R 5130HI

4

RADIUS $Z=854A: \ | IHIF: [ |
TACACS+ H=%4R: [sssssnsusaseses | IS [ \
HRTRIEFR: [H3c [=]
S RADIUS FhEHL: & z0:
/EF RadSec: O

El 3 3

(4) INBEA

UGS “HLE » M2 » @44 » Isin” , RIEER164 mik&d. “FMW” HE5E& LS
AR 5s 2542 CTRTIA Y 1P Ml (A4 20.1.1.1/24)
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E164 FmMig&EE

ER: |H3C_DevGroupd] ]
ik ’net
4|
v ® FH
O Em==ikst
O Ji=
FR: [20.1.1.1724

(5N 192.168.1.1/24)

(5) NN E S
R B 165 AN & S .
E165 SRMECE X

EE » i8H » EiE 44 » Edit Enforcement Profile - myH3C_Tacacs
IBHIACE Y - myH3C_Tacacs
mEYE  Bs A4S

BB it

B myH3C_Tacacs
Tk

E=itH TACACS

i Accept

iSEEE: 1. H3C_DevGroup4
BRES:

G 15

HeEiRS: 1. Shell
ERREERE: ADD

BEVRS:
o e e e
s

fiiz==ick shell

PR R Permit

(6) WImsEng
MR 166 7RIS .
a. TEANINZERSHS,  “Conditions” FRXT M “Actions” 48 165 61 fI R & SCf4RIAT
b. FUIPHLEE, MR T B B I i — AN B AT
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(7)

[&166 ANNREE

EE » i2H » %88 » 858 - myH3CPolicy_tacacs

IBHIZERE - myH3CPolicy_tacacs

- P

35l:

HEFR: myH3CPolicy_tacacs

piin

f=gl=aich TACACS

ERNAERE S [TACACS Deny Profile]

HE:

MRS First applicable

1. | (Tips:Role [Employee]) myH3C_Tacacs
IR 55

VNI E e b PAIESTT

a. fEE 167 RS e, KAk “TACACS+ sl ”

b. 7E1E 169 s by, A bt SR £ K 116 B f st
c. EIE 170 s msiimy, o S kBR8] 120 Hh A1 0 s i 5w
E167 RMARS

EE » RS » %818 - myAuth_Tacacs
&35 - myAuth_Tacacs
= SORE  me B

E: [myAuth_Tacacs |
Tk

A
A TACACS+ g%l
Ris: Enabled
LsE R SIS HAIR EiAE
EEREm: [E 2%

EE ® (Fas O LIRFrER:

1. Connection Protocol EQUALS TACACS

106



1168 7RIS RILIE

ElE » [BE » 588 - myAuth_Tacacs

BRS% - myAuth_Tacacs

B ES - BE  EH

SHIIER: [Local User Repasitory] [Local SQL DB
[—Select to Add— v
EEEAPEMm: U BALSERTERA SRR NESMESHRITIITI=

El169 Rt

A= » B » 4888 - myAuth_Tacacs

BR%% - myAuth_Tacacs
wmE il5:3 f=liitng e =)

RBESTRE: [myrole_user_tacacs v
HENEERERES
R
SRiARm [Employee]
HIMEFEEE: first-applicable
= p:1=S
1. (Tacacs:UserName user) [Employee]
[El170 Anszd
EE » [R5 » 838 - myAuth_Tacacs
BR%S - myAuth_Tacacs
mE s ohEil A
FHEFIERE: i5%R 2
SEAIRER [myH3GPolicy_tacacs v
BHIER RS
fmk:
SNBSS [TACACS Deny Profile]
HIMPFAEEE: first-applicable
=i RGIRCE T
1. (Tips:Role [Employee]) myH3C_Tacacs

15.4 GurfcE
(1)  FFER Putty #8044, T2 35541 Putty B4 . 25 171, WBIELL T DB SR,

a. i “Session”

b. “Connection type” #%E# N “SSH”

c. A IP address, It IP Jy¥#& 5% P Bl M) 1P GZZ M 1P 2y 101.0.145.19)
d. “Port” fEiABGARK “227

e. mifi “Open” .
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E171 Putty RHE SSH &5

&2 PuTTY Canfiguration ? *
Category:
=3 S_ession | Basic options for your PuTTY session |
LT |..og|ging Specify the destination you want to connect to
= e_TlnaJ_ " Host Mame {or [P address) Port
- Bl [101.0.145.19] |[22 |
- Features Connection type:
- Window @5sH  OSeidl OOther | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
- Translation T Bmore
[#- Selection |
- Colours
[=)- Connection Default Settings - Load
- Data 5130H| =
P 57104elnet Save
: S;:? 63124elnet =
- 6813Helnet
Serial 55710 2EE
- Telnet 56520 v
- Rlogin
- SUPDUP Close window on exit:
O AMways O Never (@ Only on clean exit
About Help Open Cancel

(2 HFELERS#SEsmE 172, K173,

174.

E172 AP L& ERBZ[ER—

ﬁmmm

=% ID: T0000000d-01-6284a65d
iIa=h user

R May 18, 2022 15:55:09 CST
b o AUTHEN_STATUS_PASS
= 1

E173 MP L& ERB[ERT

nz wx [ =

Policies Used -

RE&ETR: myAuth_Tacacs

SAEHIER: [Local User Repository]

RE: [User Authenticated], [Employee]
BEREE: myH3C_Tacacs

E174 MR E&ERBZ[ER=

we wx w0l

Commands Used Status Request Time

shell exec Pass May 18, 2022 15:55:09 CST

) HF L%
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B NS5 % EEIERIH 44 “user” MERY “1234567 , siddy “mIZEHE” BRI G RBCAE .

16 Login A P& xR A Radius INIEXT##/EE5)
16.1 ¢HMFEK

W 175 AT, BEAS 8 T B3 45 2248 SSH. Telnet 8%, Console 111 3% Switch i, i i3 {# F ClearPass
RS 25 HE T FE RADIUS WAIE, &% Switch &, i~ network-admin i .

[&]175 Login A P& FLEME

ClearPass server

Radius Server

20.1.1.3/24
Ten 1/0/51
Vlan 145
Ten 1/0/49 20.1.1.1/24
Vlan 144 (.§.> P
101.0.145.19/24 9

Client Switch
101.0.145.39/24

16.2 {FRRA

AT B 2851 B A FH ) 8 25 P45 RS SR
e  Switch: S5130-HI, R3507P02
e ArubailiFfii%%%: ClearPass CPPM V6.9.7

16.3 B & T
16.3.1 i & Switch

1. SSHERAR

# fil & RADIUS 77 % radius1.

<Device> system-view

[Device] radius scheme radiusl

[Device-radius-radiusl] primary authentication 20.1.1.3
[Device-radius-radiusl] primary accounting 20.1.1.3
[Device-radius-radiusl] key authentication simple 123456
[Device-radius-radiusl] key accounting simple 123456
[Device-radius-radiusl] user-name-format without-domain
[Device-radius-radiusl] quit

# GJ% ISP 4% 123, 4 login H P ECE AAA AIIE 754 RADIUS YEAZ U7

[Device] domain 123
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[Device-isp-123] authentication login radius-scheme radiusl
[Device-isp-123] authorization login radius-scheme radiusl
[Device-isp-123] accounting login radius-scheme radiusl
[Device-isp-123] quit

# I E ISP 12 123 Myt

[Device] domain default enable 123

# QAL RSA J DSA ZH14

[Device] public-key local create rsa

[Device] public-key local create dsa

# JFJH SSH JIR%5 2= ThRE .

[Device] ssh server enable

# BCE S P RRIVAIETT 208 AAA AE.

[Device] line vty 0 63

[Device-line-vty0-63] authentication-mode scheme
[Device-line-vty0-63] quit

# Jic B EIE M VLAN AT VLAN £ 1 1P Hiuhik,

[Device] vlan 144

[Device-vlanl44] quit

[Device] interface Vlan-interface 144
[Device-Vlan-interfaceld44] ip address 101.0.145.19 255.255.255.0
[Device-Vlan-interfacel44] quit

[Device] vlan 145

[Device-vlanl45] quit

[Device] interface Vlan-interface 145
[Device-Vlan-interfacel45] ip address 20.1.1.1 255.255.255.0
[Device-Vlan-interfaceld45] quit

# Wit 1 XGE1/0/49 Fl XGEL1/0/51 In A48 52 ) VLAN.»
[Device] interface Ten-GigabitEthernet 1/0/49

[Device-Ten-GigabitEthernetl/0/49] port access vlan 144
[Device-Ten-GigabitEthernetl/0/49] quit

[Device] interface Ten-GigabitEthernet 1/0/51
[Device-Ten-GigabitEthernetl/0/51] port access vlan 145

[Device-Ten-GigabitEthernetl/0/51] quit

2. Telnet BEZHR
fLE 5 16.3.1 1. SSH &k iy A E, HFTEAERS LASNMLL R ERIAT,
# JFE Telnet IR 22 1hRE,

[Device] telnet server enable
3. Console AEFAR
FCE 5 16.3.1 1. SSH G /7 FEAMA, RFAERS LASMNnLL R E R .

[Device] line aux O

[Device-line-aux0] authentication-mode scheme
[Device-line-aux0] quit
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16.3.2 Bt & ClearPass

R4 4% LBL B 15 5% 6.3.2 Jil# ClearPass.

W “BCECH” 1) “Jait” 2%E 176 B iln] .

TEERERZE: XBEA “user role” W25 Bes EXTRN, TEBRSRGAMEEH display role iy
AT REE LRI ME . CRHIHECE S network-admin)

El176 BLEXH

BiE » &%) » BE i » Edit Enforcement Profile - myH3C_Pol_user

IEHIERESE - myH3C_Pol_user

= mExH
E i) B =1
1.‘ Radius:H3C H3C-AVPair = shell:roles=network-admin

16.4 IGUEACE
16.4.1 SSH/Telnet XA\

(1) MG Putty 80F, FTIF 301 Putty 4. %18 132, 1 133, MR LRG3,
a. mii “Session”
b. “Connection type” #%# A “SSH” (354 Telnet Ni%E# “Telnet” )
c. fN IP address, Ut IP i E5% P i HaE IP G4 M IP 25 101.0.145.19)
d. “Port” ffHERIAR “227 (N Telnet MIfE M “237 )
e. miifi “Open” .
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(2)

E177 Putty FHE SSH &F

&2 PuTTY Canfiguration ?
Category:
= S_essmn | Basic options for your PuTTY session
H ~ Logging Specify the destination you want to connect to
[=I- Terminal
R Host Mame {or IP address) Port
- Bel [101.0.145.19] |[22
- Features Connection type:
- Window @5sH  OSeial O Other: | Telnet
- Appearance
- Behaviour Load, save or delete a stored session
- Translation Tt Fesor
[#- Selection |
- Colours
[=)- Connection Default Settings - Load
- Data 5130HI =
P 57104elnet Save
i S?;? 63124elinet =
- 6813elnet
Serial 55710 2EE
. Telnet 56520 v
- Rlogin
- SUPDUP Close window on exit:
O AMways (O Never (@) Only on clean exit
About

Help Open Cancel

[E178 Putty 7 Telnet &3

#8 PuTTY Configuration ?
Category:
5-Sessmn ‘ Basic options for your PuTTY session
Legging
& Terminal Specify the destination you wantto connectto
; Keyboard Host Name (or IP address) Port
Bell [101014519 |[2
Features
£ Window Connection type: o
Appearance OgSH OSeyaI @Oyﬂer: Telnet o
Behaviour
Translation Load. save or delete a stored session
[-Selection Saved Sessions
Colours |
=-Connection
Data Default Settings ~ Load
Proxy m =
[-SSH S130HI Saye
sena Soizrcie
-telnef
Telnet 6813-elnet Delete
Rlogin "
SUPDUP
Close window on exit:
Always Never Only on clean exit
i ¥
About

R R 2 Ak 55 % on i 179,
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E179 AP LE&ERSFRER

= o [

IEEIEIS T4 myH3C_Pol_user
EFEFEREE UNKNOWN (100)
B UNKNOWN (100)

RADIUS BERE

Radius:H3C:H3C-AVPair shell:roles=network-admin

() A/ L&JEE TR
IR LAV 4 “user” RIEED “1234567 , [AI4E 5 BRI E SR .

16.4.2 Console OZXFEA =

(1) PR Console FI%sies, b4m oy 4 Eonink 180,
180 AP L& ERSHER

=_w [T

EHIBISE . myH3C_Pol_user
EFEFRFEE UNKNOWN (100)
BT UNKNOWN (100)

RADIUS BRRE

Radius:H3C:H3C-AVPair shell:roles=network-admin

(2) HFPL&ER iR
HINIRSS 28 LAV P4 “user” FIZ50Y “1234567 , [0 4 J5 RIAT & 5%,
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o Portal YAEXT 1T B 2441

o FZABLVLAN R B %44

o TR ACL XML B 2441

o PRl User-Profile X450 & 2445

i
STAEF = FINEAR 5 B3 RAF A IEALT 0B B A B, A2 ENGAIE T LA S T AT e LG
FHEFEF. T ot & INESF ) LB IUEAE B B85 T A M9 X AR

2 EEEH

*2-1 EXANEERMES

H3C Windows Server 2016-NPS HiBggEip
IEi] & FH P 44 A% S T MAC L BIE VAR CHAPIAIE A LLH
MACHIEE g 2 44 B R AT IE CHAPAAIE A LA
802.1X CHAPAIE CHAPAIE ] DL
802.1X PAPAiF PAPIAIIE ] DL
802.1X EAPIAiF EAP-PEAPiAIIE ] DL
7 HhPortal+LDAPIAIE CHAPAIE A LA I8

o BRHTA VLAN
o BB VLAN %Fx

2L VLAN o BEHUVLAN H# CIPNER i
o A Multi VLAN
e %KL Auto VLAN

FALACL B S ACL AL H @
2R User Profile 2R User Profile EIYRER i

3 mEie

ASCREA A% 5 BARER . BEAERRCAT B, A R AE AR R 7 wh SEB s OUA Z2 5%, 33 LA SE b iy
LA o



AR SO G B AR AE SRS I R AT OBC B AR, BCE AT BRI T S AR T
BEE. WRECENERET TIE, N7 IRERESCR, EAIARCEM LT 20 PR E
AHZE

4 MAC HhhkA F X 2 He & 2445

4.1 BMEK

W 4-1 7R, Client il Windows Server 2016-NPS Ji %5 #%i@ it Switch Zri%E s, WAEFRA
BExf Client #E4T MAC ik iiE,  DAFSHIH R 2 SR U7 1), FARZOR T

e XM Windows Server 2016-NPS 1A RADIUS ik %5 %% .

o FLE MAC b TERIH P 44 FI 36

[l4-1 MAC TAERL &2 P [E]

NPS

Radius Server
101.0.144.123/24

XGE1/0/2
Vlan 165
XGE1/0/49 101.0.165.11/24

Vian 165 f§" Internet
101.0.165.11/24 ™

Client Switch
101.0.165.12/24

4.2 fERRRA

A B 245 B A FH B BE 48 5 IR B B R -
° Switch: S5560X-54C-PWR-EIl, Version 7.1.070
. IIEARS2%: Windows Server 2016-NPS

4.3 BEERFPaZEEIMACHILEAIEE: B $ 18 518450

A EBARTIAMENAIRELE, MA LB AR IS, HIRIEXER 4895 2403719,

4.3.1 fic & Switch

# fil ® RADIUS /7%,



<Switch> system-view

[Switch] radius scheme radiusl

[Switch-radius-radiusl] primary authentication 101.0.144.123
[Switch-radius-radiusl] primary accounting 101.0.144.123
[Switch-radius-radiusl] key authentication simple admin
[Switch-radius-radiusl] key accounting simple admin
[Switch-radius-radiusl] user-name-format without-domain
[Switch-radius-radiusl] quit

# Tic B MAC HilibJGIERI VIR 7779 CHAP,

[Switch] mac-authentication authentication-method chap

# G2 MAC Hii- A E 3 mac-auth, FFECE ISP 351 AAA J5i.

[Switch] domain mac-auth

[Switch-isp-mac-auth] authentication default radius-scheme radiusl
[Switch-isp-mac-auth] authorization default radius-scheme radiusl
[Switch-isp-mac-auth] accounting default radius-scheme radiusl
[Switch-isp-mac-auth] quit

# Jic B EIE M VLAN AT VLAN £ 1 1P bk,

[Switch] vlan 165

[Switch-vlan165] quit

[Switch] interface Vlan-interface 165

[Switch-VIan-interfacel65] ip address 101.0.165.11 255.255.255.0
[Switch-VIan-interfacel65] quit

# ¥ 11 XGE1/0/49 I EIH55E VLAN, FIF/5 MAC Hhitib A iF ) 6E .
[Switch]interface Ten-GigabitEthernet 1/0/49
[Switch-Ten-GigabitEthernetl/0/49] port access vlan 165
[Switch-Ten-GigabitEthernetl/0/49] mac-authentication
[Switch-Ten-GigabitEthernetl1/0/49] quit

# W E mac-auth N RGHEE AR,

[Switch] domain default enable mac-auth

# $85€ MAC R ik FH A B IEI mac-auth.

[Switch] mac-authentication domain mac-auth

# TiC E MAC HihibGIE R € B 25

[Switch] mac-authentication timer offline-detect 180

[Switch] mac-authentication timer quiet 180

# HCE MAC Hihb A UEfE A [ 2 I 440K . P 440 user, 515 J9W]3C 123456,
[Switch] mac-authentication user-name-format fixed account user password simple 123456

# TR 4R MAC Hi b A GIE »

[Switch] mac-authentication

4.3.2 BZE Windows Server 2016-NPS

(1) &% Windows Server 2016-NPS

# 7EE R ST P # N Windows Server 2016-NPS ({4 IP ik (445124 101.0.144.123),
% Windows Server 2016-NPS [/ 5.1 »
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18

SEIRACE -



®3)

&4-25 AP _EZIGIE

24 Es
FETRFETARLER. -
FEF:
221D WIN-1DPSIKALSUP\user
WP ERR user
Lo WIN-1DPSIKALSUP
SLMEMHSER WIN-1DPIIKALSUP\user
= B
=2 1D: NULL SID
WP ERR
SE2IREARFER:
BRSO 00-E0-24-50-40-28B
R A0-36-9F-8B-63-4C
NAS:
NAS IPvd Bk 101.0.165.11
NAS IPv6 itk -
NAS R tolly
NAS ER[8: LAER
NAS 00: 16785508
v
B=EERR(M): =2
EH(S): Microsoft Windows secur iZREHE(D): 2022/11/2 15:26:07
4 ID(E): 6272 EEEEIY): MEEHRES
HBIL): B8 FRFEK):  FRED
AUy i THEHR):  WIN-1DPIIKALSUP
EAEREO): (=
ESER0): SRR
E3IP) S0

P Bk )s, @ik AT display mac-authentication connection ff L& #|
FRAPRMER, ST E 4 %005 MAC i GEH 71, Username 2By Switch FIE
B H[H € H P 4 user.

<Switch> display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: mac-auth

IPv4 address: 101.0.165.12

IPv4 address source: User packet
Initial VLAN: 165

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
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Start accounting: Successful

Real-time accounting-update failures: O
Termination action: Default

Session timeout period: N/A

Offline detection: 300 sec (command-configured)
Online from: 2013/01/08 02:47:40

Online duration: Oh 26m 8s

Port-down keep online: Disabled (offline)

4.3.4 FBLEXH

#
mac-authentication
mac-authentication domain mac-auth

mac-authentication user-name-format fixed account user password cipher
$c$3$2HMbYwuGcvFCWTALAWgK5AZOvN2w5SY=

mac-authentication authentication-method chap
#
domain mac-auth
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9j j101p5VA/WXEWO65Z1T7j4AIN8BXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi?7
user-name-format without-domain
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 165
mac-authentication
#

4.4 MACHIHHE A B P& ZEAMACHIIEINIERL B 1B 556

X inm
Z K MAC ¥k k5, N)3X &40 2] 64 8 P MAC ¥ btk A B P 4 e 58 5 & % 25 RADIUS k%
BATIRIE,

4.4.1 BLE Switch

HelES “4.3.1 HE Switch” A, RFTER LT W E s Be &~

[Switch] undo mac-authentication user-name-format
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4.4.2 BEE Windows Server 2016-NPS

BRULR P AR B A B osh, HE 5 “4.3.2 BlE Windows Server 2016-NPS” it B A [ .
K MAC HuhibAE R 44 Fasng, DRI AR 45 2% L s n i i P Fns s, #4558 MAC ik dAqiE A P
] MAC Hudi.

TE “IREG#E B -OGRR” A, kA TR » 5 »AHH P AA”, HREE 4-26.
K 4-27. & 4-28 F1&] 4-29 U InETF A4 .

E4-26 RMMAF

A HENEE

TE(F)  EEfE(A) EE(V)  EEIH)

L e dEal s RENEY

& BN () £ 2z =553
b m ERwIE &:Administrat... EETENENRERS
O E=itaes & Defaultace.. EHEEGEAES,
- gﬁfﬁﬁ %) Guest St AT AT,
;éj ngz{tt% &':USE‘F user user
v & FiEEELe
5 Hj
S EEE
() t288 =E(V) »
el B
v SR SHFE).
@- Wind
= oESE EEH)
2. BEAmEES

E4-27 MINFA P ZAZED

FAF ? w%
BAEU): | 001094000005 |
2= | 001094000005 |
#AD): | 001094000005 |
ERL(P): LI |
AR oy |
[ AF TR e s EnM)

[ BT EEEmMEEs(S)
[ =i BAOw)
[(#~EZAEB)
#E(H) SIEE) *#(0)
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[El4-28 A A

s

EE(G): |group2 |

D) | |

AEE(M):

FRANA)... fEE(R)

#E(H) EIE(C) H(0)

[&4-29 FRMnER A
==l

RIS (S):

‘EF'EEFEES:?HHK ‘ TEER(O)..

BRE(F):
‘ WIN-1DPIIK4L5UP

‘ EE(L...

B8NS EFREE(TR)E):

WIN-1DPSIKAL5UPY001 094000005

HEETRC)

SRA)...

4.4.3 WAL E

(1) FEHRREAIRSHEMEE S, MAC HiLbEH ' Ping k45 #5 Bl AT S B2k .
(2) WP EZ&E, RSEST R RHERER, BiES K 4-30,
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&4-30 AP EZIGIE

{4} 6272» Microzoft Windows szecurity auditing.

=4 EHEE
FE SRR SR AE AP ETRENIR.
FF:
=2 1D: WIN-5RKOEVTVWVADY001094000005
PERR: 001094000005
Mg WIN-SRKOEVTVVAD
=xIRENREFER WIN-SRKOEVTVWVADN0O 1094000005
ErEtrE:
== ID: MNULL SID
RFPERR:
FEEREIRFER
Ao E AR A T e A FA DA CN AN A
BEE#M): ==
=== (S): Microsoft Windows secur iE2ZESIEID): 2022/9/5 17:38:00
=4 ID(E): 6272 fESEERIY): FIESERRiRSEs
HBN(L): BB FEF(K): =iZAETH

A gt HEHLR): WIN-5RKOEVTVVAD

(3) M Lb£k)E, it % L#4T display mac-authentication connection A] DL F
LR EE, Hrh Username BN S MAC it

[Switch] display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: 0010-9400-0005

Access interface: GigabitEthernetl/0/2
Username: 001094000005

User access state: Successful
Authentication domain: mac-auth

IPv4 address: 101.0.165.12

IPv4 address source: User packet
Initial VLAN: 165

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A
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Offline detection: 300 sec (command-configured)
Online from: 2013/01/08 05:10:17

Online duration: Oh Om 16s

Port-down keep online: Disabled (offline)

4.4.4 BREXH

#
mac-authentication
mac-authentication domain mac-auth
mac-authentication user-name-format mac-address without-hyphen uppercase
mac-authentication authentication-method chap
#
domain mac-auth
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65Z1T7jJ4AIN8BXTF
key accounting cipher $c$3$fk1zmonf2IFMdk+17hGsyBcsAwgLobi7
user-name-format without-domain
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 165
mac-authentication
#

y A}
D 8021 iEx EE E 2
5.1 BMFEk
K 5-1 ffix, Client #1 Windows Server 2016-NPS Ik %5 2%k Switch 25744, WS A
X} Client #5417 802.1X AIE, PAFRHI S W8 SR A V7 i), BARESR A0 R
e XF Windows Server 2016-NPS {E5 RADIUS JIR 552 .
. fii & PAP. CHAP. iEP#HICIAIE (EAP-PEAP) 7.
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[&]5-1 802.1X TAERD & 2H M &

NPS

Radius Server
101.0.144.123/24

XGE1/0/2
Vlan 165

XGE1/0/49 101.0.165.11/24

Vian 165 <
101.0.165.11/24

Client Switch
101.0.165.12/24

Internet

5.2 {ERARRA

AHC B 241 B FH ) & s MR E BT
. Switch: S5560X-54C-PWR-EIl, Version 7.1.070
. INIEIRS2%: Windows Server 2016-NPS

5.3 802.1X CHAPEL B B 516F

Z

A B TIAMENAIREE, MA LB AR IS, HIRIEXER 4895 2403719,

5.3.1 BZE Switch

# fic ® RADIUS 77 %

<Switch> system-view

[Switch] radius scheme radiusl

[Switch-radius-radiusl] primary authentication 101.0.144.123
[Switch-radius-radiusl] primary accounting 101.0.144.123
[Switch-radius-radiusl] key authentication simple admin
[Switch-radius-radiusl] key accounting simple admin
[Switch-radius-radiusl] user-name-format without-domain
[Switch-radius-radiusl] quit

# ML E 802. 1x AIERIAIETT .

[Switch] dotlx authentication-method CHAP

# %k 802.1X WIEAIIK domainl, FLE ISP I AAA Jrik.

[Switch] domain domainl

[Switch-isp-domainl] authentication default radius-scheme radiusl
[Switch-isp-domainl] authorization lan-access radius-scheme radiusl
[Switch-isp-domainl] accounting lan-access radius-scheme radiusl
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[Switch-isp-domainl] quit

# Jic B EIE M VLAN AT VLAN £ 1 1P bk,

[Switch] vlan 165

[Switch-vlan165] quit

[Switch] interface Vlan-interface 165

[Switch-VIan-interfacel65] ip address 101.0.165.11 255.255.255.0
[Switch-Vlan-interfacel65] quit

# ¥ 11 XGE1/0/49 A £I$5 % VLAN.

[Switch]interface Ten-GigabitEthernet 1/0/49
[Switch-Ten-GigabitEthernetl/0/49] port access vlan 165

# JT A 3 ) 802.1X INIEDhRE, J ¥ B domainl y 802.1X 5 il A E .
[Switch-Ten-GigabitEthernetl1/0/49] dotlx
[Switch-Ten-GigabitEthernetl1/0/49] dotlx mandatory-domain domainl
# W& 802.1X Jydii 4z 77 7o

[Switch-Ten-GigabitEthernetl/0/49] dotlx port-method portbased
[Switch-Ten-GigabitEthernetl/0/49] quit

# ¥ 11 XGEL/0/2 It N E#& & VLAN.

[Switch] interface Ten-GigabitEthernet 1/0/2
[Switch-Ten-GigabitEthernetl/0/2] port access vlan 165
[Switch-Ten-GigabitEthernetl/0/2] quit

# W E domainl ARG 1IEE
[Switch] domain default enable domainl

# TR 45 802.1x AiiF.

[Switch] dotlx
5.3.2 BZE Windows Server 2016-NPS

TEER: BV, 2 802.4X H I M A MR —34h, Heh “4.3.2 iLE
Windows Server 2016-NPS” Bt & fH[ .

7RSS AE PR -ACER S, st CTH » HENVE R » AR A4, g 5-2 i
R

26



[E5-2 AP

FHES ? s

APEU):

UsEr ‘

E=={h

User ‘

ER(D):

User ‘

EEE(P):

FAEE(C):

AR MNFREREAENERM)
AR A=)
[ EZR(E)

SEH) #57(0)

5.3.3 AL E

(1) FEBCRARSS SA I E L s OL S, % i fi ] iNode 25 /o, ARk 5545 B BCE I
YRR R AT SR 2
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[E]5-3 802.1X & FimiEN

iNodeEREEF IR

802.1 XK

BFRE |u5E.-r
= B |....
~ FEFRAPE

PortalisiE ~

4o

[&]5-4 802.1X & FimiEEmIN

iNodeE 5= F i

802.1 XK
=Rl user
E=HEEE BiEE
o = o =
_HEERTE 2022-8-31 20:47:38

EEm -

(2) P EZJE MRS S ot 5-5 R .
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[&]5-5 802.1X A FIEANRIN

[ =Btz - =44 6272 . Microsoft Windows security auditing. x
E8 =EEE
NAS G2 AR -
NAS &0: 16785508

RADIUS EFi

ErEETER tolly

HOE P ik 101.0.165.11
EHEEERES:

EEERERER FrERFER Windows SHAISTE

[ZEctsi- o=t 802.1x
3 Windows

‘WIN-RSOCBTAF7VG

MD5-CHAP

030303030303034303130: 8: 130303030303066333038303030303030393933

RDREES ATIETIN.
v

BEERM): =%
SRIR(S): Microsoft Windows secur iZREIE(D): 2022/9/1 11:06:05
S+ ID(E): 6272 EEEEY): FESHRES
FEIL) == ERFR): TR
A = HENR):  WIN-RSOCETAF7TVG
RO f=1=
BEEREE): S{E R
E#IP) FAIC)

(3) M) k)5, it display dotlx connection fJLL#E 802.1X /M s, Al HH
Username BN 802.1X I 1 4 (BN user) .

[Switch] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: O
Termination action: Default
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Session timeout period: N/A
Online from: 2013/01/03 08:22:24
Online duration: Oh Om 35s

5.3.4 BLEXXH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65ZIT7J4AINSBXTF
key accounting cipher $c$3$fk1zmOnf21FMdk+17hGsyBcsAwgLobi7
user-name-format without-domain
#

5.4 802.1X PAPIANIEECE B 556IE
5.4.1 BZE Switch

weas LA ER I B EOY PAP, HERLELHBN, 2% 5.3.1 iLE Switch.
[Switch] dotlx authentication-method PAP

5.4.2 EZE Windows Server 2016-NPS

R4 K] 5-6 For, ARSS#% B A TR EDECARSS 7 Fh I B B0 7 3 7 BN« AN 1 & 4 BiE (PAP,
SPAP) (P)”, HEMELHFBN, 1ES% 5.3.2 it & Windows Server 2016-NPS.
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g SR EAP 28(T):
[ #ss 10 LW
O B ERf0RTEIRRH TR W)
TOWs RO
SN .. SEEE s (R
TR EMS HEIERR:

[(IMicresoft NIFEHISHHIEIFME 2 (MECHAP—~2) (V)
FA AR R A SRR S (1)

(M crosafe MIEEAIS{HISIE (MS—CHAR) (1)
FA AR L R A R S )

[ DOEERIEH{HaiE (CHAP) ()

L it & PmE s e s S inisieaE (L)

Bk REFA(A)

5.4.3 FALE

(1) 7EBa RIS B E AT O BL R, (2% P 5P iNode % P, MRS 5% E IR A F
4 RV T 55 PR P 2%
(2) F E RS B R A 57 .
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El5-7 INERTIEARS =B

{l S4B - 314 6272 . Microsoft Windows security auditing. X
B pEES
NAS SIIE; LIk ”
NAS &[0 16785508
RADIUS Eri:
EFEETER tolly
=i 1P it 101.0.165.11
SHBBEE:
EEERERER FREMASER Windows BHBIE
FIEESREE R 802.1x
SHIHEHER: Windows
SARTRSHE: WIN-RSOCETAFTVG
SHEEER: PAP
EAP 28 =
PR 030303030303034303130: 136343 038 9
] FEREESASIE T
v
BEE#R(M): =2
HR(S): Microsoft Windows secur ZREED): 2022/9/1 10:44:31
S ID(E): 6272 ESERY): FSEERESE
FE(L): &8 FEFK:  FHEEN
=1l == WEHR):  WIN-RSOCETAFTVG
HAEREEO): =i
BEEER(): iR

() M EZJE, #i%k#% @it display dotlx connection fJ LLEEE 802.1X /I &,
A LLE B FZEFH 7 1 Authentication method B C B Uy PAP. Hi4 (s EARAS,

[Switch] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: PAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default
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Session timeout period: N/A
Online from: 2013/01/03 08:25:51
Online duration: Oh Om 8s

5.4.4 BLEXH

#
dotlx
dotlx authentication-method pap
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65ZIT7 J4AINSBXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi?7
user-name-format without-domain
#

5.5 802.1X EAP-PEAPIAIFER B 1B 518
5.5.1 @i & Switch

v EARRER IR MBSO EAP, HERLELHFE, 1#H27% 5.3.1 AL#E Switch.
[Switch] dotlx authentication-method EAP

5.5.2 EZE Windows Server 2016-NPS

fRsds LA FESSN TR E, KRB EIES% 5.3.2 il H Windows Server 2016-NPS.
(1) BB AD s
a. AD 1 2¢%%
RIEE 5-8 fian, 16 “Uninfatafinhaer®” Fm, Sl “MESHEME” , AiEMAEaTm
“Active Directory 28 H 5% IR 55 7 #1“ Active Directory #8557, 2 JGiEs: fidh< N —#>,
SRR JE R A F
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A EtrEER
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v | DNS fBESE (Bx8)
IR SR BRI BB 55 ] Hyper-V

[] MultiPoint Services

[m] Web BRESE(IS) (16 TE=E, H43 1
[] Windows Server Essentials {432

[ Windows Server E57ERE

[ Windows FEEiRSE
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O {THRHERS
[ #EHERS
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R
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@0~  IRBB/EZEHE - NAPS @1 Py w2 10
— ?)‘ ESE
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. NAPS FESEERE
iy AIERERS b Windows PowerShell
BE NIC E&
T SRE R 8 I
Lo |
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BEEEH D FEt B B% O8THE

FESAET UL “ARERCE” FIERH, EHE “H T 802.1X LB LiEHL RADIUS ik
%47, mif “BiE 802.1x” .
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[&]5-37 Bl 802.1x Bk EE

@ FESERSE

R EEW EENV) EEH
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€ NPS (i)
> [ RADIUS EFEHIRSS
> [ e
w iEe
> Wl EBREE
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ISUEAER TR -
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FAT 802 1X FHERELEIEN RAIIUE ARSE
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SEEE e
BEEE -

£ “HBiE 802.1X”

U, AANEEAR, mi<E s,

[E5-38 BLE 802.1X FEIE&A MR

EE 802.1X

802, 1X FEHEEfI2ER:
OZewdikkis)

® Z2HE LIEREE V)

Ethernet

Pk LA IEEE

. ! FeiZ 802, 1X FEXR

igg%é%ﬁﬂ% 802. 1% FEEIHIART . Wes AR IR i A iR
QD%T”\E%&E@% 802 1% %qgﬂ&ﬁﬁﬁﬂs ¥Es AL E AR R R S AN R

E=i
TR E R Z0 S OREEE T ERENEI— 30 o (REILLEABATE. fElLligte (1)

[(E2EELAFDER |
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EE 802.1X X

s A {552 802. 1¥ ZHHL

WEE B02. 1x EHRALFEH WA S (R

i

—

RADIUS 3 PimafERI 5 idARses . MBIHRETR - RIS B PR ER it Eil -
EBEHGE BAIIVS TR ERE “Hm”
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L. |
iR (ED. .
B (R

F—EE | T SR (F) HH

EHE TR AN “ARRAHIE” o “ILZ=NE” SEE, mdi<iie>, 76 RADIUS &
F 3 BT o
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RE
IEFEIMETEAR (T):

EFrAnHE

HLIFEHE (F):
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EEME LS EER 00 :

7 v

D@)\ﬁ;ﬂlm! iy g g & H=i2,
ié;ﬁh[ﬁ:‘k s %mﬂ‘] ‘fg ;ﬁ E% i E
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20000 |
WS 0):

[eto0e |

i< F—3>, %&F “Microsoft: Z{f-3K EAP (PEAP) 7 KI&, SRS HIIE 7 i%Em
lid & .
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[E]5-43 EMARSS R

@ mEsRRsS - o X
T BEA) BBV EEIH)

e |m HE

& i Lo
> Cl RO SAEE() |

> Ef 8 SHEE(E)

R PR EIER A iR R MR PeEE TR RE . LB TR R T
& o8k .
. =30 NPS BBE(S)
> iy R
I NPS BE(0)
| T Active Rjrectory FEBSE(G) | .
EtER) HEERETEAHETRAERS -
BEV) > 5 REE .
ZE(H)

S . ADIUS REER
otk S5 VN i 10PS mE b RADIUS BRES 50, ARZIISHEERIATLL I NPS BT 2o VPN
SRIRE B ERh RADIUS 2 o th s B S A e -

B BE vy B S B THETEER
=EREE e
AR -

E Active Directory SRS

5.5.3 IIFALE

(1) EREMIRS S E TR T, £ PCERHA LM -RE 3%
(2) HFP LG4SR 5-44.,
El5-44 AR EEERSERE T

SUDJECTUSErDIO - 1-2-£1-32£24/ 0301 £-£037 L2 22-L0/\WI 14004~ 11U
SubjectUserName user

SubjectDomainName TEST8
FullyQualifiedSubjectUserNameTEST8\user
SubjectMachineSID5-1-0-0

SubjectMachineName -
FullyQualifiedSubjectMachineName -
CalledStationID 00-E0-24-50-40-2B

CallingStationlD A0-36-%F-8B-63-4C
MNASIPv4Address 101.0.165.11

NASIPv6Address -

NASIdentifier tolly

NASPortType LUAR

NASPort 16785508

ClientName tolly

ClientIPAddress 101.0.165.11

ProxyPolicyName 225 (LA RM)iEE
NetworkPolicyName 225454 M) s
AuthenticationProviderWindows
AuthenticationServer WIN-NT2QISKLNCM.test.com
AuthenticationType PEAP

EAPType Microsoft: Z2=F(EAP-MSCHAP v2)
AccountSessionldentifier 30303030303030343031303732303234333130303030303138373038303030303030393933
LoggingResult §iDHESS A AEE,
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() M EZJE, #ik#% Fidid display dotlx connection fJ LLEEE 802.1X /M HIfE S,
Al Horp Username iy 802.AX I H ' 44 (A5 user) .

<Switch> display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: eap

EAP packet identifier: 11
Authentication method: EAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/07 20:24:31
Online duration: Oh Om 14s

5.5.4 BLEXXH

#

dotlx

dotlx authentication-method peap

#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165

undo dotlx handshake

dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased

#
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domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl

accounting lan-access radius-scheme radiusl

#

radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65Z1T7jJ4AIN8BXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi7
user-name-format without-domain

6 Portal INEXTEHC B 24| ——Z<H#h portal+LDAP AiE
6.1 fAMEXR

W 6-1 Fisx, Client 1 Windows Server 2016-NPS JiR 252t Switch &7 344, & &M R A
X Client #H17 Portal E,  PAFE 6| FE W28 YR U7 ), BARESR a0 R -

e ¥ Windows Server 2016-NPS /£ LDAP IR %% .

. PR B4 77308 Portal TAE.

[#6-1 Portal TAERD Z AN

NPS

Radius Server
101.0.144.123/24

XGE1/0/2
Vian 165

XGE1/0/49 101.0.165.11/24
Vian 165 <-§-> Internet
101.0.165.11/24
Client Switch

101.0.165.12/24

6.2 ERMA

AHC B %55 B A FH e 48 45 IR E B R -
. Switch: S5560X-54C-PWR-EI, Version 7.1.070
. INIEIRS2%: Windows Server 2016-NPS
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6.3 BLETE

X inm

AE BT INENA KRB E, NA BN R E%, HIRIEXE 4% 24815 9.

6.3.1 EE Switch

# 3 ANAHE Portal Web RS54, JE4aE M A HTTPS PRl A% Fuim a8 HANIESS &
<Switch> system-view

[Switch] portal local-web-server http tcp-port 2331
[Switch-portal-local-websvr-http] quit

# i & Portal Web 4525 URL il
[Switch] portal web-server newpt

[Switch-portal-websvr-newpt] url http://101.0.165.11:2331/portal
[Switch-portal-websvr-newpt] quit

# i & LDAP fi %528 ccc.
[Switch] ldap server ccc

[Switch-ldap-server-ccc] login-dn cn=administrator,cn=users,dc=test,dc=com
[Switch-ldap-server-ccc] search-base-dn dc=test,dc=com
[Switch-ldap-server-ccc] ip 101.0.144.124

[Switch-ldap-server-ccc] login-password cipher 123456
[Switch-ldap-server-ccc] quit

# Il LDAP J5 % Idapl.

[Switch] ldap scheme ldapl

[Switch-ldap-1dapl] authentication-server ccc

[Switch-ldap-1dapl] quit

# fic B EIE M VLAN AT VLAN £ 11 1P bk,

[Switch] vlan 165

[Switch-vlan165] quit

[Switch] interface Vlan-interface 165
[Switch-VIan-interfacel65] ip address 101.0.165.11 255.255.255.0
[Switch-VIan-interfacel65] portal apply web-server newpt
[Switch-VIan-interfacel65] quit

# F 1 XGE1/0/47 #1 GEL1/0/2 it N EI$6 %€ i1 VLAN.
[Switch] interface Ten-GigabitEthernet 1/0/47
[Switch-Ten-GigabitEthernetl/0/47] port access vlan 165
[Switch-Ten-GigabitEthernetl1/0/47] quit

[Switch] interface Ten-GigabitEthernet 1/0/2
[Switch-Ten-GigabitEthernetl/0/2] port access vlan 165
[Switch-Ten-GigabitEthernetl/0/2] quit

# ICE domainl 3.

[switch] domain domainl
[switch-isp-domainl] authentication portal ldap-scheme ldapl
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[switch-isp-domainl] authentication portal none
[switch-isp-domainl] accounting portal none
[switch-isp-domainl] quit

# BLE domainl AR 1 ISP k.

[Switch] domain default enable domainl

# it E Portal B EAIE.

[Switch] interface Vlan-interface 165
[Switch-Vlan-interfacel65] portal enable method direct
[Switch-Vlan-interfacel65] quit

= i

B P T AR ABAERA T = B Portal AEF R L4, B4 RE 250k 4 L4 portal
enable method direct 2 & % portal enable method layer3 B+, REBALF %L
F .

6.3.2 ECE Windows Server 2016-NPS

RS2 EHIEC B 1S % 5.5.2 i B Windows Server 2016-NPS.

6.4 WAL E

(1) HPENYEE D AARRAE 1P #ihl, B4 )5 2B R8s um, iERIEE6-2 Frx, fiA
K 71 44 FN 250
[&6-2 Web BEFRHE

g%

[EBIFTE© 2003-2022 HESBERABRAR, RE—THGEL.

DU SRR SR R o
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El6-3 BRI

T

MEEATEO 2003-2022 ME—BEEAARAT, RE—HH.

(2) M EZJE MRS a Sl 6-4.
El6-4 AP L&ERSHER

it 4624, Microsoft Windows security auditing.

= EEEE

CAERES.

RS
Z2I MULL SID
HFERR -
WP -
=i [V 00

i

b il
ERHREERER:
=R

b5y oo

3%}

(ILIE

BEEFRM): o

(S Microsoft Windows secur 12ZETEID): 2022/9/6 19:00:23

=4 ID(E): 4624 EEERIY): 2=

HEIL): BE FEFK: E=EEn

2 l(9) =i HEHR):  WIN-NT2QISKLNCM.test.com
EERE0): BE

BEEB): eIt ds Rzl

2N

(3) M/ k4G, 7k Lilid display portal user w4 A LI E 4k Portal F F (015 ..
Hrr Username 7Bt &7~ A Portal F 7 I 7 44 user

<Switch> display portal user all
Total portal users: 1
Username: user
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Portal server:
State: Online
VPN instance: N/A
MAC 1P VLAN Interface
a036-9f8b-634c 101.0.165.12 165 Vlan-interfacel65
Authorization information:

DHCP IP pool: N/A

User profile: N/A

Session group profile: N/A

ACL number: N/A

Inbound CAR: N/A

Outbound CAR: N/A

6.5 BCE N

#
interface Vlan-interfacel65
ip address 101.0.165.11 255.255.255.0
portal enable method direct
portal apply web-server newpt
#
domain ldap
authentication portal ldap-scheme ldap
authorization portal none
accounting portal none
#
Idap scheme ldap
authentication-server ldap
#
lIdap server ldap
login-dn cn=administrator,cn=users,dc=test,dc=com
search-base-dn dc=test,dc=com
ip 101.0.144.124
login-password cipher $c$3$MU1UdANLgSFni5hERPL15CYR7NSHWERKErhr3bQuNA==
#
portal web-server newpt
url http://101.0.165.11:2331/portal
#
portal local-web-server http
default-logon-page en.zip
tcp-port 2331
#
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[ i VAN xHER B )
7.1 AR

W 7-1 A7, Client il Windows Server 2016-NPS Ji 55 #%i@ it Switch Zri%E s, WAEFRA
X} Client 347 802.1X INIEEE MAC HuliAGE, DA il 6 2 S i al,  BARE SR

e XM Windows Server 2016-NPS 14 RADIUS Jik %5 %% .

e  jBid Windows Server 2016-NPS 41 & VLAN, %4 VLAN A 144,

[E7-1 %4 VLAN EM[E]

NPS

Radius Server
101.0.144.123/24

XGE1/0/2

Vian 165
XGE1/0/49 101.0.165.11/24
Vian 165 f§" Internet
101.0.165.11/24 ™
Client Switch

101.0.165.12/24

7.2 fERMZAR

A B 1445 B A FH I BE 48 5 I AR B B R -
° Switch: S5560X-54C-PWR-EIl, Version 7.1.070
. IIEARS2%: Windows Server 2016-NPS

7.3 BB FERVLANG E S B 5I8F
7.3.1 BicE Switch

. K MAC HihibiAiE, Swtich EECEES% 4.3.1 il B Switch,
. K H 802.1X AiE, Swtich FACEES % 5.3.1 il & Switch.

7.3.2 B E Windows Server 2016-NPS

(1)  AR%s2% BN E .
o #KH MAC HuhbIE, ARE 28 EAIBELEE S 4.3.2 il & Windows Server 2016-NPS.

o #KH 802.1XME, R4 LB E1HS% 5.3.2 il E Windows Server 2016-NPS.
(2) RFEHK “BEXH” 1 “BrE” 258 7-2 B850 .
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Tunnel-Medium-Type: €)% f%i&
T T & VLAN.
Tunnel-Private-Group-ID: B¥iE 215 (41 1D, iZJ@ A T & VLAN I T4 T & [ VLAN
ID (A5~ &1 VLAN ID 25 100).

MR BN RA, R A 6 I Ror 802 XM, W H]

o Tunnel-Type: fEHIMIREEYML, ZJEIEE Y 13 1R N K VLAN.

E7-2 BoEXXH

mac-auth EfE

om

mr 2E axE BE

EEE
D%-}-@%ﬁ% églﬁﬁﬁﬂﬂ BiZEmEFhiaRiR . MiERESEE -
wES
LI'B Eit EEREMELEE wils 2o, B B B i
¥ MRS, TSR] RIS EE . %éﬁ% RATTUS
- LT #éw%%m S e
HEERE
B AR hinl
oy FERBAIEER R EiL )
(BAF) =1 &
.‘-.? IF ke Framed-FProtocol FFF
- Servise—Type Framed
% iz Tunnel-Medium—Type 502 (includes 21l 802 media plus Etherne ..
ot P BE Turmel—Fv t~Gr oup=10 100
Tunmel-Tvpe Virtual LiH= (VLAND

HRR(E. .

Bl (R

EZFA(A)

7.3.3 WAL E

(1) A7 R2R)E S5 Es Bos & 7-3.
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&7-3 AR L& ERSEETR

@y  OmEiE =E SHEID {FEHE @
@ =t 2022/9/5 18:52:57 Micro... 6272 FUEASHEEE
9, S, 2022/9/5 18:52:57 Micro... 4634 GEE
A S 2022/9/5 18:52:57 Micro... 4624 HR
@, E#. 2022/9/5 18:52:57 Micro... 4648 BE
A .. 2022/9/5 18:52:57 Micro... 4776 EERTE
@ Sz 2022/9/5 18:44:19 Micro... 5059 EitZEHEi b
ZEfF 62725 Miorosoft Windows security auditing X
M #EEE
MEERRERCAETRFETFHER. “
FRF:
=2 ID: WIN-SRKOEVTVVAD\001094000005
KPR 001094000005
Pk WIN-SRKOEVTVVAD
SERRENRSER: WIN-5RKOEVTVVAD\001094000005
ErEi e
22 ID: NULL SID
HPERR:
s2lRERSER
AR nn rA aa €noan aa A4
BEEER(M): =
S(S): Microsoft Windows secur JZEEIEID): 2022/9/5 18:52:57
S ID(E): 6272 TEEERIY): PUESRREE
EEIL): =8 FEFK):  FEAED
FFU): iz HHEALR):  WIN-5RKOEVTVVAD

(2) LL802.AXIMIENKI, FF L4k)s, fEd#& Ll display dotlx connection 4Lk

BE 4 802.1X I ' HI{E B, Hrf Authorization untagged VLAN B B B Th T K24
VLAN100.

<Switch> display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
VLAN: 165

Authorization untagged VLAN: 100
tagged VLAN list: N/A
VSI: N/A

Initial

Authorization
Authorization

Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization

microsegment 1D: N/A
N/A
dynamic ACL name: N/A

ACL number/name:

user profile: N/A

CAR: N/A

URL: N/A

IPv6 URL: N/A

temporary redirect: Disabled
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Start accounting: Successful

Real-time accounting-update failures: O

Default

Session timeout period: N/A

Online from: 2013/01/08 06:52:03

Online duration: Oh Om 14s

PL MAC b EAE], P 285, 7R Ll display mac-authentication
connection @A UUEE F2 MAC Hihib U iEH S 15 8. Hd Authorization untagged
VLAN F-BUR /s B &K %A VLAN 100.
[[Switch]display mac-authentication
Total
Slot ID: 1

User MAC address: 0010-9400-0005
Access interface: GigabitEthernetl/0/2
Username: 001094000005

User access state: Successful

Termination action:

connection
connections: 1

Authentication domain: domainl
IPv4 address: 192.85.1.2

IPv4 address source: User packet

Initial VLAN: 165

Authorization untagged VLAN: 100
Authorization tagged VLAN: N/A
Authorization VSI: N/A
Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled

Start accounting: Successful
Real-time accounting-update failures: 0O
Default
Session timeout period: N/A

Termination action:

Offline detection: 300 sec (command-configured)
Online from: 2013/01/08 06:25:15

Oh Om 8s

Port-down keep online: Disabled (offline)

7.3.4 BLENXH

Online duration:

#

dotlx

#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type hybrid
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port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65Z1T7j4AIN8BXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi7
user-name-format without-domain
#

7.4 EFNVLANZIRELE LB S5IE
7.4.1 B2E Switch

(1) Swtich EECE .
o # KA MAC bk iNiE, Swtich FIRCEES# 4.3.1 il & Switch.
o AFH 802.1X WIEFI /T, Swtich LWL E %S % 5.3.1 flE Switch.
(2) FALVLAN ZFRES, % VLAN DZIFE & EC &8, I HE | VLAN # 7K.

<Switch> system-view
[Switch] vlan 100
[Switch-vlan100] name tolly

7.4.2 BEE Windows Server 2016-NPS

(1) MRS E Lrm A E .
o #iKH MAC #itibiliE, A% a3 EIRCEEZ% 4.3.2 il & Windows Server 2016-NPS.
o # KM 802.1X A, MR ERIACETE S 5.3.2 il E Windows Server 2016-NPS.
(2) RFEH “WZER” 1 B 25 K- 7-4 BT,
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E7-4 BLEXH

B 2@ g RBE

- O X

PRI RATEE -
!D%%@%ﬁ%ﬁ%%ﬁ*ﬁms BamiE iR, Mgz E - _
FE8): R « - X "
RIS B . = g » BB TR BT R TR o
i Fﬁﬁ’?vt‘ﬂ’ruup*ID L= x \_
: [ HEEE Ehe: [y
. EdARRHE | 6 Tunnel P t=Gr oup-ID \
g B - g
T I iR EHET: ‘ Eitiat;
0, hrE 3] =1 hnial. .. | | OotetString
T BRE BADTUS Stecdurd 100 B ERRE ) 2
HpE | = ©@FHRG)
O 7=t 0
LEw [eally |
T
W ALH
WE BLE
|
H )
v
| >
B B mEw ||

7.4.3 WAL E
(1)

P B 28 a5 28 s ] 7-5.

E7-5 AP LE&ERSF[ER

E{F 6272, Microsoft Windows seourity auditing

SRR

e SR AR TR E T hEERE.

FHF:
=5 1D
b ER
i

ErEitE:

===l [0

b=
E2iRErRFER

S EIFAA TR,

S2IRENRFER

WIN-5RKOEVTVVAD\user
user

WIN-5RKOEVTVVAD

WIN-5RKOEVTVVADVuser

MNULL SID

AN FA T4 BN A0 TN
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(@)

®3)

DL 802.1X IEAH, H Lk)E, 7% Lilid display dotlx connection fii4A] LA
w5 F4k 802.1X I HIfE E.. Hrb Authorization untagged VLAN B o Th T K74
VLAN100 (7% VLAN Z#A tolly)

[Switch]display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c

Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2

Authentication method: CHAP

AAA authentication method: RADIUS

Initial VLAN: 165

Authorization untagged VLAN: 100
Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08 06:55:46

Online duration: Oh Om 9s

PL MAC b GEAE, P L2k, 7R Ll display mac-authentication
connection A UEE 4 MAC Hihib- U iEH S 15 8. Hd Authorization untagged
VLAN FE R I R &AL VLAN100 (i% VLAN £ #57A tolly) .
[Switch]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: 0010-9400-0005

Access interface: GigabitEthernetl/0/2
Username: 001094000005

User access state: Successful
Authentication domain: domainl

IPv4 address: 192.85.1.2

IPv4 address source: User packet

Initial VLAN: 165

Authorization untagged VLAN: 100
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Authorization tagged VLAN: N/A
Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Offline detection: 300 sec (command-configured)
Online from: 2013/01/08 06:57:21

Online duration: Oh Om 9s

Port-down keep online: Disabled (offline)

7.4.4 BLENH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65ZIT7J4AINSBXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi7
user-name-format without-domain
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7.5 IEZRVLANERELE LB S5I0IE
7.5.1 BLE Switch

(1) Swtich EHECE
o # KA MAC bk iAiE, Swtich FIRCEES# 4.3.1 il & Switch.
o #KH 802.1XAIE, Swtich FAHCE 2% 5.3.1 i #E Switch.

(2) TKRK VLAN A0 & E O 2RI, 20K i%4 VLAN 2190 1D S/ VLAN AL 2411 1)
WIER P, HE20%u HERER P 38354 VLAN .

<Switch> system-view

[Switch] vlan-group temp
[Switch-vlan-group-temp] vlan-list 100 200 300

7.5.2 BCE Windows Server 2016-NPS

(1)  MR5HE L m A .
o #iKH MAC #itibiliE, AR%s s EIRCEES% 4.3.2 il & Windows Server 2016-NPS.
o #KH 802.1X A, Mk ERIACETE S 5.3.2 il E Windows Server 2016-NPS.
(2) RFds “MLEH” 1 B 2% E 7-6 BT,
[E7-6 BLECH

mac-auth BtE X
wE = amE BE

?SE%@%?%EEE%X@EE » BiZsamEFhiaieR . NIEAZEIRE -

BEE):
EH HE | RAITUS P 2 RAITUS
¥ a u%me%% s Tt S T L0t T e W e
x ol 1‘:‘!&7 frdy
Py
0 thial
oy ZHBEEAEHR Bit1):
(BAP) £ i
T I kS Framed-Frotocol FFF
, Service—Type Framed
% M Tunnel Medium—Type 502 (includes all 802 media plus Etherne. ..
o IFRE Tunnel-Frt—Group=II  temp
Tunnel-Type Virtual LaWsz (VLAN)
). .. | [HREIE). Bl (&)

"
&
k=
=,
H

7.5.3 WFALE
(1) P RS S SRR 7-7,
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(2)

E7-7 AP E&ERSR[RETR

EiF 6272, Microsoft Windows security auditing. X

2R EEEE
FiESEERE R RS M ERETHEUR. ~
FF:
£21D: WIN-5RKOEVTVVAD\user
PR user
LT WIN-5RKOEVTVVAD

FEEIRENHFER WIN-5RKOEVTWVAD\user

EEETE:
=2 1D: NULL SID
AR
FE2IREREFER:

S AN Fnoas En an an

PL802.1X NIEAF], A/ k)G, 7EBi4 LiEid display dotlx connection fiy4 1] LA
™E 2k 802.1X FH/ HIfE E . Hdh Authorization untagged VLAN 7B 7R I T & 33740
VLAN 100,

<Switch> display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: 100
Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08 07:03:17
Online duration: Oh Om 12s
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PL MAC b GEAE], P 285, 7R Ll display mac-authentication
connection A UUEE F2 MAC Hihl U iEH S 15 8. Hd Authorization untagged
VLAN F-BUR s B N &K %A VLAN 100.

<Switch> display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: 0010-9400-0005

Access interface: GigabitEthernetl/0/2
Username: 001094000005

User access state: Successful

Authentication domain: domainl

IPv4 address: 192.85.1.2

IPv4 address source: User packet

Initial VLAN: 165

Authorization untagged VLAN: 100

Authorization tagged VLAN: N/A

Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A

Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A

Offline detection: 300 sec (command-configured)
Online from: 2013/01/08 06:57:21

Online duration: Oh 10m 12s

Port-down keep online: Disabled (offline)

754 BLENXH

#

dotlx

#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165

undo dotlx handshake

dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
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#

domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl

#

radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65Z1T7j4AIN8BXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi7
user-name-format without-domain

#

7.6 R Multi VLANER B £ B 516
7.6.1 BZE Switch

(1) Swtich FHIECHE .
o #XF MAC #ilibiliE, Swtich FECEiHS% 4.3.1 il & Switch.
o KM 802.1X iAiF, Swtich FHIEE %22 5.3.1 fit & Switch.

(2) MRS BB EZA VLAN ZFRES, Fif5 VLAN LI 4 E e gelgd, JEH¥RE T VLAN
2R
[Switch] vlan 100
[Switch-vIan100] name tollyl
[Switch-vlan100] quit
[Switch] vlan 200
[Switch-vIan200] name tolly2
[Switch-vlan200] quit

7.6.2 BZE Windows Server 2016-NPS

(1) Mm% EMEE.
o #iKH MAC #itibiliE, AR5 EIRCEES% 4.3.2 il & Windows Server 2016-NPS.
o # KM 802.1X A, MR ERIACEE S 5.3.2 il E Windows Server 2016-NPS.
(2) RFEH WK 1 B 25K 7-8 BT,
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E7-8 BLEXH

e
o& AT ihial

RADI B

SRk

mac-auth Ef&
wmA 24 m= RS
mE -
R v, AT TR, MR -
'IRE(S):
B B FEAIEY
2 o DS

£ RAITUS Bt B8RS R
I’:tﬁ"% Egﬁ RADTUS Eg%o %ﬁg RADTUS

o

Tunnel -Type

oy SERRATEE Bitn):
(BAT) e
‘_,? IF iifidkss Framed-Protocol
Service—Type
" ¥P
% I Tunnel Medium-Type
'P!f IF %5 Tunnel -Fwt—Group—1D

1=}

FEP

Framed

502 (ineludes all 802 media plus Etherne. ..
tollyl tolly? 500 600

Virtual LaHs (VLAW}

SN, ..

R (E). .

P ()

Bk REFA(A)

7.6.3 WAL E
(1) HF E&ERS SRR IE 7-9.
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()

&l7-9 AR L& ERSEETR
%o Famos |

=@F  REEEE iR F#ID 58

.. 2022/9/6 10:00:57 FAEEERES
@, Hh.. 2022/9/6 10:00:57 Micro... 4634
@, 4. 2022/9/6 10:00:57 Micro... 4624 BFE
@, T 2022/9/6 10:00:57 Micro... 4648 BFE
@, .. 2022/9/6 10:00:57 Micro... 4776 EHEWIT
N, &z 2022/9/6 9:50:28 Micro... 5059 EftFEESE

| Tk 6272. Microzoft Windows zecurity auditing

0 saEe
R SR O AR ArR T HERR. ~
FF:

=22 D WIN-5RKOEVTVVAD\user
HFERR user
Pl WIN-5RKOEVTVVAD

SEEIRENRFER WIN-5RKOEVTVVAD\user

ErEtE:

=2 ID: NULL SID

P ER:

S2IREREER

ACER A T AA FA A4 EA AR AR v
HEERR(M): ==
H=B(S): Microsoft Windows secur iEZRE{EI(D): 2022/9/6 10:00:57
=i ID(E: 6272 IEHBIY): MESEEEE
RBI(L): =1 FEFK:  ERED
() =5 HEAR):  WIN-5RKOEVTVVAD
EAERBE(0): E8
EZEE() S{4HFEEE

PL802.1X NN, H P L& )5, fEiks il display dotlx connection fiy4 ] LA
BE 4 802.1X I KI5 B, Hrf Authorization untagged VLAN B B B Th T K24
VLAN 100,

= i

EINEIR 535 T & 6944 VLAN 13 & 4 — A~ 642 F VLAN % 5 VA B & F VLAN & #R69 F 44
B, MX& B RN ELMATAH—20 VLAN ID, R/ KRB 5MAT—/~ VLAN 204 A8 [F) 64 ff 477 15 45
THFE—AIAVLAN, @77 £4% VLAN ID & ik dE,

<Switch> display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user

User access state: Successful
Authentication domain: domainl
EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: 100
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Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08 21:33:14

Online duration: Oh Om 12s

7.6.4 BLENH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65ZIT7J4AINSBXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi?7
user-name-format without-domain
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7.7 ZiAuto VLANFR N 1f0 B 18 556

X inm

Auto VLAN AL T, AR4% T & 49324 VLAN 1xds% 0 44945 £ A 4 Hybrid & Trunk, H 802.1X 4
ANAEH 7 X A Port-based #95% 0 A 30, &5m 24438 KA 4 access, MA P LXK LK.

7.7.1 BLE Switch

Swtich FHIECE 1527 5.3.1 ALE Switch.

7.7.2 BZE Windows Server 2016-NPS
MR428 FIIC BiE 5% 5.3.2 i E Windows Server 2016-NPS. H&E¥4 “ W 5Em%” 1) “J@ik”
2 K] 7-10 B4 BRI T,
&7-10 BLE

mac-auth E£ x

wmE 24 ax BE

[l A A
QE%%@%?%*—?EE@X MWEe, BEsemE Hibic iR MEMZERE -

wEEN
— %4% i TS Fl .*,% RADIUS
\ a u%m%%fg eI R Rk 8 SR L
s #‘_—LILJT RS -
R
# f 303 Hhial
oy FHRAEES®Y Rt (1):
(B4r) £ A
.‘_.? IF iifikss Framed—TFrotocol FFF
% s Serviea—Type Framed
- - Tunnel Medium-Type 802 (includes all 802 media plus Etherne. ..
gl IF wE Tunnel v t—Gr oup—I0 7t 9t
Tunnel-Type Virtual LAH=z (VLAN)
... | SREEE). Tl (R

B REE(A)

7.7.3 WirfcE

FH P g 802.1X IF T = F 2k,
(1) KPP E&ERS#RE A 7-11.
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()

&7-11 AP E&RRSEEETR

i 6272, Miorosaft Windows seourity anditing
S EEEB
PEERRERCAE AR T AR,
HF:
=2 1D: WIMN-5RKOEVTVWADVuser
=R user
Herisg: WIN-5RKOEVTVVAD
=2 IRENRAER WIN-SRKOEVTVVAD\user
ErETE:
=% ID: NULL SID
=R
FE2IRENHPERR:
HEE#R(M): =2
F=E(S): Microsoft Windows secur iCEAJEI(D): 2022/9/5 19:43:12
=4 ID(E): 6272 ESZERIY): FEERERES
HRBNL: =E FEFK): e
AP i PHEHR):  WIN-SRKOEVTVVAD
EIERE(O): B8
E£EE(: SR EEEE

R E4)E, (£ FiEid display dotlx connection 4 A LLE A 4 802.1X H /7
{5 .. HH Authorization tagged VLAN “Z B R N K BAL VLAN 7 1 VLAN 9. A7
7 untagged AL VLAN,  JIAME Bt 111844 VLAN
<Switch> display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c

Access interface: GigabitEthernetl/0/2

Username: user

User access state: Successful

Authentication domain: domainl

EAP packet identifier: 2

Authentication method: CHAP

AAA authentication method: RADIUS

Initial VLAN: 165

Authorization untagged VLAN: 100

Authorization tagged VLAN list: 7 9

Authorization VSI: N/A

Authorization microsegment 1D: N/A

Authorization ACL number/name: N/A

Authorization dynamic ACL name: N/A
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Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: O
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08 07:15:29

Online duration: Oh Om 10s

7.7.4 BEEXXH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65Z1T7j4AIN8BXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi7
user-name-format without-domain
#

7.8 i Auto VLANIINI 2B & 1B 516F
7.8.1 BZE Switch

Swtich FHIECE 1527 5.3.1 ALE Switch.
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7.8.2 B E Windows Server 2016-NPS

R%2s FIIBC B 15 2% 5.3.2 Jil® Windows Server 2016-NPS. HFE¥ “MLEE08” 1) “J@ ik ”
S 7-12 BEGBITT .

E7-12 BeE X

mac-auth Efs ot
mr = #m  BE

SE%@%%%EEE%XEEL BZHEmRE T hie R, MEARERE-

EEE)
BAITS FEt EREMEEET vt TR, EE mons 2
T ¥ S T L LA ROTs B e e o
Epy #ékl?%%i e o
HEREE
Az il
oy SRR AT Bt
{(BAF) £ '
"I? IP iFikas Framed—Frotocol 333
, ServiceType Framed
% iz Tunnel Medium—Type 802 (includes all 502 media plus Etherne. ..
# IF R"E Tunnel-Fvt-Group—ID 7t 9t 10u
Tunnel -Type Virtual LAHs (VLAN)
hom). .. | [EmiEE). Hiff: R

ik REFR(A)

7.8.3 WFALE

FH P48 802.1X NiF 5 =t 4k,
(1) HPLELERSS LR RWE 7-13.
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()

E7-13 AP E&ERSRHRETR

| ——
FgF  AsEE =iE =D {25
CN St 2022/9/5 19:46:50 PIEERRRE S
O ER.. 2022/9/5 19:46:50 Micro... 4634 iHE
@ .. 2022/9/5 19:46:50 Micro... 4624 BF
D EHz.. 2022/9/5 19:46:50 Micro... 4648 TP
O ER.. 2022/9/5 19:46:50 Micro... 4776 EEBTE
@ .. 2022/9/5 19:44:20 Micro... 5059 HfthEmSe
2| [Pk 6272, Microzoft Windows security suditing
2 PARE
ST TrTETeaTT "
EFE 1P ik 101.0.165.11
SHISHERMES:
EESEREERER FrERFER Windows SGESE
PRl R E R mac-auth
SRR MER Windows
SRS WIN-5RKOEVTVVAD
SRR MD5-CHAP
EAP 57;
Lok in ] 3030303030303034303130383037313930373030303030316164: 03030393933
[Shat=—t] HOKEES A H R,
v
BEETRM): =2
FEE(S): Microsoft Windows secur iBZATIE(D): 2022/9/5 19:46:50
=44 ID(E): 6272 EEEEIY): FIESREREE
RBN(L): B2 X@FK):  FEED
AR S FHER):  WIN-5RKOEVTVVAD
B|IERB(O) =8
ExEED: SEE R

R B4 )5, (£ FiEid display dotlx connection 4 A LLEHE 4 802.1X H /7
fI{5 .. HH Authorization tagged VLAN “FE R ) A3 AL VLAN 7 FiI VLAN 9. 177
untagged HIFZAL VLAN, 3t FIEE VLAN B4 & 808 untagged (3241 VLAN.

<Switch> display dotlx connection

Total
Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2

connections: 1

Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: 10
Authorization tagged VLAN list: 7 9
Authorization VSI: N/A
Authorization microsegment 1D: N/A
N/A

Authorization dynamic ACL name: N/A

Authorization ACL number/name:

Authorization user profile: N/A

Authorization CAR: N/A
Authorization URL: N/A
Authorization IPv6 URL: N/A
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Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08 07:19:07

Online duration: Oh Om 10s

7.8.4 BLENH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65ZIT7 J4AINSBXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi?7
user-name-format without-domain
#

7.9 F#fAuto VLANE N 3L & 18 5164iF
7.9.1 B & Switch

Swtich FHIECE 15 2% 5.3.1 Al E Switch.

7.9.2 BZE Windows Server 2016-NPS

%2 FIIBC B 15 2% 5.3.2 Jil® Windows Server 2016-NPS. A &% “EiE T 1 “J@i”
S & 7-14 1B R4 BITT .
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E7-14 BEEX

mac-auth BiE
R 2 Am BE

&E%@%ﬁ%gégrﬁﬁﬂm’ Bzl s TiniainiR iEREYiRE -

wE ()
RIS BSENEN L ET MODS FEE, §ikE RIS #t <1
e b g AR T Rt Pt R
% 1 E):lg #:—‘MT%%E S e
HEEHE
7 HAmxE thial
o BHRATEEAEh Bz
(BAF) ER &
T IF ik Framed-Frotocol 233
. Service—Type Framed
% i Tunnel-Medium-Type 802 (ineludes all 802 media plus Etherne...
o P RE Turmel-Pvt—Group=I0  Su 7t 9t 10u
Tunnel-Type Virtual LANs (VLAW)
R0 | e Hp; (R

T

7.9.3 WFALE

FH P8 802.1X F T = F 2k,
(1) HFPEZLERS%SES LR RwE 7-15.
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E7-15 AP E&ERSR[RETR

@y  OENEE =B H#ID 55 "
@, = 2022/9/5 19:50:34 Micra... 6272 MEEMEBSE
@ .. 2022/9/5 19:50:34 Micro... 4634 EES
@ .. 2022/9/5 19:50:34 Micro... 4624 BE
5{_?12 2022/9/5 19:50:34 Micro... 4648 R
?\1‘?12 2022/9/5 19:50:34 Micro... 4776 EEEE
A Et. 2022/9/5 19:46:50 Micra... 6272 FESREEE v
B 6272, Microsoft Windows security suditing X
= pEEE
[EEite e g sy = "~
IFaF:
=2 ID: WIN-5RKOEVTVVAD \user
RFERR: user
P WIN-5RKOEVTVVAD

SLREMEAER WIN-SRKOEVTVVAD\user

ErETEL

=2 1D: NULL SID

WEERR:

SRIRERRAER

Aok BT & AN N a4 £ oan an i
BEERM): E-=3
HE(S): Microsoft Windews secur iBREEID): 2022/9/5 19:50:34
=4 ID(E): 6272 EEERY): MESEESE
FRL: (= FEF(Q:  =EEm
FAU): =i HEHR):  WIN-SRKOEVTVVAD
EIERB0): (==
E£ER0): SHEZEAEE

(2) MW EZJE, #ik% Fidid display dotlx connection 4] LI HE 4k 802.1X [
{5 & Hr Authorization tagged VLAN F-BU i /s D) N A #AL VLAN 7. VLAN 9 Al VLAN
10. B VLANE BN — ML EEFAD “VLAN IDHES” ERBE/EH, WRASE —DAE
W A R aF 5T untagged JE 4% VLAN B8 i@ dT i — ) untagged A3 AL VLAN (AR5
VLAN 8) , HA VLAN # #4714 tagged AL VLAN, i F IR VLAN K HE 50N
untagged 3% VLAN.

[Switch]display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl1/0/2
Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: 8
Authorization tagged VLAN list: 7 9-10
Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
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Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08 07:22:52

Online duration: Oh Om 48s

7.9.4 BLEXH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65ZIT7J4AINSBXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi?7
user-name-format without-domain

8 mix AcL xtzm B2
& 8-1 Ffisx, Client 1 Windows Server 2016-NPS JiR 2528t Switch @ 373%4:, H&EH DA
BT Client #£47 802.1X AIFEL#E MAC bkl U, DAl 5 W 48 SR 1005 0], BARESR IR

e XF Windows Server 2016-NPS {E5 RADIUS IR 552,

82



o i T Windows Server 2016-NPS #Z40 N % ACL.
[&l8-1 #%4X ACL A&

NPS

Radius Server
101.0.144.123/24

XGE1/0/2
Vlan 165
XGE1/0/49 101.0.165.11/24

Vlan 165
’ 101.0.165.11/24 <

Client Switch
101.0.165.12/24

Internet

8.2 fERAMA

ASHE B %55 B A FH I Be 48 45 IR E B R -
. Switch: S5560X-54C-PWR-El, Version 7.1.070
. INIEIRS2%: Windows Server 2016-NPS

8.3 ILELE
8.3.1 B E Switch

(1) Swtich FHRCE.
o #AH MAC #hhibiAiE, Swtich LfIECE %2% 4.3.1 il & Switch.
o #AH 802.1XAIE, Swtich LR E 2% 5.3.1 il #E Switch.
(2) AL ACL &FRIS, % ACL WAITER 4 FEA6l@ A4 &A%
# W% LA ACL, FERECE A .
<Switch> system-view

[Switch] acl advanced 3001
[Switch-acl-ipv4-adv-3001] rule O permit ip source any

8.3.2 Biz & Windows Server 2016-NPS

(1) R LMERE.
o #KH MAC Hulib e, AR&28 LB E S 4.3.2 [iL#E Windows Server 2016-NPS.
o #iKH 802.1XNIE, MR%4 ERIRCE 2% 5.3.2 il H Windows Server 2016-NPS.
(2) A& “BEXH” 1 “Brt” %K 8-2 fE I .
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[E8-2 BLE i

mac-auth Bi% ®
mE 2 ax =BE

STl L
&D%%@%ﬁ%‘—i}égiﬁiﬁﬁﬂs BiERmE R iR MIEARiE -

EHEED
RAITUS EEfY T “
T el %4’} M RADIUS F PR, IR RADTUS $EE *ﬁ
- S N 2 | RADTUS o 1B
‘ a g .n ”ﬁﬂ%%%ﬁ S B T ons Rk e o
HEREEE
¥ AR thinl
o RGN Bt
(BAP) £ g
"I? IF ifies Framed-Frotocol FFF
. Service—Type Framed
& Filter-Td 3001
o PR
wl). .. | R il (B

X inm

Filter-ld B& 4 5, W4 ACL Number & 22, BRIE A A 3T, N4 User Profile &
¥,

8.4 WFfE

DL P 802.4X WA 2028 M)
(1) HFPEZERSSEE LR R 8-3.
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E8-3 AP LE&ERSBH/ETR

FeF  OEMEE =R =10 E5E8

22/9/5 19:56:06 PR RE S
. 2022/9/5 18:56:06 Micro... 4634 i
.. 2022/9/5 19:56:06 Micro... 4624 B2
.. 2022/9/5 19:56:06 Micro... 4648 BE
@ EHz.. 2022/9/5 19:56:06 Micro.. 4776 EHEIT
D FHp.. 2022/9/5 19:50:34 Micro... 6272 FIESHEBEE
* B 6272: Microsoft Windews security suditing
®A EEES
=2 ID: NULL SID ~
PERR:
SE2IRENEFER:
BARRRE 00-E0-24-50-40-2B
AR AD-36-9F-8B-63-4C
NAS:
NAS [Py fi5ih: 101.0.165.11
NAS 1Bv6 5tk
NAS AR tolly
NAS g[13ER: LA
NAS §20: 16785508
v
BEiR(M): =2
H=B(S): Microsoft Windows secur {ZREFEND): 2022/9/5 19:56:06
=t ID(E): 6272 EEERIY): MESREEES
EENL: (== FEFK:  FEED
AU £ IHEAIR):  WIN-5RKOEVTVVAD
EEEBO): BE
EEEE0): SO

(2) M/ EZ)E, E¥%#% LB display dotlx connection A& E E£ 802.1X F /5
B, ATLUE BIRSS & N ORI ACL LD N R BB & b
<Switch> display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: a036-9f8b-634c
Access interface: GigabitEthernetl/0/2
Username: user
User access state: Successful
Authentication domain: domainl
EAP packet identifier: 2
Authentication method: CHAP
AAA authentication method: RADIUS
Initial VLAN: 165
Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A
Authorization microsegment I1D: N/A
Authorization ACL number/name: 3001
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
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Start accounting: Successful

Real-time accounting-update failures: O
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08 07:28:24

Online duration: Oh Om 12s

8.5 BLENH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65ZIT7J4AINSBXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi?7
user-name-format without-domain

9 T User-Profile X8 B 5354

9.1 ZHMFEK

W& 9-1 iz, Client #1 Windows Server 2016-NPS k55 283 Switch Ei%EHE, WS H AR
BT Client #£47 802.1X AIFEL#E MAC bkl U, DAl 5 W 48 SR 1005 0], BARESR IR

e XF Windows Server 2016-NPS {E5 RADIUS IR 552,

o i T Windows Server 2016-NPS #Z# T & User-Profile.
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[&]9-1 %4 User-Profile 2B &

NPS

Radius Server
101.0.144.123/24

XGE1/0/2
Vlan 165
XGE1/0/49 101.0.165.11/24

Vian 165 <.§.)
101.0.165.11/24 9

Client Switch
101.0.165.12/24

Internet

9.2 ERMA

AHC B 241 B FH ) & s MR E BT
. Switch: S5560X-54C-PWR-El, Version 7.1.070
. INIEIRS2%: Windows Server 2016-NPS

0.3 BEEXLE
9.3.1 EZE Switch

(1) Swtich FHIECE .
o ArKH MAC HiHEAIE, Swtich LB EIES % 4.3.1 L& Switch.
o # K 802.1X WAIE, Swtich A E 2% 5.3.1 FLE Switch.

(2) AL User-Profile 4k, % User-Profile WZi7E % % FE &8I A4 245
# SN User % User Profile, Jf]% qos car.

<Switch> system-view

[Switch] user-profile test
[Switch-user-profile-test]qos car inbound any cir 100000
[Switch-user-profile-test] quit

9.3.2 BZE Windows Server 2016-NPS

(1) M ERREE.
o #iKH MAC #itibiliE, AR%s#s EIRCEES% 4.3.2 il & Windows Server 2016-NPS.
o # KM 802.1X A, MR ERIACEE S 5.3.2 il E Windows Server 2016-NPS.
(2) R “MaEg” 1) “Bit” %K 9-2 fE I .
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E9-2 FLECH
mac-auth EtE X

] 2w gm BE

BB PR AR S -
Qﬂﬁgggggﬁggiﬁﬁﬂms BizsmE R iniammie . MEARYEE -

BE ().

Rams i gEnEiEL RAITUS ZASi, AT RIS it 1
e . e HEIR LI R S SR
Tl %QT%EE e = et

L REE

B AR il

oy FHBATEEAEHY RiE(D):

(E&F) P e
T IP imi%kss Filter-Td test
Framed-Frotocol PP
% hizE Service—Type Framed
ofy IP RE
wEmm... | fEEE | ke

B
B

X inm

Filter-ld B& 4 5, W4 ACL Number & 22, BRIE A A 3T, N4 User Profile &
¥,

9.4 ¥nFfE

DL P 802.4X WA HE T 202k Ml
(1) HFPEZERS%SES LR RWE 9-3.
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E9-3 AP E&ERSBHRETR

General  Details

Event 6272, Microsoft Windows security auditing.

MAS IPv4 Address:
MNAS IPvb Address:
MNAS Identifier:
MNAS Port-Type:
MAS Port:

RADIUS Client:
Client IP Address:

Authentication Details:

Authentication Type:

Client Friendly Name:

Connection Request Policy Name:
Network Policy Name:
Authentication Provider:
Authentication Server:

101.0.165.11

tolly
Ethernet
16785573

tolly
101.0.165.11

Use Windows authentication for all users
auth

Windows

WIN-DQ2KIIFIGTH

MD3-CHAP

EAP Type:
Account Sessien Identifier:
Logging Results:

30303030203030343031312030373239333830203030303234363038303020203030393933
Accounting information was written to the local log file.

Log Name: Security
Source: Micresoft Windows security  Logged: 9/7/2022 T:57:21 PM
Event ID: 6272 Task Category: Network Policy Server
Level: Information Keywords: Audit Success

User: N/A Computer: WIN-DQ2KIIFIGTH
OpCode: Info

More Information:  Event Log Online Help

R E2)E, (%% FiEid display dotlx connection 4 Al LLE A 4 802.1X H /7
115 5. Hr Authorization user profile =B R/~ ) N K B FRA test B2 AL User Profile.
<Switch> display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c

Access interface: GigabitEthernetl/0/2

(@)

Username: user
User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
VLAN: 165

Authorization untagged VLAN: N/A
tagged VLAN list: N/A
VSI: N/A

microsegment 1D: N/A
N/A

dynamic ACL name: N/A

Initial

Authorization
Authorization
Authorization
Authorization ACL number/name:
Authorization
Authorization user profile: test
CAR: N/A

URL: N/A

IPv6 URL: N/A

temporary redirect: Disabled

Authorization
Authorization
Authorization
Authorization
Start accounting: Successful
Real-time accounting-update failures: 0O
Default
Session timeout period: N/A

Termination action:
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Online from: 2013/01/10 07:29:38
Online duration: Oh Om 50s

9.5 BEENXH

#
dotlx
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165 untagged
port hybrid pvid vlan 165
undo dotlx handshake
dotlx mandatory-domain domainl
undo dotlx multicast-trigger
dotlx port-method portbased
#
domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jj101p5VA/WXEWO65Z1T7j4AIN8BXTF
key accounting cipher $c$3$fk1zm9nf21FMdk+17hGsyBcsAwgLobi7
user-name-format without-domain
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ASCREA A8 5 BARER . BEAERRCAT B, A RAE A 57wl SEB s OU A Z2 5%, 33 LA SE b iy
LA .
ARG G B R AE S8 I T BT BOBC B ANIGAE, BCE AT BRI AT S EU R B
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4 802.1X A UEXT R B 24451

4.1 BMEK

Wi 4-1 fiizn, Client #1 ISE AR 4528303 Switch & 7%z, #44EH R 75 8% Client 747 802.1X
NIE,  DAES R W0 28 BEUR R U7 1), BARER AT

e KM Cisco ISE f£4 RADIUS %5 %% .
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[®]4-1 802.1X IAERD & 2H M [E

Cisco ISE

Radius Server

GE1/0/2
Vlan 3
3.3.3.29/24

GE1/0/3 (422
Vlan 2
Client 22229024 g 1

4.2 ERAMRAK

A C B 24 i A PR B & L 5 RS B0

e  Switch: S5560X-R6618P27

o JNIEMRZ#E: Cisco ISE V2.4.0.357 patch 8
e  %%i: Windows 10 21H2

e JNIEE4G: iNode PC 7.3 (E513)

e AMEZEFif: Cisco anyconnect 4.8.03052

4.3 802.1X CHAPELE £ B 518F

Z

A BAARETIAMENAIREE, MA LB AR IS, HIRIEXER 489 2403719,

4.3.1 BcE Switch

# I B HE A VLAN A1 VLAN £ 1/ 1P Hiuhik

<Switch> system-view

[Switch] vlan 2

[Switch-vlan2] quit

[Switch] interface Vlan-interface 2
[Switch-VIan-interface2] ip address 2.2.2.29 255.255.255.0
[Switch-VIan-interface2] quit

[Switch] vlan 3

[Switch-vIan3] quit

[Switch] interface Vlan-interface 3
[Switch-VIan-interface3] ip address 3.3.3.29 255.255.255.0
[Switch-VIan-interface3] quit

# ¥ 1 GE1/0/2 i NE45 E VLAN.



[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernetl/0/2] port switchcess vlan 3
[Switch-GigabitEthernetl/0/2] quit

# JFJ5 42" 802.1x IAIlE.

[Switch] dotlx

# BCE 802.1x MIERIIAIET #E9 CHAP.,

[Switch] dotlx authentication-method CHAP

# LB RADIUS J7%.

<Switch> system-view

[Switch] radius scheme ise

# it B RADIUS RS 25 A 254H, S ISE RS2 E — 3

[Switch-radius-ise] primary authentication 3.3.3.24 key simple expert
[Switch-radius-ise] primary accounting 3.3.3.24 key simple expert
[Switch-radius-ise] user-name-format keep-original
[Switch-radius-ise] quit

# Al 802.1X INIEfIEK test.com, HACE ISP K1) AAA J7ik,

[Switch] domain test.com

[Switch-isp-test.com] authentication default radius-scheme ise
[Switch-isp-test.com] authorization default radius-scheme ise
[Switch-isp-test.com] accounting default radius-scheme ise
[Switch-isp-test.com] quit

# ¥ 1 GE1/0/3 I A F45 %€ VLAN.

[Switch]interface Ten-GigabitEthernet 1/0/3
[Switch-GigabitEthernetl/0/3] port switchcess vlan 2

# JT A 3 1) 802.1X INEDhRE, J ¥ B test.com Jy 802.1X sl IAEIR.
[Switch-GigabitEthernetl/0/3] dotlx
[Switch-GigabitEthernetl/0/3] dotlx mandatory-domain test.com

432 BLE ISE

(1) %ExISE
AN RPN ISE (I FE P M, SN 44%0, &5 ISE .



E4-2 &R ISE

NN - |
‘sta

ldentity Services
Engine

Username  admin

Password | seesseen|

Problem logging in?

(2) A HMA P KS
# O 4. P [Administration/ldentity Management/Groups/User ldentity Groups]i£ i,
Mii<Add>%4, BIEAFRN TC KEETH P 4.

E4-3 S FE

@ ldentiy ServicesEngine  home  » ContextVisioity  » Operations  » Poicy [Tl

»System | Identity Management | Network Resources b Device Portal Management  pxGrid Services  » Feed Service ¥ Threat Gentric NAG

» lcentiies  Groups  External Identity Sources  Idenity Source Sequences b Settings,

User Identity Groups > New User Identity Group
Identity Group

Descrton | 7

==

5tType_Cantractor (default)

siType_Weskly (default)
B OWN_ACGOUNTS (dsfaut)

# B KS . & [Administration/ldentity Management/Identities/Users]i& i, i
<Add>1%l, GIEAPRIY king K S, ACEZS4 king, 484 TC.



El4-4 QIZRFIKS

. Identity Services Engine

» Fesd Senice  » Thieat Gentrc NAG

Lstest Manusl Network Sean Resuls

| (Carms Pt

| (Corms ot ]

~ User Information

Descrpton [ 7

Change password on next login [

¥ Account Disable Policy

D' Dissble ascountf date exceeds 20250629 Cyyyy-mm-ca)

v User Groups

[ = JE==

@3) ¥ Switch %%
7E T D5 SRR H ik P [Administration/Network Resources/Network Devices]i& T, s 7
<Add>IZE1Es N4 FR N SWO00L HIFi ik #%, BLE IP Hihk N 3.3.3.29, 5 switch $57E # NAS-IP
TREF—3, BoE %D expert, 51 FHCE 15 RADIUS R4 #8223 EH AR .

[&4-5 7hn Switch

“dil- Identity Services Engine ity

» Operaions  » Policy  [ERGEITECEYY

» System  » Identity Management |~ evice Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

~Network Devices  Network Device Groups  Net e Profles  Extemal RADIUS Servers  RADIUS Server Sequences  NAC Managers  Extemal MDM  » Location Services

Network Devices Network Devices List > SW001

Network Devices
Default Device

Pasaes <] - 3333 ] =] @.

Device Security Settings

* Device Profile [ Cisco| | &

Software Version :I

* Network Device Group

Location 4] Locations (Set To Defautt
(oo
Device Tyoe [A] Device Types ((Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Profocol  RADIUS

Use Second Shared Secret [
| show

(4) FEIEY
FETUTH 7 SRS ik £ [Policy/Policy Elements/Results/Authentication/Allowed Protocols]
LI, SErE RN AllowedProtocols-1024 fRAIE MRS, il 2k Allow CHAP & .



(5)

E4-6 FZINEHINARSS

bl \gentity Services Engine Home  » ContextVisbiity  » Operaions [IRARiGll * Administration License Waming & ©,

Policy Sets  Profling  Posture  Client Provisioning |  Policy Elements
Dictionaries  » Conditions _ ~ Results
Allowed Protocols Services List > New Allowed Protocols Service

~ Authentication
Allowed Protocols

Allowed Protocols Name [ AllowedProtocols-1024
o o
» Profiling =
v Allowed Protocols
» Posture
Authentication Bypass
O BT 9 Process Host Lookup (@

Authentication Protocols

Allow PAPJASCII

]

Allow CHAP

3]

Allow MS-CHAPV1

=

Allow MS-CHAPY2

]

Allow EAP-MDS.

«
3]

Allow EAP-TLS

O Allow Authentication of expired certiicates to allow certitcate renewal in Authorization Policy @
O Enavie Stateless Session Resume
Session tekettime tolve |5

Proactive session ticket update will occur after| 10| % of Time To Live has expred

o

Alow LEAP

- Alow PEAP

PEAP Inner Methors

it B DA IE RN 52 A SR s

# M B VIERIZ PR . 78 T _E 07 S0 i $E[Policy/Policy Setsliklil, s Policy Sets
FRI<+>3%4, FEAK Ix FIYGEAREGENE, JE7E Conditions £ HH ik £
“Wired_Dotlx” , fE Allowed Protocols/Server Sequence #%H1i%#% Default Network

Access.

E4-7 FLEINEFMZRERES 1

bl \gentity Services Engine Home  »ContextVisbiity b Operations [DRARciiBl ° Administraton  » Work Centers LicenseWaming & O,

Poicy Sets | Profiing  Postre  Client Provisioning  » Poiicy Elements

+  Staws Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions  View

©@ u B wieds021x AlowedProtocols-1024 x v 4 0 & >

# i B “Ax” Ja<View>1%4l, 7 Authorization Policy #2558 — N4 F1kA SimpleRule
IFZBUKERS, 7E Result Pofiles £ ik HE# “PermitAccess” .



&4-8 BL & INEFIZIRRG 2

Home  » ContextVisibiity > Operations [JRTN » Administration  » Work Centers License Waming &

Policy Sets | Profilng  Posture  Client Provisioning  » Policy Elements.

Policy Sets = 1x Reset

itcounts

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits.

@ B wired_s02.1x AllowedProtocols-1024 v 4 0

? Authentication Policy (1)
¥ Authorization Policy - Local Exceptions.
¥ Authorization Policy - Global Exceptions

v Authorization Policy (2)

Resulls

Staius  Rule Name Conditions Profiles Security Groups Hils  Actions
@ simpleRule B Network_Access_Authentication_Passed | * PermitAccess | + m list v+ 0

©  oetaut [ DenyAccess| + m st - 0

4.3.3 BFRLE

(1) Windows I iNode iE#:15
Eir “More” , #EA 802.1X AilFH )& 1 T
[El4-9 iNode EHETIHE

a0zax

Username king

Password ssss

annect

v Save username ¥ Save pwd [Iore




AHUE 2% “Upload version info” , fidi<OK>.
E4-10 B EERER

802.1X Authenticatio

General Metwork Advanced

Connection narme  §02.1x%
Select NIC

Adduseridntel(R) B2574L Gigabit Metwork Connen ™

Connection Type
® Common (7)) Access connedtion
() Quick Authentication () Additional connection

() Unified Authentication () Acess all connection

Autormatic authenticate at startup
Machine authentication
Upload wversion info

+ Clear ARP cache before authentication

Auto authM on a wired network

I:I K

B N 55 o G B A P A4 A RS B AT SE R B2

Cinline user king

Connection status Connected

Security status Mot Checked
Connected at 2022-9-26 15111

More

(2) MRSSERERTER



T _E 7 SR ik PR [Operations/RADIUS], i F il DL B it 261 Live Logs Al Live
Sessions.

4-12 EFXKu LAY Live Logs

denty Sevices ENGne rome  » Gontextvistty [N License Warning 4

~RADIUS | Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot b Adaptive Network Control  Reporis 5 N
Click here to do wireless sefup and visibility setup Do not show this again
LiveLogs  Live Sessions

Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @
Refrech | Never « | Show | Latest 100 recorss v |Within Last 24 hours v
T Refiesh  © RessiRepeat Counts & Expori To v Triers v
Time Status Details  Repeat.. Identity Endpoint ID Endpoint Profile  Authentication Policy Authorization Policy Authorizati

v Endpoint ID Endpoint Profile Authenticatio Authorization
Sep 26, 2022 03:1222.980 PM o Y 0 ¥ing 00:00:20:44:21 Vi 1x=> Default 1x>> SimpleRule PermiAccess
Sep 26, 2022 03:11:01.780 PM ] B ¥ing 00:00:20:44:2D Viin x> Default 1x>> SimpleRule PermiAccess

R Details £23%4H, 7% Authentication Details, #] LL% %l Authentication Protocol SN
CHAP/MDS5 25415515 ..

[#]4-13 && Live Logs HY Details

Identity Services Engine

uthentication Detalls 24715 VSE has not confirmed locally previous successful machine authentication for
userin Active Directory
Source Timestamp 2022.00.26 15:11:02.0 15036 Evaluating Authorization Policy
Recoived Timestamp 0290096 151101 75 15048 Queried PIP - Network Access AuthenticaionStatus
15016 Selected Authorization Profie - PermitAccess
RolkcyiSeney SEZY 22081 Max sessions policy passed
o e —— 22080 New accounting session created in Session cache
1002 Retumed RADIUS Access-Accept
Usemame king
User Type User
Endpoint Id 00:0C:28:442D:E5
Calling Station Id 00-0C-29-44-20-E5
Endpoint Profile Whtin
Authentication Identity Store Internal Users
Identity Group User Identty Groups:TC Profiled
Authentication Method dotix
Authentication Protocol CHAPIMDS
Service Type Framed
Network Device Swoot
Device Type All Device Types
Location Al Locations
NAS IPv4 Address. 23320
NAS PortId slot=1;subslot=0;port=3vlanid=2
NAS Port Type Etnemet
Authorization Profile PemitAccess
Response Time 277 miliseconds

4-14 TFRiH _E4%RY Live Sessions

Idently SenviceSENGne  pome  » contet sty [ » Adminsiration » Work Centers License Waming &

~RADIUS | Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control  Reports

Lelogs Live Ssssions

Refresh | Every 1minute v |Show | Latest 20 records v | Within | All v
T Refresh & ExportTow Triters  fv
Initiated Updated Session Status  Action Endpoint ID Identity IP Address Endpoint Profile Posture Status ~ Security Group  Serve
x v Endpoint ID [ v | Endpoint Prof Posture Status | | Security Group
Sep 26, 2022031302972PM  Started Show CoAActions  00:0C:29:44:2DE5 king 22210 Viin 15E24
« »
Last Updated: Mon Sep 26 2022 15:12:32 GMT+0800 (China Standard Time) Records Shown: 1

(3) W& LEHEARTEN
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k% Filid display dotlx connection A LIEF 802.1X I {5 E., wl
Username 24 802.1X I /44 (&4 king) -

<Switch> display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king

User access state: Successful
Authentication domain: ise

IPv4 address: 2.2.2.10

IPv4 address source: IP Source Guard
EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
Initial VLAN: 2

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A
Authorization microsegment ID: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful
Real-time accounting-update failures: O
Termination action: Default

Session timeout period: N/A

Online from: 2022/09/26 15:09:04
Online duration: Oh 7m 55s

4.3.4 FBEEXH

#
dotlx
dotlx authentication-method chap
#
vlan 1
#
vian 2
description toClients
arp shooping enable
#
vlan 3
description toAAAserver

11



#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2
dotlx
#
radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPq2PBWQa54YGIxKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original
#
#
domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#

4.4 802.1X PAPIANIEEL B £ 1B 5161E
4.4.1 L& Switch

wes EARREH I MBSO PAP, HERBELHBY, BMAiES% 4.3.1 FLE Switch.
[Switch] dotlx authentication-method PAP

442 BLE ISE

%52 EHfil Allowed Protocols 4)i% Allow PAP/ASCI, HikiEZ#% 4.3.2 i E ISE.

12



[E4-15 i\ Ak Allow PAP/ASCII

Identity Services Engine Home.

» Context Visibility  » Operations LY ) Adminisiration  » Work Centers

License Warning 4k

Policy Sets  Profiing  Posture  Client Provisioning |~ Policy Elements
Dictionaries  » Conditions  wResults
Allowed Protocols Services List > AllowedProtocols-1024
~ Authentication
Allowed Protocols

Allowed Protocals

» Authorization

» Profiling

» Posture

» Client Provisioning

Name [ allowedProtocols-1024

Description

~ Allowed Protocols

Authentication Bypass

Process Host Lookup.

Authentication Protocols

4.4.3 WAL E

1)

Allow PAPIASCII

Allow CHAP

Allow MS-CHAPVT

Allow MS-CHAPYVZ

Allow EAP-MDS

Allow EAP-TLS

Allow LEAP

Allow PEAP

Allow EAP-FAST

Allow EAP-TTLS

Preferred EAP Profocol -

EAP-TLS Lbit

Allow weak ciphers for EAP &

YRR R AT SE RO 2

()

M B2 5 g5 o o & 4-16 s .

4-16 AP L& EREFER

Identity Services Engine

FER A MR S5 SR AT BLAF I DL, FE%0 7 dfd H iNode % /7 o, F AR 55 2 L RC B A

3)

Source Timestamp
Received Timestamp
Policy Server

Event

Usemame

User Type

Endpoint Id

Calling Station Id
Endpoint Profile
Authentication Identity Store
Identity Group.
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IPv4 Address.

NAS Port Id

NAS Port Type
Authorization Profile

Response Time

2022-08-26 15:42:05.0

2022-00-26 15:42:05.389

5200 Authentication succeeded
king

User

00:06:29:44:2D:E5
00-0C-29-442DE5

VMjin

Internal Users

User Identity Groups:TC, Prafiled
dotix

PAP_ASCII

Framed

swi

All Device Types

All Locations

33329

slot=1;subslot=D;por

Ethemet

PermitAccess

114 milliseconds

AP R e e o

2715 serin Active Directory

15036 Evaluating Authorization Policy

15048 Queried PIP - Network Access AuthenticationStatus

15016 Selected Authorization Profile - PermitAccess

22081 Max sessions policy passed

New accounting session created in Session cache

Retumed RADIUS Access-Accept

%% it display dotlx connection fJLLEEE 802.1X i IS &,

1) Authentication methodzi 7B 2 5N PAP. H4AME B4,

<Switch> display dotlx connection

13
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Total connections: 1

Slot ID: 1

User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king

User access state: Successful
Authentication domain: ise
IPv4 address: 2.2.2.10
IPv4 address source:
EAP packet identifier: 2
Authentication method: PAP

AAA authentication method: RADIUS

IP Source Guard

Initial VLAN: 2

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A
Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A

Authorization dynamic ACL name: N/A
profile: N/A

N/A

Authorization user
CAR:
URL: N/A

IPv6 URL: N/A

temporary redirect: Disabled

Authorization
Authorization
Authorization
Authorization
Start accounting: Successful

Real-time accounting-update failures: O
Default

Session timeout period: N/A

Online from: 2022/09/26 15:40:08

Oh 1m 16s

Termination action:

Online duration:

4.4.4 BREXH

#
dotlx
dotlx authentication-method pap
#
vlian 1
#
vlan 2
description toClients
arp shooping enable
#
vlan 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2

14



description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2
dotlx
#
radius scheme ise

primary authentication 3.3.3.24 key cipher $c$3%$20LOvHdRi ITBIb6n1yh3/MoXN8z/RMbctQ==

primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPg2PBWQa54YGIxKuQlPOw==
timer realtime-accounting 20 second
user-name-format keep-original
#
#
domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#

4.5 802.1X EAP-MD5IAEAL B B 5I8E
45.1 fE Switch

v EAFRER IR MBSO EAP, HERBELFES, HMAES% 4.3.1 ALE Switch.
[Switch] dotlx authentication-method EAP

452 BEE ISE

%% Efiil Allowed Protocols 41 Allow EAP-MD5, BifiEZ#% 4.3.2 fil#E ISE.

15



E4-17 #Bi\aiE Allow EAP-MD5

Identity Services Engine

Home.

» Context Visibility  » Operations

LY ) Adminisiration  » Work Centers

License Warning 4k

~ Policy Elements

Allowed Protocols Services List > AllowedProtocols-1024

Policy Sets  Profiing  Posture  Client Provisioning
Dictionaries  » Conditions  wResults
~ Authentication

Allowed Protocols

Allowed Protocals

» Authorization

» Profiling

Name [ allowedProtocols-1024

Description

~ Allowed Protocols

» Posture

» Client Provisioning

4.5.3 WAL E
1)

Authentication Bypass

Process Host Lookup.

Authentication Protocols
Allow PAPIASCII

Allow CHAP

Allow MS-GHAPVT
Allow MS-CHAPY2
Allow EAP-MDS

Allow EAP-TLS

Allow LEAP

Allow PEAP

Allow EAP-FAST

Allow EAP-TTLS
Preferred EAP Protocol
EAP-TLS L-bit

Allow weak ciphers for EAP &

YRR R AT SE RO 2

()

Identity Services Ei

Received Timestamp.

icy Server

Event

Username

User Type

Endpoint Id

Cal

g Station Id
Endpoint Profile
Authentication Identity Store.
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location

NAS IPv4 Address

NAS Portid

NAS Port Type

Authorization Profile

Response Time

20220026 15:45:48.440
IsE24

5200 Authentication succeeded
king

User

00:0C:28:44:2D:E5
00-0C-20-44-2D-E5

Min

Internal Users

User Identity Groups:TC,Profiled
dottx

EAP-MDS

Framed

SWe
All Device Types
All Locations
33329

!

Subslot=0;port=3;vianid=2
Ethemet
PermitAccess

36 miliseconds

P B2k 5 iR %s o5 Bon i i 4-18.
4-18 AP L& EREFER

Nthar Attrihutoc

3)

AP R e e o

4 RS SRR BLAT IR 0L R, 767 7 3 A1 iNode 77 3,

11018

12002

15041
22072
15013

24210
24012
22037

12008

15048
15016
22081
22080
11002

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-VDS challenge-response and
accepting EAP-1D5 as negotiated

Evaluating Identiy Poiicy
Selected identity source sequence - All_User_ID_Stores
Selected Identity Source - Intemal Users

Looking up User in Internal Users IDStore - king

Found User i Internal Users IDStore

Authentication Passed

EAP-MDS authentication succeeded

Prepared EAP-Success

ISE has not confimmed locally previous successiul machine authentication for
user in Active Directory

Evaluating Authorization Policy
Queried PIP - Network Access AutnenticationStatus
Selected Authorization Profile - Permitaccess

Max sessions policy passed

New accounting session created in Session cache
Retumed RADIUS Access-Accept

1

%% Lt display dotlx connection i LLESE 802.1X /IS &,
Username 4 802.1X FIH ' 4 (AHi24 king)

<Switch> display dotlx connection

16
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Total connections: 1

Slot ID: 1

User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king

User access state: Successful
Authentication domain: ise
IPv4 address: 2.2.2.10
IPv4 address source:
EAP packet identifier: 108
Authentication method: EAP

AAA authentication method: RADIUS

IP Source Guard

Initial VLAN: 2

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A
Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A

Authorization dynamic ACL name: N/A
profile: N/A

N/A

Authorization user
CAR:
URL: N/A

IPv6 URL: N/A

temporary redirect: Disabled

Authorization
Authorization
Authorization
Authorization
Start accounting: Successful

Real-time accounting-update failures: 0O
Default

Session timeout period: N/A

Online from: 2022/09/26 15:43:51

Oh Om 8s

Termination action:

Online duration:

454 BEEXH

#
dotlx
dotlx authentication-method eap
#
vlian 1
#
vlan 2
description toClients
arp shooping enable
#
vlan 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2

17



description toClients
ip address 2.2.2.29 255.255.255.0

#

interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3

#

interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2

dotlx

#

radius scheme ise

primary authentication 3.3.3.24 key cipher $c$3%$20LOvHdRi ITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPq2PBWQa54YGIxKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com

authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

4.6 802.1X EAP-PEAP/TTLSIAIERE B B 5144F
TR E IAESRE Pl 1, G ssimfd 7 ISE B i) B A4 0E k241 .
4.6.1 BE Switch

B EIET AL E N EAP, HERELHFBN, HKiES% 4.3.1 AE Switch.
[Switch] dotlx authentication-method EAP

46.2 BicE ISE

IR %5 %% LA F ) Allowed Protocols 2Ji% Allow PEAP/Allow EAP-TTLS #H5GET, HAkiES %
4.3.2 fit# ISE,

18



E4-19 il aiE Allow PEAP/Allow EAP-TTLS #H %110

asco  ldentity Services Engine Home » Context Visibility » Operations. » Administration » Work Centers License Waming A

Policy Sets  Profilng  Posture  Client Provisioning | ~ Policy Elements

Dictionaries  » Conditions v Resulis

° PT0actve Session H0Ket Updale Wi 0ccUr after | 10| % of Iime 1o Lve has expired
~ Authentication O Alowiesr
Allowed Protocols - Allow PEAP

¥ Authorization PEAP Inner Metnods

7
» Profiling Allow EAR-MS-CHAPYZ

Allow Password Change Retries |3 | (valia Range D10 3)
» Posture
Allow EAP-GTC

b (€Tt (e Allow Password Chiange Retries[3 | (Valid Range D10 %)
Alow EAP-TLS

Allow Authentication of expired cerfificates to allow certificate renewal in Authorization Rolicy

O Rrequire cryptobinding TLV 3
[ aiow PEARVD anly for legacy clients
» Allow EAP-FAST

- Alow EAPTTLS

EAP-TTLS Inner Metnods

Q]

Allow PAR/ASCI

3]

Allow CHAP

3]

Allow MS-CHAPY1

=

Allow MS-CHAPY2

=

Allow EAP-MDS

Q]

Allow EAP-MS-CHAPYZ

4.6.3 HFRCE

(1) iNode Bt B & R 1f i
Eir “More” , #EA 802.1X \iF )& 1 T
E4-20 802.1X Z FimIAIE

27 m02ax

Usernarme king Cert

Password sess

v Zave username v Save pwd [More

IMIEZERY “Authentication Type” 4)ik “PEAP” 8¢ “EAP-TTLS” , riii<OK>,

19



E4-21 @ikiNEFRN A PEAP

802.1X Authent

General Network Advanced

+ Enable sdvanced authentication

Certificate Authentication -

Authentication Type

) EAP-TLS
® PEAP Sub-Type Autematic -
() EAP-TTLS Sub-Type -

Get username from certificate

Certificate Options

Client Certificate

Walidate server certificate chain

oK

E4-22 @iEINIERNA EAP-TTLS

General Metwaork Advanced

+ Enable advanced authentication

Certificate Authentication -

Authentication Type

() EAR-TLS
O PEAP Sub-Type Autcrnatic -
@) EAP-TTLS Sub-Type -

Get usernarme from certificate

Certificate Options

Client Certificate]

Walidate server certificate chain

IEEN G, SRR R Al EAP YGIE 7 UM A
(2) HF L£JERSS % BoninE 4-23. K 4-24.
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(3)

E4-23 INEAR A PEAP BT P L& ERRSERER

Identity Services Engine

Authentication Protocol

PEAP (EAP-MSCHAPY2)

‘ Other Attrihites

Received Timestamp 2022-09-26 1 1018 RADIUS is re-using an existing session
Extracted EAP-Response containing PEAP chalienge-response and
REDENTT E=3 12302 2ccepting PEAP as negotiated
Event 5200 Authentication succeeded 12318 Successtully negotiated PEAP version 0
12800 Extracted first TLS record; TLS handshake started
Username king
12805 Extracted TLS ClientHello message
UserType User 12806 Prepared TLS ServerHello message
e A 12807 Prepared TLS Certficate message
12808 Prepared TLS ServerKeyExchange message
Calinalmtionld THEE S 12810 Prepared TLS ServerDone message
Endpoint Profile Wi 12811 Extracted TLS Certficate message containing client certficate
12305 Prepared EAP-Request with another PEAP challenge
Authentication Identity Store Intemal Users
J 11006 Retumed RADIUS Access-Challenge
Identity Group User Identty Groups:TC, Profied 1001 Received RADIUS Access-Request
11018 RADIUS Is re-using an existing session
Authentication Method dotix

12304 Extracted EAP-Response containing PEAP challenge-response
12305 Prepared EAP-Request w

another PEAP challenge
11008 Rett

med RADIUS Access-Challenge

Service Type Framed
1001 Received RADIUS Access-Request

(TR S 11018 RADIUS is re-using an existing session

Device Type Al Device Types 12304 Extracted EAP-Response containing PEAP challenge-response
12318 Successtuly negotiated PEAP version 0

Location Al Locations
12812 Extracted TLS ClientKeyExchange message

NAS IPv4 Address 33320 12813 Extracted TLS Certficate\Verity message
12804 Extracted TLS Finished message

NAS PortId siot=1;subslot=0;port=3;vianid=2 .
12801 Prepared TLS ChangeCipherSpec message

R tivoe) Bz 12802 Prepared TLS Finished message

Authorization Profile Pemitaccess 12816 TLS hancshake succesded
12310 PEAP full handshake fiished successfully

Response Time 20 miliseconds

12305 Prepared EAP-Request with another PEAP challenge
11008 R

med RADIUS Access-Challenge
11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

El4-24 NEF A EAP-TTLS AP E&EREEBER

Identity Services Engine

Authentication Ident Internal Users

Other Attributes

P R 25 e s

1SE24
12a7 EXIracted EAP-Resp EAPTILS e-response and
Event 5200 Authentication succeeded accepling EAP-TTLS as negatiated
12800 Extracted fist TLS record; TLS handshake stared
u: L
sermame i 12805 Extracted TLS ClientHello message
User Type User 12806 Prepared TLS Servertello message
12807 Prepared TLS Cerificate message
Endpoint ld 000C20:442D:E5
12808 Prepared TLS ServerkeyExchange message
Caliing Station 1d 00-00-26-44-2D-E5 12810 Prepared TLS ServerDone message
T o 12811 Extracted TLS Certfcate message containing clent certficate

12985 Prepared EAP-Request with another £

P-TTLS challenge
11006 Retumed RADIUS Access-Challenge
11001 Received RADIUS Access-Request

Identity Group User Identity Groups: TG Profied
11018 RADIUS s re-using an existing session
Authentication Method dotix
12871 Extracted EAP. PITLS e
Authentication Protocol EAR-TTLS (EAP-MSCHAP\2) 12085 Prepared EAP-Request with another EAP-TTLS challenge
U s 1006 Retumed RADIUS Access-Challenge
1001 Received RADIUS Access-Request
NN DSV Svoot 11018 RADIUS is re-using an exising session
Device Type Al Device Types 12971 Extracted BAP-Resps TS eresp
12812 Extracted TLS ClieniKeyExchange message
Location Al kocatons 12813 Extracted TLS CerticateVerfy message
NAS IPv4 Address 33320 12804 Extracted TLS Finished message
12801 Prepared TLS ChangeCipherSpec message
NAS Portid siot=1;subslot=D;port=3; vianid=2
12802 Prepared TLS Finished message
NAS Port Type Ethernet 12816 TLS handshake succeeded
P P 12085 Prepared EAP-Request with another EAP-TTLS challenge
1006 Retumed RADIUS Access-Challenge
Response Time 25 miliseconds

11001 Received RADIUS Access-Request
11018 RADIUS is re-using an exising session

12071 Extracted EAP-Resps
11522 Extracted EAP-Response/ldentity for inner EAP method

Prepared EAP-Request for inner method proposing EAP-MSCHAP with
challenge

11808

E% % Lifid display dotlx connection nJUL&EFE 802.1X A HIEE, wHH
Username A 802.1X HIF F 4 (A4 king)

<Switch> display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: 000c-2944-2de5

Access interface: GigabitEthernetl/0/3

Username: king

User access state: Successful

Authentication domain: ise
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IPv4 address:

2.2.2.10

IPv4 address source: IP Source Guard
EAP packet identifier: 108
Authentication method: EAP

AAA authentication method: RADIUS

Initial VLAN:
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization

2

untagged VLAN: N/A
tagged VLAN list: N/A
VSI: N/A

microsegment 1D: N/A
ACL number/name: N/A
dynamic ACL name: N/A
user profile: N/A
CAR: N/A

URL: N/A

IPv6 URL: N/A
temporary redirect: Disabled

Start accounting: Successful

Real-time accounting-update failures: O

Termination action: Default

Session timeout period: N/A
Online from: 2022/09/26 15:43:51
Online duration: Oh Om 8s

4.6.4 FLEXH

#

dotlx
dotlx authentication-method eap

#

vlan 1

#

vlan 2

description toClients

arp snhooping enable

#

vlan 3

description toAAAserver

#

interface Vlan-interfacel

#

interface Vlan-interface2

#

description toClients
ip address 2.2.2.29 255.255.255.0

interface Vlan-interface3

#

description toAAAservers
ip address 3.3.3.29 255.255.255.0
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interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 3

#

interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2

dotlx

#

radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRi1TBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$FfAhWH/rHm9hCcPg2PBWQa54YGOXKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

4.7 802.1X EAP-TLSIAIERC B £ 1B 518

A4 LA Windows Server /N5 =77 CA K2 RAEPE MBI, Windows Server }2 CA AR 5555 4 2t
BiE S HAh SR .

4.7.1 BLE Switch

g EGAET 08 EAP, HERELFEN, HiEES% 4.3.1 IE Switch.

[Switch] dotlx authentication-method EAP

4.7.2 BLE ISE

(1) R%-%: ERil Allowed Protocols 2)i% Allow EAP-TLS, fR%%% Ertihic Bi55% 4.3.2 it
& ISE.
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[&4-25 #i\aiEk Allow EAP-TLS

" Identity Services Engine Home  »ContextVisibiity  » Operations [JREEITN » Administration License Waming &

Policy Sets  Profiling Posture  Client Provisioning =~ Policy Elements.
'+ Authentication Authentication Protocols

Alow PARIASCIE
Allowed Protocols
Allow CHAP
» Authorization

=

Allow MS-CHAPYT
» Profiling

]

Allow MS-CHAPY2

=

» Posture Allow EAP-MDS

<
©

Alow EAP-TLS
» Client Provisioning

O Alow Autnentication of expired certificates to allow certficate renewal in Autnorization Policy
O Enable stateless Session Resume
Session ticket time to five | 3 -

Proactive session ticket update will occur afier| 10| % of Time To Live has expired

3]

Alow LEAP

3]

Allow PEAP

]

Allow EAP-FAST

=

Alow EAP-TTLS

Preferred EAP Protocol -

oo

EAP-TLS Lbit i

]

Allow weak ciphers for EAP (i

(m]

Require Message-Authenticator for all RADIUS Requests i

EDP (Rt

(2) TFEIFLIERIED
FT7F Windows Server ik 15k 55 Web Fti, 5 N3 CAUE IE 3488k CRL” . Windows
server ilF 5 iR 55 [ Bk 22 35 il B 15 2% Windows server A6 X0k .
El4-26 T CAIEH. iEH§ES CRL

- ﬁ'_
O 6 B SIS EREREIR]| @ vicoron e vy . | @ s noe sy || A A

Microsoft Active Directory iE-BiB% -- test-WIN-5FTJQKAB3HH-CA

inEr

ERRMIEHIRE Web JItEaE, EBFHE I SECRFEEIED, ETERES , (fTUL MET Web #HTBEHAFBIAMFISH, SHITI0Z 6t JHRIBREBIREHE
B THEM Z2F5S,

{REATLAERIL R FEIEBMANGCANES, IR, SNEBRHEFIRCRL)  REEEEE FERE.,
% Active Directory IFHIRSHNEEER , 15205 Active Directory IFHIRS .

Mifi “TE CAIER” .
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&l4-27 % CAIEP

rosaft Active Directary

Microsoft Active Dire y 3| -- test-WIN-5FTJQKAB3HH-CA

R CAEB. iF8%aE CRL
FEEEENREBRATEEINES | BREl CA IEH5E,
ETE N CAER, EBHEEE CRL , MSEIFBHISER =,

CAIEH:
2951 [test-WIN-5FTJQKAB3HH-CA

ODER
@ Base 64
THCAES
T CAE S
FEEFIE CRL
TSRS CRL

wiErE:

FEH 4N certnew-root.cer.

[El4-28 #p& THHEVED

[ JOler ey T [ — L

‘Microsoft Active Directory iFBIESS — test-WIN-5FTJQKAB3HH.

T3 CAED. L CRL

(3) - [l » ThisPC » Downloads v ¢ [[search Downlosds 2]
EEEEN R E BRI EHNES _
Organize ¥ New folder = @
ERE— CAEP, SEBHEE CRL, Al Name Date modified Type Size
18 This PC |
CAGER: ) certnew (8) 9/28/2022 334PM  Securty Certificate 2k8

8 Con 271228

1 P 5 certnew (5) 9/27/2022 406PM  Security Certficate 2k8
i . DL 5 certnew @) 9/27/20223:42PM  Security Certificate 28
B Ds P 5 certnew (3) 812/20223:41PM  Security Certificate. 28

ocuments

) cartnew @) /10/2022 246 PM  Security Certificate KB
8 Downloads
) o s ) certnew (1) B/5/202541PM  Security Certificate 2k8
i = . o rioan il root 8/5/2022541PM Security Certificate 2KB
ODER 3 M“" ) certnew 8/5/2022530PM  Security Certificate 2K8
@Base 64 Er :‘“ id B/5/2022530PM  Securiy Certficate 2k8
T CANER e
AT U Videos o
= CAES s
EHH0E CRL Fierame | cermeron |
THEFAVEE CRL Save as type: [Securiy Certificate

(2 Hide Folders

Do you want to open or save certnew.cer (1.25 KB} from 127.0.0.17

- M b L

% ISE W, fE T _F O S MRS ik [Administration/System/Certificates/Certificate
Management/Trusted Certificates]i£ 1, s “Import” , ¥HIETS.
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[E4-29 FTFRINED TE

Identity Services Engine Home ) ContextVisibiity ~ » Operaions  » Policy [ERSESUNIEIERRI] » Work Centers

~System b Idenity Management  » Nefwork Resources b Device Portal Management  piGrid Services ) Feed Service  » Threat Centric NAC
Deployment  Licensing - Certfcates > Logging  » Maintenance  Upgrade ) Backup &Resiore b Admin Access  » Setings
o
~ Certificate Management Trusted Certificates

@reoont | Xodee v o I — b1

System Certificates

Trusted Certficates (1] Friendy Name < st Trusted For Serial Number Issued To Issued By Valid From Expiration Date Expirati
e v—— O Baltimore CyberTrust Root B Enabled  Cisco Senvices 0200 0089 Baltimore CyberTrust Ro... Baltimore CyberTrust Ro... Saf, 13May 2000 Tue, 13 May 2025
Adminauth
Certificate Signing Requests O cisco CA Manufacturing © Disabled Endpoints 6A60 67830000 .. Cisco Manufacturing CA  Cisco Root CA 2048 Sat, 11 Jun 2005 Tue, 15 May 2029
Infrastructure
Certficate Periodic Check Setti AdminAuth
O Cisco Manufacturing CA SHA2 Enabled Endpaints 02 Cisco Manufacturing CA..~ Cisco Root CA M2 Mon, 12Nov2012  Thu, 12 Now 2037
» Certificate Authority Infrastructure
Endpoints
O cisco Rook CA 2048 @ Dissbled  Infrastructure SFFB7B282B54.. Cisco Root CA 2048 Cisco Root CA 2048 Sat, 15May 2004 Tue, 15 May 2029
AdminAuth
Infrastructure
O cisco Root CA M2 Enabled Endpoints 01 Cisco Root CA M2 Cisco Root CA M2 Mon, 12Nov2012  Thu, 12 Now 2037
Adminauth
Endpoints
O Default self-signed server certiicate Enzbled Infrastructure 6274D5670000... ISE24.test.com ISE24.test.com Fri, 6 May 2022 Sat, 6 May 2023
minAuth
Endpaints
O DigiCert root CA Enabled Infrastructure 02ACSC266A0B.. DigiCert High Assurance. .. DigiCert High Assurance... Fri, 10 Nov 2006 Mon, 10 Nov 2031
AdminAuth
Endpoints
O Digicert SHA2 High Assurance Server CA Enabled Infrastructure 04E1 E7 A4DCSC.. DigiCert SHA2 High Ass...  DigiCert High Assurance... Tug, 220ct2013  Sun, 22 Oct 2028
AdminAuth
O DST Root CA X3 Certficate: Authority Enabled  Cisco Services 44AFBOBOD6 A3 DST Root CA X3 DST Root CAX3 Sun, 10ct 2000 Thu30Sep2021 @
O HydrantiD SSLICA G2 Enabled  Cisco Servicas 751716778300 . HydrantIDSSLICAG2  Quovadis Root CA 2 Te, 17Dec 2013 Sun, 17 Dec 2023
O quovadis Root CA 2 B Enabled Cisco Services 0509 QuoVadis Root CA 2 Quovadis Root CA 2 Sat, 25 Nov 2006 Tue, 25 Now 2031
O Thawte Primary Root CA Enabled Cisco Services 344EDS55720D5.. thawte Primary Root CA  thawte Primary Root CA  Fri, 17 Nov 2006 Thy, 17 Jul 2036
O VeriSign Class 3 Public Primary Certification Authority [ Enabled  Cisco Services 18DADIGE267D.. VeriSign Ciass 3 Public . VeriSign Class 3 Public .. Wed, BNov 2006 Thy, 17 Jul 2036
O Verisign Class 3 Secure Server CA - G Enabled  Cisco Services 6ECC7AAS A703.. VeriSign Cass3 Secure... VeriSign Class 3Public .. Mon,BFeb 2010 Sat, 8 Feb 2020 o

miifi<Choose File>i£ £ JF AL NI R AIMRIE TS, Ff fidi<Submit>Hiil .
4-30 EFFH EERITERARIER

Identiy Services Engine y operatons > poicy [RE ] ¢ Work Centers License Waming &

~System b Igentity Management  » Network Resources b Device Portal Management  pxGrid Services b Feed Service b Threat Centric NAC

Deployment  Licensing v Certificates  » Logging ~ » Maintenance  Upgrade  » Backup & Restore b AdminAccess  » Settings

e
~ Certificate Management Import a new Certificate into the Certificate Store
= Certificate File [ Choose File | cerinew-root.cer
System Certificates
Friendly Name | i
Trusted Certficates
OCSP Client Profile Trusted Fe

Certificate Signing Requests

Trust for authentication within ISE
Certificate Periodic Gheck Sett

Trust for client authentication and Sysleg

» Certificate Authority
Trust for certificate based 2dmin authentication

Trust for authentication of Cisco Services

[ validate Certificats Extensions

Description |

EED (o)

ATUUE BRI _EAL FARIE 0 T B2 A R
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®3)

El4-31 ERSFABRIES

\dentty Services Engine  ome  » ContextVisbity  » Operations  » Poicy [JRSNIe S

~System b Identity Management  » Network Resources  » Device Portal Management  piGrid Services b Feed Service  » Threat Centric NAC

Deployment  Licensing _ v Certficates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » AdminAccess  » Seffings

o
« Cartcate Management Trusted Certificates
System Canicates Pt i | @ ooon Pre E  — ]
Trusted Certificates. [0 Friendly Name Status. Trusted For ‘Serial Number Issued To Issued By Valid From v | Expiration Date Expirati

OCSP Clent Profle

[ DCcom,DC=test,CN=test WIN-SFTIQRABIHH.CA. Enabled 2 DIBBIBFSC. testWINSFTIQKABIH..  testWIN-SFTIQRABGH.. Fr,5Aw 2022 Thy, 5Aug 2027
Certificate Signing Requests
Certficate Periodc Gheck Sett O Defauit sef-signed server certificate Enabled 6274D5670000... ISE24.test.com ISE24test.com Fri, 6 May 2022 Sat, 6 May 2023
» Certificate Authori
Y [ HydrentiD SSLICA G2 Enabled 751716778300 .. HydmntDSSLICAG2  QuoVadis Rook CA 2 Tue, 17Dec2013  Sun, 17 Dec 2023
Endpoints
O DigiCert SHA2 High Assurance Server CA B Enabled Infrastructure O04E1E7A4DCSC.. DigiCert SHA2 High Ass...  DigiCert High Assurance... Tue, 22 0ct2013  Sun, 22 Oct 2028
Adminauth
AdminAuth
O Cisco Manufacturing CA SHA2 Enzbled Endpoints. 02 Cisco Mar uring CA...~ Cisco Root CA M2 Mon, 12Nov2012  Thu, 12 Nov 2037
Infrastructure
Infrastructure
O ciscoRoot CA M2 B Enabled  Endpoints o1 Cisco Root CA M2 Cisco Root CA M2 Mon, 12Nov2012  Thy, 12 Nov 2037
Adminauth
O Verisign Class 3 Secure Server CA - G3 Enabled  Cisco Services 6ECC7AAS A7 03... VeriSign Class 3 Secure .. VeriSign Class 3 Public .. Mon, 8 Feb 2 Sat, 8 Feb 2020
O Quovadis Root CA 2 Enabled Cisco Services 0509 QuoVadis Root CA 2 QuoVadis Root CA 2 Sat, 25Nov2006  Tue, 25 Nov 2031
O Thawte Primary Root CA @ Enabled Cisco Services 344ED55720D5... thawte Primary Root CA  thawte Primary Root CA & Fri, 17 Nov 2006 Thu, 17 Jul 2036
Endpoints
O Digicert root CA Enabled Infrastructure s 6A0B.. DigiCert High Assurance... DigiCert High Assurance... ~Fri, 10 Nov 2006 Mon, 10 Nov 2031
AdminAuth
[ Verisign Class 3 Public Primary Certfication Authority @ Enabled  Cisco Services 18 DADI 9E 26 7D... VeriSion Class 3 Public . VeriSign Ciass 3 Public d, BNov2006  Thy, 17 3ul 2036
O o ca Manufacturing @ Disebied 6A6967830000 . CiscoManufacturing CA  Cisco Root CA 2048 Sat, 113un2005  Tue, 15 May 2029
Endpoints
O ciscoRoot CA 2048 @ Dissbled  Infrastructure SFFB7B282854... Cisco Root CA 2048 Cisco Root CA 2048 Sat, 15May 2004 Tue, 15 May 2029
AdminAuth
O ST Root CA X3 Cartficate Authority Enabled  GiscoServices 44AFBOSOD6 A3.. DSTRootCAX3 DSTRoot CA X3 Sn,10ct2000  Thy, 30 Sep 2021
O Baltimore CyberTrust Root Enabled Cisco Services 02000089 Baltimore CyberTrust Ro... Baltimore CyberTrust Ro... Sat, 13 May 200 Tue, 13 May 2025

FIE I e NE
7 |ISE TUH 77 S iR dik £ [Administration/System/Certificates/Certificate
Management/Certificate Siging Requests]i£Iil, #%Bu1 ~5H, 4% CSR.

E4-32 &£+ multi-use, HATREMER

Identity Services Engine e A e Y O - Administration

~System | Identity Management  » Network Resources b Device Fortal Management  pxGrid Services  » Feed Service b Threat Centric NAC

Deployment  Licensing  ~Cerifcates  » Logging  » Mainienance  Upgrade  » Backup &Resiore b Admin Access b Seftings
° « pGrid - Client and Server Autrientication
« SAML- SAML Signing Certficate

 Certificate Management ISE Certificate Authority Certiicates:
+ IS Root CA-Tnis s not a signing request, but an abilty to generate a brand new Root CA certicate for the ISE CA functionaliy
+ ISE Intermediate CA- This is an Intermediate CA Signing Request.
Trusted Ceticates + Renew ISE OCSP Responder Cerificates - This is not a signing request, but an abilty t renew the OCSP responder certficate that s signed by the
1S Root CAISE Infermediate CA.

System Certficates

GCSP Client Profile
Certificate Signing Requests Usage

Cerificate Periodic Check Seft Certiicatels) will be used for [MulE-Use ), You can use a single certficate for mutiple services, but
Rather, you

doing 50 is not a recommended practice
» Certificate Authority should abtain individual certficates specifically for each
senvice (for example, one certificate each for Guest
Portals, EAP, and pxGric)
Allow Wildeard Certicates [ @

Node(s)

Generate CSR's for these Nodes:
Node CSR Friendly Name

ISE24#Mult-Use

Subject

Common Name (CN) [ $FQDNS ] @

OrganizstonalUnt (00) 7D a

Organization (0) [ HHH ] @

ey | ]

state (ST) [ ]

A |

4-33 T Kim a3 Generate

Certificate Policies |

Cancel |
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[E|4-34 =5 Export

Successfully generated CSR(s)

Certifcate Signing request(s) generated:
ISE24#Mult-Use

Click Export to download CSR(s) or OK fo return to list of CSR(s) screen

=

A E T A <Export>ZE ot ISE24MultiUse.pem, FTIFINR, EHI4 N 4.
[E4-35 & pIEB T

MIIC6DCCAAACAQAWNDEXMBUGALIUEAXMOSVNFMiQudGVedC5ib20xCzAJBgNVBAST
A1 JEMQwwCgYDVQOKEWNISEgqwggEiMAOGCSgGSIb3DQEBRAQUAR4TBDWAWGGEKACIB
AQCuRjv3GeXTF80gYj2JPT8i06XTBUZodFGVsdVJI2+CUEXEMxAANpKXaMh8vVygfm
mpB8Cjgq760FG/AeyLNAVMAYLSSWES 8xodpMmRPvBw1 U1 z0E7TtUMvGAogTadme 0T 9
nedmy9LWMvCnsDMkPf7Tk+cnt1hQD+3hNZvY+BWBeykMimCTunQBAWWB4TKOv3Qvo
WDFLL3GsM/NAc)E+16Tleq/m+8gaXEzjHgqlW13d7VIUF3uK7HhiKW/Iw8o9JUpes
kaYVooeHrxz8bQuwluzdPBAIWYZ2 /yfdopSrBKkv/BzA0Xt /pijaail FAECgkT9bx10
Z9Na/2/L47JxRDTk9QYd1 k7z3AgMBAAGgbzRBtBgkghki1G9w0OBCQ4xYDBeMASGA1Ud
DwQEAWIF4DAJBgNVHQ4EFgQU2imj715rSwlyVh/v1WAYKK/YBwkwHQYDVRO1BBYwW
FAY TKEwYBBQUHAWEGCCsGAQUFBWMCMBEGCWCGSAGG+EIBRAQQEAWIGQDANBgkghkiG
SwOBAQsFRAAOCAQEAUYeub6Z2s5g01UaworPMjz851iVDeal 87iQrhn+MvNbsOYxt JwS2
J1ATyCf4dsOm0eZ2b7mLrQqlxrVs4eitqecoVICEQOuIUxI2r+4USWYAnzFRiKol1lds
GTmvBWoe 7TxOYB7TOMyNIOEZ2i2YLujdBbgZmwPdyWXaCgKRVneTI431vAjh6s58 ZRMM
OtGNFBzIDEWXsXswHDeRCTt ] TXbQVATKSUr 0kJdWoTOMCCQoaoSjsPZ/vviWsmQTr
dr JKxrt TXKgCHMOjayTtgwLXpXFOHWVy3DJI22FoumRJIM3JpyeqPYUR/OoqUmEeDU
tf/GBCDaz6Z2Xxoxu]T4]]6+VIjPZxzhOmms0OsQ==

FTJT Windows Server iF 15 k4% Web #iH, s “HiFiEH” .
&l4-36 HIEIEP

& @& & (& Micrasoft Active Directo o o G

Microsoft Active Directory iE+ test-WIN-5FTJQKAB3HH-CA

xR

ERILRILL{RA Web JUISRE, EBFURFEF R SEGRFREES. BEEES , (FULL miEd Web SHTRENAFRIMFNSH, EEHNE 6btt | FHRIBIRRBINERZE
BHYTHIE 22T,

{REATUERIRS FEREBRATCANES, B, SUEBRHEAIER(CRL) , HEEEEE BERS.,

&3 Active Directory IEBREANEMESSE , 5253 Active Directory JFHBIRE WS,
M
EsiinSe)
EEEHPHIFB BB
FE7 CA I, IFBe%ak CRL

R “CEZGEHEE
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[E4-37 HIFESRIED

POE : —_—

Microsoft Active Directory iFHIES -- test-WIN-5FTJQKAB3HH-CA

HiF—NEB
B MIERZEEL
J-laknSil

=E |, 2 ERIEBEE,

A “ffiH base64 4iiL ) CMC B PKCS #10 23— MEF HiE, 5HH base64 4whd
] PKCS #7 SCAFEATIE T HIE” »

E4-38 ERiFIEH T

(& Microsoft Active Directory ... %

Microsoft Active Directory IEBIESS - test-WIN-5FTJIQKAB3HH-CA

BRIT B
CA RUFREREIRAI LU RISHIERES], S PPEme—F:
UEEFEIFEI CA RS — RIS,
{55 base64 i3] CMC 5% PKCS #10 ST{HExr — IS , Si(HA base64 $REINI PKCS #7 PHSI IR,

R MR UEAS SCPF I N ARG 2 “ ORI AT " ROIHEPY, g “UEPSBAR” , JFmiii<di

%>,

E4-39 X —MEREIF

«[6le - i

Microsoft Active Directory IEBIRS -- test-WIN-5FTIQKAB3HH-CA

ARSI T B

iR —MEFEER CA | ERFRIERBE BRI — N R/MEDREN Web RERR)EREN base-64 SRS CMC g% PKCS #10 IEBERTETL PKCS #7 S2THE,
FEAIRIE:

J1a7yC£4ds0m06ZbImLrQqlxrVs4eitqooVICEQS:
Base-64 FfBMY |GImvENOe7XOYRTGMYNT0E212YLu]dBhy ZIPAyX A
IEBERE OtGNFBzIDRWXsXswHDeRCTt] TXbOVATRSULOkddi
(CMC 5% drJ¥xrt 7XKGCHMO ay 7 cowl XpKF ORIy 3DIZ2F 6w

PKCS #1058  |LE/GBCD: X 3T4336+VT3 0s0==
PKCS #7): —-——-END CERTIFICATE REQUEST-----
< >
WP RAR:
WebSener ]
HinEH:
B

-

EFE “Base 64 i , mii “TFEHIEH” , JFEATL N certnew-server.cer,
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&4-40 TEIIEH

(€ JEle i e —

IEBEHA
{REPIBANER OAEESIT.

ODER 4315 =%
o REIER
Bt

Base 64 45

78 ISE T b7 S MRS ik - [Administration/System/Certificates/Certificate
Management/Certificate Siging Requests]iZ I, A&l 4 6] K CSR, mii<Bind Certificate>
4R il

4-41 HREUEHR

Identity Services Engine  piome

» ContextVisibiity ~ » Operations > Policy [ROUGEIEICH License Waming A

~System b Identty Management  » Network Resources b Device Portal lManagement  pxGrid Services  » Feed Service b Threat Centric NAC

Deployment  Licensing v Ceriifcaies  » Logging  » Maintenance  Upgrade b Backup &Restore b AdminAccess  » Seftings.

o
G T L A Certificate Signing Requests
System Certificates Generate Certificate Signing Requests (CSR)
Trusted Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to downioad one or more CSRs so that they may be signed by an external authority. After a request has been signed, click "bind” to bind
the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
OCSP Glient Profile
Certificate Signing Requests Pvew Geepot | Helete snow
Certificate Periodic Check Setti. [ | Friendly Name Certificate Subject Key Length Portal group tag | Timestamp a | Host

+ Gertficate Authority SE24% Multi-Use ON=ISE24 test.com,0U=RD,0=H... 2048 Mon, 26 Sep 2022 IsE24

I AL 2 RIS AE certnew-server.cer, W14 “EAP Authentication” %%,
FF it <Submit>#fiA

4-42 EFEF ERRZBITHMDNIES

Services Engine Home » Context Visibility » Operations. QLU= - Administration License Waming A

~System | b Identty Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing - Cerificates  » Logging  » Mainienance  Upgrade  » Backup & Restore b Admin Access b Setings

o
~ Certificate Management Bind CA Signed Certificate
SrenChiae. * Certifcate File certrew
Trusted Certficates
OCSP Ciert Profie Friendly Name [ i

Geriicate Signing Requests
aning e Validate Certificate Extensions [ @

Certficate Periodic Check Setti

» Certificate Auth,

Usage

* Portal group tag | Default Portal Certificate Group~|

Portal(s) using this 130 y0D Portal (default) Blacklist Portal (default)
Certificate Provisioning Portal (defauit) Client: Provisioning Portal (default)
Hotspot Guest Portal (default) MDM Portal (defauit)
My Devices Portal (default) Self-Registered Guest Portal (defauit)
Sponsor Portal (default) Sponsored Guest Portal (default)

[ 5o JE=]

A LR BN AR AEF 0N EI512 o 204 .
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El4-43 EFBSANEAIEES

Identity Services Engine

Home ) ConlextVisbiity  »Operations  » Poiicy RGNS

~System | ¥ Identty Management ¥ Network Resources  » Device Portal Management  piGrid Services  » Feed Service ¥ Threat Centric NAG
Deployment  Licensing v Cerfficates  » Logging  » Maintenance  Upgrade  » Backup &Restore  » AdminAccess  » Settings

 Certificate Management System Certificates  For disaster recovery it s recommended o export certficate and private key pais of all system certiicates.

/ dit | [k Generate Self Signed Certificate | (b Import | (@ Export

System Certificates

License Waming &

;
Trusted Certficates Friendly Name Used By Poral group tag Issted To Issued By \alid From Expiration Date
0CSP Client Profile 7 (2220
Certfcate Signing Reauests o I (et tostcom Endpoint Sub Tha, 6 May 2032
Crtfcate Periodic Check Sett CA- ISE24400001
» Certificate Authority Defaultseltsigned sener et pgmin 1SE24 fest.com 1SE24 festcom Fii, 6 May 2022 Sat, 6 May 2023
sauL SamL_ise Fi 6 Ma Sat 6 iay 2023
O=HHH,OU=RD,CN=ISE24 lest.  EAP Autnenticaton,
[ comftestWINGFTJQKABIHHG RADIUS DILS, DefaultPortal Cetficate Group (&) ISE24.fest.com IeStWINSFTIQRABBHH-CA  Tue, 27 Sep 2022 Thu, 26 Sep 2024
A¥00002 Portal
[Er—
Coricate was added successfuly

4.7.3 BEE Windows & i

(1) RIS

7E Windows & F i Hp 54T b — 15 FEAIHRIE TS certnew-root.cer, i di<Install

Certificate>Z2 25 1F 1 .
4-44 BIEP

wh Certificate

General Detals  Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Cettification
Authorities store.

Issued to:  kest-WIN-SFTIQKABIHH-CA

Issued by: test-WIN-SFTIQKABIHH-CA

valid from 05/08/2022 to 05/08/2027

Install Certificate... | | Issuer Statement

ERS T %EFE “Current User” , 3 fidi<Next>.
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[®]4-45 %% Current User

L Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists From your disk ko a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used ko protect data or to establish secure netwark,
connections. A certificate store is the system area where certificates are kept,

Store Location
@) Current User
() Local Machine

To cantinue, click Mext,

Next Cancel

‘7] “Place all cerfiticates in the following store” , J:7E “ Cerfiticates store” H1i%&# “ Trusted
Root Certification Authorities” , s di<Next>.

[Bl4-46 1%#F Trusted Root Certification Authorities

*

€ 4 Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

windows can automatically select a certificate store, or you can specify a location far
the certificate,

() dutomatically select the certificate store based on the type of certificate

(®Place all certificates in the following store!

Certificate store:

‘Trusted Rook Certification Authorities Browse...

Next Cancel

i di<Finish>.
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&4-47 TSN

& L4 Certificate Import Wizard

Completing the Certi

cate Import Wizard

The certificats will bs imported after you click Finish.

You have specified the Following settings:

Trusted Rook Certification Authorities

Content Certificate

Finish Cancel

Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

test-WIN-5FTJOKAB3HH-CA

‘Windows cannaot validate that the certificate is actually from
“test-WIN-5FTJQKAB3HH-CA". You should confirm its origin by
contacting “test-WIN-5FTJOKAB3HH-CA™, The following
number will assist you in this process:

Thumbprint (shal): BF772DBE 72B1E1BE ES9C167F DED184EE
B2075FB2

Warning:
If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

SN
E4-49 SNIEBRIY

Certificate Import Wizard X

o The import was successful,

(2) HIEIHLREMH D
7£ Windows % /'3 FJH 1E 3 % 2847 JF Windows Server CA iiFE3 il 45 M3 https://IP/certsrv,
Ay “HIFIER” .
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[E14-50 BRIEIEH

e | hitps//5573.134 12/ certsry/

- @ Centficate error & | | Search..

(2 Microsoft Active Directory .. % ||

Microsoft Active Directory iFBIRS -~ test-WIN-5FTJQKAB3HH-CA

pe ]

fEFIEMEL A0 Web 5585, BT IRFE G SEMRFREES, BUERISE, (RAIL BB Web #HTESHEFEARNSH, 2RI 65, FHRIBRRSESSE
BTED RRFS,

{RBATAEFRI R FEEBARATACANES, SEBHE, WEPRFENIFERCRY), NEEEER REIE,
£ Active Directory IEBREANFEMSE, 5213 Active Directory IFBIRE Y.

e “FEGUEHEE” .
El4-51 EZSRIEBHAIF

e | @ httpsy/55 731U certsru/certrqu.asp

= @ Certificateerror ) Search
{2 Microsoft Active Directory ... % ||

Microseft Active Directory TEHIRSF - test-WIN-S5FTJQKAB3HH-CA

S —MES

BEF—MEBRE:
BRiEd

=E, B BRILEHE.

sl “BIEIFrIL CAIRZE —MHIE” .
[E4-52 BRIFIEH A

Microsoft Active Directory iEBEES — test-WIN-SFTIQKAB3HH-CA

BRI RS

CA BUFRES RE(RRTARRIERIEBEER), Pl TrlEme —F:
BIEEHAEILL CA (25— HiE,

{58 baseb4 $RFIHI CMC B PKCS #10 ST#HEAr —MNIEBEE |, FiFF base6d GEfK) PKCS #7 USRS TUFEMAE,

TEFAE s di<Yes>.
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[E4-53 SBEHHIA
Web Access Confirmation

This Web site is attempting to perform a digital certificate
l} operation on your behalf:

https://55.73.134.12/ certsrv/certrgma.asp
You should only allow known Web sites to perform digital

certificate operations on your behalf.
Do you want to allow this operation?

HEMRER, IHER.
El4-54 SERIEBHIF

e |2 nttps/s5 B34 cemtsrvscertrama.asp - @ Cetificateerror & | | Search...
(& Microsoft Active Directary ... |

P~

Micresoft Active Directory IFBIRSS -- test-WIN-5FTJQKAB3HH-CA

g it

MR

AFRERRES:

25 [win10-user01

BT |

o]

i

/R

&
ExAX:

iilard

CSP: [ Microsoft Enhanced Cryplographic Provider vi.0 v
=EERE exm
=)

BME: 2048
e et 2048 4006 8102 16384)

IRCEREANSH
[ EERRERARER

it
ERIEtET: © CMC * PKCS10

FESRE T idi<Yes>.,
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[&4-55 EEIA

° |2 nitpsi//55.73.134.12/ certsrv/certinshasp
O 557313412 |

x

= & Certificate error X | | Search...

Web Access Confirmation
This Web site is attempting ta perform a digital certificate
/B, operation onyour behalf;
https://55.73.134.12/ certsrv/certfnsh.asp

You should only allow known Web sites ta perform digital
certificate operations on your behalf,
Do you want te allow this operation?

‘ Do you want AutoComplete to rememberweb farm entries?  Leam about SutoComplete

A “BEIER” .
4-56 LEIEPB

e | @ https://55.73.134.12/ certsrv/certfnsh.osp

& Mhicrosoft Active Directory .. % ||

~ 9 Certificate error c| Search...

Microsoft Active Directory IEHIES

MR

{REPIBRNER CATESAIR.

AIE:

CHEFRRE

UEAS 223 R o
[E4-57 BINREIES

e | @ hups://55.73.134.12/ centsrv/ certrmpn.asp
(& Microsaft Active Directory ... % |

~ § Certificateerror & | Search...

Microsoft Active Directory TEBIRS test-WIN-5FTJQKAB3HH-CA

%R

AREEIE A%,

() i&F iNode & J imililE 7 =
A “More” , N 802.1X AUIF Y& It T T o
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[£|4-58 802.1X & FiumiAiE

‘ MMM

! 2 Bozax

i Username king Cert
~ Save usernarne Mare

i “Advanced” 7144 1% “ Enable advanced authentication” , i%#% “ Authentication Type”
A “EAP-TLS” , i&F% “Certificate Options” & “Client Certificate” .

[E]4-59 i%#F EAP-TLSAIEA TR

802.1X Authentication

General MNetwork Advanced

+ Enable advanced authentication

Certificate Authentication -

Authentication Type

@ EAP-TLS
) PEAP Sub-Type Automatic -
(O EAP-TTLS Sub-Type -

Get usernarme from certificate

Certificate Options

Client Certificate

+ Walidate server certificate chain

o8

HE “Select Client Certificate” Wi, EHFZ IS AR SiEH, Sd “OK” , BRE
FrmiE ik .
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&4-60 EIFZEFIRIER

t Client Certificate

| Issued to Issuer Intended Purposes  Ewpirati

jin test-WIN-5FTIOKA.. Client Authenticati... 2024-09-2

winl 0-user( test-WIN-SFTJOKA... | Client Authenticati... 20z

4.7.4 AL E

(1) iNode & ;i & 2%
miii<Connect>, &g 802.1X AilF.
[&l4-61 miF connect

22 B0zax

Username king Cert
Connect
v Save username Maore

P 2z
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E4-62 t4mIh

202.1%

Online user king
Connection status Connected

Security status Mot Checked

Connected at 2022-9-28 16:05:36

Mare

© &

(2) I/ ERJE RS s SR
[El4-63 EAP-TLSMEAN LE&EREFER

- Identity Services Engine

Authorization Result PermitAccess

Authentication Details
Source Timestamp 2022-00-2816:05:37.0
Received Timestamp 2022-09-28 16:05:36.998
Policy Server 1sE24
Event 5200 Authentication succeeded
Usemame win10-user01
Endpoint Id 00.0C:20:44:2D:E5
Calling Station Id 00.0C-29-44-2DE5
Endpoint Profile VMgin
Identity Group Profied
Authentication Method dotix
Authentication Protocol EAPTLS
Service Type Framed
Network Device swoot
Device Type All Device Types
Loc Al Locations
NAS IPv4 Address 32329
NAS Portid slot=1:subslot=0;port=3vlanid=2
NAS Port Type Ethemet
Authorization Profile Permitaccess
Response Time 22 miliseconds

(3) MW E&JEB&ER

1001
1018

12502

12800
12805
12808
12807
12808
12809
12505
11008
1004
1018
12504
12505
11006
1001
1018
12504
12505
11006
1001
1018
12504
12505
11006
1001
1018
12504
12505
11008
100t

Retumed RADIUS Access-Challenge
Received RADIUS Access-Request
RADIUS s fe-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response and
‘accepting EAP-TLS as negotiated

Extracted first TLS record; TLS handshake started
Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS Certifcate message

Prepared TLS Serverke/Exchange message

Prepared TLS CertifcateRequest message

Prepared EAP-Request with another EAP-TLS challenge
Retumed RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS s fe-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response
Prepared EAP-Request with another EAP-TLS challenge
Retumed RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response
Prepared EAP-Request with another EAP-TLS challenge
Retumed RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS s re-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response
Prepared EAP-Request with another EAP-TLS challenge
Retumed RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS s fe-using an existing session

Exracted EAP-Response containing EAP-TLS challenge-response
Prepared EAP-Request with another EAP-TLS challenge
Retumed RADIUS Access-Challenge

Received RADIUS Access-Request

e 4% it display dotlx connection FJLA#E 802.1X H M HIfE E.,
Username 24 802.1X I 4 (&4 king) -
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<Switch> display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl1/0/3
Username: king

User access state: Successful
Authentication domain: ise

IPv4 address: 2.2.2.10

IPv4 address source: IP Source Guard

EAP packet identifier: 227

Authentication method: EAP
AAA authentication method: RADIUS

VLAN:
Authorization

Initial

Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization

2

untagged VLAN: N/A
tagged VLAN list: N/A
VSI: N/A

microsegment 1D: N/A
ACL number/name: N/A
dynamic ACL name: N/A
user profile: N/A
CAR: N/A

URL: N/A

IPv6 URL: N/A
temporary redirect: Disabled

Start accounting: Successful

Real-time accounting-update failures: 0O
Default

Session timeout period: N/A

Online from: 2022/09/28 15:17:15

Oh Om 7s

Termination action:

Online duration:

475 BEEXH

#
dotlx
dotlx authentication-method eap
#
vian 1
#
vlan 2
description toClients
arp snhooping enable
#
vian 3
description toAAAserver
#
interface Vlan-interfacel
#
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interface Vlan-interface2

description toClients
ip address 2.2.2.29 255.255.255.0

#

interface Vlan-interface3

description toAAAservers
ip address 3.3.3.29 255.255.255.0

#

interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 3

#

interface GigabitEthernetl/0/3

port link-mode bridge

port access vlan 2

dotlx

#

radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHmOhCcPg2PBWQa54YGIXKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com

authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

4.8 802.1X EAP-FASTIAIEEC B 1B 5I84F
4.8.1 L& Switch

W EEAAIE DT OA EAP.

[Switch] dotlx authentication-method EAP

VA S BN IR P v R0 42 11 B DG EH 802.1X I 4H #k ik k D REFICEZR Y - 48 F-Thi g
[Switch-GigabitEthernetl/0/3Jundo dotlx handshake

[Switch-GigabitEthernetl/0/3Jundo dotlx multicast-trigger
HemELHmEd, HiEiES% 4.3.1 iLE Switch.

4.8.2 BitE ISE

MR %525 Eaih Allowed Protocols )ik Allow EAP-FAST AEJCiEIR, i55% 4.3.2 il H ISE.
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E4-64 il aik Allow EAP-FAST 3 1%IR

Identity Services Engine Home b ContextVisibiilty ~ » Operations [EEGIGYN » Administration  » Work Centers

License Waming A
Policy Sets  Profilng  Posture ~ Client Provisioning | ~ Policy Elements

Dictionaries  » Conditions  + Results.

° O Allow PEAPVD only for legacy clients
~ Authentication
- Allow EAP-FAST
Allowed Protocols
e, EAP-FAST Inner Methods
Allow EAP-MS-CHAPY2

» Profiling

Allow Password Change Retries 3 | (Valid Range 010 3)
» Posture. Alow EAP-GTC
\ Ciient Provisioning Allow Password Change  Retries (Valid Range 0 to 3)

Allow EAP-TLS

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

@ UsePACs O Don't Use PACs

Proactve PAC update will occur after| % of PAC Time To Live has expired
o

Allow Anonymous In-Band PAC Provisioning

Alow Authenticated In-Band PAC Provisioning
[ serverReturs Access Accept After Authenticated Provisioning
Accept Client Certficate For Provisioning

Allow Machine Authentication

Machine PAC Time To Live

Enable Stateless Session Resume

Authorization PAC Time To Live i

[ Enable EAP Chaining

4.8.3 Bt & Cisco AnyConnect & Fiif

L predeploy 5# webdeploy /73 %% Cisco AnyConnect % )i, webdeploy /7 A LL&% T K
Hiik “Network” & “wired”, F+i%&# “Manage Networks”.

[El4-65 EFEBZEE

'\'5' Cisco AnyConnect Secure Mobility Client — *

Connect

Limited Access - DMS Failure

Network:
Limited or no connectivity

| wired Manage Metworks...

Connect only to current network

.n. @ silisilic

(1]

P A <Add>,
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[#]4-66 70 Cisco AnyConnect & i

@ Cisco AnyConnect Secure Mobility Client — X

'::l,'s'é'c',‘ AnyConnect Secure Mobility Client

Status Overview Network Access Manager
Configuration  sStatistice Message History
VPN
Metwork Service:  Enabled El
Network Wi-Fi: Mo Wi-Fi adapters
Saved Metworks:
Mame S5ID Security Type Privileges
wired 802, 1% Wired Administra’
Sunday 302.1% Wired User Metw
< >
!_ Add... _! Edit... Remaove

U RS ARG R
E4-67 BLE Cisco AnyConnect & i

Cisco AnyConnect *

Enter information for the connection.

Media: O wii ® wired
Hidden MNetwork
Descriptive Mame: | Friday |
5510
Security: ISOZ. 1% > |

802, 1¥ Configuration

password ~ | |EAP-FAST ~ |

OK. I | Cancel

4.8.4 AL E

(1) F/ g
B2 AR network, HHE A E, Riidi<OK>.
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[E4-68 & Fim & ECiEE
Cisco AnyConnect | Friday >

Please enter your username and password for the
network: Friday

Username: | king |

Password: | king |

Show Password

Cancel

SR T i <Trust>.
El4-69 BEEZFEIE
Cisco AnyConnect *

The server certificate for the network 'Friday' has
failed validation. Do you want to trustit?

Certificate Name: ISE24. test.com@

Issued To: ISE24.test.com
Issued By: test-WIN-SFTIQKAB3HH-CA
Expiration Date: 2024-09-26 07:29:25 UTC

Do Mot Trust

[E4-70 pRIhiERE

Connect

Mo Network Connectivity

0 Network:
Connected (2.2.2.110)

| Friday

& @ P

(2) HP EZJE RS & B tEil
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(3)

E4-71 AP ELBERSR[RETR

- Identity Services Engine

Source Timestamp

Received Timestamp 2022-00-28 16:33:02.117
Policy Server ISE24

Event 5200 Authentication succeeded
Username king

User Type User

Endpoint Id 00:50:56:A:ATAL
Calling Station Id 00-50-56-A3-A5-Ad
Endpoint Profile Unknown
Authentication Identity Store Internal Users

Identity Group User Identity Groups:TC
Authentication Method dottx

Authentication Protocol

Service Type Framed

Network Device SWO01

Device Type All Device Types

Location All Locations

NAS IPv4 Address 33320

NAS Portid slot=1;subslot=0;port=21;vianid=2
NAS Port Type Ethernet

Authorization Profile PermitAccess

Response Time 18 miliseconds

R 25 e s

11018 RADIUS is re-using an existing sessicn

racted EAP-Response containing EAP-FAST challenge-response and
ceepting EAP-FAST as negotiated

ed first TLS record; TLS handshake started

Tunnel PAC

ed TLS ClientHello message

6 Prepared TLS ServerHello message
Prepared TLS ChangeCipherSpec message

Prepared TLS Finished message

Prepared EAP-Request with another EAP-FAST challenge

ed RADIUS A Chal
RADIU:

11018 RADIUS is re-using an existing session

Extracted EAP-Response containing E:

-FAST challenge-response
Extracted TLS Finished message

TLS handshake succeeded

EAP-FAST built PAC-based tunnel for purpose of authenticafion

8 Received Authorization PAC

Evaluating Identity

22072 Selected identity sou uence - All_User_ID_Stores
15013 Selected Identity Source - Internal Users

Looking up User in Internal Users IDStore - king

2 Found User in Internal Users IDStore

7 Authentication Passed

4 EAP-FAST inner method skipped
Sent EAP Result TLV indicafing suc

=3

12105 Prepared EAP-Request AP-FAST challenge

11006 Returned RADIUS A«

11001 Received RADIU!

11018 RADIUS is re-using an &: session

12104 Extracted EAP-Response containing EAP-FAST challenge-response

e % Filid display dotlx connection Al PLEF 802.1X I {5 B, w3k

Username A 802.1X K F' 4 (A4 king)

<Switch> display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king

User access state: Successful
Authentication domain: ise

IPv4 address: 2.2.2.10

IPv4 address source: IP Source Guard
EAP packet identifier: 227
Authentication method: EAP

AAA authentication method: RADIUS
Initial VLAN: 2

Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A
Authorization microsegment ID: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
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Authorization IPv6 URL: N/A

Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: O
Termination action: Default

Session timeout period: N/A

Online from: 2022/09/28 15:17:15

Online duration: Oh Om 7s

4.85 BLEXH

#
dotlx
dotlx authentication-method eap
#
vlian 1
#
vian 2
description toClients
arp shooping enable
#
vlan 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2
dotlx
undo dotlx handshake
undo dotlx multicast-trigger
#
#
radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRi ITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$FAhWH/rHmOhCcPq2PBWQa54YGIXKuQlPOw==
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timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com

authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#

5 MAC HhkAIFE X B2 A B 2445
5.1 tAMEXR

Wi 5-1 fizn, Client Al ISE Al 45 #8i8id Switch @ ri&ERs, WS R A Client #47 MAC
HEVE,  DAFE OO I 28 BRI R U 1a], HAR SRR
e KM Cisco ISE /£ RADIUS 25545 -
. Bt B MAC b uEr A P 2 g,
[l5-1 MAC AERC E4H [
Cisco ISE

Radius Server

GE1/0/2
Vlan 3
3.3.3.29/24

GE1/0/3 (22
Vlan 2
Client 2.2.2.29024  gyiten

5.2 {ERARRA

AR B 245 A F a8 AL 5 RS B T

e Switch: S5560X-R6618P27

e AEARZ#E: Cisco ISE V2.4.0.357 patch 8
e  A%i: Windows 10 21H2

e AIEZ ) i: iNode PC 7.3 (E513)
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5.3 MACHILIBIAWERL B B S516IE

X inm

AE B TIAENAIRBLE, MA LB AR ES, HRIEXE R 49 2483519,

5.3.1 ELE Switch

# K43t 1 GEL/0/3 IINFIFE &) VLAN, FHTF 5 MAC HiliEiE T fg .
[Switch-GigabitEthernetl/0/3] port access vlan 2
[Switch-GigabitEthernetl/0/3] MAC-authentication
[Switch-GigabitEthernetl/0/3] quit

# ¥8 € MAC Hihi- e P A RS, test.com.
[Switch] MAC-authentication domain test.com

# B0 E MAC b )IERT T 1 0 F P 2 % i X, ise BRTINIA P & 5 AL IR 3 — 3. SR TSI
~, A MAC stk fE oy P 4 5%, HrhgfNg, HAWIEFR.
[Switch] mac-authentication user-name-format mac-address with-hyphen uppercase

# JFJE 4R MAC b AGE, SREEOLT, WA K PAP L7 1£3E1T MAC HuhbAiE .

[Switch] MAC-authentication

5.3.2 Bt E ISE

(1) EHEEZmER
A Ay Windows R A # AL EE 1) MAC Hitik,
[&]5-2 &EFEIH mac ik

nabled. . . . . . . . H

(2) MK S
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7 |SE WA | 7 Skt ik [Administration/Identity Management/Identities/Users]i& i, i
di<Add>$%4l, AIE4 A 00-0C-29-44-2D-E5 K K-S, B B %60
00-0C-29-44-2D-E5.

[E5-3 BlEAF

“ds Mdentity Services Engine Home » Context Visibility » Operations + Policy ~ Administration

» System |« |dentity Management = » Netwerk Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
ldentities  Groups External Identity Sources  Identity Source Sequences » Settings
——

[}
MNetwork Access Users List > 00-0C-29-44-2D-E5
Users
¥ Network Access User
Latest Manual Network Scan Results

*Name [ 00-0C-29-44-20-E5

Status Enabled ~

Email |

¥ Passwords

Fassword Type: Internal Users A
Password Re-Enter Password
* Login Password ‘ seasases | ........ ‘ [ Generate Password

Enable Password ‘ | ‘ \ Generate Password

R, A EIE Endpoint s N BRI 2, A SCRYA DU E lzs ], nI 2% T E.
[#]5-4 Add Endpoint

Add Endpoint

~ General Attributes

(3) HCEWIEFML
7E ISE T TH b7 S HiA: ik £ [Policy/Policy Elements/Results/Authentication/Allowed
Protocols]i£ i, #rid 4 #x N AllowedProtocols2022 ft) allowed protocols. 7t Authentication
Bypass 1=H1/4)i% Process Host Lookup i1, 7£ Authentication Protocols = Hi#fi i\ 4] ik
PAP/ASCII £ .
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[E5-5 ECEINIEMY

" ldenlity Services Engine Home: + Context Visibility » Operations - Policy + Administration + Work Centers

Policy Sets  Profiling  Posture  Client Provisioning |~ Policy Elements

Dictionaries  » Conditions = Results
—

[<]
Allowed Protocols Services List > AllowedProtocols2022
~ Authentication
Allowed Protocols
Allowed Protocals Name | AllowedProtocols2022
+ Authorization Description [ pefault Allowed Protocol Service
+ Profiling =
~ Allowed Protocols
+ Posture

Authentication Bypass
+ Client Provisioning Process Host Lookup i
Authentication Protocols

Allow PAPIASCI

Allow CHAP

Allow MS-CHAPYT

]

Allow MS-CHAPVZ

=

Allow EAP-MDS

-
=

Allow EAP-TLS

=

Allow LEAP

-
=

Allow PEAP

(4) & Network Switch Profile
il Cisco Network Switch Profiles, 3123 F Ei&ek, ‘aJi% Check Password #& %2414,
E]5-6 fit & Network Switch Profile

“tith-  ldentity Services Engine Home » Context Visibility » Operations + Policy ~ Administration

» System » Identity Management | ~ Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC
» Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM v Location Service
——
¥ Attribute Aliasing

[Cssip

¥ Host Lookup (MAB)
Process Host Lookup
Via PAP/ASCII

Check Password

O check Calling-3tation-Id equals MAC Address

Via CHAP

[0 Check Password

[ check Calling-Station-Id equals MAC Address
Via EAP-MDS

D Check Password

[ check Calling-Station-Id equals MAC Address
Jump To Top / Bottom

(5) Hic B YAEAFEAURE S
7 ISE T 7 SRRt ik B [Policy/Policy Sets]ikiil, il Policy Sets N5 i<+ >144H,
fic & 4 7% MAC Authentication FIAIERIFZ ARG, FECE Conditions 24 Wired_MAB.
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[&5-7 FEINEFIZBREG

7 ®@ MAC Autnentic ation B wired_mAB AllowedProtocols2022 LR 731 & >

5.3.3 WAL E

(1) AR5 MRS5S TR il
PR MR S5 SR AT BLAF I DL, FE%0 7 i Ping ARk 55 23 RIVAT 58 B /7 2k
El5-8 AP L&ERSHFER

il |dentity Services Engine

Authentication Method mab

Authentication Protocol PAP_ASCII

Service Type Call Check

Network Device SWoo1

Device Type All Device Types

Location All Locations

NAS IPv4 Address 333.29

NAS Port Id slot=1;subslot=0;pori=3;vlanid=2
NAS Port Type Ethernet

Authorization Profile PermitAccess

Response Time 41 milliseconds

Other Attributes

ConfigVersionld 396

DestinationPort 1812

Protocol Radius

NAS-Port 16739506

Framed-Protocol FPFPP

Acct-Session-Id 000000041012095045000000be03000000325
| OriginalUserName 00-0C-29-CB-DC-21

(2) WP ELER&ANERER
AR %% F#UT display mac-authentication connection A LAEF| E4 1S
‘%‘O
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<Switch> display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: 000c-2944-2de5

Access interface: GigabitEthernetl/0/3
Username: 00-0C-29-44-2D-E5

User access state: Successful
Authentication domain: test.com

IPv4 address: 2.2.2.10

IPv4 address source: IP Source Guard
Initial VLAN: 2

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: N/A

Authorization microsegment 1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A

Offline detection: 300 sec (command-configured)
Online from: 2022/10/12 17:48:35

Online duration: Oh 8m 9s

Port-down keep online: Disabled (offline)

5.4 BEENH

#
mac-authentication domain test.com
mac-authentication user-name-format mac-address with-hyphen uppercase
#
#
vian 2
description toClients
arp snooping enable
#
vlan 3
description toAAAserver
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
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#

interface Vlan-interface3

description toAAAservers
ip address 3.3.3.29 255.255.255.0

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 3

#

interface GigabitEthernetl/0/3

port link-mode bridge

port access vlan 2

MAC-authentication

#

radius scheme ise

primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiI1TBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPq2PBWQa54YGIxKuQ1lPOw==
user-name-format keep-original

#

#

domain test.com

authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

6 Portal IAEXTE:HC B 224

LA CWA(Centralized Web Authentication) 41 .

6.1 ZBMEK

& 6-1 A7, Client Fil ISE fIRS#8i@ i Switch 7 i&H:, W& E R EXT Client #47 Portal
NIE, AR g SR U ia), BAKEESR . S ISE /Fy RADIUS Al 4525 F1 Portal ik 4525

[&6-1 Portal TAERD Z 28 M [E

Cisco ISE

Radius Server

GE1/0/2
Vlan 3
3.3.3.29/24

GE1/0/3 (2 "2
Vlan 2
2.2.2.29/24

Client Switch
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6.2 fERMZA

AR B 245 A F a8 L5 RS B T

e Switch: S5560X-R6618P27

o ANIEARZ2E: Cisco ISE V2.4.0.357 patch 8
e  Z%: Windows 10 21H2

e AIEZ ) ii: iNode PC 7.3 (E513)

6.3 BLETE

A BB TIAMENAI KRB E, MA LB ARES, HIRIEXER 4895 2403719,

6.3.1 ECE Switch

BeE ACL, {32 R A&7 1) CWA. DNS R4 #3550 Z i hik .
[Switch]acl number 3000
[Switch-acl-ipv4-adv-3000]dis th
#
acl advanced 3000
rule O permit ip destination 3.3.3.24 0
rule 2 permit ip destination 3.3.3.12 0
rule 6 permit ip destination 2.2.2.0 0.0.0.255
#
Return

CWA L MAC HihbAIE N ZEAL, AHOC N 15275 MAC Hiulb A UEAH G Z 75,
6.3.2 B E ISE

CWA Ll MAC HUhEIE Y EERE, IR 1E 275 MAC LB IEAR SR &1
(1) fU% Authorization Profile

7 ISE T TH 77 S HiE: Fhig £ [Policy/Policy Elements/Results/Authorization/Authorization
Profiles]i&Tii, #7%# Authorization Profile, 745 CWA-redirect-hhh, ‘zJi% Web Redirection
(CWA, MDM, NSP, CPP), %%t Centralized Web Auth.
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[El6-2 #i3E Authorization Profile

Identity Services Engine o

» Work Centers

PolicySets  Profiing  Posture  Client Provisioning |~ Policy Elements

Dictionaries ¥ Gonditions _ ~Results
o
Authorization Profies > CWA-redirect-hhh
» Authentication o
Authorization Profile

~ Authorization *Name [ QWA-redirecthhh

Description
Authorization Profiles @ won |

*Access Type [ACCESS ACCEPT -

Network Device Profile

Downloadable ACLS.

» Profiling

» Posture

» Client Provisioning
v Common Tasks

Web Redirection (GWA, MDM, NSP, GPP) (i

Centralized Web Auth [~

v Advanced Attributes Settings

[Radius:Fiter-1D O

[<]

v Attributes Details
(CCESS_ACCEPT

Access Typs

Value [ Self Registered Guest Portal (d

License Waming 4

cisco-av-pair =
Filter-ID = 30

A IEFFIENK 5 i o<k ACL 3000,
6-3 5 ACL

1168-5371-0050568;

ction=cwa

Home  » Conlext Visibility

+ Operaions  [JR

Policy Sets  Profiing  Posture  Client Provisioning |~ Policy Elements

Dictionaries  » Conditions _ ~ Results
)
Authorization Profles > CWA-redirect-hhh
» Authentication o
Authorization Profile

~ Authorization *Name [ CWA-redirect-hhh

Descrigtion
Authorzation Profies ® wion |
Downloadable ACLs AecessTiee [ACCESS ACCEPT -
» Profiling Network Device Profile [[] HHHWired | <] &
» Posture

» Client Provisioning
 Common Tasks

3000

AcL (FiterD)

O security Group

~ Advanced Attributes Settings

[selectan item Q| = O

v Attributes Details

Access Type = ACCESS_ACCEPT
Fiter-1D

License Waming A

disco-av-pair = uri-redirect=https://3.3.3. t_mac=ClientM

(2) fi# Policy Set

2-11¢8-ba71- 00S05667:

ction=cwa

7€ ISE U _F 7 Sk drik F[Policy/Policy Sets]ik 1, #Hiit— Policy Set #ir % N

CWA_hhh, Conditions i%#¢ Wired_MAB.
6-4 €3 Policy Set

Identity ServiceS ENGine  Home.

» Context Visibity

» Operations [ERISUSN » Administration  » Work Cenfers.

License Waming A

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
Policy Sets
+ ) Staws Policy Set Name Description Conditions

@

red_MAB
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Allowed Protocols / Server Sequence

AllowedProtocols2022

Hits

Actions

&

View



mi Authorization Policy T 77 f<+>%%4H, ¥4 2 /> Authorization Policy, Redirection HT
23T I UL B A8 ) F) CWA W1, PortalAuth FT76 CWA T 7 42 %505, AIEEE
Ji . EEHEAL.

[£l6-5 #iE Authorization Policy

License Waming &

“diey’ \dentity Services Engine Home  » ContextVisbilty  » Operations [EEASUSN » Adminisiration  » Work Centers

Policy Sets | Profiing  Posture  Clent Provisioning  » Policy Elements

Policy Sets = GWA_hhh

Allowed Profocols / Server Sequence  Hits

Status  Policy Set Name Description Conditions
Se:
® CwAhhh B wired_maB AllowedProtocols2022 x v 4 0
¥ Authentication Policy (1)
¥ Authorization Policy - Local Exceptions (1)
¥ Authorization Policy - Global Exceptions (1)
¥ Authorization Policy (3)
Results
+
Status  Rule Name Conditions Profiles Security Groups Hits  [Actions
PortalAuth B cuest Fiow = PermitAccess + -+ 0
Redirection B Network_Aceess_Authentication_Passed * CWA-redirecthhn + v+ 3
Default ~DenyAccess + -+
o —
Z
6.3.3 WRRER
(1) FEEIRF CWA G
puiT} Y| WA BR v M) > pa=s
) el BEALG IR DT, AR F| 1]
LT As, BEHLYS R DU, A E 1 2 CWA T .
[El6-6 EEM@E CWATH
O @ Signon x |+ _ x
& (@] A\ Notsecure | bitps//3.3.3.24:8443/portal/PortalSetup.action?portal=404e0f70-2e02-11e8-ba71-005056872c Tffisessionld=37498618... 7§ T 2
i
Guest Portal
cisco
Welcome
Sign on for guest access
Username:
Password:

Or register for guest access

Contact Support

N 290, fHdi<Sign On>.
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El6-7 MARFRRERD

O @ SignOn x  + -
<~ @] A Notsecure | itpsi//3.3.3.24:3443/portal/PortalSetup.action?portal=404e0f70-2e02-11e8-ba71-005056872c7&session|d=37498618... 8 = :
afrar]n,
Guest Portal
Cisco
Welcome
Sign on for guest access
Username:
king
Password:
o] B
Or register for guest access
Contact Support
miifi<Continue>.
N EI;
[E16-8 mdyiRL:
[ & Post-Login Banner x |+ =
<~ (@] A Notsecure | hetps//3.3.3.24:8443/portal/LoginSubmit.action?from=LOGIN 98 1= ;3
i

cIsco Guest Portal

Welcome Message
Click Continue to connect to the netwark.
You're very close to gaining network access

Contact Support
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[&6-9 @I IAIE

O @ Success x |+ = X
<~ C & Notsecure | ketps//3.3.3.24:8443/portal/Continue.action?from=POST_ACCESS_BANNER 8 = 2
Il :
al el fla
Guest Portal
cisco
Success

‘You now have Intemnet access through this networlc

Contact Support

Q) XML EIRIEN
Tl L display mac-authentication connection fJLUE R ISE R FIFAUIEN,
I RER N T O CWA TURVGERERE, BARRM M RG] N rEsN 7
— AN, 7E CWAMIERT, 38id MAC HBhEIAGE, 53T CWA TTIH & ACL FZ4L.
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[El6-10 3zl LR

lot ID
User MAC

URL: N/A
IPvE U
porary

sion tim

(4) ISE LE/RIEN
ISE EHEWUIES], %t MAC Hidik A e % 5] CWA-redirect-hhh #24¢, #E CWA TUIIA
MBS, ISE F& COA HIME, Tfija %% PermitAccess #Z4L.

6-11 ISE HEER

Permit

<]
b

<]
o

[<]
b

hhh >> Default

<]
o

6.4 BCENXH

#

mac-authentication domain test.com
mac-authentication user-name-format mac-address with-hyphen uppercase
#

#

vian 2

description toClients

arp snhooping enable

#

vlan 3

description toAAAserver

#
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interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2
MAC-authentication
#
radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHmOhCcPg2PBWQa54YGIxKuQ1lPOw==
user-name-format keep-original
#
#
domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#

[ s VLAN SR E 2

7.1 AMEER

Wi 7-1 fiizn, Client #1 ISE AR 45 28303 Switch &7z, #4&4EHL R 75 8% Client 747 802.1X
INEEKE MAC Hitb IR,  DAgas il Fox 48 i s el ,  BARESR T

e XM Cisco ISE £ 4 RADIUS IR 5545 -

o I ISEAUT K VLAN, #J%4 VLAN Jy 100, HAr4*AL VLAN 2.
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E7-1 2 VLAN A [E

Cisco ISE

Radius Server

GE1/0/2
Vlan 3
3.3.3.29/24

GE1/0/3 (422
Vlan 2
Client 22229024 g 1

7.2 {ERAMA

ARE 2545 A FH 18 B S AR (B B T

e  Switch: S5560X-R6618P27

e AEARZ#E: Cisco ISE V2.4.0.357 patch 8
e  A%i: Windows 10 21H2

e AEE . iNode PC 7.3 (E513)

7.3 ERVLANELE £ B510IE

7.3.1 BLE Switch

MAC i AE 77, Swtich FROACE 15 2% 5.3.1 fid & Switch.
802.1X INEH 7, Swtich AL E1EZ% 4.3.1 it ®E Switch.
NIGAERCR, WLIECE DHCP %52 .

7.3.2 BLE ISE

MAC HuhbAEF Y, RS 2% ERIlC B i 2% 5.3.2 fil® ISE.
802.1X INIEF /', MR& 2 LR EES % 4.3.2 iLH ISE.
(1) HAcE Authorization Profile

7E ISE i L& [Policy/Policy Elements/Results/Authorization/Authorization Profiles]iZt 1,
Aii<Add>%4l, 7F Authorization Profile #H it & 4 XA VLAN-X, 7 Network Switch
Profile ML #EER Network Switchs H s IS HALAH R 1252, #E Common Tasks =
H/z i VLAN J&ETE4 N VLAN %5 2.
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[E7-2 BLERM VLAN

Identity Services Engine Home  » ContextVisbiity  » Operations [ER4ZLIGTN » Administration License Waming A

Policy Sets  Profiing  Posture  Client Provisioning | ~ Policy Elements

Dictionaries  » Conditions _ ~Results

o
Authorization Profies > VLAN-X
» Authentication -
Authorization Profile
~ Authorization “Name [VLANX
Description
Authorization Profiles ® wten | ~
Downloadable ACLs “AceessTyee [access accert -
» Profiling Network Devie Profile [ Gisco
» Posture Senice Template

Track Movement [
» Client Provisioning

Passive Icentity Tracking (]

v Common Tasks

Security Group

VLAN TagD 1 (Edtmg)omame[z ]

O Voice Domain Permission

O wet Redirection (CWA, MDM, NSP, CPP) -

v Advanced Attributes Settings

Secanien 8- S

HE, WARFET K VLAN % U F 2 A8 S 007E, £ Common Tasks [ vian HHIE A 51
24, TILAYE Advanced Attributes Settings HE T M FBAEN, % FIK. VLAN K2
() EARFIIUE 22 7= i SOR . SORY i S0 B8 2 BA vian2 Sl

[&]7-3 7£ Advanced Attributes Settings F1EN VLAN 582

Identity Services Engine Home  »ConfextVisibiity ~ »Operations [ERSSISEN » Administration  » Work Centers License Waning &

Policy Sets  Profiling  Posture  Client Provisioning |~ Policy Elements
Dictionaries  » Conditions  ~Results
[

» Authentication

~ Autnorization
v Common Tasks
Authorization Profiles @

Downloadable ACLS
O acL (Fiter-D)

» Profiling
» Posture O securty Group
» Client Provisioning O van

[ nice Ninmain Permissinn

v Advanced Attributes Settings

[Radius:Tunnel-PrivateGroup-To | = [5t6 7t ©] TaglD 1 Edit Tag
[Radius:Tunnel-Medium-Type O] = [0z 1 [ Edit Tag
[RadiusTunnel-Type O] = [wan 1 ((EditTag

v Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:5t6 7t
Tunnel-Medium-Type = 1:6
TunnelType = 1:13

Server Response
‘Authorization Profile "VLAN-XC" s edited

Save | [Reset ==

(2) A BV IERBEAR S
£ ISE Ui ik FE[Policy/Policy Sets]i 1, fEXfM (1) Result Pofiles #=H1i&# “VLAN2”
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E7-4 B EINEFIRBURER

Services ENgiNE  piome

Visibiity  » Operations [N raon  » Work Centers

Policy Sets | Profiing  Posture

Status  Policy Set Name

? Authentication Policy (1)
¥ Authorization Policy - Local Exceptions
? Authorization Policy - Global Exceptions.

“ Authorization Policy (2)

Status  Rule Name

@  SimpleRule

©  Detaut

7.3.3 WAL E

(1) M5 asimEon

7E I 5 S iR ik R [Operations/RADIUS], Al DL A i E 281 Live Logs 1 Live
Sessions %5 ..

75 AP ERSHRETRL

Ciient Provisioning

» Policy Elements

Description Conditions

B wired_802.1X

Conditions

B Network_Access_Authentication_Passed

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Call

g Station Id
Endpoint Profile

Authentication Identity Store

2022.08-28 18:00:03.0
2022.09-28 18:00:02.643
ISE24

5200 Authentication succeeded
king

User

00-0C:29:44:2D:E5
00-0C-29-44-2D-E5

VM-fin

Internal Users

Identity Group User Identity GroupsTC, Profiled
Authentication Method dottx
Authentication Protocol EAP-MDS
Service Type Framed
Network Device SWoD1
Device Type All Device Types
Location All Locations
NAS IPv4 Address 33329
| NAS Port Id slot=1:subslot=:port=3ulanid=100 |
NAS Port Type Ethemet
| Authorization Profile VLAN-X |

Response Time

28 milliseconds
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Resits

Profiles

~VIANZ |

*DenyAccess |

12002

15041
22072
15013
24210
24212
22037
12005
11503

24715

15036
15048
15018
22081
22080
11002

Allowed Protocols / Server Sequence  Hits

AllowedProtocols-1024 v & o0

Security Groups Hits  Actions

RADIUS is re-using an existing session

Extracted EAP-Responss/NAK requesting to uss EAP-MDS instead
Prepared EAP-Requast propasing EAP-MDS with chalenge
Retumed RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an xisting session

Extracted EAP-Response containing EAP-MDS challenge-response and
accepting EAP-MDS as negotisted

Evaluating Identity Policy
Selected identity source sequence - All_User_ID_Stores
Selected Identity Source - Internal Users

Looking up Ussr in Internal Users IDStore - king

Found User in Internal Users ID5Stors

Authentication Passed

EAP-MDS authentication succeeded

Prepared EAP-Success

ISE has not confirmed locally previous successful machine authentication for
user in Active Directory

Evaluating Authorization Policy
Queried PIF - Network Actess AuthenticationStatus
Seletted Authorization Profile - VLAN-X

Manx sessions policy passed

New sctounting session crested in Session cache
Returned RADIUS Access-Accept



E7-6 AP E&ERSH/ETR 2

bl |dentity Services Engine

ISEPolicy SetName X
Identity SelectionMatchedRule Default
DTLSSupport Unknown
HostldentityGroup Endpoint Identity Groups-Profiled
Network Device Profile Cisco
Location Location#All Locations
Device Type Device Type#All Device Types
IPSEC IPSEC#Is IPSEC Device#No
EnableFlag Enabled
RADIUS Username king
NAS-ldentifier Device
Device IP Address 33320
Called-Station-ID 00:0F E2:69:9A2C

Result
Class C.D:CS:BN 93618B3RHUGKX 113JekK4cAak)20Bk_2721 16i520ybAN1EISE24/45

3669028/9924

Tunnel-Type (tag=1) VLAN
Tunnel-Medium-Type (tag=1) 802
Tunnel-Private-Group-1D (tag=1) 2
cisco-av-pair profile-name=YM-jin
LicenseTypes Base license consumed

(2) W&uEs (BL802.1X AIEAFD
7Et % it display dotlx connection fr4 A UUEFE 2k 802.1X A FHIEE. H
Authorization untagged VLAN 7B BRI R & I VLAN.
<Switch> display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king
User access state: Successful
Authentication domain: test.com
IPv4 address: 2.2.2.18
IPv4 address source: IP Source Guard
EAP packet identifier: 108
Authentication method: EAP
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AAA authentication method: RADIUS
Initial VLAN: 100

Authorization untagged VLAN: 2
Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Online from: 2022/09/29 17:58:14

Online duration: Oh 4m 6s

(3) FEEMEIGAE
B, ZamiiNE| vian2, @ik DHCP £ IP ik, B/

Ethernet adapter AAAuser:
Connection-specific DNS Suffix :

Description : Intel(R) 82574L Gigabit Network Connection
Physical Address : 00-0C-29-44-2D-E5

DHCP Enabled : Yes

Autoconfiguration Enabled : Yes

I1Pv4 Address : 2.2.2.18(Preferred)

Subnet Mask : 255.255.255.0

Lease Obtained : 30 September 2022 17:00:41
Lease Expires : 10 October 2022 17:00:40
Default Gateway 1 2.2.2.29

DHCP Server 1 2.2.2.29

DNS Servers 1 3.3.3.12

NetBIOS over Tcpip : Enabled

I T DARR PRI A 28 4 11 1 o

PS C:\Windows\system32> tracert 3.3.3.24

Tracing route to 3.3.3.24 over a maximum of 30 hops

1 1 ms 1 ms 1ms 2.2.2.29
2 1 ms <1l ms <lms 3.3.3.24
7.4 BEEXH

#
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dotlx
dotlx authentication-method eap
#
vian 1
#
vlan 2
description toClients
arp shooping enable
#
vian 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port access vlan 2
dotlx
#
radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOVHdRiITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHmOhCcPg2PBWQa54YGIxKuQlPOw==
timer realtime-accounting 20 second
user-name-format keep-original
#
#
domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#
dhcp enable
dhcp server forbidden-ip 2.2.2.29
#
dhcp server ip-pool Pooll
gateway-list 2.2.2.29
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network 2.2.2.0 mask 255.255.255.0
dns-list 3.3.3.12

expired day 10

#

8 miwma AcL s B

8.1 AMEk

W1 8-1 fiizn, Client F1 ISE ARk 45- 281l Switch 7%z, #4&EHL R 75 8% Client #£47 802.1X
WIFELE MAC HihAES Portal TAIE,  PAF Il FEXT 4% SRR s ), BARZESR AT

e KM Cisco ISE 1£5 RADIUS fiR%5-#5

o IHI ISEHBU K ACL %S .

[E8-1 %X ACL ¢EM[E]

Cisco ISE

Radius Server

GE1/0/2

Vian 3
3.3.3.29/24
. GE1/0/3 @ @
Vlan 2
cront 2222024 o ot
8.2 {EFRAARA

ARE 245 A FH 18 LS RO S B T

e  Switch: S5560X-R6618P27

e AEARZ#E: Cisco ISE V2.4.0.357 patch 8
e  A%i: Windows 10 21H2

e AEE . iNode PC 7.3 (E513)

8.3 BLEXLE
8.3.1 ELE Switch

MAC #ifi A iEA 7, Swtich ERECEEZS % 5.3.1 L& Switch.
802.1X tAIEFH /7, Swtich EHECEIEZ# 4.3.1 FLE Switch.
FRFRAS ACL I, 1% ACL IAAIFE & F At A AR

# A% LA ACL, FERECE A
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[Switch] acl advanced 3200
[Switch-acl-ipv4-adv-3200] rule O deny ip destination 3.3.3.12 0O

8.3.2 B E ISE

MAC HiEAGE 7, RS 8% ERCE 5 2% 5.3.2 filE ISE.
802.1X INIEF /7, MR& 2 LM EES% 4.3.2 LE ISE.
(1) FCE Authorization Profile

7E ISE T L%k [Policy/Policy Elements/Results/Authorization/Authorization Profiles]i%& i,
mii<Add>{%4l, 7£ Authorization Profile =1t & 44 #£y Dynamic_ACL ID, £ Network
Switch Profile N7 HEFF % #£ER Network Switchs F 8 I IS HHLAR [ F25 2, 7E Advanced
Attributes Settings H¥s il Filter-1D 24 3200,

[]8-2 7£ Advanced Attributes Settings 11BN Filter-ID {582

el Identity Services Engine Home  » ContextVisibiity  » Operations RASSGEN * Administration  » Work Canters

Policy Sets ~ Profiling  Posture  Client Provisioning | ~ Policy Elements
Dictionaries  » Conditions  ~Results
—

o Network Device Profile iy Cisco | » | &2

» Authentication Service Template [

~ Authorization Track Movement [T ;

Passive Identity Tracking [

Authorization Profiles ®
Downloadable ACLs
» Profiling
* Common Tasks
b LT O Web Authentication (Local Web Auth)

» Client Provisioning
O Airespace ACL Name

O asavPN

[ Ave Profile Name

* Advanced Attributes Settings

Radius:Filtr-ID | = [3200

= Attributes Details

Access Type = ACCESS_ACCEPT
Filter-ID = 3200

0
&
T
i

VE: Filter-1D BUE A%T:, W3%HE ACL Number 2038, BUE AL A%T, W% User Profile
REFH
(2) ME Policy

£ ISE BT _Fi%#¢[Policy/Policy Sets]i i, {EAHR policy 11214 Results Profiles il il
() Dynamic_ACL ID.
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[£|8-3 &% Policy

< Identity Services Engine Home  » ContextVisbiity  » Operations [EEACWENEN » Administration b Work Centers License Waming &
Policy Sets | Profilng  Posture  Client ing b Policy Elements.
Policy Sets = 1x ResetAll Hitcounts
Status  Policy Set Name Description Conditions Allowed Proiocols / Server Sequence  Hits
@ 1« B wied s021x AllowedProtocols-1024 v iE auss

¥ Authentication Policy (1)
¥ Authorization Policy - Local Exceptions.
 Authorization Policy - Global Exceptions

v Authorization Policy (2)

Results
Stalus  Rule Name Conditions Profiles Security Groups His  Actions
@  simpieRule B Network_Access_Authentication_Passed *Dynamic_ACL ID SN | select from list v+ 8
@  petaut *DenyAccess + | selectiom list -+ 0

8.4 WFACE

g AARFRAIE T R B4 (MAC #ihibAiE. 802.1X AiE. Portal AIE ).
(1) HPEZLERSEELEIR.
&l8-4 AP L&EREBRETR

RADIUS Username king
NAS-ldentifier Device
Device IP Address 33329
Called-Station-1D 00:0F:E2:69:8A:2C
Result
Filter-ID 3200
Class CACS:3T498618ezgZ 1mzewoAnpZNtGAQIO46LCOTaZIVBU I THAVVSTY:ISE24/
454503224/4437
cisco-av-pair profile-name=Workstation
LicenseTypes Base license consumed

(2 HFPE&ER& EER
Al LLE BRSSO ACL Dl TR BI% % b
<Switch> display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king
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User access state: Successful

Authentication domain: test.com

IPv4 address:

IPv4 address source:

2.2.2.1
IP Source Guard

EAP packet identifier: 100
Authentication method: EAP
AAA authentication method: RADIUS

VLAN:
Authorization

Initial

Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization

2

untagged VLAN: N/A
tagged VLAN list: N/A
VSI: N/A

microsegment 1D: N/A
ACL number/name: 3200
dynamic ACL name: N/A
user profile: N/A
CAR: N/A

URL: N/A

Authorization IPv6 URL: N/A

Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Default

Session timeout period: N/A

Online from: 2021/01/08 16:21:32

Oh 6m 51s

Termination action:

Online duration:

8.5 BEENH

#
dotlx
dotlx authentication-method eap
#
vian 1
#
vian 2
description toClients
arp shooping enable
#
vlian 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
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description toAAAservers
ip address 3.3.3.29 255.255.255.0

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3

#

interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2

dotlx

#

radius scheme ise

primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHmOhCcPq2PBWQa54YGIxKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com

authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

— A
O iz acL st a2
0.1 ‘HMEEk
K 9-1 firs, Client £l ISE k45 2% Switch FEvi%ER:, WRAE T RGN Client 34T 802.1X
INIEEE MAC HihE A IEER Portal PAAIE, A i Houk &8 B A U5 1), BARZESR IR -
. X H] Cisco ISE /£ RADIUS JiR 55 %% .
. I ISE AR k873 ACLE R .
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[E9-1 %1 ACL A [E

Cisco ISE

Radius Server

GE1/0/2

Vian 3
3.3.3.29/24
GE1/0/3 (422
Vlan 2
Client 22229024 g 1

9.2 ERMA

ARE 2545 A FH 18 B S AR (B B T

e  Switch: S5560X-R6618P27

e AEARZ#E: Cisco ISE V2.4.0.357 patch 8
e  A%i: Windows 10 21H2

e AEE . iNode PC 7.3 (E513)

0.3 BLESLE
9.3.1 BLE Switch

MAC i AE 77, Swtich FROACE 15 2% 5.3.1 fid & Switch.
802.1X INEH 7, Swtich AL E1EZ% 4.3.1 it ®E Switch.

9.3.2 B E ISE

MAC HihEVER /. HR%#8 B E 15 2% 5.3.2 il ISE.

802.1X AUER /', k%54 EMBLEIES % 4.3.2 FiLHE ISE.

(1) FCE Authorization Profile
7£ ISE T _Li%&#E[Policy/Policy Elements/Results/Authorization/Authorization Profiles]i& i,
mMii<Add>#%Z4l, fE Authorization Profile £+t & 44 ¥y Downloadable_ACL, 7t Network
Switch Profile Rz HE R #£ER Network Switchs F 78 Il IS HH AR [ #2524, 7E Advanced
Attributes Settings H¥5 i H3C-AV-Pair, FFEA
aclrule?same?test?1?1?1?protocol=1?dst-ip=3.3.3.24/0.0.0.0?action=1, ACL H{&#& i
I8 228 AH o0 7 i SO
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[#]9-2 #£ Advanced Attributes Settings FI1EN

"Ssch’ ldentity Services Engine Home  » ContextVisibiity  » Operations [RESSGIN * Administation  » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning |+ Policy Elements
Dictionaries  » Conditions  ~Results

o Network Device Profile it Cisco | v | &

» Authentication Service Template O

~ Authorization Track Movement [ ;

Fassive Identity Tracking T
Autharization Profiles ® =

Downloadable ACLs

» Profiling
* Common Tasks
+ Posture

[ pACL Name
¢ Client Provisioning

O AcL (Filter-iD)

O Security Group

[ vLan

w Advanced Attributes Settings

H3C:H3C-AV-Pair | = [adrule?same?test?121212protocol ©

w Attributes Details

Access Type = ACCESS_ACCEPT
H3C-AV-Pair = aclrule?same?test?1?171 ?protocol=17dst-ip=3.3.3.24/0.0.0.0%action=1

=

(2) HKCE Policy

1E ISE TUH I i%#E[Policy/Policy Sets]i& i, 7EAHM. 1) policy H1& 24 Results Profiles SN fill &
i) Downloadable ACL
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[£]9-3 &% Policy

Identity Services Engine

~ Policy

Policy Sets | Profilng  Posture  Client Provisioning  » Policy Elements

Policy Sets = 1x

Status  Policy Set Name Description Conditions

@

B wired_802.1X

? Authentication Policy (1)

? Authorization Policy - Local Exceptions.
2 Autnorization Policy - Global Exceptions
~ Authorization Policy (2)

Stalus  Rule Name Conditions

©®@  simpleRule =]

Network_Access_Authentication_Passed

@  Detaut

9.4 FUFACE

Results

Profiles

=Downloadable_ACL

=DenyAccess

License Warming A

L vemc o

Allowed Protocols / Server Sequence  Hits

AllowedProtocols-1024

Security Groups

P FAFERAE T E2E (MAC HilibiAdE. 802.1X iAIF. Portal TAGE).

(1)

AP B A RS54 ERIR.
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E9-4 AP LE&ERBF/ER

sifuniln
<isco

Identity Services Engine

CPMSessionlD

374986180gH5TdmIzbgQCV3ASBMskZFCoWNCLFZh0d7zZ4yHPve

EndPointMACAddress 00-0C-29-44-2D-E5

ISEPolicy SetName 1%

Identity SelectionMaichedRule Default

DTLSSupport Unknown

HostldentityGroup Endpoint Identity Groups:Profiled-Workstation

Network Device Profile

Cisco

Location Location#All Locations
Device Type Device Type#All Device Types
IPSEC IPSEC#ls IPSEC Device#No
EnableFlag Enabled

RADIUS Username king

NAS-ldentifier Device

Device IP Address 3.3.3.29

Called-Station-ID

00:0FE2:69:9A:2C

LicenseTypes

Result
Class CACS:374986180gH5TdmlzbgQCV3ASBMskZFCoWNCLFZh0d7zZ4yHPve ISE2
4/454593224/4509
cisco-av-pair profile-name=Workstation

Base license consumed

H3C-AV-Pair

aclrule?same?test?12121 2protocol=1?dst-ip=3.3.3.24/0.0.0.0%action=1

(2) MW EZLERS EER
AT LUE BRS8NI ACL i ™ R 2% b
<Switch> display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king
User access state: Successful
Authentication domain: test.com
IPv4 address: 2.2.2.1
IPv4 address source: IP Source Guard
EAP packet identifier: 217
Authentication method: EAP
AAA authentication method: RADIUS
Initial VLAN: 2
Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
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Authorization VSI: N/A

Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: test
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0O
Termination action: Default

Session timeout period: N/A

Online from: 2021/01/08 18:59:52

Online duration: Oh 7m 56s

<Switch> display acl name test
Advanced 1Pv4 ACL named test, 1 rule,
This is a dynamic advanced 1Pv4 ACL
ACL"s step is 5, start ID is O
rule 1 deny ip destination 3.3.3.24 0 (Dynamic)

9.5 BEENH

#
dotlx
dotlx authentication-method eap
#
vian 1
#
vlan 2
description toClients
arp shooping enable
#
vian 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
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port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2
dotlx
#
radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiI1TBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPq2PBWQa54YGIxKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original
#
#
domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#

10 iz car srem a2

10.1 ¢HMEEK

1 10-1 7R, Client 1 ISE 5544l Switch g7 E4:, B4 5 # 5iA H%T Client 17 802.1X
WIEELE MAC M IE, DRl Hox 2 B g ), FARZER AT
e  RH Cisco ISE fEy RADIUS JIr 554 -
o JHIT ISE AT & CAR (Average input rate. Peak input rate. Average output rate. Peak
output rate).
[E10-1 ##1X CAR HWE
Cisco ISE

Radius Server

GE1/0/2
Vian 3
3.3.3.29/24

GE1/0/3 (272
Vlan 2
2.2.2.29/24

Client Switch
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10.2 {ERMRAK

AR B 25 A F R a8 B 5 RS B T

e  Switch: S5560X-R6618P27

o MRS Cisco ISE V2.4.0.357 patch 8
e  Z%: Windows 10 21H2

e iAE% ) 4i: iNode PC 7.3 (E513)

10.3 BLE S
10.3.1 BicE Switch

802.1X INIEMI /7, Swtich ERIELE 1S 4.3.1 HL# Switch.

10.3.2 L& ISE

(1) e
7£ ISE T _E % F[Policy/Policy Elements/Dictionaries]i 1, &X#ki%# “Dictionaries >
RADIUS > RADIUS Vendors > H3C” , s “Add” .

10-2 Rfn=Fes

» Operations RGN » Administiaion  » Work Centers License Waming 4
Policy Sets  Profing  Posture  Client Provisioning |~ Policy Elements

Dictionaries  » Conditions  » Results

Dictionaries Dictionanis > .
Dictionary Dictionary Attributes
Dictionary Attributes Satected 0 | Total 26 G i
> {j MDM_LOG * show
» L MsE [} Number & Type Direction Description Predefined
> L Mutimedia [} 1 UINT32 BOTH Attribute HIC-Input-Peak-Rate NO -~
» L NETFLOW O H3C-nput-Average-Rate 2 UINT32 BOTH Attribute HIC-Input-Average- NO
> L Network Access [} 3 UINT32 BOTH Attribute H3C-Input- NO
> L Network Condition O H3c-RemanentVolume 15 UINT32 BOTH Attribute H3C-Remanent-Volume ~ NO
> LLiNuap O H3C-Command 2 UINT32 BOTH Attribute H3C-Command NO
> LU NAREstension O H3C-Contro-identifier 24 UINT32 BOTH Attribute HIC-Contro-Idertifier  NO
» L Normaised Radius - .
v [ PocoivelD O H3C-Result-Code 5 UINT32 BOTH Attribute HIC-Result-Code NO
+ [ Posaws O H3C-Connect_Id % UINT32 BOTH Attribute HIC-Connect_Id NO
» L PROFILER O H3C-Fip-Directory 3 STRING BOTH Attribute HIC-Ftp-Directory NO
e O H3C-Exec-Privilege 29 UINT32 BOTH Attribute H3C-Exec-Privilege NO
» et O H3C-NAS-Startup-Time... 59 UINT32 BOTH Attribute HIC-NAS-Startup Times...  NO
+ (5 RADIUS Vendors O H3C-p-Host-Addr 60 STRING BOTH Atribute HIC-Tp-Host-Addr NO
> LU airespace O H3C-User-Nolify 61 STRING BOTH Attribute HIC-User-Notify NO
> L Atcatel-Lucent O H3C-UserHeartBeat 62 STRING BOTH Attribute H3C-User-HeartBeat NO
> LU Anits O H3c-User-Group 140 STRING BOTH Attribute H3C-Usar-Group NO
> L rocede O Hac-Security-Level 141 UINT32 BOTH Atribute H3C-Security-Level NO
: Eg:i:ww O H3Cc-nputinterva-Octets 201 UINT32 BOTH Attribute HIC-Input-Interval-Octets  NO
» L] Ciovenaom O H3c-OutputintervakOc... 202 UINT32 BOTH Aftribute HIC-Output-Intenal-Oc..  NO
. e O H3c-nputinterva-Pac.. 203 UINT32 BOTH Aftribute HIC-Input-Interval-Pack...  NO
& HICAPar O H3c-OutputintervalPa.. 204 UINT32 BOTH Attribute HIC-Output-Intenval-Pa..  NO
& HIC-BackupNAS-IP O H3C-nputinterva-Giga... 205 UINT32 BOTH Attribute HIC-Input-Interval-Giga...  NO
& HIC-Commana O H3c-OutputintenvalGl.. 206 UINT32 BOTH Attribute HIC-Output-Intenal-Gi..  NO
» H3C-Connect_ld [ ETEVN Macn 207 L. noTL o MIAC T no e

fic & Output-Average-Rate, Data Type i UINT32.
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[&10-3 fitE Output-Average-Rate

Identity Services Engine Home  » ConfextVisibiity ~ » Operations |BRASSCIR * Administration  » Work Centers License Waming A&

Policy Sets  Profling  Posture  Client Provisioning |~ Policy Elements

Dictionaries  » Conditions  » Results

Dictionaries Dictionaries > ... > HiC > Output-Average-Rate

e @ Atribute Name [ Output-Average-Rate

L Network Access - Description |
L Network Conditon

L rase *Data Type | UINT32 hd
L apecension Drecton

3
»
> L Normalised Radius
»
»

L] PassivelD D (©-255)
] Posture
L PROFILER
5 Redius Alow Tagaing (]
v e Allow mutiple instances of this attribute in a profile
~ [ RADIUS Vendors
LLj Airespace Allowed Values Selected 0| Total0 G
L Alcstel-Lucent it —peere

L Aruba

L Brosacte
L cseo No data available
. Cico-BBSM
L Gisco-VPN3000
frac

e

] Juniper

L Microsot E(Reset
L Motorola-Symbol
L Ruckus

L wser

O] Name. <] value

BI%E 4 A Qos I authorization profile, 7t Advanced Attributes Settings Hi%#¢
H3C-Out-Average-Rate 1 H3C-H3C-Input-Average-Rate, 12 A AH N () 51E -

[]10-4 BZE authorization profile

Identity Services Engine il » Administration »+ Work Centers

Policy Sets ~ Profiling  Posture  Client Provisioning | - Palicy Elements

Dictionaries » Conditions +Results
——

|

(<]
Track Movement (7 ;
» Authentication
Passive Identity Tracking (75
+ Authorization
Authorization Profiles @
Downloadable ACLs « Common Tasks
» Profiling
[ DACL Name
» Posture

O ACL (Filter-ID)
» Client Provisioning

[ security Group

O vian

* Advanced Attributes Settings

[Hac:output-Average-Rate ] = [eooo00 ]
[HaCHaCInput-Average-Rate ] = [400000 [+

w Attributes Details

Access Type = ACCESS_ACCEPT
Qutput-Average-Rate = 800000
H3C-Input-Average-Rate = 400000

ED (et
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10.4

1)

()

7t Policy Hi&# 2 Al 1) authorization profile.

[£]10-5 ECE policy set

B e e e —

Poiicy Sets | Profiing  Posture  Ciient Provisioning  » Policy Elements

Policy Sets = 1x

RISl > Adminisiaton > Work Centers License Waming A

Click here to do wireless setup and visibilty setup Do not show this again.

D © €

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits
@ B wireds021x AlowedProtocols-102¢ 7513
2 Authentication Policy (1)
¥ Authorization Policy - Local Exceptions.
¥ Authorization Policy - Global Exceptions
+ Authorization Policy (2)
Resulls
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
7 @  simpleRue B Network_Access_Authentication_Passed *QoS + Select from list v+
@  Defaut DenyAccess + Select from list v+ 0
o

WERCE

AP B2 )E iR g5 #s bR N 10-6.

[E10-6 AP E&ERSFRETR

Result

Class

cisco-av-pair

LicenseTypes

CACS:374098618aDgCn7znUIMFEHCWN/DIGY p\WOD3DRofjdB5jdnCIND4:ISE24/4
54593224/8522

profile-name=Workstation

Base license consumed

H3C-Input-Average-Rate

Output-Average-Rate

400000

800000

AP R et b RoR

%% Lilid display dotlx connection 4 DI& A L2k 802.1X H FHIME E..
Authorization CAR FEUE R T K% CAR,

<Switch> display dotlx connection

Total connections: 1
Slot ID: 1

User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3

Username: king

User access state: Successful
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Authentication domain: test.com
IPv4 address: 2.2.2.1
IPv4 address source: IP Source Guard
EAP packet identifier: 16
Authentication method: EAP
AAA authentication method: RADIUS
Initial VLAN: 2
Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization VSI: N/A
Authorization microsegment I1D: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR:
Average input rate: 400000 bps
Peak input rate: 400000 bps
Average output rate: 800000 bps
Peak output rate: 800000 bps
Authorization URL: N/A
Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful
Real-time accounting-update failures: 0
Termination action: Default
Session timeout period: N/A
Online from: 2021/01/09 14:24:42
Online duration: 1h 8m 46s

I B 20 Windows10 {3 iperf 3&iiE input PRa# 50R .

81



[E|10-7 input PRIRHER
EX ‘Windows PowerShell

10]
SUM]

iperf Done.

10.5 BLEXH

#
dotlx
dotlx authentication-method eap
#
vian 1
#
vlan 2
description toClients
arp snhooping enable
#
vian 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
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#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3

#

interface GigabitEthernetl/0/3

port link-mode bridge

port access vlan 2

dotlx

#

radius scheme ise

primary authentication 3.3.3.24 key cipher $c$3%20LOvHdRi1TBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPq2PBWQa54YGIxKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com

authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

11 vr mrmwerEsm
11.1 EMEKR

W& 11-1 i, Client A1 ISE RS 28381t Switch @57 i%E Rz, & & & T R 7535 Client #H7 802.1X
NIE,  DAREHI 0 W28 SR v ), BARESR IR .

e  VH ISE 1E4 RADIUS 42 F1 Portal 74552,
. FH PR 802.1X WIE, AR 23#AL T & URL € [,
o 802X ANIEIEI G, FFER AU e i NAT R IP ik £ 4% 5 5 W) 2 URL FH Web

T
E11-1 URL EE @3 iEh EH M E
Cisco ISE
Radius Server
GE1/0/2
Vian 3
3.3.3.29/24
GE1/0/3 (822
Vlan 2
Client 2.2.2.29/24 Switch
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11.2 {ERAMAK

AR B 245 A F a8 L5 RS B T

e Switch: S5560X-R6618P27

o ANIEARZ2E: Cisco ISE V2.4.0.357 patch 8
e  Z%: Windows 10 21H2

e AIEZ ) ii: iNode PC 7.3 (E513)

11.3 BLE SR

& iem
A BB TIAMENAI KRB E, MA LB ARES, HIRIEXER 4895 2403719,

11.3.1 ALE Switch

#i 7% EECE —4% ACL JBUT URL 11 IP Hihik. If Hixsk ACL TRELAEMRS %4 LT K. Swtich E i
HEmEiES% 4.3.1 i H Switch.

[Switch] acl advanced 3300

[Switch-acl-ipv4-adv-3100] rule 1 permit ip destination 3.3.3.31 0

11.3.2 B2E ISE

802.1X INIEF /7, MR& 22 LR EES% 4.3.2 LH ISE.
RFEK “BEXH” B “Er” 2% FEIBSR .,
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E11-2 613 Authorization Profile

Identity Services Engine

Home + Context Visibility

» Operations ~Palicy

» Work Centers
Client Provisioning | ~ Policy Elements

Policy Sets  Profiing  Posture

Dictionaries  » Conditions v Results
o * Name | url-redirect-hhh-h3c-av-pair |
» Authentication Dascription | y
* Access Type -

* Authorization v |ACCESS—ACCEPT |

Authorization Profiles @ Network Device Profile HHHWired | » | &

Downloadable ACLs
» Profiling

* Common Tasks

+ Posture
» Client Provisioning 0 vian

[ Web Redirection (CWA, MDM, NSP, CPP)

* Advanced Attributes Settings

H3C:H3C-AV-Pair O| = |urI-red\rect=https:ﬂ3‘3‘3.31 O|
H3C:H3C-AV-Pair O| = |ur|-red\rect—acl=3300 G|

« Attributes Details

Access Type = ACCESS_ACCEPT

url-redirect=https://3.3.3.31
= url-redirect-acl=3300

Save Reset

11.4 YEfc &

(1) WP E&ERS SRR
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E11-3 AP L& ERSHENLER

EndPointMACAddress 00-0C-29-44-2D-E5
ISEPolicy SetName 1x_hhh
Identity SelectionMatchedRule Default
DTLS Support Unknown
HostldentityGroup Endpoint Identity Groups:Profiled-chrome-jin
Network Device Profile HHHWired
Location Location#All Locations
Device Type Device Type#All Device Types
IPSEC PSECHls IPSEC Device#fNo
EnableFlag Enabled
RADIUS Username king
NAS-Identifier Device
Device IP Address 33329
Called-Station-1D 00:0F.E2:69:9A:2C
Result
Class BHNVASYhizJrYImABPxTsakQCY ISE24/455
LicenseTypes Base license consumed
H3C-AV-Pair url-redirect=hitps://3.3.3.31
H3C-AV-Pair url-redirect-acl=3300

(2) HPE&ER&LR
%% Lt display dotlx connection 4] L&A 2k 802.1X I ' HIME &
<Switch> display dotlx connection
Total connections: 1
Slot ID: 1
User MAC address: 000c-2944-2de5
Access interface: GigabitEthernetl/0/3
Username: king
User access state: Successful
Authentication domain: test.com
IPv4 address: 2.2.2.10
IPv4 address source: IP Source Guard
EAP packet identifier: 117
Authentication method: CHAP
AAA authentication method: RADIUS
Initial VLAN: 2
Authorization untagged VLAN: N/A
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Authorization tagged VLAN list: N/A
Authorization VSI: N/A

Authorization microsegment 1D: N/A
Authorization ACL number/name: 3300
Authorization dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: https://3.3.3.31
Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Online from: 2022/10/18 14:40:26

Online duration: 1h 39m 14s

FPAER P i I W28 BT R P bk, 234 5 5€ 71 31 URL 1) Web BT

11.5 BLEXH

#
dotlx
dotlx authentication-method eap
#
vlian 1
#
vian 2
description toClients
arp shooping enable
#
vlan 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/3
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port link-mode bridge
port access vlan 2
dotlx
#
radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3%20LOvHdRi1TBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPq2PBWQa54YGIxKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original
#
#
domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#

1 2 DAE X} #2Hc B 24

12.1 2BMEER

Wi 12-1 7%, Client Al ISE 45 #3idit Switch #3708, W& A AN Client ZE47IAE (B
802.1X tAIE D, DA il FLxf P 2% BRI g ie],  FARZRUTT
e KM Cisco ISE 1£5 RADIUS fig%5-#5
e J#HIT ISE Tk DAE K.
[E]12-1 DAE XJ1%HD & ¢H M &
Cisco ISE

Radius Server

GE1/0/2
Vlan 3
3.3.3.29/24

GE1/0/3 (2 "2
Vlan 2
22220024 o oo

Client

12.2 {FRRA

AHC B 24 B A FH R & s MR E B a0
e  Switch: S5560X-R6618P27
. MIEAR %5 %% Cisco ISE V2.4.0.357 patch 8
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e  Z%: Windows 10 21H2
e NIEEF4: iNode PC 7.3 (E513)

12.3 Fc & Switch

Swtich ERIERHIACE 1§27 4.3.1 [iL# Switch.

B LA ERME N TR E .

# JFJ3 RADIUS DAE Jik%5, Jfi#t A\ RADIUS DAE 552 HLK -

[Switch] radius dynamic-author server

# 5 7E RADIUS DAE % /i, BE IP 52 AAA JIR S5 251 1P, 2 B2 ik 55 2 L IC B 1Y radius 3L,
port k445 3799,

[Switch-radius-da-server] client ip 3.3.3.24 key simple expert
[Switch-radius-da-server] quit

12.4 BLEISE

k55 a4 LR B 2% 4.3.2 ICHE ISE, 2% T ARIRE.

7 ISE T _F i F¢[Administration/Network Resources/Network Devices/Network Devices]iZ i,
N ISE BT Il £ 1) CoA Port R+ EH—2L.

& 12-2 #EIA Network Switchs CoA Port

"%y’ \dentity Services Engine Home  »ContextVisibiity  » Operations  + Policy [DRECailer

» System » |dentity Management =~ Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » Location Services
—
o

Network Devices
= Device Profile | g Cisco | « | &
Default Device o

Device Security Settings Model Name I:l
Software Version l:l

* Network Device Group

Location [l Locations | [ set To Default
IPSEC [No | [ Set To Default
Device Tyee [l Device Types | et To Default

« RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

Use Second Shared Secret [] 7

[ St
CoAPort [ 3799 | (et To Default
RADIUS DTLS Settings
DTLS Required []
Shared Secret | radius/dtis
CoAPort [ 2083 | [ Set To Defaut
Issuer CA of ISE Cerlificates for CoA |Select if required (optional) A ‘ i
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12.5 A E
12.5.1 ZF|IAUE

(1) ISE Efb & BEINIF

1 F 802.1X I\ ilFE PAP/CHAP 4k, 7E Live Sessions ' i 7 Show CoA Actions J& i fIFr &,
&£ Session reauthentication.

[ FF 1T Lk #% Session termination with port bounce. Session termination with port shutdown.

Session termination K fil &k HABINRE, A SCAYAN IR .

[B]12-3 1%£#%F Session reauthentication

“diey ldentity Services Engine Home  » ContextVisbity [RRS il ‘Poicy  »Admnistaton b Work Centers

«RADIUS | Threat-Cenfric NAC Live Logs » TACACS b Troubleshoot v Adaptive Network Control  Reports

Live Logs  Live Sessions
——

= Refresh 2 ExportTo~

Initiated Updated Session Status  Action r
| Actions
* v [
(I Session reauthentication
Oct 11,2022 044335026 P Oct 11,2022 04.43.35.086 PM  Starled Show CoaActions 4 Session lermination wilh porl bounce

Session reauthentication with rerun
Session termination

Session termination with port shutdown
Session reauthentication with last

s E U AR AR .
El12-4 REfEA AR

— Server Response
»" CoA adion of Session reauthentication for

00:0C:29:44:2D:E5 has been initiated

(2) ISE LH&
Live Logs Al LB 2| N ARSI H &
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12.6

#

#
\
#
\Y

#
\

#
i
#

#

#

%<12-1 Live Logs B

Overview

Event
Username
Endpoint Id
Endpoint Profile

Authorization Result

5205 Dynamic Authorization succeeded

00:0C:29:44:20:E5 &

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

BCE X

dotlx
dotlx authentication-method eap

lan 1

lan 2
description toClients
arp snooping enable

lan 3
description toAAAserver

nterface Vlan-interfacel

nterface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255

nterface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255

2022-10-11 16:45:37.0
2022-10-11 16:45:37.443
ISE24

5205 Dynamic Authorization succeeded

.0

.0
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interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 3

#

interface GigabitEthernetl/0/3

port link-mode bridge

port access vlan 2

dotlx

#

radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRi1TBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$FfAhWH/rHm9hCcPg2PBWQa54YGOXKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

13 SsH &5 HWTACACS IIERH 3£ 2]

13.1 AEK

& 13-1 s, BSETAAE PC {HH] SSH &3¢ Switch I, @il {#iH ISE RS 2%3H4TImfE
HWTACACS AilF, &3 Switch J5, iFA level-15 F A fth, FEHAE level-15 2 fGAT
display cpu-usage 4T3
[E]13-1 HWTACACS AIFZEME]

Cisco ISE

Radius Server

GE1/0/2
Vlan 3
3.3.3.29/24

GE1/0/3 (22
Vlan 2
2.2.2.29/24

Client Switch

13.2 {ERMAK
AHE B 24451 B FH R & TS RGBT
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Switch: S5560X-R6618P27

INIEAR %5 #%: Cisco ISE V2.4.0.357 patch 8
#%i: Windows 10 21H2

NIEZ P iNode PC 7.3 (E513)

13.3 BLE S

X i

A BB TIAMENAIREE, MA LB ARES, HIRIEXER 4895 2483719,

13.3.1 ALE Switch

(1)

()

®3)

fii & HWTACACS J5 %

# I A RN ise I HWTACACS J5 RN %7 R

<Switch> system-view

[Switch] hwtacacs scheme ise

# FLBYGEAT 2 R4S 3 1P bk 3.3.3.24, YAEMZAL. iH ARSI 340 expert.
[Switch-hwtacacs-ise] primary authorization 3.3.3.24 key simple expert
[Switch-hwtacacs-ise] primary authentication 3.3.3.24 key simple expert
[Switch-hwtacacs-ise] primary accounting 3.3.3.24 key simple expert

# ML E R IE% HWTACACS file g5 a3 M 7 2 A5 ISP 154 .

[Switch-radius-ise] user-name-format keep-original

HLE ISP 1%,
# O IR N FR O ise [ ISP 5. FFREAGE . #AUNT 2 1) 07 0B B 948 HWTACACS 5

% ise.

[Switch] domain ise

[Switch-isp-ise] authentication login hwtacacs-scheme ise
[Switch-isp-ise] authorization login hwtacacs-scheme ise
[Switch-isp-ise] accounting login none

[Switch-isp-ise] authorization command hwtacacs-scheme ise
[Switch-isp-ise] accounting command hwtacacs-scheme ise
[Switch-isp-ise] quit

# LB RGHE N ISP I ise, FraH A 3L L SAE KGRI 2075 2 P & it
BINH P 2R ISP 384, AR S8R IAIE 75 i

[Switch] domain default enable ise

i & SSH IAUE

# " RSA BT

[Switch] public-key local create rsa

The range of public key modulus is (512 ~ 4096).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..
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Create the key pair successfully.

# £ DSA X .

[Switch] public-key local create dsa

The range of public key modulus is (5612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# fliRE SSH k55 2= LhAE .

[Switch] ssh server enable

# W SSH % i 6 s FH P S i VGIETT i scheme,  JFffiREdr AT HRALIIRE. 476
THIIRE.

[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme
[Switch-line-vty0-63] command authorization
[Switch-line-vty0-63] command accounting
[Switch-line-vty0-63] quit

# fEREsR A HI P M AL e

[Switch] role default-role enable

13.3.2 BCE ISE R

(1)

()

B Pk
FE T 5 SRR ik [Work Centers/Switch Administration/Identities/Users]i& 3, s 7
<Add>#%4l, BIEL RN king FIETIK S, A B %654 king.

E13-2 fZAFKS

+ Network Access User
Latest Manual Network Scan Resuls

ame g

Status [ Enabled +
) —
v Passwords

Bassword Tipe | intemal Users

sword Re-Enter Password

Login Rassors [smmees = | [ Gonemte pamerd |

]
Enatic Password [ ]| =

* User Information

T —
e —

+ Account Options

~ Account Disable Policy

[0 Disabie accountf dste excesds | 20230828

¥ User Groups
- =2

RN Switch ¥ %
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FE T 07 SR H ik #E[Switch Administration/Network Resources/Network Switchs]ik i,
Midi<Add>1Z4, WnA PRy 5560x KIHT e, BCE IP HidikJy 3.3.3.29, ik TACACS
Authentication Settings 1=, HCE %19 expert.

[E|13-3 70 Switch &%

‘asco  Identily Services Engine Home  »ConlextVisbiity — » Operaions  » Policy  » Administration [ERGUGHNEEHES]

» Network Access » GuestAccess » TrustSec » BYOD » Profiler » Posture ~ Device Administration » PassivelD
» Overview  » Identiies  User Identity Groups ~ Extld Sources v Network Resources b Policy Elements  Device Admin Policy Sets  Reports  Settings
—

Network Devices List > 5560x
Network Devices

Network Devices
Network Device Groups

Default Devices
TACACS External Servers

TACACS Server Sequence

Paddess  +] *IP: [33329 N

* Device Profile | i Cisco | » | &

Software Version I:l

* Metwork Device Group

Location [Hangzhou | | set To Default
IPSEC [No | | set To Default
Device Tyoe [h100c-test | | set To Default

» RADIUS Authentication Settings

- TACACS Authentication Settings

Enable Single Connect Mode

(O Legacy Cisco Device
(& TACACS Draft Compliance Single Connect Support

(3) HLEWIEPMX
# BCE VP E U EJ7 SR Rk [Switch Administration/Policy
Elements/Results/Allowed Protocols]i i, #fiiAERIA 3R “Default Switch Admin” #3i%
R IEAE L o

13-4 B EINEMY

sthetlis \dgentity Services Engine Home ) ConlextVisbiity  » Operations  » Policy (YL~ ork Centers License Warning 4.

» Network Access  » GuestAccess b TrusiSec b BYOD > Profiler b Posture | ~Dey

Click here to do wireless setup and visibilty setup Do not show this again.

w b ldenties  User Identity Groups  Extld Sources b Network Resources  ~ Device Admin Poliey Sets Reports  Seftings

Allowed Protocols Services List > Default Device Admin
» Conditions
Allowed Protocols

» Network Conditions Name | pefaut Device Admin

Description  Defauit Allowed Protocol Service Device Admin
~ Results
i

Allowed Protocols
TACACS Command Sets  Allowed Protocols

TAGACS Profiles Authentication Protocols
Oniy Authentication Pratocols relevant to TACACS are displayed.
Allow PAPIASCII
Allow CHAP
Allow MS-CHAPY1

€ =

# fic & TACACS BB P A fh: TETLTHE 7 SR ik £ [Switch Administration/Policy
Elements/Results/TACACS Profiles]i i, & di<Add># 4, FrE L NLHRNA
TACACSProfilel ffi#r 44, BLE Default Privilege 4 levell5.
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E13-5 GEERMARAE

&l \dentity Services Engine Home ) ComedVisbily  »Operaons  »Poicy  »Admnsiaion [UgeeM ]

» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture |~ Device Administration | » PassivelD

» Overview  » Idenfities  User Identity Groups ~ Extld Sources  » Nefwork Resources v Policy Elements  Device Admin Policy Sefs  Reports  Seftings
—

TACACS Profiles = TACACS Profile 003
» Conditions

TACACS Profile

+ Network Conditions
Name TACACS Profile 003

~ Results
Description
Allowed Protocols
TACACS Command Sels ——————
Task Attribute View Raw View
TACACS Profiles
Common Tasks
Common Task Type | Shell v
Default Privilege ‘15 ‘ (Select 010 15)
[ Maximum Privilege ‘ ‘ (Select 010 15)

[ Access Control List ‘ ‘

[ Auto Command ‘ ‘

(] No Escape ‘ ‘ (Select true or false)
] Timeout ‘ ‘Mlnmes (0-9998)
[ Idie Time [ | vinutes (0-2229)

Custom Attributes

# il TACACS BT TS R L7 SR FiE$E[Switch Administration/Policy
Elements/Resultss TACACS Command Sets]iETi, s di<Add>H4H# @2 N
CommandSetl 4%, BEARFHITH4 display cpu-usage; £ Commands #H
/7] 1% Permit any commandthat is mot listed below, 4T HAldr4 .

El13-6 BLERWMSMLSITERSR

b Metwork Access b GuestAccess b TrustSec  » BYOD  » Profiler  » Posture | - Device Administration b PassivelD

b Overview b Identiies  Userldentity Groups  Extld Sources b Network Resources  ~Policy Elements  Device Admin Policy Sets  Reparts  Settings
——

TACACS Command Sets > Command Set 003
» Conditions.

Command Set
» Network Conditions
Name | Command Set 003
~ Results
Description

Allowed Protocols

TACACS Command Seis Commands

TACACS Profiles

Permit any command that is not listed below

+ Add T Trash~ Ed Move Up Move Down o~
0O Grant Command Arguments
O DENY display cpu-usage i

+

P B AE AR AL 0

#OFT VRSN . 5T b5 SRR AR PR [Switch Administration/Switch Admin Policy Sets]
I, A< >R T .
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E13-7 FIEINIETRES

Identity Services Engine Home

» ConlextVisibiity ~ » Operations  » Policy  » Administration [ERAICSISe=ot

License Waming A
» Network Access b GuestAccess  » TrustSec  » BYOD b Profier b Posture | + Device Administration | » PassivelD

» Overview » Identiies  User Identity Groups  Extid Sources  » Network Resources  » Poiicy Elements  Device Admin Policy Sefs  Reports  Settinge.

Policy Sets

+) Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions  View

©  Tacacs polcy set E3  DEVICE Device Type EQUALS Al Device Typesini00c-test Defauit Device Admin v E

@  Defalt Tacacs Default policy set Default Device Admin xv o+ 2 o3 >

# BEEINE RIS AR ARG : sy EERAIE SRS a J5 H <View>1%4, 7E Authorization
Policy H¥#ra, ¥ RAURRS N & TACACS ftfl TACACS mié4.

[&|13-8 i& EINERIEAIRPREE

Identiy ServiceS ENGNG  iome.

Y e Y s "~ ork Centers.

License Warming A
» NetworkAccess b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | v Device Administration | » PassivelD

» Overview ) ldentiies  User ldentity Groups  Extld Sources  » Network Resources > Poliicy Elements  Device Admin Policy Sefs  Reports  Settings.

Policy Sets = New Policy Set 1

Status ~ Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits

©  NewPolcy Set 1 L] DEVICE Device Type EQUALS Al Device Types#h100c-test Default Device Admin v+ 17
% Authentication Policy (1)
% Authorization Policy - Local Exceptions
3 Authorization Policy - Global Exceptions.
~ Autnorization Policy (2)
Resulls
Status  Rule Name Conditions Command Sets Shell Profiles, Hits  Actions
@  Authorization Rule 1 B Network_Access_Authentication_Passed * Command Set 003 + TACACS Profile 003 = v I 1
@  petautt *DenyAllCommands + | Deny Al Shel Profie R 0

(5) BB/ EERS
# To activate ISE Nodes for Switch Administration,

1% [Work Centers/Switch Administration/Overview/ Deployment] #E3, #fiilikr T 752
node

[¥]13-9 Deployment T1TE

Identity Services Engine Home

+ Context Visibility }+ Operations » Policy » Administration +Work Centers

» Network Access » Guest Access } TrustSec » BYOD » Profiler » Posture + Device Administration » PassivelD

~Overview b ldentities  User ldentity Groups  Extld Sources  » Network Resources b Policy Elements  Device Admin Policy Sefs  Reports  Settings
—
[<]

Infroduction Device Administration Deployment

TACACS Livelog Activate ISE Nodes for Device Administration
Mone

Deployment (®) All Policy Service Nodes

O Specific Nodes

TACACS Ports =

ED (==

49 i
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13.4 YEfc &

13.4.1 FE SSH X i

Z i
SSH & F st s A 1%, #l4e PUTTY. OpenSSH %. AL PR F 5434 PUTTY0.76 4 4,
#.8A Stelnet & 7 5% ¢4 B & 7 i%.

# 245 PUTTY 0.76 #ft.

#4177 PuTTY.exe 2%, siili “Session” TJHEIX:

e f£ “HostName (or IP address) ” SCAHNEH i\ SSH ik 55 #4511 1P Hilik: .
o fE “Port” ICAMEFHIA SSH PS5 22.

e {E “Connection type” Xii%# SSH #hHiX.

# Hidi<Open>#44l .

# W s & 13-10 Fiion “PuTTY Security Alert” SHEHE, 15 MR SEPR5 LA k3% . Ak $%
BEZRE, MEd “Yes” #%4.

E13-10 SSH BEFPimERFAR@ (—)

The server's host key is not cached in the registry. You
! % have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 3d:aa:a8:df:78:18:cb:87:67:c8:65:87:30:b2:27:29

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

1f you do not trust this host, hit Cancel to abandon the

connection.

e |

# W s & 13-11 s “PuTTY Security Alert” SHEHE, 15 HEYE SZBRIG I RS A dr ik £
BATZENEH, WEd “Yes” %4,
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[E13-11 SSH ZEFiRBEFAR@ (Z)

l WARNING - POTENTIAL SECURITY BREACH!
B
The server's host key does not match the one PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 1024 3d:aa:aB:df.78:18:cb:87:67:c8:65:87:30:b2:27:29
If you were expecting this change and trust the new key,

hit Yes to update PuTTY's cache and continue connecting.

If you want to carry on connecting but without updating
the cache, hit No.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe

choice.

(e ) [ ) (oo J[

#EEW R EFRE PN 4 “king” FI%5 “king”, BIVA] R 3h & 534
login as: king
king@®55.73.134.29"s password:

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *
<Switch>

13.4.2 IR GS

it 15 RV a4, bl display memory W LLIE# 171 ;: deny HI#r4 display
cpu-usage LikVill, &7~ Permission denied.

[Switch]display memory

Memory statistics are measured in KB:

Slot 1:

Total Used Free Shared Buffers Cached FreeRatio
Mem: 2036432 785096 1251336 0 1472 258008 62.0%
-/+ Buffers/Cache: 525616 1510816
Swap: 0 0 0
LowMem: 1651408 400692 1250716 - -- - 75.7%
HighMem: 385024 384404 620 - -— -- 0.2%

[Switch]display cpu-usage
Permission denied.

i display users A LUE 2| H &% H P AN level-15.

[Switch]display users
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Idx Line Idle Time Pid Type
+ 10 VTIY O 00:00:00 Oct 17 20:11:40 105288 SSH

Following are more details.

VTY O :
User name: Kking
User role list: level-15
Location: 55.73.134.88

13.4.3 BEERSZFTZmEXEHE

£ TTHE 7 (I[Work Centers/Switch Administration/Overview/TACACA Livelog]H ] LI FIAIE
IR H &

[%]13-12 TACACA Livelog

Identity Services Engine ity » Operations  »Policy  » Administration [ERGUJe=HIEES License Waming A

b NetworkAceess b GuestAccess  » TustSec  » BYOD b Profiler b Posture | - Device Administration | » PassivelD

wOverview b Identities  User Identity Groups ~ Extld Sources  » Network Resources b Policy Elements  Device Admin Policy Sefs  Reports  Seffings

o
Introduction
Refresh | Never | show| Latest 20 records v |Within| Last3nours v

TACACS Livelog
Deployment < Refresh 3 ExportTo~ T Fiter~ -~

Logged Time Status Details  Identity Type Authentication Policy Authorization Policy Ise Node

x . \ v (A A P

Oct 17, 2022 08:41:05.845 PM n a king Authorization Tacacs policy set == Authorization Rule 1 ise124

Oct 1 [-] a king Authorization Tacacs policy set => Authorization Rule 1 ise124

oct 1 a king Authorization Tacacs policy set >> Authorization Rule 1 ise124

Oct 17, 2022 08:2¢ u a king Authorization New Policy Set 1 == Authorization Rule 1 ise124

Oct 17, 2022 08:21 523 PM u a king Authorization New Policy Set 1 >> Authorization Rule 1 ise124

Oct 17, 2022 08:24:44 055 PM n a king Authorization New Policy Set 1 == Authorization Rule 1 ise124
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[E]13-13 & & display cpu-usage w54 #FELE

Overview
Request Type Authorization
Status Fail
Session Key ige124/455380200/40
Message Text Failed-Attempt: Command Authorization failed
Username king
Authorization Policy Tacacs policy set == Autharization Rule 1

Shell Profile

Matched Command Set

Command From Device display cpu-usage

Authorization Details

Generated Time 2022-10-17 20:40:42.409 +3:00

Logged Time 2022-10-17 20:40:42.409

Epoch Time (sec) 1666010442

ISE Node ise124

Message Text Failed-Atternpt: Command Authorization failed

Failure Reason 13025 Command failed to match a Permit rule

Resolution Check the SelectedCommandSet attributes to verify that the expected Command

Sets were selected by the Authorization policy

The requested command failed to match a Permit rule in any of the Command

Root Cause Sets
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E13-14 TACACS B I

Overview
Request Type Authenfication
Status Pass
Session Key ise124/455380200/3
Message Text Fassed-Authentication: Authentication succeeded
Username king
Authentication Policy MNew Policy Set 1 == Default
Selected Authorization Profile TACACS Profile 003

Authentication Details

Generated Time 2022-10-17 20:11:39.539000 +08:00

Logged Time 2022-10-17 20:11:39.54

Epoch Time (sec) 1666008699

ISE Node ise124

Message Text Passed-Authentication: Authentication succeeded

Failure Reason

Resolution

Root Cause

Username king
Network Device Name 5560x

[
o
w
i
0w

Network Device IP

13.5 FLEXH

#

hwtacacs scheme ise

primary authentication 3.3.3.24 key cipher $c$3$wUwB408ka2l7ajzobLbwHsYtDKub7VhEdA==
primary authorization 3.3.3.24 key cipher $c$3$/Eh17X/LhZi0Osed29CU4/fKGEtpwjCT6Pg==
primary accounting 3.3.3.24 key cipher $c$3$SkVBs/z9WNAVWzgTNXx1mZSsOreEKR+7EQOQ==
user-name-format without-domain

#

domain ise
authentication login hwtacacs-scheme ise
authorization login hwtacacs-scheme ise
accounting login none
authorization command hwtacacs-scheme ise
accounting command hwtacacs-scheme ise
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public-key local create rsa

#

public-key local create dsa

#

ssh server enable

#

role default-role enable

#

line vty 0 31
authentication-mode scheme
command authorization
command accounting

#

14 5 Loap e iEstEmE 2

14.1 2BMEER

Wi 14-1 fizr, Client £1 ISE k45458 &% LDAP fii%5%% (Windows Server) JEid Switch & 7% #z,
WA HE 51 A5 B0 Client 3147 802.1X WAIE,  DAFa il FE T 48 s 115 1), FARESR IR

e  RHI Cisco ISE 1F4 RADIUS %545

. K H Windows Server F1 i 1 44 %64 .

[®]14-1 LDAP JAERD & 2B M &

Cisco ISE

Radius Server

GE1/0/2

Vlan 3

3.3.3.29/24

GE1/0/3 (92
Vlan 2
Client 2.2.2.29/24 Switch

LDAP Server

Windows Server
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14.2 {ERAMAK

AR B 25 A F R a8 B 5 RS B T
e  Switch: S5560X-R6618P27
o ANIEARZS2E: Cisco ISE V2.4.0.357 patch 8
e  RY: Windows 10 21H2
e AIEZii: iNode PC 7.3 (E513)
LDAP fil:%5%%: Windows Server 2012R2

14.3 AR E PR 55GUE

Z i

AE B TIANEAI RBLE, MA LB AR ES, HRIEXE R 489 2483719,

14.3.1 ALE Switch

g EGAET SN E N EAP, 5 2:LLAIETs 38 PEAP (EAP-GTC)2441], HAKCEIEZS % 4.3.1
AL # Switch.
[Switch] dotlx authentication-method EAP

14.3.2 B2E ISE

(1) #r# External Identity Sources

78 T b7 SR Hh ik B [Administration/Identity Management/ External Identity
Sources/LDAPIET, sidi<Add>¥i4H, G4 FRA LDAP_Identity_Source456 '] LDAP
Identity Source.
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&14-2 #hiE External Identity Sources

Identity Services Engine » Policy « Administration

» System  ~ Identity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

b Identiies  Groups  External ldentity Sources  Identity Source Sequences  » Seftings
——

External Identity Sources LDAP Identity Sources List > LDAP_Identity_Source456

. ) LDAP Identity Source
- v Connection Directery Organization Groups Attributes Advanced Settings

» [ Certificate Authentication Profile
v [ Active Directory
“g ise_ad
~ [ LDAP Description
“§ LDAP_Identity_Source123
< LDAP_Identity_Source456
£5 obBC
£ RADIUS Token * Subject Objectclass | Person * Group Objectclass | Group
[&5] RSA SecurlD
(&5 SAML Id Providers
3 Social Login * Group Name Attribute | dn Certificate Attribute | userCertificate

* Name LDAP_Identity_Source456

~ Schema | Active Directory

* Bubject Name Attribute | userPrincipalName * Group Map Attribute | memberQf

ol

[l o

® Subject Objects Contain Reference To Groups
(O Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Attribute As | Distinguished Name

User Info Attributes i

Street Address | strestAddress

First Name Department | department
Last Name ‘Organizational Unit | company
Job Title Locality
Email State or Province | st
Telephone Country | co

ED (Reset

ARAE 4, LL LDAPS J7 2R LDAP server 2445], 7£ Connection Fr%Z57, A Idap
server ] Hostname/IP, LDAPS ifi 15}y 636, # UL LDAP J7aliZER:, iml0'5 4 389. 7E
Idap server FREHABSHEENHANWLI E, EAKITE 2% Windows Server #2<F it .
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@

[&]14-3 1824 Connection ¥rZETTE

Home  » Cor fions ~ Administration

» Policy.

b System |~ Identity Management | b Nefwork Resources b Device Portal o b

» Identites  Groups _ External Identiy Sources  Identity Source Sequences b Settings

LDAP Identity Sources List > LDAP_Identity_Source456
@ LDAP Identity Source

External Identity Sources
RadlEh

General Connection Directory Organization
» [ Cerificate Authentication Profile
~ {3 Active Directory Primary Server
3 ise_ad
~ {3 AP

B LDAP_Identity_Source123
% LDAP_Identity_Source456

= oooo “esranere
[E5 RADIUS Token

£ fsasanud o
[ SAMLId Providers

(&5 Social Login

[ Specity server for each ISE node:

Access O Anonymous Access
@© Authenticated Access

Admin DN *[ CN=iseuser,0U=ISE,DC=test,DC=

Secure

Enable Server Igentity Check

LDAP Server Root CA i
Issuer CA of ISE Certificates [DC=com,DC=test,CN=testW ~ | &)

A idi<Test Bind to Server>, A LLE B4 phi%s: .

E14-4 EIERID

55.73.134.24 87~

Ldap bind succeeded to WIN-SFTJQKAB3HH test.com:636

Number of Subjects 11
Number of Groups 51

Response time 25ms

BT B

FE T _E 7 SRR ik £ [Policy/Policy Elements/Results/Authentication/Allowed Protocols]

» Threat Centric NAC

Groups Attributes

Advanced Settings

secondary Server

O Enavle Secondary Server

dowanwrr |
pon

Access (®) Anonymous Access
{ Authenticated Access

R E—
Pees

Secure Authentication || Enable Secure Authentication

|| Enable Server Igentity Check

LDAP Server Root CA  Cisco Root CA M2 -

Issuer CA of ISE Certificates | Select if required (optional) ~

IR, FrdE LA 1Ix_EAP-PEAP-GTC, /A% EAP-GTC.
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E14-5 ELEIAETMY

Identity Services Engine Home » Context Visibility » Operations  Policy » Administration

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements
Dictionaries  » Conditions v Results

Allow MS-CHAPVZ
~ Authentication
Allow EAP-MD35

Allowed Protocols Allow EAP-TLS

O 0Oo0oa

» Authorization Allow LEAP

&3]

» Profiling - Allow PEAP

» Posture PEAP Inner Methods

) O Allow EAP-MS-CHAPv2
» Client Provisioning

Allow Password Change Retries| 0 (Valid Range 0 fo 3)

» Work Centers

Allow EAP-GTC

Allow Password Change Retries (Valid Range 0 to 3)

O alowEAR-TLS

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

i
O Require cryptobinding TLV i

O Allow PEAPvD only for legacy clients

Allow EAP-FAST

O 0O

Allow EAP-TTLS

Preferred EAP Protocol | peap -

EAP-TLS L-bit §

&3]

Allow weak ciphers for EAP (i

O oo

Reguire Message-Authenticator for all RADIUS Reguesis i

ED (e

(3) M E INIEMFRAL AN

FE VLT b5 SR H ik e [Policy/Policy Sets)i&Til, it Policy Sets T <+>44H, HE

4Bk 1x-id through LDAPS A IE A% AL S0 .
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El14-6 [& 1-18 iz Policy

“§ids \dentiy ServicesEngine  pome ) ContextVisity  » Operations [IRCETSN » Adminisiation License Warming &

Policy Sets | Profiing  Posture  Client Provisioning ¥ Policy Elements.

Polly Set

+) Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions ~ View

@®  xidthrough LDAPS B wired_s021x 1%_EAP-PEAP-GTC * v 4 6 k-3 >

[#]14-7  Use LDAP_ldentity Source456

Identity Services Engine Home ) ContextVisiiity > Operations [NEGCNCVEN ) Administration  » Work Centers License Waming 4

Poicy Sets | Profing  Posture  Client Provisioning  » Policy Elements

Policy Sets = 1x-id through LDAPS

Allowed Protocols / Server Sequence  Hits

Status  Policy Set Name Description Conditions
®  1xidthrough LDAPS B  wied_so21x 1%_EAP-PEAP-GTC v+ 6
~ Authentication Policy (1)
+ Status  Rule Name Conditions Use Hits  Actions
LDAP_Identiy_Source4s6 v
v Options
i7Auth fail
REJECT v
©  Deaut 2 -1
If User not found
REJECT xv
17 Process fail
DROP v

14.3.3 JGuUFRCE

(1) Windows % /4 | ] iNode 5%
7t iNode B EL 4 7E Windows Server EL& 0 @41 FH 7 4 %45, 1E Properties HiE$
Authentication Type & PEAP, Sub-Type N GTC.
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[E14-8 iNode &R
"'/I Properties
General  Metwork — Advanced Intelligent Clie

Enable advanced authentication

Certificate Authentication 802.1X connection

Username |iseuser@test.com
Authentication Type

Password |-

() EAP-TLS
@ PEAP sub-Type |GTC ~ Save username ~  Save password
() EAP-TTLS Sub-Type

Getusername from certificate

Cerificate Options

Client Certificate

[] validate server certificate chain Portal connection

= My scenario ¥

(2) M EZJE RS H SRR
El14-9 AP L& ERBZ[HEER

Identity Services Engine

N Steps
Overview e
1001 Received RADIUS Access-Request
Event 5200 Authentication succeeded
1017 RADIUS created 2 new session
Usemame iseuser@test.com 11117 Generated a new session ID
15049 Evaluating Policy G
Endpoint Id 00.0C:29.58:81:51 © alusing Peley Grove
15008 Evaluating Service Selection Poiiy
Ei Iy AU TR L 15043 Queried PIP - Normalised Radius RadiusFlowType.
Authentication Policy 4xid through LDAPS »> Defaut ECERa e BRI GRS D
11507 Extracted EAP-Response/dentity
Authorization Pol 1xid through LDAPS > SimpleRu
inorization Felley e meleraE 12300 Prepared EAP-Request proposing PEAP with challenge
Authorization Resuit PermitAccess 11006 Retumed RADIUS Access-Challenge:

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-response and

12302 accepting PEAP as negotiated

Authentication Details
12313 Successiull negotiated PEAP version 0

Source Timestamp 202212413 15:33:11.0 12800 Exracted frst TLS record; TLS handshake started
12805 Exracted TLS Clienttel
Received Timestamp. 2022-12-13 153310629 et eninelomesssae
12806 Prepared TLS ServerHello message
oSeySaniey E= 12807 Prepared TLS Certificate message.
o R e 12808 Prepared TLS ServerKeyExchange message
12810 Prepared TLS ServerDone message
u; test
semane e 12811 Extracted TLS Certifcate message containing cient certficate
Endpoint 1d 00:0C:20:58:81:51 12305 Prepared EAP-Request with another PEAP challenge
11006 Retumed RADIUS Access-Challenge:
Calling Station Id 000C-29-58-81-51
11001 Received RADIUS Access-Request
Endpoint Profile VMware-device-mac-oui 11018 RADIUS is re-using an existing session
FA T — o o e 12304 Exiracted EAP-Response containing PEAP challenge-response
12305 Prepared EAP-Request with another PEAP challenge
prsay[Croup) e oe o 11006 Retumed RADIUS Access-Challenge:
Authentication Method dotix 11001 Recelved RADIUS Access-Request

(3) M E& &M ERER
AR %% EUT display dotlx connection f] LUE #_EZ8H )4 H .
<Switch> display dotlx connection
Total connections: 1
Slot ID: 1
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User MAC address: 000c-295b-8151

Access interface: GigabitEthernetl1/0/21
Username: iseuser@test.com

User access state: Successful
Authentication domain: test.com

IPv4 address: 2.2.2.2

IPv4 address source: IP Source Guard
EAP packet identifier: 200
Authentication method: EAP

AAA authentication method: RADIUS

VLAN:
Authorization

Initial

Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization
Authorization

2

untagged VLAN: N/A
tagged VLAN list: N/A
VSI: N/A

microsegment 1D: N/A
ACL number/name: N/A
dynamic ACL name: N/A
user profile: N/A
CAR: N/A

URL: N/A

IPv6 URL: N/A
temporary redirect: Disabled

Start accounting: Successful

Real-time accounting-update failures: O
Default

Session timeout period: N/A

Online from: 2022/12/13 15:33:10

Oh 1m 17s

Termination action:

Online duration:

14.4 BLEXH

#
dotlx
dotlx authentication-method eap
#
vian 1
#
vian 2
description toClients
arp shooping enable
#
vlian 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
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ip address 2.2.2.29 255.255.255.0

#

interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3

#

interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2

dotlx

#

radius scheme ise

primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiI1TBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHmOhCcPg2PBWQa54YGIxKuQlPOw==
timer realtime-accounting 20 second
user-name-format keep-original

#

#

domain test.com

authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise

#

15 ZURIRS Profiling XH2HEL & 24451

JH T SNMP+LLDP 5 51 £ 35 Fic B 25451
15.1 ¢AEEK

W& 15-1 iz, Client 71 ISE k45 25l id Switch ZE 7, & T A7 8% Client #4741
5l o
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[E15-1 #&RimiA%] Profiling XD A M &

Cisco ISE

Radius Server

GE1/0/2
Vlan 3
3.3.3.29/24

GE1/0/3 (422
Vlan 2
Client 22229024 g 1

15.2 {ERRRA

ARE 2545 A FH 18 B S AR (B B T

e  Switch: S5560X-R6618P27

e AEARZ#E: Cisco ISE V2.4.0.357 patch 8
e  A%i: Windows 10 21H2

e AEE . iNode PC 7.3 (E513)

15.3 BLE S

Z i

KL BAE 4S5 R R AR £ B E, W& B8 REINIENAR LB Bk, HRIEIR &9 4695 T 48375 19),

15.3.1 ALE Switch

B17 SNMP BIARFERC B B4 S0 SNMP kigAs, Swtich AR E 15 2% 4.3.1 il & Switch.

[Switch] snmp-agent community read simple public

[Switch] snmp-agent sys-info version all

15.3.2 B2E ISE

(1) B EFRE
7E T 5 SRR H gk [Work Centers/Profiler/Node Config/Profiling Configuraton]i 3,
FTHFA R 1@ PR EE, #T9F SNMPQUERY .
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E15-2 ECE#REt

Identity Services Engine Home b ConfextVisbiiy  » Operations b Polky b Administration [ERSIV{geriee

» Network Access  » GuestAccess  » TrustSec  » BYOD | v Profiler | » Posture  » Device Adminisiration  » PassivelD
Overview ExtId Sources Network Devices Endpoint Classification Node Config Feeds ¥ Manual Scans » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reporis  » Setfings Dictionaries

Port | 67

Description | The DHCP probe listens for
DHCP packets from IP helper.

O  » pHcesean

» HTTP

O » rabus

» Netwark Scan (NMAP)
O  »ons

v SNMPQUERY

Timeout | 1000

EventTimeout |30

Description [ This probe collects details from
netwaork devices such as
Interface, COF, LLDF and ARP. |

(2) HKcE SNMP

FETTE 7 S bk [Work Centers/Profiler/Network Devices|i i, it x5 i) 52 #e#l,
7t SNMP Settings JHS A CHLE, fRIE ISE BEMEIRHUZ Al SNMP 15 5.
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[£]15-3 5 SNMP Settings

“Sueh: Identity Services Engine Home b ConiexiVisibiity  » Operations  » Policy b Administrafion  [EEITGRertatess

» Network Access » Guest Access » TrustSec » BYOD - Profiler » Posture » Device Administration » PassivelD

Overview ExtId Sources Metwork Devices  Endpoint Classification  Node Config  Feeds » Manual Scans  » Policy Elements  Profiling Policies  Palicy Seis
I

Location [all Lacations | [ Set To Default
IPSEC [No | [ set To Default
Device Tvoe [all Device Types | [ set To Default

» RADIUS Authentication Settings
¥ TACACS Authentication Seftings

+ SNIP Settings

* SNMP Version
* SNMP RO Community [ hide |

SNMP Username

Security Level -

Auth Protocal -
Auth Password Show

Privacy Protocol -
Privacy Password Show

* Polling Interval seconds (Valid Range 600 to 856400 or zero)
Link Trap Query
MAC Trap Query

* Qriginating Policy Services Node

» Advanced TrustSec Settings

15.4 Windows_ Bt &

15.4.1 L% Ildp FEX4EBR

Win10 b7E 2k ek B2k 2235 lldp FHOSREEL, i Windows fETE & Y lldp $R3C,  FE# a8 HebL i .
PLES 222358 9], T #k WindowsTH-RSAT _WS2016-x64.msu

(https://download.microsoft.com/download/1/D/8/1D8B5022-5477-4B9A-8104-6A71FF9D98AB/

WindowsTH-RSAT WS2016-x64.msu), LA fFj3] C:\Downloads .
EHAMRFTI emd, $AWT a4

MKDIR C:\Downloads\RSAT

MKDIR C:\Downloads\RSAT\x64

expand -f:* C:\Downloads\WindowsTH-RSAT_WS2016-x64.msu C:\Downloads\RSAT\x64

H#E C:\Downloads\RSAT\x64, i A\ 4 Dism.exe /Online /Add-Package
/PackagePath:".\WindowsTH-KB2693643-x64.cab", “5fF% %,

15.4.2 FTFF lldp FHIGIFEIR

7t CMD H¥i N4, $T77F lldp, Enable-NetLIdpAgent -NetAdapterName "AAAuser"
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https://download.microsoft.com/download/1/D/8/1D8B5022-5477-4B9A-8104-6A71FF9D98AB/WindowsTH-RSAT_WS2016-x64.msu
https://download.microsoft.com/download/1/D/8/1D8B5022-5477-4B9A-8104-6A71FF9D98AB/WindowsTH-RSAT_WS2016-x64.msu

[E15-4 Win10 (vmware EE#IHL) &5 lldp R3C

M rpanuser - *
Fil: Edit View Go Capturt Analyze Statistics Telephony Wireless Tools Help

Adm 7@ RREBRe==E=fF R EEaaaH
[W]1ldp or cdp [X] | +
Ho. Time Source Destination Frotocol  Length Info "~
3764 2822-11-12 16:39:57.691432 Hangzhou_69:9a:2c CDP/WTP/DTP /PAP fUD... CDP 320 Device ID: G0@f-e269-9a08 Port ID: GigabitEthernetl/a/3
3746 2022-11-12 16:4@:27.689969 Hangzhou £9:9a:2c CDP/VTP/OTP/PAgP/UL... CDP 328 Device ID: @@@f-e269-%a08 Port ID: GigabitEthernetl/y/3
3766 2022-11-12 16:4@:57.69@042 Hangzhou_69:9a:2c CDP/YTP/OTP/PAgP/UL.. COP 320 Device ID: @@@f-e269-%9a08 Port ID: GigabitEthernetl/@/3
3785 2822-11-12 16:41:27.689768 Hangzhou_69:9a:2c CDP/YTP/DTP /PAP fUD... CDP 320 Device ID: @0@f-e269-9a@8 Port ID: GigabitEthernetl/a/3
3803 2822-11-12 16:41:57.889818 Hangzhou_&9:9a:2c CDP/NTP/DTP /PAgP /UD.. CODP 320 Device ID: @0@f-e269-9a@® Port ID: GigabitEthernetl/@/3
3821 2022-11-12 16:42:27.698162 Hangzhou £69:9a:2c CDP/YTP /OTP /PAgP /UL... CDP 320 Device ID: @@@f-e269-%9a08 Port ID: GigabitEthernetl/@/3 =
< >
Frame 3813: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface \Device\WPF_{7F23CC5A-676B-4E18-8E6F-92E0@FLEBLAR}, id @
Ethernet II, Src: Wiware_d44:2d:e5 (88:8c:29:44:2d:e5), Dst: LLDP_Multicast (B1:88:c2:88:08:0e)
Link Layer Discowvery Protocol

15—5 ﬁ?ﬁ&mtqﬂlﬁilﬁﬁi lidp 152

neighbor-information list

Chassis ID : * — — Nearest nontpmr bridge neighbor

# — — MNearest customer bridge neighbor

Default — — Nearest bridge neighbor
Local Interface Chassis ID Port ID System Name
GE1/ g ethi
GE1/0/: ¥ .test.com vmnicl
GE1/8/3 )00c-2044-2de5 000c-2944-2de5

GET/E/3 x1G7 . vmnic’

GEl1/0/2 DDdd beD fqlJ 88dd-bege-fo13

GE1/0/ z:L 1 vmnic6

GEl/ f8dd-b6ge-fo12

GEl/B/22 : ethi

GE1/B/22 L 05t VmNics -
MGEG/0/0 ; abE A3k GigabitEthernetlfoEE T-062011

15.5 Profilef8<fl &
15.5.1 EF IIdp 5E

Z HIBC & SNMP =5 8] LLE /M ERE 10 704, 26£5)5, 7E endpoint classification H1 4k 1% W 1
endpoint, FEHEEFEL, ATLEICLXKE T Idp E &,
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[£]15-6 Endpoint &7 lldp 52

% Identity Services Engine Home ) ConlextVisibiity  » Operaions ) Policy b Administration [EETVeertios

b Network Access  » GuestAccess b TrustSec  » BYOD | ~Profiler | » Posture  » Device Administration  » PassivelD

Overview Extld Sources Network Devices Endpoint Classification  Node Config Feeds » Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot  Reports  » Seftings  Dictionaries
——

dncp-client-identifier 01:00:0c:29:44:20°€5

dhcp-message-type DHCPDISCOVER

dhcp-parameter-reguest-list 1,3,6, 15,31, 33, 43, 44 48 47, 119,121, 248, 252
dhcp-requested-address 100.100.100.2

flags 0x0000

giaddr 22229

hien 6

host-name Tolly-win10

htype Ethernet (10Mb)

ip 2221

lidpChassisld 00:0c:29:44:2de5

lidpPortld 000c29:44:2de5

name iseuser

op BOOTREQUEST

operating-system Microsoft Windows Longhormn (accuracy 95%)
operating-system-result Microsoft Windows Longhormn (accuracy 95%)
postureFailCondition windows-update-Service, fw_enabled_v4_fw_MicrosoftCorporation_ANY_ANY, am_inst_v4_360TotalSecurity_g_x
posturePassCondition windows_update_hotfix_devinv_dll, pm_inst_v4_WindowsUpdateAgent_10_x, notepad_process_running
sAMAccountName iseuser

userPrincipalName iseuser@test com

yiaddr 0.0.00

15.5.2 % Profiling Policy

B1J% Profiling Policy, %15 endpoint ) lldpChassisld = ELf15 00:0¢:29 FEf)i%, #t# Certainty
Factor #J1 500, /N2 500, HEIHE endpoint i & XA 2614, sEAA 1R — 4.

R, W endpoint 7] LLUGEL HAh Profiler Policy, 5 H. Certainty Factor L iX 4™ 500 /=114 , endpoint
& B4 4> iR B Certainty Factor ) Profiling Policy.
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[E15-7 i Profiling Policy

Services Engine

Home

» Conie

b Network Access b GuestAccess b TrustSec  » BYOD | ~Profiler | » Posture

Overview Ext|d Sources Network Devices Endpoint Classification Node Config Feeds

Search Results

((hap

Profiler Policy

Profiling Policies
a-=- B

|+4) vmware-lidpChassisd

* Name

Policy Enabled

* Minimum Certainty Factor
* Exception Action

* Network Scan (NMAF) Action

Create an Identity Group for the policy

* Parent Palicy
* Associated CoA Type

System Type

Rules

+ Device Administration

¥ Manual Scans

 Work Cenlers

» PassivelD

» Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports  » Settings Dictionaries
——

Profiler Policy List > vmware-lldpChassisId

vmware-ldpChassisid

Description

500
NONE -
NONE v

(® Yes, create matching Identity Group

(valid Range 1 to 65535)

(O No, use existing Identity Group hierarchy
NONE A
Global Settings hd

Administrator Created

If Condition ‘ LLDP_lidpChassisld_CONTAINS_00_Oc_29

4 | Then [ Certainty Factor Increases ~] [500 = -

ED (et
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15.6 MRRER

[#]15-8 Endpoint Profile {7~ vmware-lldpChassisld

Identity Services Engine Home » Context Visibility » Operations » Policy WNLTETE T~ Work Centers

» Metwork Access » Guest Access  p TrustSec » BYOD | - Profiler | » Posture  » Device Administration » PassivelD

Cverview Ext Id Sources Network Devices Endpoint Classification MNode Config Feeds » Manual Scans » Policy Elements  Profiling Policies

endpoints 00:0C.29:44:20:ES

00:0C:29:44:2D:E5 oz B

MAC Address: 00:0C:29:44:2D:E5

\Jsername: king
| Endpeint Frofile: vmware-lldpChassisld
E Current IP Address: 2.2.2.1

Location: Location =+ All Locations

Applications (@) Aftributes Authentication Threats ulnerabilities

General Attributes

Description
Static Assignment false
Endpoint Policy vmware-lldpChassisld

Static Group Assignment false

Identity Group Assignment  vmware-lidpChassisld

Custom Attributes

Y Fiter~ &~
Altribute Name Attribute Value
x Attribute Name Attribute Value

No data found. Add custom attributes here.
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[#]15-9 EndPointSource &7~ SNMPQuery Probe

Identity Services Engine Home  » ConfexiVisibiity  » Operations  » Policy  » Adminisiration [EERITN N

» Metwork Access  » GuestAccess  » TrustSec  » BYOD | - Profiler | » Posture  » Device Administration  » PassivelD

Cwerview Ext Id Sources  Network Devices  Endpoint Classification  MNode Config Feeds  » Manual Scans ¢ Policy Elements  Profiling Policies
I

Calling-Station-ID 00-0C-29-44-2D-E5
DTLSSuppart Unknown
Destination|PAddrass 33324
DestinationPort 1812

Device IP Address 33328

Device Port 41024

Device Type Device Type#All Device Types
DeviceCompliance Unknown
DeviceRegistrationStatus MotRegistered
ElapsedDays 12

EnableFlag Enabled
EndPointMACAddrass 00-0C-29-44-2D-E5
EndPointPalicy vmware-lldpChassisld
EndPointProfilerServer ISE24 test.com
EndPointSource SNMPQuery Probe

FailureReason -

Framed-IP-Addrass 2221

H3C-Av-Pair nasifindex=3
H3C-lp-Host-Addr 2,221 00:0c:28:44:2d.e5
H3C-NAS-Startup-Timestamp 1609459230
H3C-Product-1D H3C 85560X-54C-PWR-EI
IPSEC IPSEC#Is IPSEC Device#No
ldentityAccessRestricted false

15.7 BEEN

#
snmp-agent
snmp-agent community read cipher $c$3$KaeEzejbDaABoVp8gpCZyK8F7+BvOlj2jQ==
snmp-agent sys-info version all

#

oAb EIE S B AR AE T

119



16 K24 Posture Assessment SHEAC B 2445

16.1 {HMEEKR

& 16-1 fir7x, Client A ISE k45 25iE 1 Switch 237 %H:, WA ST R 758X Client #H4T Posture
Assessment

[E]16-1 £RimZ 4 Posture Assessment %1350 & 28 (&

Cisco ISE

Radius Server

GE1/0/2
Vlan 3

3.3.3.29/24
GE1/0/3 (4272
Vlan 2
Client 22229024 g b

16.2 {FRRA

ARE 24 A FH 18 AL 5 AR AE B T

e  Switch: S5560X-R6618P27

e AEARZ#E: Cisco ISE V2.4.0.357 patch 8
e  A%i: Windows 10 21H2

e AEE . iNode PC 7.3 (E513)

16.3 FLE ST

X i

ABLBEAR LS AWM RELE, NALBMIXELES, HRIEXER 4% 248351,

16.3.1 EZE Switch

AZEIL) 802.1X MBI, Swtich FHIBLEE S 4.3.1 il E Switch.

16.3.2 BLE ISE

(1) kA% Client provision 5 % i
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()

e 5 SRR H ik [Work Centers/Posture/Client Provisioning/Resources]iE i, 7
“Add” , ## Agentresources from local disk A% UG AHL SO, iR ise AR 45 &% vT DA
B E, AT LLiZ$E from cisco site.

A SR AT CISCO Wik 24 5 R .
E16-2 k130

thalts |gentity Services Engine Home  » ContextVisibiity  » Operations

b Metwork Access b Guest Access b TrustSec ¥ BYOD v Profiler = ~Posture ¥ Devi

Cwerview  Nebwork Devices - Client Provisioning ¢ Policy Elements  Posture Policy  Polic

Client Provisioning Policy Resources

Resources
J Edit qFAdd v [fyDuplicat=: |~ ) Delete
]| Ngm Agant resources from Cisco site
O " Agent resources from local disk
Matve Supplicant Profile
C1 Anyc AnyConnect Configuration
[0 Anyl NAC Agant or AnyConnect Posturs Profile
Anyd AMP Enabler Profile

Client Provisioning Portal

Bt EAR B SO N ZEAE
El16-3 B LERXHHRR

-l gentity Services Engine Home  » ContextVisiiity ~ » Operalions  » Policy

» NetworkAccess  » GuestAccess  » TrustSec ) BYOD  » Profiler | wPosture | » Device Administraion  » PassivelD
Overview  Network Devices v Client Provisioning  » Policy Elements  Posture Policy  Policy Sefs  Troubleshoot  Reports  » Settings
o

Cient Provisioning Policy Resources

R semcas2 | w11 B
T Jet dpadd - Qyoupicate | Koskts B —— ]

O/ Name Tpe Version Last Upcate ~ Desargton

[ PostureAgentProfiie AnyConnectProfile Not Applicable 20221019 15:21:50

[ AnyConnect Configuration-4 8 AnyConnectConfig Not Applicable 2022110113 22:03:58

[J_AnyConnectD 41051110 ConnectD 41051110 2022010113 20:18:58 AnyConnect Secure Mobilty Client for Windows 4.10.05 111

AnyConnectDesktopWindows 4.8.3052.0 AnyConnectDesktopWindows ~ 4.8.3052.0 2022110113 20:08:28 ‘AnyConnect Secure Mobility Client for Windows 4.8.03052

ve 43203605 Anyc 4325036145 2022/1013200541 AnyConnect Windows Compliance Modue 4.3,2503.6145

) 500359 163590 TSI = 7SC0 Temporal

[ CiscoTemporalAgentWindows 4.6 00359 CiscoTemporalAgentWindows ~ 4.6.350.0 2018/03/23 02:52:46 Cisco Tem 1 Ag

[] WinSPWizard 2.2.153 WinSPWizard 2215 201800323 02:52:46 Supplicant for Windows (ISE 2.1 release and above)

[J MacOsXSPWizard 22143 MacOsXSPWizard 22143 2018/03/23 02:52:45 ‘Supplicant Provisioning Wizard for Mac QsX compatible with macOS 10.12a.

0] CscotsECrrome-NsP Natwe Supplcant Froie  NotApplcate 201611007 040112 Pre-confaured Natve Suppicant Pofle For Chome OS

[ Cisco-ISE-NSP Native Supplicant Profie Not Applicable 2016/10/07 04:01:12 Pre-configured Native Supplicant Profile. The SSID Will Need To Be Customi.

f1%# Posture Agent Profile Settings

FE T 5 SRR H ik [Work Centers/Posture/Client Provisioning/Resources]iE 3, i
Posture Agent Profile Settings, %A PostureAgentProfile.

RJTER, T LU#fE Enable Rescan Button &1, XM & /& N &4 anyconnect /F i
B
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&]16-4 #hiE Posture Agent Profile Settings

Identity Services Engine Home  » ConlextVisbiity ~ »Operations  » Poicy > Administration [RAISIReEt

License Waming A

» NetworkAccess b GuestAccess  » TrusiSes ) BYOD  » Frofler | ~Fosiie | b Devie Adminitraon b PassivelD
Overview  Network Devices _+ Giient Provisioning_ » Policy Elements  Posture Poicy  Policy Sefs  Troubleshoot  Reports  » Seftings
o
ISE Posture Agent Profile Settings > PostureAgentProfle
Clent Provisioning Poiicy ? ¢ “
Resourees Posture Agent Profile Settings
Clent Provisioning Portal “Name: [ postureAgentprofile
Descripton
Parameter Value Notes Description
rale cooug e Enaties ne ceou g on e st
Operatean 10m02 X wisiess Enabies he agent 0 cperate on non 802X irelessnetwor
Enatle sgnature check osx A Enabies snatur checkingof excutables befre th agent wirun them
Log file size B The maximum agent log file size
The defautis empty which means use the
Remediaton timer mins glotal setting. The defaut o gloval setting is | The time the user has for remediation before they will b¢ tagged as non-compiant
4
steatn toce S AnyConnectcan act as efther clienties or standard mode. WWhen steaith mode is enabled, it
FunG 25 3 Service wihout any user ntertace.
Enable notfcatons n stealth mode Dissbled v Enaes error notfications n steali moc, Disabled by Default
Enables ‘Rescan' button on System Scan tie, This alows users o force a ferun of posture
Enaole Rescan Buten Encbled - polcies as vl s posture module to ISE discovery flom the endpoint
By turning off UAC Prompt, AC posture Lses system process for privilege escalation instead of
Windows only. Applicable f user has <
Disable UAG Prompt administrator privieges. Run as administrator”. Please validate your posture policies on Maching where users have
Iocal admin rghts prio to disabling UAG promet.
. Enable/Disable periodic discovery probes in AnyConnect afer back-offtimer crosses back-oft
Periodic probing x40 mins e moang o timer imit AnyConnect wil send periodic probes with the given nterval continuously til valid

ISE is found

ERESAERIED, AREIFIE T ISE 19 1P bk,
16-5 EEHREHIIEIN

» Administration  [JRAITReSTEY

Identity Services Engine

Home ) ContextVisibiity ~ » Operations  » Policy.

» NetworkAccess b GuestAccess b TrustSec  » BYOD  » Profiler | ~Posture | » Device Administration b PassivelD

Overview ~ Network Devices ~ Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports ¥ Settings
— . - .
o

The default is empty which means uses the

The period for which the agent suspends network monitoring so it can wait for a planned IP

Clent Proisioning Poey Maximum imeout for png sees Pirg et
Resourss DrcP renew ceay sess
Clent Provsioing Porta

[P — sess

Network transition delay secs global sefting. The default of global setting is

change to happen

Parameter Value Notes

Description

PRAretransmission time 20 secs

This s the agent retry period if there is a Passive Reassessment communication failure

Defauit Valus: 80. Acceptable Range between
510300,

Retransmission Delay secs

Time (in seconds) to wait before retrying

Retransmission Limit

Defauit value: 4. Acceptable Range between
0to 10.

Number of retries allowed for 2 message.

Discovery host 33324

‘The server that the agent should connect to

need to be blank by defautt to force admin to
enter a value. “** means agent will connect to
al

* Server name rules 33324

Alist of wildcarded, comma-separated names that defines the servers that the agent can
connect to. £.g. .cisco.com

List of IP addresses, FQDNs wilh or without
port must be comma-separated and with
colon in between the IP address/FQDN and

Alist of IP agdresses, that defines the all the Policy service nodes that the agent wil try to

Call Home List 33324 the port. Example: IPaddress/FQDN:Port connect to if the PSN that authenticated the endpoint doesn' respond for some reason
(Port number shouid be the same, specfiied in
e Glent Provisioning portal)
skt T — Enter value of back-off fmer n seconds, the | Anyconnect agent will confinuously try to reach discovery targefs (edirection targes and
ackof Timer El secs supported range is between 10s - 800s. previously connested PSNs) by sending the discovery packets tl this max tme Imit & feached

Note: It is recommended that a separate profle be created for Windows and OSX deployments.

Save | [ Reset

(3) % AnyConnect Configuration

i AnyConnect Configuration, 7444 AnyConnect Configuration-4.8, * ISE Posture H15%

BERT 4 8 2 ) PostureAgentProfile, Compliance Module B¢ F AL S

AnyConnectComplianceModuleWindows 4.3.2503.6145.
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[]16-6 AnyConnect Configuration 8 3<fc &

» ContextVisiblity ~ » Operaions b Policy  » Administration  [ERGUGHReSLIS

» Network Access b GuestAccess b TrustS8ec  » BYOD  » Profiler  ~Posture | » Device Administration  » PassivelD

Overview  Network Devices v Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  » Seftings
—

(]
Cllent Provisioning Policy AnyConnect Configuration > AnyConnect Configuration-4.8
Resources
Client Provisioning Portal * Select AnyConnect Package:| AnyConnectDesktopWindows 4.8.3052.0 v

* Configuration Name:| AnyConnect Configuration-4.8

Description:

DescriptionValue Notes
= Compliance Module| AnyConneciCt 4.3.2503.614~

AnyConnect Module Selection
ISE Posture

VPN

Network Access Manage!
Web Security

AMP Enable

ASA Posturel

Network Visibilityl

Umbrella Roaming Securit|
Start Before Logon|
Diagnostic and Reporting Tool

L

Profile Selection

*ISE Posture| postureAgentProfils -

VPN -

Network Access Manage! -
Web Security -

AMP Enabler v

Network Visibility| v

Umbrella Roaming Security| -
Customer Feedbac v

(4) fUZE Client Provisioning Policy
78 T 07 SR FR ik B [Work Centers/Posture/Client Provisioning/Client Provisioning
Policy]i& i, ##2 mi €& AnyConnect Configuration-4.8.

[]16-7 ## Client Provisioning Policy

Identity Services Engine Home  » ContextVisibiily  » Operations  » Policy  » Administration  [ERQUCIReRIY License Waming 4

» Network Access b GuestAccess TrustSec  » BYOD b Profler  vFosture | b Device Administration b PassivelD
Overview  Network Devices ~ Client Provisioning  » Policy Elements  Posture Policy  Policy Sefs  Troubleshoot  Reports  » Settings
o

Client Provisioning Policy

Resources npliance module, and/or agent customization package.
rd. Drag and drop rules to change the order.
Client Provisioning Portal

Rule Name Identiy Groups Operating Systems Other Conditions Resuits
@ o5 Any Apple 08 All Gondition(s) Gisco-ISE-NSP Edit| v
@ Ao Any Androia Gonattion(s) Cisco-ISE-NSP Edit] v
~ | [ Windows_copy | [any % | [windows Al % | [Condition(sy 1 [AnyConnect . = Done.
@  windows Any N Edit] v

Agent Configuration
Agent [AnyConnect Configuration-4.8 ©

@ wmAcOs Any Editlv

Native Supplicant Configuration

Config Wizard-|Choose a Config Wizard v
\Wizard Profile:|Choose a Wizard Profile o
Native Supplicant Configuration

@  Chromebook Any Edit]~

(5) fi% posture policy element
fE T 5 SRS H ik [Work Centers/Posture/Policy Elements/Condition/Application]i 1,
DA notepad & 51217 A%, 7E application H i, 4 A notepad_process_running.
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[&]16-8 F7# Application Condition

Identity Services Engine Home » Context Visibility + Operations + Policy » Administration ~Work Centers

b Network Access b GuestAccess b TrustSec  » BYOD  » Profiler | wPosture | » Device Administration  » PassivelD

Cverview  Network Devices  » Client Provisicning = Policy Elements  Pesiure Policy  Policy Sets  Troublesheot  Reports  » Settings
——

[}
Application Condition = notepad_process_running
~ Conditions
Name * ce
Hardware Aftributes Condition netepad_process_unning
lication
App Description
Firewall Conditicn
Anti-Malware
Operating System * i
ATRE TR P g Sy Windows All <5
Anti-Virus
Compound Check By * Process ~
Dictionary Simple
Compliance module | Any v
Dictionary Compound i iy versan h
Disk Encryption
Process Name * notepad.exe
File
Palch Management Application Operator * Running v
Registry
UsB

(6) BI% Remediation

FE T 5 SRR Tk [Work Centers/Posture/Policy Elements/Remediations/Launch
Program]i&Ji, 7£ Launch Program Remediations g & f-dr 44 A
notepad_Launch_Program_Remediation.

&16-9 ##E Remediation

Identity Services Engine » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access » TrustSec » BYOD » Profiler ~ Posture » Device Administration » PassivelD
Overview  Network Devices  » Client Provisioning v Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reperts b Settings
—
o
Launch Program Remediations List » notepad_Launch_Program_Remediation

» Conditions o
Launch Program Remediation

~ Remediations *Name | notepad_Launch_Program_F | (@
Application

Anti-Malware Compliance Module Any version

Anti-Spyware Type | Automatic M
Anti-Virus Interval |:| (in secs) (Valid Range 0 to 9999)
File Retry Count |:| (valid Range 0 to 99)

Firewall

Launch Program

Link

* Program Installation Path | ABSOLUTE_PATH M
‘Wingows Server Update Services

Patch Management

uss
Add |
Requirements ‘
Existing Programs
Allowed Protocols
Instaliation Path Program Name Program Parameters
Authorization Profiles —
SYSTEM_32 notepad.exe (o]
Downloadable ACLs 7 .
Save Resat

(7) fI# Requirement

FE U 7 SR HR ik B [Work Centers/Posture/Policy
Elements/Remediations/Requirements]i& i, fil7 Requirement JCHk 2 Fi 6 & condition
J Remediation.
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[&]16-10 #7#E Requirement

Identity Services Engine Home b ConfextVisibiity ~ b Operaions b Policy ) Adminisiration

» NetworkAccess b GuestAccess b TrustSec  » BYOD  » Profiler | ~Posture | » Device Administration b PassivelD

Overview  Network Devices  » Glient Provisioning  ~ Polic

ents  Posture Policy  Policy Sets  Troubleshoot  Reports  » Settings

o
) Conditions
Requirements
~ Remediations Name Operating Systems Compliance Module Posture Type Conditions Remediation Actions
for | Windows All usin T usin <]  metif [notepad then [ notepag Done |
T | notzpad_running g 0 [AnyConnect D: < | [ notepad_ < |
350_AM_Instalation Windows All £xor later AnyConnect 360_AM_win 360_Total_Security
Anti-Malware =
Posture Patch Management Windows All 4xor later AnyConnect PatchManagementCondi Edit| =
Anti-Spyware Requirement tion_installation
e Message Text Only Edit |~
Patch_installation_Requirement Windows All 4xor later AnyConnect PatchianagementCondi Message Text Only
(2 tion1_installation
Firewall Any_AS_Installation_Win Windows All 3xor earlier AnyConnect ANY_as_win_inst Edit| v
Launch Program Message Text Only Edt |
Link Any_AS_Definition_ Win Windows All 3 or earlier AnyConnect ANY_as_win_cef AnyASDeRemediation Wi
n
el kgene 360_AV_Installation Windows All 3 or earlier AnyConnect 360_AV Edit|
Windows Server Update Services Wessage Text Only Edit |
Windows Upcate Any_AV_Definition_Mac. Mac 0SX 2xorearler AnyConnect ANY_av_mac_def AnyAVDefRemediationhia
c
Use Any_AS_Installation_Mac Mac 0SX 3xorearler AnyConnect ANY_as_mac_inst Edit| ¥
Requrements Message Text Only Edit |
Allowed Protocols Ay_AS_Defintion_Mac Mac 05X 3xor earler AnyConnect ANY_as_mac_def AnyASDefRemediationhla
c
Adnorizaton Frofies Any_AM_Installation_Win Windows All 4xorlater AnyConnect ANY_am_win_inst Edt |~
Downloadable ACLs Message Text Only BT

(8) fI% Posture Policy

FE T 5 SRR k- [Work Centers/Posture/Posture Policy]ii %, #7#: Posture Policy,
R A2 7 A& T AnyConnectComplianceModuleWindows 4.3.2503.6145, 1% )L Compliance
Module i%£#% 4.x or later, Other Conditions i%_I 2 i 1l % ] notepad_running.

[E116-11 €& Posture Policy

idenfity Services Engine  tome  » Context Visiy son [

) NetworkAccess b Gusstécosss ) TusiSec  DBYOD b Profler |  Davios Ac on b Passeln

uervew  NetworkDevcss ) CientProvsanng » Pl Sevens

FoiySete  Troublesoct  Resons b Setinge

Posture Policy

Define the Posture Poicy by configuing rues besed on oper

o sther comitions. - )

Sius Py Opons  RusNems sty Grotps Oparstng Symems Compiancs oas PosuraTipe Otner Constions Requremens = IE
©  PolcyOmions Defsut Aoy FoioyWin e It Any Winiows Al axoriser Tempors Agent Detut_fopis Reur o
moora emen i temporl E
) Policy Optians  Defaut_Firewsll_Pokoy_Mac Aoy Mao 08X Axorlster AnyConnect Default_Firewall_Requir o
ement_lise =
) Policy Options  Default_Firewsll_Pokicy_Mac_t I Any Mao 05X Axorlster Temporal Agert Defaul_FirewallRequi o
empors! emant_Msz_tempors! =
@ Poliey Opions Defat_Firswal_Fokcy_Wn 1 Aoy inows Al axxoroer Jev— Ostut_Freval Requr o
powyrth E
@  FoloyOptons Defeut_Firewal_Potcy_Wi_te It Any inows Al axxoroer Temporst Agent Ostut_Freval Requr -
moors ement_Win_temperal =
@ ooy Otons Defeut_Hartware Atriutes P It Any = sacor e pos— Dsaut_Harawars s _
N ‘olicy_Mac. butes_Requirement_Ms. B
@  FoloyOors Dsfeut_Hardware Atriutes P It Any = sacor e Temporst Agent Ostaut_Horsware A e
oy, tamgora butes Recursman Ma E
o tampor
@ ooy Otons Defeu_Hartware Atriutes P It Any indows Al sacor e pos— rmgre—p _
N ‘oliey_Win butes_Requrement Wi B
@ FoloyOpions Defeut_Herimare_Atrtes It Any inows Al axxoroer Temporst Agent Ostaut_Horsware A -
‘olicy_Win_temporal butes_Requrement Wi B
ppeieiy
@  FoloyOpions Defeut_USB_Bloak_ oy W 1t Any inows Al axxoroer Jev— Use o o
e Policy Options.  Defauit_USS_Biock_Foli_Wi I Any indas Al 4axor stz Temeoral Agant [ESyepa— o
~tempors =
e O 1 T | Vo) e e e e oy ol T =1 e

=
e .

(9) % Authorization Profile
e 7 SRR H ik $E[Policy/Policy Elements/Results/Authorization/Authorization
Profiles]i£ 1, #r# 1 4> Authorization Profile i Client provision, /&£ 7E A R &
KA A R, 4 2 i 02 U 1) 3 5E (7] 3 cpp B,  H T T %% anyconnect % /' ¥iij .
N, fird oy CPP-redirect, JFOKIK E ACL, {8343 Al LAV 1A cpp TUH .
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[E]16-12 #7iE Authorization Profile

\dentity Services Engine

Home  » ContextVisibiity

» Operations.

PolicySels  Profilng  Posure  Gient Provisioning | ~ Polcy Elements
Dictionaries  » Condifons = Results
[
Authorzation Profles > CPP-redirect
» Authentication o
Authorization Profile
~ Authorization *Name [CPp-redrec
Descript
Authorization Profies @ escrpon |
Downioadable ACLs AccessType [ACCESS ACCEPT -
» Profiling Network Device Profie [[5] HHHWired | <] &
» Posture

» Client Provisioning
~ Common Tasks

Web Redirection (GWA, MDM, NSP, GPP) &

Client Provisioning (Posture)

~ Advanced Attributes Settings

Value [ Glient Provisioning Portal (defa ~

[HaC:HBC-AV-Pair

©)] = [ur-redirect-2ci=3000

v Attributes Details

Access Type = ACCESS_ACCEPT

ur-redirect=hit;

(10) % Policy Set

FE T 5 SRR H ik [Work Centers/Posture/Policy Sets]ik i, #i% Policy Set,

“A Secure Mobility .

[E]16-13 #T#& Policy Set

el identty Services Engine

rredirect-2c=3000

-2802-1188-0271-005056672<7 Féactio

) Netvorksscess ) Gusmiiccess ) TusSes ) SYOD b Proer | ~Posus | ) Dsvesidminsrsion ) Pessveld
Ouervew  NetworkDevess  » Cient Provsinng ) Polcy Slemans  PosursPaicy Py st Treublesnoet  Rssors
Policy Sets

+ Staws  Poliey SetName Description Conaitions

P C J— E  wesso21x

e 3/ Authorization Policy, i35 HUIRZS R I EAEHURZS T Reevin cpp Wi, A

» setinge

IR T #2 T permitaccess 58417 1] AL IR .

Home » Context Visiity

16-14 #i# Authorization Policy

Allowed Protocols | Server Sequence  Hits

T D €

Actions View

I

» Operstions

) NetworkAcoess b GuestAsosss ) TstSes P BYOD b Profier | ~FPosture

uerview  Network Devess ) CientPronsining  » Palicy Slemnts

Policy Sets » Secure Mobility

Posture Poliey _Policy Sats

» Devioe Adminiirstan

[Es—

» PassveiD

Treuazrost Repunz

» Setinge

Status ol Set Hame Description Gondtions Allowed Protocols /Server Sequence  His
@ sacure Mesilty B wird sn21x x v - )

> Authentication Policy (1)

» Autorzation Policy - Local Exceptions

3 Authorization Policy - Glsbal Exceptions (1)

¥ Authorization Policy (4)

Resus

Staius Rule Name Congiions Profies Security Groups Hits  Actions
@ compiant B Complant Davioss *Pamihesess Seictom Iz BT NI -1
@ wnioum [ Compiance Unknoan Devicss “Crrrdn = R
@ B Non_Compisnt_Devices. cPPrdra s cE e -3
@  Defmut *Denyécoess = M B =

126

M



16.4 WRRER

16.4.1 Client Provisioning

i R R 802.1X, W B A% Vs 5] BEAL T T Bk #% 21 Client Provisioning Portal.
[#]16-15 Client Provisioning Portal

M @ Device Security Check x  +
& C A Notsecure | sipsy//3.3.3.24:8443/portal/PortalSetup.action?portal=40f01bd0-2e02-11e8-ba7 1-005056872c 7f&session|d=37498618...  Yg 1= 2

Client Provisioning Portal

cisco

Device Security Check
“Your computer requires security sofiware to be installed before you can connect to the nefwork. iNode Intelligent Client

Start

802.1X connection

Contact Support
ontact Support Online user king

Connection stalus Connected
Security status Mot Checked

Connected at 2022-11-10 16:17:38

A Portal connection F

- My scenario %

. = 1

[#16-16 Click start and wait a while

[ | @ Device Security Check x |+

< (@] A Notsecure | hetps//3.3.3.24:8443 /portal/ClientProvisionStart.action?from=CLIENT_PROVISION

cISCO Client Provisicning Portal

Device Security Check
YYour computer requires security software to be installed before you can connect to the network.

7 Detecting if AnyConnect is installed and running.

Contact Support
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[&]16-17 g5 Click here to download and install AnyConnect

) @ Device Security Chack x [
< C A Notsecure | hbips//3.3.3.24:8443/portal/ClientProvisionStart.action?from=CLIENT_PROVISION

cIsco Client Provisioning Portal

Device Security Check
“Your computer requires security sofiware to be installed before you can connect to the network.
Unable to detect AnyConnect Posture Agent

+ This is my first time here

1. You must install AnyConnect to check your device before
ing the network. Click here to download and install
AnyConnect
2. After installation, AnyConnect will automatically scan your
device before allowing you access to the nefwork.
3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave AnyConnect running so it will autematically scan
your device and connect you faster next time you access this
network

.h‘ You have 4 minutes to install and for the compliance
%, checkto complete

+ Remind me what to do next

Contact Support

E16-18 TEHIRHBHITH

Downloads ]

pVvisioning Portal anyconnect-ise-nsa-win-4.8.03052_ISE2

Metwork Setup Assistant

Network Setup Assistant

Downloading Cisco AnyConnect Secure
Mobility Client...

Cancel

(€} 2014-2020 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U5, and certain other countries,
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[#]16-19 Connect anyway

Metwork Setup Assistant

Security Warning:
Untrusted Security Certificate

“our computer is attempting to securely
connect to

ise?d.test.com

that presents a cerlificate that cannot be
verified.

Connecting to this sarver may result in a severs security compromise,

Connect Anwway | | [ uit

{c) 2014-2020 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systams
logo are registered trademarks of Cisco Systems, Inc and/or its affilistes in the
U.S, and certzin other countries,

E16-20 FFREMIN

[ & Device Security Check x  + -
& (@] A Notsecure | Bips//3.3.3.24:8443/portal/ClientProvisionStart.action?from=CLIENT_PROVISION T8 v 4 z

Downloads Qe P

Metwork Setup Assistan gy connect Secure Mobility Client Downloader

= The AnyConnect Downloader is installing AnyConnect Secure
Mobility Client 4.8.03052. Please wait...

] anyconnect-ise-nsa-win-4.8.03052_ISE24 test.com_8443...

Qpsnfis

See more

Cisco AnyConnect Secure Mobility Client

Please wait while Windows configures Cisco AnyConnect Secure
Mobilty Cliert

I

Time remaining: 0 seconds

(<) 2014-2020 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems
loga are registered trademarks of Cisco Systems, Inc and/or s affiistes in the
U.S. and certain ther countriss,

+ Remind me what to do next

Contact Support

16.4.2 Posture Assessment

R Y)E HBhig T, mitdi Connect anyway.
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[&]16-21 = Connect anyway

‘{s AnyConnect Downloader

A

Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server: 3.3.3.24

Certificate does not match the server name.
Certificate is from an untrusted source.

Use 3 browser to gain access.

Connect

Web Authentication Required

Connecting to this server may resultin a severe security compromise!
Se Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

Cancel Connection

Connect Anyway

HR ¥ 2 /7 Posture Policy Z5fC &, Anyconnect 745l

& System Scan:
r The AnyConnect Downloader is performing update c...
S
" [

1% Scan Again

Al
Cisco

#l| notepad.exe &FTFFHIENL T, 2 HNFTIF

notepad.exe. Bt & A optional £l 35 AT LLi%k ##<Skip All>.

[El16-22 Bzh#TF notepad.Exe

#§ Cisco AnyConnect Secure Mobility Client

| &) Untitled - Notepad — C
File Edit Format View Help " lllnlll ' System Scan _ 43%
cisco Time Remaining:
Required update(s) are complete. 3 M"nutes
“ Action Required to Enable Access
Updates are needed on your device before you can join the network.
dowload it and install
More Details AV 4
Updates Status 2
Required -
1 Q notepad_running Done
Optional ~
360_AM_Installation Click Start to begin
3 ] Any_firewall_Win Optional (Manual) v
In1 Cald A0N% Windmws (CRIFY ITE-A
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[#]16-23 anyconnect #&3 compliant

@ Cisco AnyConnect Secure Mobility Client — 4

You may need to use a browser to gain access.

| e | | Connect

Web Authentication Required

Metwork access allowed. Scan Again

/.
et

o @ o

[#]16-24 Anyconnect scan summary

@ Cisco AnyConnect Secure Mobility Client - X

T RE AnyConnect Secure Mobility Client

CISCO
Status Overview System Scan
Preferences Statistics Security Products  5can Summary  Message History
VPN
Updates Status
System Scan Required P
1 O notepad_running Done
Optional ~
2 | 360_AM_Installation Optional (Manual)
3 a windows_update_hotfix_devinv_dl Done
1 @ WindowsUpdateAgent10_Enabled_Requirem...  Done
s @ 1U5B_Block Done
[ | Any_firewall_Win Optional (Manual)

[l ISE R HE, ﬁfﬁ%iﬂé@ﬂ”ﬁﬁﬁﬁﬁ%?ﬂ Secure MObi“ty >> unknown 3% CPP-redirect,
TE 23 2B ) anyconnect JHRINEL G, ISE HEI T & coa HEiMIE, B ALK& &2 & H0R
A, A& E#| T Secure Mobility >> compliant T I HL
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[#]16-25 Live logs

ek Identity Services Engine Home  » Contextvisiviity [RSSTCCLl ’ Polcy  » Administaion b Work Centers

License Waming A
~RADIUS | Threat-Centric NACLiveLogs  » TACACS  » Troubleshoot b Adaptive Network Control  Reports

Live Logs ~ Live Sessions

Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter ©

0 0 0 0 0

Refresh | Never | Show | Latest 100 records  ~ Within | Last 60 minutes v

T Refresh @ Reset Repeat Counts 3 Export To~ Y Fiter~ &~
Time Status Details RepeatC...  Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Autherization Profiles
X v Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles
Nov 10, 2022 04:34:50.728 PM [} a 0 king 00:06:29:58:81:51 chrome-User-Agent Secure Mobiiity >> Default Secure Mobility => compliant PermitAccess
Nov 10, 2022 04:33:21.105 PM B a king 00:0C:2858:81:51 chrome-User-Agent Secure Mobility > Default Secure Mobilty »» compliant Permitaccess
Nov 10, 2022 04:33:21.045 PM B 00:0C20:58:8151
Nov 10, 2022 04:26:28.625 PM a king 00:0C:29:58:81:51 chrome-User-Agent Secure Mobility >> Default Secure Mability >> unknown CPP-redirest

[#]16-26 posture status changed fi % Reauthentication

Other Attributes

ConfigVersionld 2038
Device CoA type RFC 5176
Device CoA port 3799
MetworkDeviceProfileld deefi2a7-Sec0-2bab-97e9-56577 1d4bb33
IeThirdParty DeviceFlow true

Acs SessionlD 2c3ad229-bads-48db-97d3-2d45172ca947

CodASourceComponent Poszture

CoAReason

CoAType

posture statuz changed

Reauthentication

Network Device Profile

HHHWired

Location Location#all Locations

Device Type Device TypedAll Device Types
IPSEC IPSEC#= IPSEC Device#Mo
Device IP Address 3.3.3909

CizscoAVPair subzcriber.command=reauthenticate

16.5 AL&E 4

#
dotlx
dotlx authentication-method eap
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#
vian 1
#
vian 2
description toClients
arp shooping enable
#
vian 3
description toAAAserver
#
interface Vlan-interfacel
#
interface Vlan-interface2
description toClients
ip address 2.2.2.29 255.255.255.0
#
interface Vlan-interface3
description toAAAservers
ip address 3.3.3.29 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 2
dotlx
#
radius scheme ise
primary authentication 3.3.3.24 key cipher $c$3$20LOvHdRiITBIb6n1yh3/MoXN8z/RMbctQ==
primary accounting 3.3.3.24 key cipher $c$3$fAhWH/rHm9hCcPg2PBWQa54YGIxKuQ1lPOw==
timer realtime-accounting 20 second
user-name-format keep-original
#
#
domain test.com
authentication default radius-scheme ise
authorization default radius-scheme ise
accounting default radius-scheme ise
#
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