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NETCONF (Network Configuration Protocol, MZEELE PN & —FhET XML FIR 4 B,
ERREE T — R gRARN . X LR AT I B A . B T DU I P SO B R . REL

JEVEAE . SR G THE B A

R EAER =TT AT R EARR AR, IRES IR BERE AR

R AR BE R FIPRE  FRRE AR E Hh O IR0

1.1 NETCONFhMY &5+

NETCONF WhiCRH 732454, 7 NAEZE
Procedure Call, ZfE AR EAGEEIE

(Content). #1EJZ (Operations). RPC (Remote
(Transport Protocol) 4.

#1-1 XML 925 NETCONF S BiEBI% R X %

NETCONF .
;é XML 5B 4
s WEEHEE CRAYEE . | BEEXNRES, WLURREEGE . RESEE. SHitEEE
= il 5% NETCONFHMU B4R AT 325 R %d 752 . (NETCONF XML APl Ffif)
. coni FERPCHIN FI A A S TE R AR 4, IX e /R 2H BUNETCONF 3 A fig
o <get>,<get-contig>, N o ke o - v o
B2 <editaonfige | NETCONFA b SL 7 XM W 10 6 FOERUBRE ¥4 3 St
HS 0 “1.6 Comware Z R EEAE”
NRPCHEER [ gmAg et T 8l 5. S e Pl . i3 F <rpe>
RPCZ <rpc>,<rpc-reply> Fi<rpc-reply>Jt % 3 5% NETCONF i R FHma B4 ds CRI4AE Z N 52
MR HEATHESE
ANETCONFEEME FIER AT WTAERT . T RO s i
AEFIPSHE T :
e  NETCONF 3£ FF Telnet. SSH # Console £ CLI & 577 /WX, B
NETCONF over SSH. NETCONF over Telnet £ NETCONF over
Console
e NETCONF 3#: HTTP #1 HTTPS 4%, B NETCONF over HTTP
AFFIPSHEET 1 NETCONF over HTTPS
Console/Telnet/SSH
HTTP/HTTPS/TLS | ® NETCONF S fiH %< i SOAP (Simple Object Access Protocol, fi
HWEWZ FIPSHE T SRRV 0 RO IEN HTTP 8¢ HTTPS Brilfef, R
) NETCONF over SOAP over HTTP A1 NETCONF over SOAP over
Console/SSH/HTTP HTTPS
SITLS
FIPSHIR T :

e NETCONF 37 ## SSH #l Console £ CLI 7 2/¥4, Bl NETCONF
over SSH fl NETCONF over Console

e NETCONF X#f HTTPS E% 1, HI NETCONF over HTTPS

e  NETCONF S #rd 3 pl SOAP R jm i@t HTTPS Wil i%4, Bl
NETCONF over SOAP over HTTPS
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1.2 NETCONFE A 4& 2L

[E1-1 NETCONF £ /4% 4244

LHNETCONFZ i i, | >
fnncclient,NetconfBrowser4

&5 (Client) R 45#% (Server)

NETCONF il % 5 72 /5

NETCONF %% 355 NETCONF % /7 i f1 NETCONF IR 5% 2% 45 i«

% P b7 B2 % NETCONF % 7 i 44 (4 neclient. NetconfBrowser ), iz 73T SOAP
TERM AR . & i) F 2R -

o i NETCONF Bisnf [ 2% 5 6 k47 e B AN 2

o EFNE MMM EEIIIRE.

o FERUIER B4 T AN RAE I BRI, DIIREN N 4 B 45 IR A IR

R4 (EIAME M%) R Ei21T NETCONF IR &5 A7, ElSZFF NETCONF Ihfit.
M 5% 2% S T N2 e RS SR, AR R AR SRR R RIS, R Bl T 45 i o

1.3 NETCONFIRICH& R

1.3.1 NETCONF

NETCONF iy & A& XML 5 5 AR 5, #0815 RFC 4741,

NETCONF 3 5 Fi R A1 N 2 SCH Ff . NETCONF 15 3R AN B4R SIS 20 BT A

PAT NETCONF 5K AT, 7 ELRL NETCONF i SCHIEE Gkt . WiiRAegm . &g p
s . b, BdE AR RNE XML Schema 177 2058 K.

1. 15K ER (BEJ1% Base 1.0)

Comware NETCONF i&>Ri&Ef§ NETCONF Hpi, AR

<rpc message-id =7101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.07>

<operation>

</rpc>

Hr<operation>y “1.6 Comware S FFIBRUIRAE” o H1 28 SRR AR E R AL

X get ZRAIEAE, filter JLE A H3C HE B4, Lhtop iR NS . DL get-config #4E
VSN S S WAE
<rpc message-id="101" xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree”>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
BRHfEE
</top>
</filter>

1-2



</get-config>
</rpc>
e XIF edit-config #1E, config JLE F AN H3C HE X&B%, Lhtop JLE N A . Ll edit-config
BAE N, STy
<rpc message-id =7101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">
BHUEE
</top>
</config>
</edit-config>
</rpc>

Z i
NETCONF 445694480, BP H3C A & X 346985k 454, A JL(H3C Comware 7 NETCONF
XML API Reference) X%,

1N 9/ NETCONF #5R R SORB1, T 3REG % _EATE 22 DT E 24
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id ="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-bulk>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface/>
</Interfaces>
</1fmgr>
</top>
</filter>
</get-bulk>
</rpc>
11>11>

\Nl/

R
A XML ALE T 247 NETCONF B & 8, XML R LR E 2R/ |>]>", TENRELEIRSN. AF
12175 XML #&X, AKFHrF, B EERGIN, BRBPIbsE RIG., RRBAET, H TR0,

2. REg (REJ1% Base 1.0)
4i— N RFC 4741 52 X ff<rpc-reply>, :
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<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0” message-id="101">
<ok/>
</rpc-reply>

1.3.2 NETCONF over SOAP

jH T NETCONF over SOAP 174, NETCONF %&iAiﬂ%f SOAP . i) BODY £ H, iX

SEAR SCRR TR ELEAE 4L NETCONF $RSCHRI A1, 348 5 LA DL R B0 -

o SOAP W E LA XML Kihid o

e SOAP 1 E»Zifi il SOAP Envelope i 4 %5 8] Al SOAP Encoding i 44 %5 8] «
e SOAP HEARAf & DTD (Document Type Definition, SCH38RI%E ) 51H.
o  SOAP HEARME XML AL#HE4S .

NETCONF over SOAP i 3Rl .25 4 SC 1% 20 T AN A .

1. iFK1EX (SOAP)

W R N—4~ NETCONF over SOAP iR SO, HTIREUK & LAITE# O S50

<env:Envelope xmlns:env="http://www.w3.0rg/2003/05/soap-envelope'>
<env:Header>

<auth:Authentication env:mustUnderstand="1"
xmIns:auth="http://www.h3c.com/netconf/base:1.0">

<auth:AuthInfo>100002ea7bd8f3bbb727c5eff9b246d85be6</auth: AuthInfo>
</auth:Authentication>
</env:Header>
<env:Body>
<rpc message-id ="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface/>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>
</env:Body>
</env:Envelope>

2. &g (SOAP)

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/”>
<env:Header>

<auth:Authentication env:mustUnderstand=""true”
xmIns:auth="http://www.h3c.com/netconf/base:1.0">

<auth:AuthInfo>10027c2abebdb4826331847102fbc890d22a</auth:Authinfo>
</auth:Authentication>

</env:Header>



<env:Body>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>

<top xmlns="http://www.h3c.com/netconf/config:1.0">

<Sys
<L

</
<L

log>

ogBuffer>

<BufferSize>527</BufferSize>

LogBuffer>

ogHosts>

<Host>
<Address>1.1.1.1</Address>
<VRF/>
<Port>123</Port>
<Facility>152</Facility>

</Host>

<Host>
<Address>1.1.1.1</Address>
<VRF>a</VRF>
<Port>123</Port>
<Facility>152</Facility>

</Host>

<Host>
<Address>1.1.1.1</Address>
<VRF>b</VRF>
<Port>123</Port>
<Facility>152</Facility>

</Host>

<Host>
<Address>1.1.1.1</Address>
<VRF>c</VRF>
<Port>123</Port>
<Facility>152</Facility>

</Host>

</LogHosts>

</Syslog>

</top>
</data>

</rpc-reply>

</env:Body>
</env:Envelope

>

1.3.3 NETCONF R E gk

1. CDATAH &

Comware NETCONF 9, CLI #/EiR [B 1 5z K

E A A
praiines

TR IR, 54— H] CDATA Frid

KBAE, VART k% P fE e i XML B iR (EHTIN, 207 o 5 22 N CDATA H il iGR (] 45
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2. %

Comware NETCONF ', XML iERIFVERRA ZER, AT ERNSERER. XML NEFAE
XML R

3. 1%

TSR, G R ORAF 9 i ) A% 74T s AL BT AR A R — AN AR AT e 3, e SGEAiE W3C XML
PV A RANEAT I 3L, DA S 52 1 25 M 2 G
R TCE MHE A, P BRI A 23 4 2 3 Comware NETCONF # 3.

4. EREEX

WHR T — A M AT IS A G SRR /P, AT DU R R AERT W3C XML JIVESR 4786 S, Ehin
&#x09;fFEK —/> Tab #.

5. XML #mH5

Comware NETCONF Z#¢f#iH gb2312. GB18030. utf-8. utf-16. utf-16BE. utf-16LE. utf-32.
utf-32BE. utf-32LE #H 7%, BRIAENL T, WERERPATEE XML LHs, BaEH utf-8 /A
BN, Hogmidid g, R HIESPREANN T 2 B TIEEREN, K 2R B ATk
B ()71

1.4 Comware NETCONF®& f&aatiisl
*1-

NETCONF #H < B3O i 2 flw

£:1-2 NETCONF #H& 1t/ 305E

L= L EFR THIER
RFC 4741 NETCONF Configuration Protocol X FF
RFC 4742 Using the NETCONF Configuration Protocol over Secure Shell (SSH) X FF
RFC 4743 Using NETCONF over the Simple Object Access Protocol (SOAP) XHF
REC 4744 EJBSIiEnEgF})he NETCONF Protocol over the Blocks Extensible Exchange Protocol Rt
RFC 5277 NETCONF Event Notifications SCFF
RFC 5381 Experience of Implementing NETCONF over SOAP P&
RFC 5539 NETCONF over Transport Layer Security (TLS) ANSLHF
RFC 5717 Partial Lock Remote Procedure Call (RPC) for NETCONF ANLHF
REC 6020 z(l\/lo\lng%_oﬁlFD)ata Modeling Language for the Network Configuration Protocol S
RFC 6021 Common YANG Data Types XHF
RFC 6022 YANG Module for NETCONF Monitoring XHF
RFC 6087 Guidelines for Authors and Reviewers of YANG Data Model Documents X FF
RFC 6241 Network Configuration Protocol CRE
RFC 6242 Using the NETCONF Protocol over Secure Shell (SSH) CRE
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L= L EFR THRIER
RFC 6243 With-defaults Capability for NETCONF AN

RFC 7950 The YANG 1.1 Data Modeling Language R

1.5 Comware NETCONFX Fmyge h&E

Comware NETCONF ZHFIRE/ISEWE 1-3 Fron. Bk RFC HE LHIbRAERE J14E4L, Comware
NETCONF i & L | —4FA G R J1%E . RA RIS AN NI RFC, Hik, FAH /141 RFC ¥
BUE N “-7,

%1-3 Comware NETCONF BY8E H&E X IFFR

RFC BESI&E FHIER

Base 1.0 .
RFC 4741 ) X
urn:ietf:params:netconf:base:1.0

Writable-Running
RFC 4741 ) - ) ) XFF
urn:ietf:params:netconf:capability:writable-running:1.0

Candidate Configuration
RFC 4741 _ . _ SCFF
urn:ietf:params:netconf:capability:candidate:1.0

Confirmed Commit 1.0 .
RFC 4741 ) . , . X
urn:ietf:params:netconf:capability:confirmed-commit: 1.0

Rollback on Error
RFC 4741 _ . SCHF
urn:ietf:params:netconf:capability:rollback-on-error:1.0

Validate 1.0
RFC 4741 . - ) X HF
urn:ietf:params:netconf:capability:validate:1.0

Distinct Startu
RFC 4741 ) P . Ry
urn:ietf:params:netconf.capability:startup:1.0

URL

RFC 4741 _ . A FF
urn:ietf:params:netconf:capability:url:1.0?scheme={name,...}
XPATH

RFC 4741 . - NI FF
urn:ietf:params:netconf:capability:xpath:1.0
Interleave

RFC 5277 . o EF
urn:ietf:params:netconf.capability:interleave:1.0
Yan

RFC 6022 9 : o S
urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring
Validate 1.1

RFC 6241 SCFF

urn:ietf:params:netconf:capability:validate:1.1

Confirmed Commit 1.1 .
RFC 6241 , y , , X
urn:ietf:params:netconf:capability:confirmed-commit: 1.1

Base 1.1
RFC 6242 _ SCHF
urn:ietf:params:netconf:base:1.1
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RFC REN& SRR
h3c-netconf-ext:1.0 S
urn:h3c:params:netconf.capability:h3c-netconf-ext:1.0
h3c-save-point:1.0 S
urn:h3c:params:netconf.capability:h3c-save-point:1.0
h3c-name2index:1.1 S
urn:h3c:params:netconf:capability:h3c-name2index:1.1
not-need-top:1.0 S
urn:h3c:params:netconf.capability:not-need-top:1.0
module-specified-namespace:1.0 _—
urn:h3c:params:netconf.capability:module-specified-namespace:1.0
h3c-lightrollback:1.0 S
urn:h3c:params:netconf:capability:h3c-lightrollback:1.0
full-replace:1.0
urn:h3c:params:netconf.capability:full-replace:1.0 o

1.6 Comware3Z 3 FRIHUIRIE
Comware NETCONF SCHFI PRI AN EE 1-4 PR .
#1-4 Comware NETCONF XS {ERI 35180
RPC ##{EZ R BiAR ZHEER

action B REEAT SIS B2 KB E X
oL E%NETCONFE@%%, PATNETCONF AR ML ) iy S
commit O 32 PR PO T B 40 5 8 AR Rk P X
cancel-commit IR CL 558 B A7 Hicths e v A i 12 0308 PR B CHF
close-session PLIE T SCHF
copy-config i £ 5 I XHF
create-subscription FART TR B &S
delete-config TS = X HF
discard-changes AT XHF
edit-config [[W=RED XHF
get IRE & 25 s XHF
get/filter/netconf IRE R G0 SRR A XFF
get/filter/netconf-state FRE AR LNETCONPIRE S B XFF
get-bulk HEE R % HE SCHF
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RPC #{ERTR iR RIS
get-bulk-config b PRI 2% e B 0 XHF
get-config FREL T 2% I 5 o XHF
get-sessions IKEUNETCONF£: 1% 15 B XFE
kill-session KMHESHT 215 SCFF
load Hic & N SCHF
lock IMBINETCONF SCHF
rollback AN SCFF
save e B R A7 SCHF
unlock fENETCONF SCFF
validate NETCONFi# R {IXMLIETAfS & SCFF
AR FF
get-schema FKELYANG/Schemarts 74 S {4 HAT, e itk
AT YANGSU
cancel-subscription T 1 XHF

Z i
action. CLI. get-bulk. get-bulk-config. get-sessions. load. save. rollback #=

cancel-subscription 4 Comware ¥ & #9444 #4F. Comware if # get 4= get-config 43 e T
count Bit, &SBAEFMAL, HAN “4 34T Comware NETCONF K~ .

2 5 F] NETCONF EC B & H %%
2.1 [EFANETCONFE EMEIEIZZERRIE

B3 5EIE NETCONF 2 7 i i B AV BB A I, 38 7 B4 HR A N A R R A -
(1) 2EFE NETCONF % difg J:fi 7 25 )~ i e 2% 17 11 77 5

Comware S FFU1 N NETCONF 5 1) 77 50

o NETCONF over Telnet

o NETCONF over Console

o NETCONF over SSH

o NETCONF over SOAP over HTTP

o NETCONF over SOAP over HTTPS

i ZARAE NETCONF 2 3 (1 SE PR AL I PR B AN TR 5K, -G i 1y 17 77 3
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(2)

©)

(4)

(5)

(6)

()

(8)

(9)

(10)

(11)

E % o NETCONF A/ ¥ B AR

AR 1) 77 2R P AR AN [

o NETCONF over SOAP over HTTP Vil 7, FFEANHF&E HTTP Ui AR .

o NETCONF over SOAP over HTTPS jjinl /730, TEANH X E HTTPS Ui AR .
o NETCONF over SSH Vjir 77, FFENH P E SSH ViR .

fEEE B AT U 10 07 KA G B

e TR B A Bvs R 7= FT IR R ThEE .
2% NETCONF i 3k fd ) XML 5 2

MR 7 Ui R BEER T AP SO, #491& NETCONF XML 53K .

#:4¢ NETCONF % J7 it

F 18 RFC 4741 [RHER B S i 4 fE . 35T SOAP i RIMIIA BRE /7, Al HLfiE & 3% hello F1
close-session. HART1L1E S WL o A A E R 555 .

f Ff NETCONF %5 7 Ui 1% 452 31| ¥ 2%

I 5 B R 007 iR 77 5, 8 R HE S U5 1 NETCONF % P e d 31 &
ML NETCONF 2 iy £ 152 £ 1) 3 i P

MR %R (hello) FITFi%E$R: (close-session) [IfE 1, ¥ 54 T/ERERS IE & 34T .
UE ) NETCONF i3k XML i S IERf T

i FH TR Bl 24T XML J7 3R EGIE XML #- S0 IERA T .
R SR A R B S A AS B

FEIRLF 1) XML 2 SCHE 3 2 P it 2P

(ATi%) RSB il

iEid NETCONF 2 7 i it B NS BRI 25 I, FESLCRR R L N 7 B AT ek A B . ol t, 4%
BALE. REE R, RS,

(RT3 i W) 50 B Kb 357 45

seR b EEVERS, BIT{d ] NETCONF % F i A2 71T NETCONF #E & Hlik % . Comware 3 #F
BAEMVEANAH, B3I “4 BUT Comware NETCONF 13K 7,

2.2 1EENETCONFE FinHifE R Pinx i & iiaE 5N

2.2.1 NETCONF Ft& /5 R E 1T

FPali@E st PLR 7 Aok Ad ] NETCONF Bt B A1 BRI 45

T Telnet. SSH & Console & 3% 2% % 3 XML MK, 5751 NETCONF #3C (#)k

HERIES I “1.3.1 NETCONE”) EH#:45 UL, AN By 24T R 3AT, BIAT SN 4% I c

BAE R, 1% N — M TR AR SR

1 I IC B TR 5 W & @S M W& R & NETCONF $5-4 K Sl ) 4% F e B A FE. I

B LALLM 47 =

o NETCONF over SSH f£%i /7 :0: BLE T ERAZ T NS ®A&H SSH &5, WK
NETCONF ¥ 2(fi ¢ GRocisiE2 I “1.3.1 NETCONF™) Fit B Fl45 H ik % o
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2.2.2

o NETCONF over SOAP #4770 %77l HTTP/HTTPS 5k & riks:, I
NETCONF 54 H SOAP 3f % it - R e KR4 %, IouisiE2 I “1.3.2
NETCONF over SOAP”. f#ifiliZ /7 & ﬁm%iwﬁﬁﬁ NETCONF over SOAP Tfi¢

% AT DURRYE 75 226 NETCONF &5 7 30, FRME A O AR E TR, W] UG 2
SRR E T, B E TR

e KM NETCONF over SSH &4/ Al E T.H: NETCONF Browser <.

o X/ NETCONF over SOAP 147 s\l & T.L: SOAP Ul %.

RTHEE TR %, E2 I E TR SO,

HEARNE

H3C B4 H i SCiRran 15 il 77 2K

3E FIPS BT

) NETCONF over SSH

) NETCONF over Telnet

) NETCONF over Console

) NETCONF over SOAP over HTTP

) NETCONF over SOAP over HTTPS

FIPS T

) NETCONF over SSH

) NETCONF over Console

) NETCONF over SOAP over HTTPS

i AN R & 7 A, e A8 A 18] 77 A )

o f¥iH Telnet 8t SSH ¥ 3| ¥4, #E AN XML L K447 NETCONF Fi B I, 75 2 4# F§ NETCONF
over Telnet jj 17 /5 7.

o  fili/l Console F%FB#%, Bt XML ML HAT NETCONF BCE R, 7 2 f [l NETCONF over
Console i1 773,

o  f¥H SSH L& T.H (5111 NETCONF Browser)#47 NETCONF Bt & , 7 2% | NETCONF
over SSH 517 15 7.

o  fiH SOAPHELE T H &K NETCONF 54l & &, 2 H NETCONF over SOAP over
HTTP = NETCONF over SOAP over HTTPS J5 .

2.3 %% FANETCONFHA i E R

231

fEHECE T H 55487 NETCONF &80T, 7520 NETCONF H P BA X N A ERUR -

s NETCONF B PEE IR

Comware it RBAC (Role Based Access Control, T4 iy i #sh]) Sel 3T/t n A
Vi AR . RBAC Xt FH 7 BUBR 42 il L 355 FH P A €0 0 DU) AR 3% 90542 1) SR s 5 A 5 T <
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o HF AR F R H X RGE DI Re R ERR . Blan, & KA el avr P aCE A
Dige, S IEHFBCE B DiRe.

o DRUETSHI NG FH AR H A N RS B R ERR . a0, e SCRTURA ] SRS fo vEH PR AR
VLAN 10.

FEF P A R 5 T, NETCONF I/ # (75 B B A I SRR -

o 4T NETCONF #:/F fE BA AT XML JeZ NETCONF RPC i i FIBLUIR, A ] NETCONF
PR ZBURAE, BiRiES WK 2-1.

o 4T NETCONF #A/E N ARIBUR, BIH P HAT XML TR CRARRBIRERE th 2R () Xpath)
PR . #ldn, ECE A BAPATE OB XML TR IABRRS, 75 ZHAT rule number
permit read write execute xml-element ifmgr/#i4.

FEGHIR ARG T, o] RS SCPr i SR B P M EH: 0. VLANL VPN, ZI R . Gy

O, P BAT B By SR AR -

AR P At R B E PR AT i AN T -

o HUHH P S network-admin. mdc-admin. context-admin F A #:1E X} % £/MDC/Context
(AT A D Re A B (B2 4 H B SCHHE A K A4 display security-logfile summary.
info-center security-logfile directory. security-logfile save 24} ]
BB B H P e A e ax JURR, R 75 245 € H P M 508 network-admin. mdc-admin
&}, context-admin B TJ,

o BREH it network-operator. context-operator fil mdc-operator ZRiA R A ELAL PR AIEE 4 ]
PATAUR,  DATFSelE B 5 7 X B A3 E R

o HABH P M OIS E S A AR B EREAR .

NETCONF #4 7 ZALR A PR 215 WA 2-1.

#2-1 1T NETCONF #BREFEEE B IR

H1THY NETCONF #24% FEMENBIRT = ==L E MR
PuATXm b A 2 B
‘ ‘ ‘ *}FNETCONF over Telnet.

#HSZNETCONF£: 1 AN R NETCONF over Console? i /7 2.,
F P D6 2B BATXm b i AT AL
PR, B TEIEREAXMLALE

R & SANAE e rpc/create-subscription execute

25 M C & 0Bt rpc/lock execute

25 M G B AR rpc/unlock execute

1 Fl <get>3KEU 5 2 rpc/get read

1 F<get>3KBINETCONIR (5 2 rpc/getffilter/netconf-state read

fii f <get-bulk>3RHU 5 & rpc/get-bulk read

fi i <get-config>3K iU i B 15 & rpc/get-config read

f# i <get-bulk-config>3k U fic & 1% & rpc/get-bulk-config read

{i F <get-schema>3kElyang A5 & rpc/get-schema read
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HITHI NETCONF #:4E FERENRIRTI A FERERIR

<edit-config>Z 45T /& B B rpc/edit-config write

PAT— A <action>#eE rpc/action execute

il & (R 17 rpc/save write

fic B [mR rpc/rollback write

[iNEWIIEE rpc/load write

AT A rpc/CLI write

KITEE R rpc/get-sessions read

KA FH—A 21 rpc/kill-session execute
PATIEIEIAE rpc/validate read

fic B AR A rpc/save-point write

i FE L B $R AL rpc/commit execute

B R A L B rpc/cancel-commit execute

e 1 rpc/copy-config execute

I B i 122 rpc/delete-config execute

T o A i 2 T L rpc/discard-changes execute

TipC & rpc/config-provisioned execute

B HXMLAL LY PuATXm a2 LR
ISR IRANIAR: X as rpc/cancel-subscription execute

2.3.2 EX NETCONF Rt

(1) HARGHAE.
system-view
(2) EHPmt, JEEAEP AU,
role name role-name
(3) AR T N E ] S AL BR AR
o FMEMF BAHAT XML JtE NETCONF RPC 75 s FIRLIR o
rule number permit { execute | read | write } * xml-element rpc/

JEIT rule number permit { execute | read | write } * xml-element rpc/?7]
Ut E AR SIR . AfaE BARRIER, RN 1#E.
o HBCEHM AT XML JeER BARBEH LR .

rule number { deny | permit } { execute | read | write } *xml-element
[ module-xpath ]

B3 rule number { deny | permit } { execute | read | write } * xml-element ?
A LA H AR S, 385 rule number { deny | permit } { execute | read |
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write }* xml-element module-name/? nJ L& Efithd HAARFIER . Aae
PRI LI LR A B T 2

2.3.3 fit® NETCONF i~

1. ThEE® T
AL E ISk NETCONF I /4552 a0 T Jg@ -
o HR¥E NETCONF Vjinl 77X, #REIEMKIIRSS KA. fi/] NETCONF over SSH ;i 75 Ui,
AR 452878 SSH; /i1 NETCONF over SOAP over HTTP 1] 7 20, I AR 452K
BU3H HTTP; ffi FH NETCONF over SOAP over HTTPS v i) J7 2, B P 1R %5 25848 HTTPS.
o HMIPREMP AT, MHAAFTRIR.
ASCUAA A UE G, NEREERE. HZEVGIERECE 7 05 S W o MARA T AAA AL E
£
2. L EHR
(1) HARGME.
system-view
(2) WIS E I 1, RN e B BRI P AL
local-user user-name class manage
(3)  WEAH D,
(3E FIPS #ix
password [ { hash | simple } string ]
(FIPS 0
password
PEAE FIPS BizUF, AT RAA A P B &Y 78 FIPS BUR, 41 H X Rl il 52 . x007
BB WISCED, A A A BE R -
(4)  WEARHA AT CUE RS R E RS U7 A Oy ok R — D AT O B
o {#iff NETCONF over SSH ¥j [ /5 3X:
service-type ssh
o f#FH NETCONF over SOAP over HTTP & NETCONF over SOAP over HTTPS 1 ] /5 =\:
(e FIPS 50
service-type { http | https } *
(FIPS #i=0)
service-type https
BRAATEILR, ARHUH A RS AT TR 2% 25 2
(5) WEAHHAHFHIMHE,

authorization-attribute user-role role-name
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2.4 & E#HITIARANEXEE
2.4.1 F2E NETCONF over SSH iFja] 5=

1. L& SSH &R
LU E DR R AR A password J720GAIE SSH & P IR & /7%, publickey J7 UKL B
Tii% N SSH WA NT 4, S W “Z e EfRT” T “SSH”.
1) HARGHA.
system-view
(2) AT .
(IE FIPS #i3%)

public-key local create {dsa | ecdsa [ secpl92rl | secp256rl | secp384rl
| secp521rl ] | rsa } [ name key-name ]

(FIPS #5520
public-key local create { dsa | ecdsa [ secp256r1 | secp384rl | secp521rl ]
| rsa } [ name key-name ]

(3)  (Ak) @I SSH AL, IR SSH 7 #5258y NETCONF, tAiEJ7 0y password.

ssh user username service-type netconf authentication-type password
(4) HEANVTY LB VTY I &AL

o HENVTY H &AL,

line vty first-number [ last-number ]
o BEANVTY KL
line class vty
(5) HBLE VTY H P ZpGE T 208 scheme 75
CIE FIPS #550)
authentication-mode scheme
SAEIEGL R, VTY B ZIGET XN password 77,
(FIPS #5520

authentication-mode scheme

SRRSO, VTY F P EiAiE T 20 scheme 773
2. Bt E NETCONF over SSH
(1) HARGME.

system-view
(2) JFJ5 NETCONF over SSH.

netconf ssh server enable

BB 55T, NETCONF over SSH 4bT 3¢ FLIR A
(3) TMtE NETCONF over SSH i Wil i I .

netconf ssh server port port-number

BBl N, NETCONF over SSH 5 Wi 114 830,
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(4)

(5)

(7Ti%) FFJ5 NETCONF H&EThRE.

netcont log source { all | { agent | soap | web } * } { protocol-operation
{ all | { action | config | get | set | session | syntax | others } * } |
row-operation | verbose }

A IEM T, NETCONF HEINREA T R HIRE.
Wit SSHELE T2 5% 44 7. NETCONF over SSH £xif. <1 SSH B & T H 148 FH 71,
BAAZ I, SSHIEE TR ERS.

2.4.2 Ti2E NETCONF over SOAP over HTTP (3% HTTPS) ifia5 =

1.5

REfEI AT

{8 | NETCONF over SOAP over HTTP & NETCONF over SOAP over HTTPS i ) A= \F), Bt &
T HAGHLE 7 A 34k SOAP #aCE 18 HTTP 8 HTTPS W ilUfE i 211 45 -

AN BEEARE, A% SOAP i 3L [1) DSCP 4t 4% . NETCONF %% /7 iy Vs (] 4% il . NETCONF
F P A3 AR IR A AH 50 A 2808 2 W7 o) B RRCAS ) NETCONF BCE . NETCONF i 2 0

2. FF}|2 NETCONF over SOAP IjE

(1)

)

®3)

(4)

BN RGN
system-view
F 5 NETCONF over SOAP Ijfig.
(3E FIPS #ixD
netconf soap { http | https } enable
(FIPS #5520
netcont soap https enable
BB LT, NETCONF over SOAP b TSGR A .
(Alik) FFJ5 NETCONF H & IhfE.
netconf log source { all | { agent | soap | web } * } { protocol-operation
{ all | { action | config | get | set | session | syntax | others } *} |
row-operation | verbose }
BATEDL T, NETCONF HEDIREAL T RIIRE .
WL E TR 51 % 27 NETCONF over SOAP £xif. XTI E TAMMH %, RiESI
Fe & TH AR B

2.5 EZENETCONFIERERBXMLEE

2.5.1 NETCONF API X#4/ 43

oF

e

Comware NETCONF API A5 44id g 2 ok, & 24698409 XSD LM k& A LAk &40 L5
M. EHETHRARIIFL L, LR R L],
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1. CH5LE4R

NETCONF API 3C#4 73 J& T~ DY A i 44 23 [f]

o datam &N IRMERFMSITRESEAEMNEEHIE, AR, XFFTK get il get-bulk £
ko

e config & =: RAERGWEBEEIEER, "5, ¥#F FA get-config. get-bulk-config
F edit-config #1F .

e actionty 7N EFERMARFGIME RIEAE (W ping. reset#AE), AIHUAT, XFTK
action #1F .

o eventmr & MERFWFMHEIEE S, SFFET create-subscription #/E 1T [ 5 2 257
AT

B—N3CFF NETCONF [ R #0475 — el £~ NETCONF API XY, 73 il #iA HAE data i 44

2], config Ay 4 7= [H]. action it % 2 [A1 A1 event fv & 2= [B I ThRE . SCAY A ZBAG I g, He

XXX ARERE A

e datafr4=[A]: Comware XXX NETCONF XML API Data Reference.docx

e config fr4=%[E]: Comware XXX NETCONF XML API Configuration Reference.docx

e action 4 =%[E]: Comware XXX NETCONF XML API Action Reference.docx

e eventm#=E[H]: Comware XXX NETCONF XML API Event Reference.docx

NETCONF #5 e 0] G816 /7 7 — 4~ % A~ Comware XXX NETCONF XML API Error Message

Reference.docx S IR IERE B2 30, 120U R IA B R R o (0 & PP i

2. XHERNE LA

F—4> NETCONF API SCES % N—ANThAERE R, W ARP.DHCP . SEAMEE H — AN 2 AR A

FKLMTFR T AT A

o IT: FIR—AXRIEMH.

o Hl: FIRBEX R L IE R

LLARP A, —2% ARP KIUN—1T, ARP R IP Hilik. MAC #tidik. Frj@ VLAN 55451,

7£ NETCONF API 30, AR A S R D LA IS R

o RAFR: 1R T MBHIFIEM R AR R4, W: ACL/Base

o KM XML 45y (XML structure): 5|2 | AR MEHIFIE 1) XML F£-77 20, HAEFMEE S,
Bl

XML -structure.

<VLAN>.,

--«<BatchVlans>.,

- - =CreateVlanlists»</CreateVilanList>,
---<DestroyVlanList»</DestroyWlanlists,
- /BatchVlans>,

</ VLAN>.,

o XKifiiR (Table description): R AFK. RAFK. RBA., TRMMLRGEE. HH,
FRHEALHE
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o Multi-instance table: £ SEfIEM, FRiZRTUES 21T,
o Single-instance table: FLSFIEME, FRZREEEFE 1T,

o FIVELHEE (Columns): #RELFIAFRK. FIFAR. FIHI LB MA R FAEEE . FIEIRI A
WA L4 -
o Index: FIRIZIINEMEMET I,
o N/A: FoRZIIAMERNERTGIF.

o N XML 451 (Responsed XML structure): F112¢ 1 A3 M ERIT 46 8 203 B XML %
AH R EREREESG . 27 0T DURHE IR [ 45 SRR W E AT IR . I action i 4
75 (R HR AT DUR [ R4S R R IR BEE B . Fldn:

Responsed- XML -structure.

<VLAN=>,

--<BatchVlans>.,
--=CreateVlanLists></CreateVlanList>,

---=<DestroyVilianList></DestroyWlanlist>,

-« /BatchVlans»,

< fVLAN>,

o NAHITEE R (Responsed columns): FHSRHlIR N XML 4549 1% %1

2.5.2 {#F NETCONF API 3Z#4449i& NETCONF gk R 3

NETCONF API SCESA-4H 7 NETCONF iRk ¢ (W, “1.3 NETCONF . %" & H3C H &
SCER A PR EAE BB . WIE R — 15K, 75 Z SRR B E SR R B R N . X 2 (] 1) AP S
FYSRIREL TR 1 XML 458, gk 2-2 s,

Fx2-2 BAELRE API LN X &R
RIELR ETER API 3T

Comware XXX NETCONF XML API Data Reference.docx

<get>

Bilhn, #OEMEERER (Comware Ifmgr NETCONF XML API Data
<get-bulk>

Reference.docx)
<get-config> Comware XXX NETCONF XML API Configuration Reference.docx
<get-bulk-config> i, B0 MIEE# (Comware Ifmgr NETCONF XML API Configuration
<edit-config> Reference.docx)

Comware XXX NETCONF XML API Action Reference.docx

<action> Bldn, 0% BiERH (Comware Ifmgr NETCONF XML API Action
Reference.docx)

Comware XXX NETCONF XML API Event Reference.docx

<create-subscription> B, HEOEEBEAR (Comware Ifmgr NETCONF XML API Event
Reference.docx)
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FREX BT FEAL B ) NETCONF AP SCRYJE, B4 eifiil BRI DhRE e B 4 S . 043RN
AT DURIE B s2 755K, MR ioc. — S M R, AT LK AR ) XML Structure #843 JF4G, #K
Pt NP )i NETCONF 53K :

(1)

()

©)

Fi& XML 3 K B SCE SCHR 73, B top A2 TR 73
LA get #AED9%51, top LLAMNKIES 7> A BhSE SCER 73, AT LA EIAT 15 SR B2 AR SR 48 DL
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<top xmlns="http://www._h3c.com/netconf/data:1.0">
fRE i, TR, R4, H4
</top>
</filter>
</get>
</rpc>

FAt BRI P UOE LR34 30, 1S “4 $4T Comware NETCONF i35k ” .

Fyit top JTCE .

top JLE % EH A: <top xmins="http://www.h3c.com/netconf/data:1.0">. -,
http://www.h3c.com/netconf/data: 1.0 4 H3C H 7 S I 44 25 8], 75 EARHE 75 2% BN data.
config B¢ action #ir 4 25 (8], P data:1.0 4 A] fid4E 75 21 B A config:1.0 5 action:1.0.

PG TARAE &R 73 o

#5 Il NETCONF API (43t XML S50 3] “Fae i, T, R4, 5147 M5, AR5
AR S 155 10 M B A 75 2 1K) 41 53 9 A B R

2.5.3 {£H XSD X ##95&E NETCONF i5K

HEi= s RAGE, 23[R RAGZ 2 i SC 50 XSD SCtk. B A2t a] LR YE XSD SO #4i& NETCONF
WER. HETTES NETCONF APL R, ASCAFEIR,

2.5.4 £ YANG 3 #4#3i& NETCONF i3k

Comware NETCONF iK% NETCONF #ri¥, nlidiid get-schema #AERLE & FHA YANG
AN ZS, @IS IREL netconf-state #AE SR 2 LATE YANG SUFFIFR, FH4INGHES L “4.2.10
get-schema #1E” Ml “4.2.11 3KHX netconf-state 1 7.

F P DR YE YANG SCE#iE NETCONF iR . 143 77755 NETCONF APl 28MLL, A CAF#

2.6 {FFANETCONFZE FusEiEs)ig &

2.6.1 EFEAIER NETCONF ifa A=

Comware H R {1 NETCONF over Telnet, NETCONF over Console. NETCONF over SSH.,
NETCONF over SOAP over HTTP. NETCONF over SOAP over HTTPS JLFfi /5 217 17] NETCONF

e

¥ HA7 0 7 XA E, NETCONF 1 0] 77 AT LL4y o R 3 25
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. 2 P SOAP 77 R4 3% %« Bl NETCONF over SOAP over HTTP il NETCONF over
SOAP over HTTPS 77z

o EPnffiFl NETCONF over SSH vjj i J7 sU%EH: 815 % : B NETCONF over SSH /7=,

e  E/uiffi /| Telnet/SSH/Console PAfir 247 7 k4% 2|1 % Rl NETCONF over Telnet.
NETCONF over Console 1 NETCONF over SSH 77 .

AT, 7525 NETCONF & P i BUr v i) 77 X, FR7E B4 BAEREX BRI ThAg . (5 REXT BTl

)5, NETCONF % ) uig R RT {5 FHOGHR 3% 422 57 B vy il 132 46 1) NETCONF Zhdg

2.6.2 BRis{FEH SOAP FRIERREE

e B e W& 5, 2 P it HTTP/HTTPS Wi, m] 4 1) 80 i I (HT TP B 832 i H (HTTPS)
) URL Hitit/soap/netconf/, Jxi% SOAP f%¢id (1) NETCONF xml 5K KIFATHCE . filtn, B
bk} 192.168.1.1, NG RHHE -

. HTTP 773: http://192.168.1.1/soap/netconf/

. HTTPS #3: https://192.168.1.1:832/soap/netconf/

R
e HTTP/HTTP URL 3tk ¥ % /5 89 RAHAL (/) R T 4 -,
o 804 HTTP 7 R## 4551 5, 8324 HTTPS 7 X ag4k g% 1 5. T AB a4 4T15 804 1

=4

7.

1. EF SOAP HIIRTHE

W 2-1 iR, 3T SOAP MR SCH R, AFZ HTTP e, HAgaRn 40k 34N ZEK:
o HME: HTTP RSk

o HHZE (HTTP W%): SOAP # IR 3

e SOAP /= (Body i4)): NETCONF RPC # 3.
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E2-1 £F SOAP HIRTHE T

[ <envEnvelope xmins env="http./lw ww w3.0rg/2003/05/s0ap-envelope™
[E  =env:Header=
= =guth:Authentication env:mustUnderstand="1" xming:auth="http./fwww h3c.com'netconffbase:1.0™=
<auth:UzerMame=test=/auth:UzerlName=
<auth:Paz=zword-test=/auth:Pazzword=
</auth: &uthentication=
=/env:Header=
= =env.Body=
= =hello xming="urn:ietf.params:xmlns:netconf.base:1.07=
= <capabiltieg=
«capability=urn:ietf.params:netcon f bage: 1.0=/capability=
</capabiltieg=
=/hello:=
=lenv.Body=
=fenv:En '.reluper-l

| R | KNIL |

2. RBERZFNEHY

Wl 2-1 fow, B, P ME S5 58 T & \Envelope\Header\Authentication\UserName

F1 62 \Envelope\Header\Authentication\Password .

Her, JoE& Authentication 2 25l /2 JE I -

e AT &= http://www.h3c.com/netconf/base:1.0.

o Ff5 http://www.w3.0rg/2003/05/soap-envelope i 4 %5 8] T ) mustUnderstand J& 14, H.J& 1%
EAAZIN 1 83 true.

3. REVERAIIHENRE

W 2-2 fis, Bah)E, RIEF 76K \Envelope\Header\Authentication\Authinfo [{{E N T &

SRR, & i 2R B R4 VR 9 U SR AR I
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[&]2-2

RIERATNHREE

= |8

g e

]

0mm

<env:Envelope xmins:env="http://www.w3.0rg/2003/05/s0ap-envelope™>
<env:Header>
<auth:Authentication env:mustUnderstand="true” xmins:auth="http://wwww h3c.com/netconf/base:1.0">
<auth:Authinfo>100257aaa75185443c6532a25289aa5182b0</auth: Authinfo=
</auth:Authentication>
</env:Header>
<env:Body>
<hello xmins="urn:ietf.params:xmlns:netconf:base:1.0™
<capabilties>
<capabilty=urn:ietf:params:netconf.base:1.0</capability>
<capability=urn:ietf:params:netconf:capability: writable-running: 1.0</capability=
<capability=urn:ietf.params:netconf.capability:notification: 1.0</capability>
<capabilty=urn:ietf:params:netconf.capability:validate: 1.0</capability=
<capability=urn:ietf.params:netconf.capability:interleave:1.0</capability>
<capability=urn:h3c:params:netconf.capability:h3c-netconf-ext:1.0</capability>
</capabilties>
<session-id>2</session-id>
</hello=
</env:Body>
</env:Envelopes|

4. BRI ERIERERERENAR
WAUE hello R SCIR 8] # e A O8N O R FKYE , 4 e W EEAT & 5 B K, FE4EUE
\Envelope\Header\Authentication\Authinfo .

[&#]2-3

ERBINERIEKER KR

B
B
B

—
2
X

Raw

ODoom

<env:Envelope xmins:env="http://www.w3.0rg/2003/05/soap-envelope™>
<env:Header>
<auth:Authentication env:mustUnderstand="1" xmins:auth="http://www.h3c.com/netconf/base:1.0">
<auth:Authinfo=10013d43cedfc6169d204e42504faf2760c9</auth: Authinfo=
<auth:Language>=zh-cn</auth:Language>
</auth:Authentication>
</env:Header>
<env:Body>
<rpc message-id="100" xmins="urn:ietf.params:xmlns:netconf.base:1.0">
<get=
<fitter type="subtree”>
<top xmins="http://www.h3c.com/netconf/data:1.0"></top>
</fitter=
</get>
</rpc>
</env:Body>
</env:Envelope>
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5. THEIES

WA SCRF SO, AT DUB IS AE1E SR PR 818 5 17 FOR I WA IR BRI, IREFREIES
R RS~ WK 2-3 FuR, 16 5 ITE J6 & \Envelope\Header\Authentication\Language ', H 3
BUE A zh-cn, SE3CHUE A en, AL Language B BRI 95T,

N

A

Language A% f£ L% Authinfo 495 & .

JEA ST 1R L2 SR T B LSRR RO 25 LI [ O R 4 xml-lang="xx"
Hys 7 Aot
Eo-4 REHESBRRAMES

& <env:Envelope xmins.env="http://www.w3.0rg/2003/05/scap-envelope™>
E <env:Header>
= <auth:Authentication env:mustUnderstand="true” xmins:auth="http://www.h3c.com/netconf/base:1.0">
<auth:Authinfo=100294daS5edd7b05a7109866951d2fe24085</auth: Authinfo>
</auth:Authentication>
</env:Header>
<env:Body>
<env:Fault>
<env:Code>
<env:Value=env:Receiver</env:Value>
</env:Code=>
=] <env:Reason=
<env:Text xmllang="en">access-denied</env.Text>
</env:Reason>
B <env:Detail=
=) <rpc-error xmins="urn:ietf.params:xml:ns:netconf.base:1.0">
<error-type=application</error-type>
<error-tag-access-denied</error-tag>
<error-severity>error</error-severity>
<error-message xmllang="zh-cn">#&{E &M, EFEELEBEENETCONFEE. </error-message>
</rpc-error>
</env:Detail=
<fenv:Fault>
</env.Body>
<:’env:Envelope>|

Raw | XML

OmEmo

6. &F SOAP ) NETCONF ik F1E : NETCONF iF KA [E] =

. — Hello i SCRIVIE 2 R  2E4T H

o EBOAMIER, RIFAMERIFEWBINE S, WIT SRS SRR . R SRR T

o JTAIENRAIER NEHEIZEIE—4 SOAP )Z, 115 Body )24 4% RPC K.

o KT SOAP ] NETCONF i 3K S 2 LR HFAT REE K, (HAELEFR— i 4 4t
Ky — AL 4 IR E R SR 4 IR [B] B A R RS 1R
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2.6.3 ZFus{EH NETCONF over SSH 5o 5 R IEES)iE &

TE 4% 52 NETCONF over SSH EHAHRHCE 5, &/ i vl @i NETCONF over SSH i i) 7
AORFCE A E BB 4. Vil fEIETS RFC 4742,

—BAE R, B R IP k. AL F. FARG. IR JLVME R
Banner. ¥, BiEEHEEAE N K NETCONF over SSH 2 Jif A e 2> A% 156 31 2% P iy, X LBz
SN R P ity 2

2.6.4 ZFin{ER Telnet/SSH/Console LT A RIEER R &

% FiiEid Telnet. SSH 8¢ Console J7 708 Sk % & i i 247 2405 J& , AT xml ey 23N XML AL,
FA512 1 NETCONF i SCE 82488 DL RGN By AT PR AT, B A] SEEILXT ¥ £ 10 T B AN 4 2

2.6.5 FAIAEIZRIY

1 Telnet/SSH/Console/NETCONF over SSH A5 zU&E 82 i Ih 5 , 2 B il 45 28 K% 1 hello 3¢,
M an s, W3 BRI AT R AR 2% A 1R -

<?xml version="1.0" encoding="UTF-8"?><hello
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"><capabilities><capability>urn:ietf:param
s:netconf:base:1.0</capability><capability>urn:ietf:params:netconf:capability:writable-r
unning:1.0</capability><capability>urn:ietf:params:netconf:capability:notification:1.0</
capabi lity><capability>urn:ietf:params:netconf:capability:validate:1.0</capability><capa
bility>urn:ietf:params:netconf:capability:interleave:1.0</capability><capability>urn:h3c
:params:netconf:capability:h3c-netconf-ext:1.0</capability></capabilities><session-id>1<
/session-id></hello>

i H SOAP J5 2o )5, W@ Fi% =N hello #3C, TIHfiIA NETCONF % = 3 Al i £ 3 4 2 IE
i
<env:Envelope xmlns:env="http://www.w3.0rg/2003/05/soap-envelope’>

<env:Header>

<auth:Authentication env:mustUnderstand=""true”
xmIns:auth="http://www.h3c.com/netconf/base:1.0">

<auth:AuthInfo0>1001e17d1916e60ef0068F3c6387d4410alb</auth: Authinfo>
</auth:Authentication>
</env:Header>
<env:Body>
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>urn:h3c:params:netconf:capability:h3c-netconf-ext:1.0</capability>
</capabilities>
<session-id>1l</session-id>
</hello>
</env:Body>
</env:Envelope>
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2.7 MIXNETCONFZE Fim A% & 0 E B
2.7.1 ZTHBENE

57 NETCONF &85, % ) i M I AU e & H SCRPEIRE I, XUOTWCEIR 7 e 04 5 4 /]
PABEAT N — Ak

1. W& RELE PimEYIR

B2 BRI SC H 3 A% P 3 SCHF ) NETCONF BE )4k

<?xml version="1.0" encoding="UTF-8"?><hello
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"><capabilities><capability>urn:ietf:param
s:netconf:base:1.0</capability><capability>urn:ietf:params:netconf:writable-running</cap
ability><capability>urn:ietf:params:netconf:capability:notification:1.0</capability><cap
ability>urn:ietf:params:netconf:capability:validate:1.0</capability><capability>urn:ietf
sparams:netconf:capability:interleave:1.0</capability><capability>urn:h3c:params:netconf

scapability:h3c-netconf-ext:1.0</capability></capabilities><session-id>1</session-id></h
ello>

o

e <capabilities>Fli</capabilities> [A] ] A 75 RN B 2 SCHRFIIRE 4R, DLRA SEhm ik B i

e <session-id>fl</session-id> [H] ] N KR WA IR TE D BC 208 1D, FRME—FRiRA IR 2
i

2. BPURAIXHIRERIR

B B & R IE I RE VIR RO G,, T B W& RIEW MBI, 5 R &R S b S R

s NETCONF fig /1%,

Hello B i SCis i T

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
capability-set
</capability>
</capabilities>
</hello>

Hr, capability-set X% i S R HIRE S5, A€ L. —><capability>Fli</capability>if 1
SPHIEE —NRE AR, ATRUEH 2 ME TN, RiEZANRE M.

3. B P iRfkIEIR & RE F11E% NETCONF ERZE MY

XfF NETCONF over SSH Ijfg, #%MHHHE, WiRMEEA Base 1.1 WEe/), HHENEH
Basel.1 #E vy 1] 7 ST EAE,  wlo ;o o i 2ok B IR S5 2R Bl I R 4R, ke S b T il AE
P SLE:R

2.7.2 EiFF NETCONF &1

1. BPum & ERL

7 P IE N A AR AR SCIK T NETCONF 4:4%

<rpc message-id="101" xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
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</rpc>

BR
st FAF XMLAB R P, 2R3 8 PR, 284047k B REN, §2H% RN,
FENEF| R P 5%, A AeiRd XMLALA,

2. FERYIE
B CE S T RPE R G, 2 [ml R f SCIF IR 1R 3 AT  HL A -

<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-i1d="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

2.8 ISP AEZBINETCONFIE K XMLIRSCHY IE 7y

HERIRASS, RN XML REF RS E .

HEFE A H SOAP Ul IR T H Bl # B #4847 XML 7 2RI IE .
SOAP Ul PiATHIZE S, & 2-5 Fis.

[E|2-5 SOAP Ul T& XML &K K iR [0 45 SR 26451

P e i@ O ®  |http//192.168.100.151/s0ap/netcont/ [+
S [ =env:Envelope xmins:env="http.//schemas xmisoap.org/scap/envelope™ | ; S = <env:Envelope xmins:env="http://schemas xmisoap.org/scap/envelope™
5% |B =env:Header= % |E  =env:Header>
; B <auth:Authentication env:mustUnderstand="1" xmins:auth="http://www h3c.d = ]  <auth:Authentication env:mustUnderstand="true” xmins:auth="http:/'w ww.h3c.comnetc:
B =auth:Authinfo=1001ca%fa118174f879201dd7b8249a257 3a=/auth Authinfo o =auth:Authinfo=1001ca8fa118174f879201ddTb8249a2873a</auth:Authin fo=
= =auth:L n</auth:L </auth: Authentication=
=/auth: Authentication= </env:Header=
<fenv:Header= = <env:Body=
B <env:Bodys> ] <rpc-reply message-id="101" xming="urn:igtf: params:xmins:netcon foase:1.0%
= <rpc message-id="101" xmins="urn:ietf.params:xmlns:netconf base1.0™> = «datax
=] =get-configs =] <top xmins="http:'w ww.h3c.com/netcon ficonfig:1.0%
=] <gources =] <Syslog
<running'= = <LogBuffer=
</source= <BufferSize=515«/BufferSize=
= =filter type="subtree™> ={LogBuffer>
=] =top xmins="http:/www h3c.com/netconfeconfig:1.0% =] <LogHostss
=Syzlog> = <Host=
</top: <Address=1.1.1.1</Address>
<ffiter= “\RF/=
=/get-config= =Port=123=/Port=
=rpcs =Facility=152=«/Facility=
=/env:Body= </Host=
<fenv:Envelope= = <Host=
<Address=1.1.1.1</Address>
=VRF=a=/VRF>
«Port=123</Port=
<Facility=152=/Facility=
</Host=
=] <Host=
<Address=1.1.1.1</Address>
“VRF=b=/\VRF>
<Port=123</Port=
= «Facility=152</Facility=
4 4
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N
R G 44Ty RIER, BEEE:
o RZi#% i Console L4z /A, E#H 1 Telnet K& SSH FALA 444709 7 XtATIRGE, & F %
0 LA ik R, B XML F AR R, £ Console B _EAL A 44T 7 RIREIRZ 5 ik TUARIR.
o REEEFE, AT N Aotblhof &-45 49 XML Hy 4.
o 5 SOAP FXFRF, #4ITHXEZIPI> H 4 R4

2.9 WIERERBIEPBHARIEE

AER I XML 2 AR IEFIE S, AT DHEERIELF I XML SRS B C % s e g
TNESFRE, F 2SN Wik SR W 0L, DUORIERI (R 15 00 N B AE IE#is AT

2.10 sIESEEREW
2.10.1 BiELIE

UL B SRR R T R S L, B BRI T AR XML B 45 A R AT 2R
L AT DA 1 80 45 RO o

2.10.2 K¥IEELE

RGP H T RAOBIEETREAET K, D& IE— 0 R R EHE A5 HC s, Ay LLE AL
get-bulk #AERC A count J@ 1. MFUGREN—E ENEHE, BUEHE T — B8l , ARG %%
TR G A, dkSAf ] get-bulk, B RIFREE A HIEHE k.

4k, TEARFEREE S R IT, 1% TCP 2 U hl k4, 7 Bh&E K KZ TCP timeout
SHINE, BUFTER T i & B A P IR 5E AT i R B I DU HEA T AL, AR 31— A58 18 e i
&)

2.10.3 H &4 1E

RALFEZAH P 8#E 2 1EFE N & NETCONF iR, {H7 2 =2

e £ edit-config [l RAEE KGR, WRAMB, RALMRES— TR RAERIPRE.
R T AR A B 3 [RIVR & D Cedit-config #5715 1) error-option BUE 4 rollback-on-error,
TEHNHIES WK 47, WEANERT, WTReSFEIRM MBS . wRAEE, N2 %
A~ NETCONF % P i [FI B L &R 48, B X A V& RTINS 7 T K. It m w4/
4, ES N “4.2.3 lock #1E”.

o i lock #EAEXT AT NETCONF 2> if /5, H X Lhdid i NETCONF 21t & £ -
ToiFi@d Al NETCONF 2, HAMALE X (i 41780 SNMP) L& % .

o ZA get RHIEAESFE edit-config 1R IR I, ANRELRIE— 32 1 GEFR T, IR &
FABR USRI L, Bl 5T SR BRI 0, AN TR SR i 7 B[] 2 K, A B [ 110 4 328 T k)~
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2.10.4 KBETRAER

B SOAP KiEiERIS, ST H R, BiU#H close-session 3K S 4 pT < if. (HFEE
R Z: i close-session RIS 1E G, &/ umA A RETCIEI RN 2 .

2.10.5 EHEH

2 debug JFEFT I, W& ATRESAE MK ER debug HE, SHUEHWINMTG. Kk, AgRGE
i+ NETCONF #2215t Debug &5 H &

2.10.6 HTTP #1 HTTPS EH

SOAP [AIIFf 3245 HTTP A HTTPS A7, (EARES: F: ANBEH] HTTP 3% )5, /] HTTP #J Authinfo
WL HTTPS Jill; [RZIFR.

2.11 #E RO LA IR E
2.11.1 &%41TE XMLIFEREBR M

AT AL TR R AN e 7T LB T TRAPI> B E 2 6 E B RN — B0, B>
JERER B NE, a8 XML B R . 4 7 JUZ A, REAERIARA XML TSREHOLT,
A8 I DUREING 1007 SCBEAT, AN LR XML a4 Fr B
R
e T Console 1 #9ik R k4| ¥ 2, f£ Console 1 RBP4 N AENE, & TR A ERFHFHL
ik E A AT Ao L A6 H L. BRAEST Comware A4 dFw &, F N, ~E& 7 Console kA 43k
XML 44>,
» 4RELE Console T XML &4, TABILMA]|>2 6 i — /- close-session i &, 4
n 7%‘591‘;}3%*‘4%3%& . close-session ¥ ,?;éﬁi%éémﬂ\ég, ‘;%72&)‘1 “2.7.2 Wi NETCONF i£32” .,

2.11.2 SOAP Ul &% FimigskiBaTt

KA R G P s SR v REFERT IR K, YT SOAP 5 sAIER, 2/ ik A il RE R B 1 RS 4 H R 22

R ST I ) o 224 e S [0 368 3t 7R i B TJ B, 2% P g A FEL 40 B R U

kb FIRAE LR A, L

o IRWIMEEE S it socket (ARSI A, fH2Z AbTF AN EE U BUE .

o EIEIHIEYREN T EIRE AR AATIEYE, RE R R IRECEN I . IR TR L4,
%2 W, “5 Comware NETCONF ¥¥aid e 16 7,

2.12 XML EFERA TR

B LT R 2-3 FIEE 2-4 i) 44 B i NETCONF I fg.
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%2-3 SOAP %
W B
display tcp BE ARG UITRE T, R AR LIRS (3% 4

%%2-4 NETCONF over SSH #83%
e B
display tcp PHE R WETHEE e TAEAE NS SR S5 1 74

display ssh server session | &% 2 SEEIGIKIINETCONF over SSHZx 1%

netconf log BENETCONFIE K H E R Ab s o5 5

3 Comware NETCONF <544

SIRE a EEA
3.1.1 ETF SOAP HILiEEd EHA

X THT SOAP (1221, MEE—A hello SROCESLERIF MR 216, 7E LN RGBT OS2 1

e Ki% close-session Xz K2k,

o WRHANF FER Kill-session A4

o SIRINER R,

A, 8 Tl R —ANE R E R — AN TCP 38, MigEmE, TCP IERCH . 54t

W RARAGEE — hello #CR A ) Authinfo SRARIRILE . 1R 5 J5 — AN R 2 5 2135 bR B I [A)E

7“ NETCONF 25 if e (i@ netconf idle-timeout fAHCE, #4410 2080, M
2 AN . WA B ORRE 1, T ARERG — B a], Rk — M8 Authinfo kAR 1A hello

?&IQ"EE”\%& IR 55 28R [B] AT 58— hello A [ ) S B4R S

3.1.2 ETHEMIFLR AR EE G ER

Xt F-3EF NETCONF over Console/NETCONF over Telnet/NETCONF over SSH H)21if, M

SEFF RIS, FERL R IEOL R R A2

. % i% close-session X231 .

. 1 HoAB Pl kill-session 5% 431k o

o UEWIREEEZEITIT .

o UHNEMEI. SRATEIT, 21d NESLBCHIAR, —BEA, HBAEH. @it
netconf idle-timeout 4t E NETCONF £ il i 8] J5, 1 52 1% bR B I 1) it
NETCONF 2 I,  JiZ 22t o5 i
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3.2

3.3

EKHA X

3T SOAP Izl af LLEE 2 AN EkAE, AR Authinfo SKAENE K EATIE, (HIF SR
FEAERR . AN BUAE AR ANT7 SR AT I
B oAt 7 SOERE AU RA SRR A — D 21T I A

LTEEFABIRBACHR

Comware NETCONF H, #FR M 3 /N5y, 43 B sl oA BRIl B A PR 4% il R S48 2%
BURFE] . Horp

o PMXZBRIEHIRZ rpc-operation 75 E IR .

o HBIRFEIRH R G K. 47, A FIRA VT RAUR.

o SPIGARIER S AR EA VPN, Interface. VLAN. Secure Zone 7 IR .
—ANSERE I SR W R ELE S RBAC, AR 3 BB/ A BUR A B4k 48

#i4n, N edit-config 1§

o PHNUZBIBR: ERH P EA rpc/edit-config/config/top HIE LR »

o BEHRZGAUR. FSRHF P HA Ifmgr/interfaces/Interface % 1S AR .

o RPIBIR: BSRM A EAEORL N 3OS,

<rpc message-id =7101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<default-operation> merge</default-operation>
<test-option>set</test-option>
<error-option>continue-on-error</error-option>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmIns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr xc:operation="delete”>
<Interfaces>
<Interface>
<IfIndex>3</1fIndex>
</Interface>
</Interfaces>
</1fmgr>
</top>
</config>
</edit-config>
</rpc>
N T NETCONF I B EIRAUR, 75 %09 NETCONF HI T 41 R AR -
#
role name netconf
rule 1 permit write xml-element rpc/edit-config/config/top
rule 2 permit write xml-element ifmgr/interfaces/interface
interface policy deny
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35 mKS

permit interface GigabitEthernet2/0/1
#

KTEPER B

Comware NETCONF HJ81i%7E RFC 4741 F IR, 24— NETCONF & Funfr A 8iH, Her
NETCONF % /s 4k NETCONF % i (7447 SNMP 25) #R 0] AP AT R Silic B #1F .

EN

NETCONF over SOAP (over HTTP #l1 over HTTPs). NETCONF over Telnet. NETCONF over
Console 1 NETCONF over SSH i in] 720, &F—Fh vy i) 75 XS Fr Bk NETCONF 26 M4
T AAA S 1E R K N EUNICE

4 4T Comware NETCONF #E3R

4.1 Comwaresz#AINETCONFREIR T

Comware NETCONF SCHFHU#REUIZ 4-1 Frs.
#4-1 Comware NETCONF ZHFHUIRIER STk

BRIERT BAERR WA
get IRE % 25 2
get-bulk e E R IR % A
A7 R get-config IRE & A5 i B HoE
get-bulk-config EjiR e G & W =R E /T
Tic & 5 {F edit-config BUARGIE
AR E B 1E action B REUSIT SR B2 KM
get/filter/netconf IS ESTIE 2L
e HLYEPS create-subscription VIS
cancel-subscription PSIERANIAR: Tis
close-session EGELIEST
kill-session PNIE T
SEE get-sessions I RR Y A R
lock Bl e B A
unlock P i P
BT AT s | CLl ﬁjﬁi;ﬂ;ﬁ;\lzﬂﬁ%ﬁ HATNETCONF
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BRIERT BRIEBTR AR

rollback =AM
save Jic B IR A7

i B P
load [L=mIIE
save-point FEALRLE [RR s ThAE

R IHIE validate NETCONFi# 3K i XMLIE 250 UE
get/filter/netconf-state/capabilities BN WAL
get/filter/netconf-state/datastores IREL & A
get/filter/netconf-state/schemas FREX 5% I YANG U4 Fr 51 3%

YANG#f:
get/filter/netconf-state/sessions PR A2 1EE R
get/filter/netconf-state/statistics FREXNETCONF 415 B
get-schema IREVYANG SO 25
commit V4 1 P 2 5000 R ) i B R 2T BB AT

i, £ #5090 e
. EUVH LR A I8 AT B 2 Hh s s

cancel-commit P B

e 2 5 2 A DB A discard-changes ii@:ﬁiﬁﬁﬁﬁﬂﬁ, VIR =Rz i)
copy-config PTG B 20 2 S B B FRAC B 50
delete-confi MR TR 2 B B AR, T R SR

g 6 0 L 0
THAC & config-provisioned T )5 VAL & Thfe

Z

f2:£Fe E (Candidate ) 448 & T VAL R #vm B ATEATER ENHFELT, MAGEFER R %HFEZE
ATRYELE; EPAT commit VEZ )G, PIAELRRE A& — R TAL UIE4THE, WwRIZARE
TER, N EGECERE SIS,

4.2 NETCONFhSUHE By E
NETCONF =73 H P Xt & AT\ 5 84, BIEXT T8 E BRI B . A IRZE A <get>

<get-bulk>. <get-config>. <get-bulk-config>Fl<edit-config>, 43 KK Kk . SRHUEC B
Kl A S5 T RO BE . PRARAN 2 & MR ) NETCONF XML API F- i
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4.2.1 get-config &1

<get-config>Fl<get-bulk-config>FH KIKHL R G b P G AT L B R B 1E, LB 77 NEHE CLI.
MIB. Web %%. <get-config>fil<get-bulk-config>#{E i S A VAL FhrsE<filter>, F KX EESREL
M5 BT I 8
1. BPuR & ERL
<get-config>Fl<get-bulk-config> ({3l F & A% 2\ 4n F
<?xml version="1.0"?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<datastore/>
</source>
<filter>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
TEELSR, TFHR, S, FIE
</top>
</filter>
</get-config>

</rpc>
Hrh, datastore 7] LA running B candidate:
2 PR
running A IR 22 D v (1 2 s A G B A
candidate AR IR AR 2 Dy Ve A R Ak e T 8 0

2. FERYWIE
BEAE W E B AR SR AR5 2o A B E B8 I 20 T 4R SR R4S % T i«

<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
Jr e Filter AHI5HE
</data>
</rpc-reply>

4.2.2 edit-config #&1E

1. edit-config 1T oA

ERINEOL T, 4 NETCONF IELESAT rollback #:4ERT, A i K& edit-config 1% 3K . 47 ¢ IX A
PR#I, (6 action #1E, VEAIN4HIES N “4.3.3 action #1E 7.

<edit-config>3z4F# 1 Tk : merge. create. replace. remove. delete. ERINERIEZLTH. ERINGE
AR, MEARALEE, TR EE T RN R TE 2 WK 4-7.
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Z i

MFHTEMGHEER, TEMTRE, FRSRHH TEMAER AT RATLIE,

2. B Pum & EHRIHER
<?xml version="1.0"?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<datastore/>
</target>
<error-option>
KM BN R
</error-option>
<config>
<top xmIns="http://www.h3c.com/netconf/config:1.0">
TEERDLE, THRIS, 25, #5

</top>

</config>
</edit-config>
</rpc>
-+, datastore 7] LLA running B¢ candidate:

2% 5AA

running AR R e 2 B ) 2 BT IS AT P B R
candidate SRATE AR AE 125 D 3t 45 1) fok s T L 00

3. ZESRIGIE
AW edit-config 152K J5 23 [ RE% 7, 4% P s BB R AROCRS, SRR E R
<?xml version="1.0">
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
e ] LLidE i <get> {4 F T LA A Z 5 2 AifE /2 5 A1 edit-config ##4F BEE HIE — 2.
4, Z—REVFT BIRIR T B 2 ¥R
(1) HMFERK
SR B P T B A
(2) MELE
# HBEN XML AL
<Sysname> xml
# BEATRE IS o VK LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>
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<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# BT AT A T E SR . R DUR RO DL R 32 P i
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
</get-config>
</rpc>
(3) HiAREHIE
# W P s BRI BT, IR AR R
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<top xmlns="http://www_h3c.com/netconf/config:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>1307</1fIndex>
<Shutdown>1</Shutdown>
</Interface>
<Interface>
<IfIndex>1308</1fIndex>
<Shutdown>1</Shutdown>
</Interface>
<Interface>
<IfIndex>1309</1fIndex>
<Shutdown>1</Shutdown>
</Interface>
<Interface>
<Iflndex>1311</1fIndex>
<VlanType>2</VlanType>
</Interface>
<Interface>
<IfIndex>1313</1fIndex>
<VlanType>2</VlanType>
</Interface>
</Interfaces>
</1fmgr>
<Syslog>
<LogBuffer>
<BufferSize>120</BufferSize>
</LogBuffer>
</Syslog>
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<System>
<Device>
<SysName>H3C</SysName>
<TimeZone>
<Zone>+11:44</Zone>
<ZoneName>bei j ing</ZoneName>
</TimeZone>
</Device>
</System>
<Fundamentals>
<WebUI>
<SessionAgingTime>98</SessionAgingTime>
</WebUl>
</Fundamentals>
</top>
</data>
</rpc-reply>
5. Z545l——3KBY Syslog =LA Fr BHC & #iE
(1) HMFER
RN Syslog HHL BT A e B A .
(2) MELE
# 3N XML L.
<Sysname> xml
# BEATRE IS o VK LU HROCHE DL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# 3R Syslog HEH ) A B B AR . 15R LT HOCHS DL ORI 202 7 i o
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Syslog/>
</top>
</filter>
</get-config>
</rpc>
(3) HHREIE
# R PRI T RS, R R AR
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<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<data>
<top xmlns="http://www._.h3c.com/netconf/config:1.0">
<Syslog>
<LogBuffer>
<BufferSize>120</BufferSize>
</LogBuffer>
</Syslog>
</top>
</data>
</rpc-reply>

6. ZHl—ER R — 5K R
(1) AWK
IR LR ) — R 28
(2) HBCELRE
# 3N XML LA
<Sysname> xml
# BEATRE IS o VKRG LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello>
# B VR — 2808 o TR DA HROCHE DL RGN 3125 7 i o
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-bulk>
<filter type="subtree'>

<top xmlns="http://www.h3c.com/netconf/data:1.0"
xmIns:web="http://www.h3c.com/netconf/base:1.0">

<Ifmgr>
<Interfaces web:count="1">
</Interfaces>
</1fmgr>
</top>
</filter>
</get-bulk>
</rpc>
(3) HiREHIE
#10 PURICEIRA F ARG, MR
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<top xmlns="http://www._.h3c.com/netconf/data:1.0">
<Ifmgr>
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<Interfaces>

<Interface>
<IfIndex>3</1fIndex>
<Name>GigabitEthernetl/0/2</Name>
<AbbreviatedName>GE1/0/2</AbbreviatedName>
<Portlndex>3</Portlndex>
<ifTypeExt>22</ifTypeExt>
<ifType>6</ifType>
<Description>GigabitEthernet 1/0/2 Interface</Description>
<AdminStatus>2</AdminStatus>
<OperStatus>2</0OperStatus>
<ConfigSpeed>0</ConfigSpeed>
<ActualSpeed>100000</ActualSpeed>
<ConfigDuplex>3</ConfigDuplex>
<ActualDuplex>1</ActualDuplex>

</Interface>

</Interfaces>
</1fmgr>
</top>
</data>
</rpc-reply>

7. #Hl—12 S KA
(1) AHMFER

4 Syslog Bt i Fl 25 2 X m 47 RO 13 8 S B 0 51.2.
(2) MEIDE

# HEN XML ALK

<Sysname> xml

# TS AC e, NS DA FAROCHE I, KI5

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello>
# {8 Syslog itk LogBuffer % 1) BufferSize %1k 512. &4 LA TR HRSCHE DL KL )% -
Ui o
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web=""urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<top xmIns="http://www._.h3c.com/netconf/config:1.0" web:operation="merge">
<Syslog>
<LogBuffer>
<BufferSize>512</BufferSize>
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</LogBuffer>
</Syslog>
</top>
</config>
</edit-config>
</rpc>
(3) HiAREHIE
# R P S BRI RO, RN ERAE BT
<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

4.2.3 lock 12{E

DA Ry ¥ 46 R B B 22 BB 27 32 /) NETCONF 8z, RV 2% SCHF 32 A H - [AI {# F NETCONF
RIS EBRCS. FrEL, AR, YRR i g A 2% e ey, s 1k HAl NETCONF HI
BECEFICE . SIATI WM ARy SRR E NS . N ENSUS, KA A BIHIH
U DME S A S TR, Hifl NETCONF I, CLI. WEB £ B, AR iinic & .
HAE RS o] AR, W AR T P 4 mT DB e & 0 2 BT B 855 A B S R 831
MR B AR O, RS2 B3t
1. BPIR&EIRL

FRT a8 A SCRERT S ATHRC B INBL, AN REXT BAA R DY BERCRBEAT I 50 LA R SCHE DLL ORI 2%
J, A RIESE UM R At o

<?xml version="1.0" encoding="UTF-8"?>

<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<lock>
<target>
<datastore/>
</target>
</lock>
</rpc>
Hr, datastore 7] LLA running B¢ candidate:
SH WiAA
running A BB B 4 TR A A s AT I B B
candidate A IR B v 2% i it B ARHE

2. L5 RUGIE
WU RIS OGS RN 2 o, 248 7 s B0 RO, R st iz .

<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-i1d="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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3. HAIHLE i el
(1) HMFER
NI, DL e B O & I AT E .
(2) MELE
# HEN XML ALK
<Sysname> xml
# BEATRE IS o VK LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# X TR AN TR AN HROCHE DL RGNS 2% 7 i
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>
(3) HHAREHIE
# R P S B ARG, R IR .
<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
PS5, 53— % 7 S OB IR ST, e 2k (A1 An R 4R 3
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">Lock failed, lock is already held.</error-message>
<error-info>
<session-id>1</session-id>
</error-info>
</rpc-error>
</rpc-reply>
DL SCR B I8k, session-id & 1 FIH F CE R 8.
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4.2.4

4.2.5

unlock #24E

NI/

@ 25

AABFA R P e, Lem P Rl

1. BPIR&AEIRL
TR LU AROCHE UL RIS 2 2 i, ™ RIVBE 56 B R A
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<unlock>
<target>
<datastore/>
</target>
</unlock>
</rpc>
Hrp, datastore AL running B¢ candidate:
S WiRA
running FRAE DR B B 4 T 2 R s AT I B B
candidate A IR B v 2% i it B A3

2. FERYWIE
BEAA RIS e 2 BN o, 242 P ai R A R AROCR R B o

<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

get #4E

<get>FEE FHRIRIUEHE , LIRS AT RAS Bd AC B 25085

<get>¥fE R B A FF & 26 EE, fEREEE LT, S SFECRIEIE SR R SR T LI
1 Fif Comware ¥ J& ii<get-bulk>#1F . <get-bulk> ¥ MW E E G TUTAE, 175 $RBUE & 4 B
PR IL, BRI S0 “4.3.1 get-bulk #:4E 7,

1. BPum & EIRT

<get>fk LI IE A TR

<?xml version="1.0" encoding="UTF-8" ?>

<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
IEERLE, TR, #E5, 15
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</top>
</filter>
</get>
</rpc>
<filter>iE WU T 1L 9815 B . IR IESS R, 72 0“5 Comware NETCONFE it it € g 7.
<filter> Al A FERR Y . TR R4
<get>#AEHR ST HHIE T LU count 24k, W1 TN N— M T count ZELF) <get> R AE R SR -

<?xml version="1.0" encoding="UTF-8" ?>

<rpc message-id ="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xc="http://www._h3c.com/netconf/base:1.0">

<get >
<filter type="subtree'>

<top xmlns="http://www.h3c.com/netconf/data:1.0"
xmIns:base=""http://www.h3c.com/netconf/base:1.0">

<Syslog>
<Logs xc:count="5">
<Log>
<Index></Index>
</Log>
</Logs>
</Syslog>
</top>
</filter>
</get >
</rpc>

Hrr, <get>#AEHRSCH I count J& HIEAE W R L5 :

e count BHERIAE T LM top FHIFI A (<Syslog>) JF4h, FFET A (<Logs>) M1k, XJL
ML EHRECE count JETE. WIRAEHARA, B E count @M, WISk aTi%.

o countRFERLE AU ERS, WIAARSCHRTRE R FANVE A () HH count @, UK LT A
i) count J& PE 5 ELHTT T count J&ME—FL.

o A count JBEZ RN A, RA S SRR count A2 WIER count JE TR A E, T
IR E ARG I T &R 5151 .

o WAEAIEE count, JISRHUNTE E R 5 UG A #dE .

2. 5 RIHIE

WA YR B ARG RICCIG, 2R AH B2 BB a0 R O 545 %% 7 3l o

<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
A HR T B BAR AR S R
</data>
</rpc-reply>

4.2.6 close-session ¥#{E

close-session #1F H >k 24 87 216
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1. BPIR&AIEIRL
TR LU ROCHE UL RIS i, P RIVBE SR A 24 AT A 220
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<close-session/>
</rpc>

2. SERYIE

BB 2l KPR JE 4 Il N3 P o, 2% 7 oS B0 S 4R ST, 3R a0 il Aokl
<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

4.2.7 kill-session #1E

kill-session #:4F FR IR H ©4ME 5 —A4 NETCONF 2%, # 52 i& i AR B 3 H P AL
1. BPIR&AEIRL
TR DU AROCHE DL, RGNS 2% o, 7 BDBE SRS M4 E i i
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<kill-session>

<session-id>

i€ session-1D

</session-id>

</kill-session>
</rpc>
2. ZESRUGE
AR 2 SR P SR G 2 [l S P 0, 2% 7 a3 a0 R R OC,  ROR TR E 21 DAk .
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
3. Kill-session Z&43
(1) MEFRK
MAETE PN NETCONF &% )7, session ID 73 5llJ& 1 F1 2, session ID iy 1 [ H 2 E 214 57
— I
(2) MEDE
# 3N XML LA
<Sysname> xml
# BATRE /U2 o TERG LU AROCHE UL, RIS 21725 7 b
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
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</capabilities>

</hello>
# 1] session 1D A 2 [ P i . i DU HRSCHE UL, R 212 P
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<kill-session>
<session-id>2</session-id>
</kill-session>
</rpc>

(3) LERIIE
TR PRI AR OC, MZREH session ID Y 2 [ NETCONF 2% CL &4 55 1.
1 B P2 A XML A R [8] 31 B P AR o

<?xml version="1.0" encoding=""UTF-8" ?>

i
<
>§DI\4
i

<rpc-reply message-id="101" xmlIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

4.2.8 create-subscription #{E

NETCONF 3Z#F Syslog Sff . i fz gk b bl St =Fh SRR R FH 14T 54 . 25 T NETCONF over
Telnet/NETCONF over SSH 1 i SR FAFT 1 .
1. iTi5 Syslog 4
WA PSR, W B AR AT B RS, e oy B B AT T A 2 7 i A IR SR A
KER, BEARAFEEMN code. group. severity DL & A [ AR A B . AL a] 3T 15 i 26
PFRIERGSGFHHEER . AT DA R Fi, 20 (HEEESE T,
T EER N
o ATB RN HFTERAR. WRERERTT, 1T B 3E0H.
o HENAE PRSP OIS Z A AR, W RAIT R 2 A g
e Comware HHJASCREFAFRN
o TELFITFIMFAERITEOLT, ASCRRRSEAT ) B A2 5 2 FI T 14
AT ARk T
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>
<filter>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Code>code</Code>
<Group>group</Group>
<Severity>severity</Severity>
</event>
</filter>
<startTime>start-time</startTime>
<stopTime>stop-time</stopTime>
</create-subscription>
</rpc>
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y
F

stream FR R SEATIR, B AT R SCFF NETCONF.

o event XN EA .

e code F/rHEREHMBNLRT.

e group o HEREEFIISEHA .

e severity #n HEG B HIZ L.

e start-time K/x 1T [H T UG [A] o

o stop-time FK/REE AT B A A] o

B WSCBNT B RS E 2 RN o, 2% BN N ARSI, IR T [ B o

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-id="101" xmlns:netconf=""urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply >
T B A e R AR AE S, Bl
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>error-type</error-type>
<error-tag>error-tag</error-tag>
<error-severity>error-severity</error-severity>
<error-message xml:lang="en''>error-message</error-message>
</rpc-error>
</rpc-reply>
R OCHITEANE LiES W RFC 4741,
2. 1T IR st =
B WS, NETCONF &ERE T € I [ SRIC— IR PTiT B S, R AF 51T B 26 AR A BRIk 48
M.
AT BRSOk R
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF_MONITOR_EXTENSION</stream>
<filter>
<NetconfMonitor xmlns="http://www.h3c.com/netconf/monitor:1.0">
<XPath>XPath</XPath>
<Interval>interval</Interval>
<ColumnConditions>
<ColumnCondition>
<ColumnName>ColumnName</ColumnName>
<ColumnValue>ColumnValue</ColumnValue>
<ColumnCondition>ColumnCondition</ColumnCondition>
</ColumnCondition>
</ColumnConditions>
<MustincludeResultColumns>
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<ColumnName>columnName</ColumnName>

</MustincludeResultColumns>

</NetconfMonitor>

</filter>

<startTime>start-time</startTime>

<stopTime>stop-time</stopTime>

</create-subscription>

</rpc>

R4-2 TREIEEH B AR

B

1B

Stream

TR AR, W EARA 4 INETCONF_MONITOR_EXTENSION

NetconfMonitor

gk iU R/SEEY )

XPath W HEM4BE, R SRR RS
Interval WSS E AR, BB TG 91 ~4294967, Hh4A1E N300, FRANED, BI4EFE300F)

BRI —IRAFE AT B AT IS 2

ColumnName

WIEFIATR, Oy [HAK]PIA

ColumnValue

LRIl puRl N

ColumnCondition

EiEapZlfiopunis SEeF

more: KT
less: /T
notLess: /M T
notMore: A~ KF
equal: T
notEqual: AT
include: &
exclude:
startWith: FF46F
endWith: 25T

TR A% 51 A I B B ) SR IR S 1 B A% A

start-time

T BRI T dr et 1)

stop-time

VT B (9 465 AR )

Z i

I RART P S % AT I 2B LE RAR L.

BCEMEITT e SO a2 [l B2 7 o, 248 P S B R RO, RS T T ) -
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-i1d="100" xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>



</rpc-reply>
3. TR IR EH

TR EAREAES, BT R R A P BT B SRR, K230 _Edik NETCONF, NETCONF ¥
HIHERELR
HAT BRSOk R T

<?xml version="1.0" encoding="UTF-8"7?>

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xs="http://www.h3c.com/netconf/base:1.0">

<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>XXX_STREAM</stream>
<filter type="subtree'>
<event xmlns="http://www._h3c.com/netconf/event:1.0/xxx-features-list-name:1.0">
<ColumnName xs:condition="Condition">value</ColumnName>
</event>
</filter>
<startTime>start-time</startTime>
<stopTime>stop-time</stopTime>
</create-subscription>
</rpc>

FA4-3 ITER EREHE LR

B 1B
Stream BRI, T AR B % S B ST DU S AR BRI K A4 R
WHREMRATR, —AFRRTD B2 AE0, EREER T RFEHS, a4
2 [A) A3 1) i 44 75 ]
ColumnName SIS LR SoRr R IE S

AR F 13 A

e more: KT

o less: /MF

e notLess: /M F
e notMore: KT
e equal: &T

e notEqual: RZ%T
e include: %

e exclude: RE%
e  startWith: JFiET
e endWith: ¥ T
TH AR 1R B PR R AR ) 28 R SR 5 o i 2 A

Event

Condition

Value E LI SuRoEZIlib] i)

start-time VT ) B T U B 1)

stop-time VI I 5 SREN [A]
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WA WCBNTT B RS E 2 RIS o, 2% IS N ARSI, IR T [ B o
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-i1d="100" xmlns:netconf=""urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
4. 1T R B2
(1) HAMFTR
% J T BRSO I TA) R ) ) 4 A o VT B S AE W e 1, W R AR I F R
IREE R Ui o
(2) BLEDE
# HEN XML ALK
<Sysname> xml
# BEATRE SIS o VK LU AROCHE DL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
o 1I'¥ Syslog {42541
# 1T [ 4 #8 Syslog S, ASPRBITT BT R] o 1754 LR RO DL, ORI 310725 7 it
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmlns ="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>

</create-subscription>
</rpc>
# AN RE P B B AR, RS T B R .
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<ok/>
</rpc-reply>
LB BRI 1A I, B o R AR TR R SCRIE RN TT 6 %5 7 i o
<?xml version="1.0" encoding="UTF-8"?>
<notification xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2011-01-04T12:30:46</eventTime>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Group>DEV</Group>
<Code>FAN_DIRECTION_NOT_PREFERRED</Code>
<Slot>6</Slot>
<Severity>Alert</Severity>

<context>Fan 1 airflow direction is not preferred on slot 6, please check
it.</context>

</event>
</notification>
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S AP Mk 192.168.100.130) ki, Bed o A& R SCRIE AT % 7
B
<?xml version="1.0" encoding="UTF-8"?>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2011-01-04T12:30:52</eventTime>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Group>SHELL</Group>
<Code>SHELL_LOGIN</Code>
<Slot>6</Slot>
<Severity>Notification</Severity>
<context>VTY logged in from 192.168.100.130.</context>
</event>
</notification>
T ) M 4% A 25 451
# UL 1s NS WIT %] Device/Base 3. 144 LA NRSCHE DL KGNS 32 7 b o
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF_MONITOR_EXTENSION</stream>
<filter>
<NetconfMonitor xmIns="http://www.h3c.com/netconf/monitor:1.0"">
<XPath>Device/Base</XPath>
<Interval>1</Interval>
<ColumnConditions>
<ColumnCondition>
<ColumnName>HostName</ColumnName>
<ColumnValue>H3C</ColumnValue>
<ColumnCondition>include</ColumnCondition>
</ColumnCondition>
</ColumnConditions>
</NetconfMonitor>
</filter>
</create-subscription>
</rpc>
# AN RE P B B AR, RS T B R .
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<ok/>
</rpc-reply>
ZJE A& LA s Je SN A1k a0 R 4 SCE ENT B 2 i o
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-02-22T09:28:14</eventTime>
<NetconfMonitor xmlns="http://www.h3c.com/netconf/monitor:1.0">
<Device xmlns="http://www.h3c.com/netconf/data:1.0">
<Base>
<HostName>H3C</HostName>
</Base>
</Device>
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</NetconfMonitor>
</notification>

VT BUHIE AR
T e BEBREOFTA 0. WP LA T HSCHE DL R0 P13

<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0"
xmIns:xs="http://www._.h3c.com/netconf/base:1.0">

<stream>1fmgr</stream>
</create-subscription>
</rpc>
# INRE P SR RO, AR ST B R
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<ok/>
</rpc-reply>
42 1 deactive B, W23 RIE QAR SCIE AT B 725 7 i o
<notification xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-02-22T09:32:10</eventTime>
<InterfaceEvent xmlns="I1fmgr:1.0">
<Interface>
<Name>GigabitEthernet2/0/2</Name>
<Status>I1F_DEACTIVE</Status>
<IfIndex>286</I1fIndex>
<AdminStatus>ADMIN_UP</AdminStatus>
<OperStatus>0PER_DOWN</OperStatus>

<Description>The Interface GigabitEthernet2/0/2 occurred IF _DEACTIVE
event,the administration status is ADMIN_UP,operation status is
OPER_DOWN.</Description>

</Interface>
</InterfaceEvent>
</notification>
M active B, WA AE U R R SCIB AT B & 7 iy -
<notification xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-02-22T09:32:10</eventTime>
<InterfaceEvent xmlns="I1fmgr:1.0">
<Interface>
<Name>GigabitEthernet2/0/2</Name>
<Status>I1F_ACTIVE</Status>
<IfIndex>286</I1flndex>
<AdminStatus>ADMIN_UP</AdminStatus>
<OperStatus>0PER_DOWN</OperStatus>

<Description>The Interface GigabitEthernet2/0/2 occurred IF_ACTIVE event, the
administration status is ADMIN_UP,operation status is OPER_DOWN.</Description>

</Interface>
</InterfaceEvent>
</notification>
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4.2.9 validate $#{E

validate #/FE FRIGHEFE & 1) XML 3 ki A AL ROZ 5 1EH . Comware £, HibfriAk
kg, A TR B T PR A .. W validate fa A, ARIGTER
—ERERI . IR E AT R R A, BT AR o ol DA B A8 AR R T Nk, A
{8 validate R ORUEAS T IR

4.2.10 get-schema #1E

<get-schema>#AF k3R B % % 46 8 NETCONF B E N 28, H BTG H YANG SCAERIFREL .
1. BPum & ERL
<get-schema># 3 )38 RS Xl -
<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-schema xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
<identifier>syslog-data</identifier>
<version>2015-05-07</version>
<format>yang</format>
</get-schema>
</rpc>
Hrb, Identifier. version. format =412 I “4.2.11 3k netconf-state #4f”.

2. L5 RUGIIE
WRWHIERIBSE, 248 5E YANG SCEFHI N 25580 0 R S0 R BREe 25 1 3 o

<?xml version="1.0"?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
faE yang UM A5
</data>

</rpc-reply>
4.2.11 3REX netconf-state 1%{E

FREL netconf-state FJ 3R [ N T F RS AL £ 40 -

e <netconf-state><capabilities/></netconf-state> ] KK B 45 S FF (I RE F1HEA & .

e  <netconf-state><datastores/></netconf-state> k3R HL X % F 1 NETCONF it & & (5 B 413
e <netconf-state><schemas/></netconf-state> ] K 3B % S £i i schemas 5 B F11% .

e <netconf-state><sessions/></netconf-state>H K FHL ¥ 4 -1 NETCONF 21515 5513

e <netconf-state><statistics/></netconf-state>f] k3K L % % NETCONF 4 @4 it{5 2 .

FREL netconf-state S A% i F -

<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring”>
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<getType/>
</netconf-state>
</filter>
</get>
</rpc>
e
. getType 1] LI A capabilities. datastores. schemas. sessions B statistics. WHR A5 E
getType, M| R3KE<netconf-state> T 4= #2574 [#) neconf-state ¥4k .
o MERAFH A SCRLIE.
1. SRENGE D EEF R 24451
(1) B AIER L
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree”>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring”>
<capabilities/>
</netconf-state>
</filter>
</get>
</rpc>
(2) &5 RHE
# WA P S BRI B O, RN R

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>

<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>

<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
</capabilities>
</netconf-state>
<data>
</rpc-reply>
Horbr, BeJIAES1ZR LB SEBRIR BB #E
2. SRENEC B B3 3R 2551
(1) B RIER L
<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">

4-52



<datastores/>
</netconf-state>
</filter>
</get>
</rpc>

(2) LRI
# G0 P SRR R RS, RN ERAE T .

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<datastores>
<datastore>
<name>running</name>
<locks>
<global-lock>
<locked-by-session>1</locked-by-session>
<locked-time>2015-07-30T12:54:45</1ocked-time>
</global-lock>
</locks>
</datastore>
</datastores>
</netconf-state>
<data>
</rpc-reply>
FHorprs
o W& HETASZHF running
o locks FixH Pt S REA BUBIUE B .
3. 3XBY schemas 3T #5354 451
(1) B AIER L
<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree”>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
<schemas/>
</netconf-state>
</fTilter>
</get>
</rpc>
(2) SERKAIE
# W P S BRI B4R OC, W IR AR R
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
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<schemas>
<schema>
<identifier>syslog-data</identifier>
<version>2015-05-07</version>
<format>yang</format>
<namespace>http://www.h3c.com/netconf/data:1.0</namespace>

<location>NETCONF</location>
</schema>

</schemas>
</netconf-state>
<data>
</rpc-reply>

Hrp
o identifier. version. format 1F ~<get-schema>#/E 1% A\ S 00T FREUH B SC2E B BAR A
f’é?’o

o format %l H AT SCHF YANG #% =K.
o hamespace LKA AT ) am 44 23 ]

o location R M IAFIRALE, HATISZHEF NETCONF, RIAFIR T i s ddt L.
4. RERLIEE B FIREED]
(1) &R IERSC
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
<sessions/>
</netconf-state>
</filter>
</get>
</rpc>
(2) SERKHIE
# W R P s BRI B4R ST, RN R
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<sessions>
<session>
<session-id>1l</session-id>
<transport>netconf-soap-over-http</transport>
<username>test</username>
<source-host>192.168.100.68</source-host>
<login-time>2015-07-30T09:44:03</login-time>
<in-rpcs>0</in-rpcs>
<in-bad-rpcs>0</in-bad-rpcs>
<out-rpc-errors>0</out-rpc-errors>
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<out-notifications>0</out-notifications>
</session>
</sessions>
</netconf-state>
<data>
</rpc-reply>

o
o session-id £/~ 216 ID 15
o transport Fx A2 E A8 B fE A
o username FixH P EFKAHA 4.
o source-host FRA 2 E T K IR HLIE
o login-time FIRA 23 1 6 S I [A] o
o in-rpcs TRALTER RN 72 RPC ML
o in-bad-rpcs RARAZTEILE|FIA G RPC ML
o out-rpc-errors /s A2 14 i i rpc-error 44
o out-notifications 7 A2 1 H HE R AT
5. R E /G E 2=
(1) B RIER L
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring”>
<statistics/>
</netconf-state>
</filter>
</get>
</rpc>
(2) ZiREIAE
# W R P S BRI B O, IR AR R
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<statistics>
<netconf-start-time>2015-07-30T09:44:01</netconf-start-time>
<in-bad-hellos>0</in-bad-hellos>
<in-sessions>2</in-sessions>
<dropped-sessions>0</dropped-sessions>
<in-rpcs>1</in-rpcs>
<in-bad-rpcs>0</in-bad-rpcs>
<out-rpc-errors>0</out-rpc-errors>
<out-notifications>0</out-notifications>
</statistics>
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</netconf-state>
<data>
</rpc-reply>

Horr:

o netconf-start-time 7~ NETCONF &2 2 4t )3 i 1]

o in-bad-hellos F/RA& RS2 AGT% hello k3T EHL.
o in-sessions FnA R G G HE 2 1E L

o dropped-sessions Fir A £ %5 i PRI 35 12 iE AN
o in-rpcs RRA RGIEIIEE RPC G KA.

o in-bad-rpcs FRA RSB A AT RPC R &ML
o out-rpc-errors K4S F Fik i 1) rpc-error N4

o out-notifications /A% & Gufan i 38 A1 A A5

4.2.12 commit (3ZENE1T)

commit (CZEIEAT) #AE AR L RC B B N R4S M aTis /T Re & -
1. BEPIm&IEIRSL
BB IERC B R T RS MATE TR E -

<?xml version="1.0" encoding="UTF-8"?>

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>

</rpc>

2. SERYIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.13 commit GRXIEIT)

commit GRIZ1T) FAER RIS FIERCE . ATAREIES, H 775 EA@EE [ 34T commit

(HNIEAT) e, REMEERCE M N ARERIE; B0, MEnNEiTE S 20 E B 30 E0R 2is 17 R ik

B B LART RS o

PATAERIER, 20T E confirmed 7 55, AT LATE & LT 41

. (H[3E) confirm-timeout #1: IS 47 %L EC B FIH R I [8], SAAFP, SEE N 600 75,

. (Al persist #1l: H TAR RS HT commit #/EXT R P ERCE, DMEIR H 2417 NETCONF
S JE AT DARHZAG I B B3 T A N R B E . iR TR persist Z1l, W K BEAE AT
NETCONF 21 N XHZAZE FC B HETHf N T R S A e

1. BEPIRAIEIR
P E B AR N test IRz 17, s 17 R VGRS I [R] A 600 5

<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
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<commit>
<confirmed/>
<confirm-timeout>600</confirm-timeout>
<persist>test</persist>
</commit>
</rpc>
2. FRYNE
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

4.2.14 commit (FBINEIT)

commit (FfIAIZAT) #RAEHIREN S AT I AC B 1 R K HRAE .

PAT AR B

. ﬁﬁﬁ%ﬁtmmMHﬁﬁﬁ)ﬁﬁ*F*%%M%NN@W%ﬁTﬁﬁO

e %R commit GRIZAT) #EE persist FIARR T LR E, WHATAERIER, 75244
persist-id 5145 i€ %R A

o % commit GRIZIT) #HAEEA M persist 71, NARVES commit (SZEEAT) #AE4
I

1. BEPImAIERL
TR B 1N KR, 1Z0E%ERS B AR IR test:

<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>
<persist-id>test</persist-id>
</commit>
</rpc>

2. SERIIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.15 cancel-commit

P47 commitGRBITHO#AE)E, ﬂﬂ%%f R LRG3 HH 24T L B &, W AT BAF A cancel-commit
B, M 4RTEATECE RIVR RS AT L e B PART PR o

1. BEPIm&ZIEIRSL
FEHBUHIBITIRERCE, fif R ECE A

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<cancel-commit/>
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</rpc>

2. S RYIIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.16 copy-config

copy-config #1F FH R JEC B K PE A2 1 3] H ARG B 20 PE . a0 SR H bRic B AU R AE, W E R
B H bR e B 28000 P .
HAT, AEAEASCRRR AT 17 e B A0 P 2 ) 3 i 2k e B 250k 2
1. BPIR&AIEIRL
W 2 iz A7 T B A P A Mt i 2 A
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<source>
<running/>
</source>
<target>
<candidate/>
</target>

</copy-config>
</rpc>

2. ZESRUGE

<?xml version="1_.0" encoding="UTF-8"7?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.17 delete-config

delete-config #:4E F Sk M B — e B 25095 FE
FURT, AR ERA R A S 3 M 3 g a2 P 8 8090
1. BPum & ERL
I o A a2 P 8 0 P -
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-config>
<target>
<candidate/>
</target>

<delete-config/>
</rpc>

4-58



2. Z5RUGIE

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.18 discard-changes

discard-changes #:/E F o6 v R 12 1T BB L AT B VK 2 BUE TR ES
1. BEPum&IERL
¥ M ARIBAT B R T B K R BB MATIRES

<?xml version="1.0" encoding="UTF-8"7?>

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<discard-changes/>

</rpc>

2. SERYIIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.3 H3CH RavhisUR(E
4.3.1 get-bulk 3#{E

<get bulk># A HIR MARE R 51— /diﬂ:ﬁL‘iH;tE%‘(Ey):éd; N 2l (RoTHdEARRD, Wikia

AT IR H e A0 B )ﬂFL_ index J@ MR E RS, BT count kR E N. WREE RS,
)”JJLJ —RNZEG WARIRE N, BCEBERR AT 2RI EE L SR AL N A&, IR 812 A A R
REHHERH .

<get>#R(EXRBITA 1T & 26 A IOEHE, RO, S SBEMEERR A . <get-bulk> L ¥F
P DTG 52 BE O e, 1R 3R 5E 2% H IR IL R .

1. BEPIm&IEIRL
F<get>HIFR LML, <get-bulk>FR 3@ M X T -

<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-bulk>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
IEERLE, TR, #E5, 15
</top>
</filter>
</get-bulk>
</rpc>

<filter>i& 30 H T id 815 B e At e R, 155 L “5 Comware NETCONF ¥ i JEThEE .
<filter>th AT 3G R 44 . TR A . RLAF 4,
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4.3.2

<get-bulk>#AE R S IL 7] LA count MR 5128, W R A—MEW T count MR 51 S HH
<get-bulk>#E /AR 7R 1 -
<?xml version="1.0" encoding=""UTF-8" ?>

<rpc message-id ="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xc="http://www.h3c.com/netconf/base:1.0">

<get-bulk>
<filter type="subtree'>

<top xmlns="http://www.h3c.com/netconf/data:1.0"
xmIns:base=""http://www.h3c.com/netconf/base:1.0">

<Syslog>
<Logs xc:count="5">
<Log>
<Index>10</Index>
</Log>
</Logs>
</Syslog>
</top>
</filter>
</get-bulk>
</rpc>

Hrr, <get-bulk>#AEHSCHHT count J& PEIEE U1 T 2 7€ :

e count BRI E AT LM top FHIH A (<Syslog>) FF4h, FIETT S (<Logs>) Mik, XJL
MBI E count @M. WIRAEI LA BN E count @M, Tk E IR

o count JAERIHAT S ER, GRARSCR IR E TN A () A count JE M, TR LT AT
i) count J& P 5B £ count J&ME—FL.

o R count JBHEZ R AL, RA S AR count A2 WIER count JE TR A E, T
WA E HARSE T I T A &R 5141 .

o WIRAIEE count, JUISRHUNTEE R 5 UG A $dE .

2. FRYWIE

WA CEIAC B RS RIROCG, 2K B2 B I I a0 R RO R A ES 2 /7 i o

<?xml version="1.0"?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
4= A E B A MRS ot
</data>
</rpc-reply>

get-bulk-config #1E

<get-bulk-config>H KIFEL R G+ Bir 3 T e B AR = 1R, 3 SR FIFR284% A fll<get-config>—%.
ZHITET: get-bulk-config #AETEFE BRI 5, REINFEERLIM T —%IFRMEGE (FBEm
FZHUTARHANIRED.

get-bulk-config [FI#E % £F count #E1EJEME, $85E count J5, &F/N2IR 0] (50 % 2 At count 17
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4.3.3

1. BPIR&AIEIRL
<get-config>Hl<get-bulk-config> {13 FH 4% S0 A% X F -
<?xml version="1.0"?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<datastore/>
</source>
<filter>

<top xmlns="http://www.h3c.com/netconf/config:1.0">
TEERLE, TR #5, 715

</top>
</filter>
</get-config>
</rpc>
H+, datastore 7] LLA running B¢ candidate:
SH WiER
running A HOVR A 2y B A () 24 i A7 G B 8
candidate A IR BRI v 2% i it B A3

2. ZESRUGE

VAR T B IRBUR RIS, 2R AR BEC B a0 N 4R ST S 545 %5 ) i o

<?xml version="1.0"?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>

JrE 15 Filter A4
</data>
</rpc-reply>

action $24E

action 2t 7 —FhIEML EIRAERTB, B, $UT ping #:1E. IEERTE € DG TH B S
action IR FI A RAFE LT DR MR RIBOFR BIHRREE 3 Fl
1. BPum & ERL
<action>3# FH i S A T
<?xml version="1.0"?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www.h3c.com/netconf/action:1.0">
TEEHS, TR 5, 15
</top>
</action>
</rpc>
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2. Z5RUGIE
VA WSO C B IRBUR RIS, 2R BEC B i a0 N 4R ST S 1545 %5 7 i o
I ANIR [ H i A 2
<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
RN FEIR B 25 S s oK
<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action-result>
Action LEEZE R ITE
</action-result>
</rpc-reply>
3. ZHl——L B HATSIE R IF7E rollback BT % edit-config 15k
(1) HMFR
W B AT 216 FLVFAE rollback B R & edit-config 13K .
2) MEDE.
# 3N XML 1L
<Sysname> xml
# BEATRE I Ao TERG LU AROCHE DL, RIS 2175 - b
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello>
# B H AVFLE rollback B T & edit-config 13K o 1844 LR SCHE DL BB 2128 7 v
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<error-option>stop-on-error</error-option>
<top xmlns="http://www._.h3c.com/netconf/action:1.0">
<Fundamentals>
<CurrentSessionOpt>
<DisableEditConfigWhenRol lback>false</DisableEditConfigWhenRol Iback>
</CurrentSessionOpt>
</Fundamentals>
</top>
</action>
</rpc>
(3) LEEKIE
# W P S BRI B4R OC, W IR AR R
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
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</rpc-reply>,
# IR EIT A 21l W EIR ], R EIRTE KAk S false BOM true BT,

4.3.4 load 13{E

<load>#A{FHAT A, FHE XA HIECE S A IF R A H AT ACE . B 2R U P A E
AN RTHC B HEAT FUB: W TR, (AT E A I E, BT e Ut
ANZ AT E A A —BUNECE, W Fi 5 SOPF AP P B 5 2 BTG L A o R G

N

MR AAD Y F ARG EEATHERE, N TERADRS RS NRE, A load B FEART.

1. BFIm&ERL
TR AR #ROCHE DL, ORI 3% i, P BIRD S48 58 SO A A IE BB N 21 A AT ic B .

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<load>
<File>75E X195 Fi</File>
</load>

</rpc>

Forb, “E ST DAIMEEN BRIk, JE40h.cfg. MRATRE 4, WEE IR
172 ER N RE SR E S

2. FERYWNE
BRI E BN SR e 2 B R o, 245 P a R B S ARCSCR ol BN B .

<?xml version="1.0" encoding=""UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.3.5 save ¥ME

save f§AF HISRCRE B & 1 2 i G B DR A7 248 2 PR S F
1. BPum & ERL
TR LU AROCHE UL, RGNS 2% o, BV RDR e 1Y 241G B DR A7 236 E 2 AR S
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save OverWrite="false” VsysName="vsys-name’>

<File>/5E X /HHI 5 H</File>
</save>

</rpc>

He:
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“PRESCHFRIAIR T DATAEEN TR ARk, JE40N.cfg. U SCRAELE<file>FIm, W
I NFRE AT FR, ARENT . WRAEAIZSY], W &2 B3R ST & R A 2 s
£ R R B E S

OverWrite J& VERIBRNEUE Jy true. SRETEILT, 248 5E RCE U4 5 5 A L B A4 A R
B, JRSCIRSREE RS, URTRCE R T . WRYEE OverWrite [IE N false, U 2448 & ML
B2 S AR E SRR, YETECE R AR, FIRHR EE R E R
VsysName J& PEAXTE SZFF vSystem [ R G % F P vSystem T ARYFHEE VsysName, H
RN vrfgE save ISCME44FR . &P vSystem FHR¥E 1% 8 16 2 (1) vsys-name, K5 E
vSystem FIHC B RA7 FIF8 & K. 485 VsysName J& 1 1 [A] i S2 R Overwrite, A7 R
Binary-only J& .

2. SR
B WCERIE B ORAF IS R T 2 BN o, 248 am OB S AROC R RAE

<?xml version="1.0" encoding=""UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

3. BLERFZ

(1)

(2)

3)

M 7R
H V2 B 4 AT B AR A7 2 & SCAF my_config.cfg.
fic B AP PR
# HEN XML AL
<Sysname> xml
# BATRE I Ao TERG LU AROCHE UL, RIS 2175 - i
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# 44 V% B AR I B AR BT B SCLE my_config.cfg. LA FIRSCHE T, I B2
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save>
<file> my_config.cfg</fTile>
</save>
</rpc>
45 RIGIE
# W P s BRI BT, IR AR R

<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>
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4.3.6 rollback #{E

rollback £ 1F FH R4 15 4% 1R 24 i e B 1k 2 314 e e B SO P I
1. BPum & ERL
TR LU AROCHE UL RGNS 2% o, BIVA) s 24 1) 24 i G B0 R B4 e e E A R B L
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<rol Iback>

<File>75E XI5 Fi</File>

</rollback>

</rpc>

2. L5 RUGIE
BRI B MR TE R G 2 RIS Py, M i B NSO, RORACE R R .

<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.3.7 CLI®{E

iid NETCONF Zhig, il LUK i A7 B AR XML RO Rt s it 1718 4F

CLI .45 Open-channel. Close-channel. Execution il Configuration JYff 7 #/f .

e  Open-channel: T 412G KR E channel.

e  Close-channel: XHIM4ET IR channel.

e Execution: RFEHFMETH#ATERME, AREEE system a2Vt N RGHE .

e  Configuration: ERIATE RS FiEATHEAE, rTLLEE system Al quit d 2@ T LKD)
i Fil channel 7720 R & CLI I, ANATLLEG quit ar&B B2 AL, BHERE R T Rand 2
TERGAE, HARFEMEN b— 2% AT 56 i) BT 7E AL .

#F+4-4 CLIFRZERINA

B1E BiER 2451
IR Fchannel, H 4RI MEA RS MIE:
T+ #channel, %4 #ichannel | <rpc message-id="101"

1 P S xmIns="urn:ietf:params:xml:ns:netconf
PN I RLE B R SRR . e | PINS=ubn s

Z{f ¥ channelirf, {£&channel 247 <CLI>

1, IR [ 2 <Open-channel/>
</CLI1>
</rpc>

X% MR channel:
<rpc message-id="101"

. ’ s w, T xmIns="urn:ietf:params:xml:ns:netconf
KR channel, W C A R, ) “base-1.0">

<Open-channel>

<Close-channel>

IR [5] 2R I <CLI>
<Close-channel/>
</CLI>
</rpc>
<Configuration> HRTARZIIN T exec-use-channellg | 7 RGiHL /R B channel 24 BT AL I R $u47
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1BR1E iR 2451
e, HP R Rar A i n ikl izEte, | display thisdm4:
%R BV A4 <rpc message-id="101"
w4 4~ | XxmIns="urn:ietf:params:xml:ns:netconf
o false: VLI channel TAHUT | T 0 27 700
w4, FEARTRITR <CLI>
. Vs N <Configuration
¢ y}fixj%ﬁﬁImHTchannel7<Zi#k exec-use-channel=""persist”>
1Tars display this
. persist 1 {5 channel F& </éﬁ:gnf|gurat|on>
PAT I 4 </rpc>
wEHPME T Tdisplay thisdid:
<rpc message-id="101"
xmIns=""urn:ietf:params:xml:ns:netconf
4= base:1.0">
i gk
Executions SIS AT S
BT i & <Execution>
display this
</Execution>
</CLI>
</rpc>

Configuration Y ¥} exec-use-channel J&4:, HUEHE false. true Fil persist, JFAA{E 757508 4o

#* 4-5 R
£=4-5 Configuration 3z #¥ exec-use-channel BRI/ 43
BtE WiER 2451
ERGAE T Tdisplay thisd$
<rpc message-id=""101"
¢ F B4 exec comsh 7 R HUT xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
A = - PN <CLI>
false DD?faﬂﬂ%%ﬁggﬁhwcomShfkﬂji <Configuration exec-use-channel="false”>
JER 12 display this
</Configuration>
</CLI>
</rpc>
TERGAE T frdisplay thisfi4:
{fi il — ANt channel F £ 3#4T#r | <rpc message-id="101"
A M HUT 6 A% B R exec xmlns=""urn:ietf:params:xml:ns:netconf:base:1.0">
‘ <CLI>
true Comfhégjjitﬂgﬁh {axTai””71T <Configuration exec-use-channel="true”>
K G i o2 Fexec comsh /i 2 display this
A PATE T R </Configuration>
</CLI>
</rpc>
i {5 & channel N &K U7 #r 4 ERGME Fdrdisplay thisais:
R channel STELE, %6 | <rpc message-id="'101"
TRl E B channel, FFHEBEMNR xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
. - NTSYUN <CLI>
persist TR I dT i <Configuration exec-use-channel="persist”>
R R B channelf£4E, I B 37 display this
{8 channel 24 7 JiT &b F R AT </(<:i(|32nflgurat|on>
AR T R4 </rpc>
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2. BFIm&RERL

EEe

AL RIE AT, 1M a0 R ) NETCONF # 3 :

AME ] channel &K $AT T4

<?xml version=""1

<rpc message-id=""

<CLI>
<Execution>
W
</Execution>
</CLI>
</rpc>
gk

<?xml version="1

<rpc message-id="

<CLI>

-0" encoding=""UTF-8"?>

101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

.0" encoding="UTF-8"?>
'101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<Configuration exec-use-channel="false">

T

</ Configuration>

</CLI>
</rpc>

i channel 77 AT RBUTT 2

<?xml version="1
<rpc message-id=
<CLI>

.0" encoding=""UTF-8"?>
101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<Configuration exec-use-channel="true'">

T

</ Configuration>

</CLI>
</rpc>

IR channel J7 20T & #AT A4

<?xml version="1
<rpc message-id=
<CLI>

.0" encoding=""UTF-8"?>
101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<Configuration exec-use-channel="persist'>

T

</ Configuration>

</CLI>
</rpc>

T4 channel 75 =,

<?xml version="1
<rpc message-id=
<CLI>

.0" encoding=""UTF-8"?>
101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<Open-channel/>

</CLI>
</rpc>

KRB channel
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<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Close-channel/>
</CLI>
</rpc>
—Xf<Execution>8{# <Configuration>F 45325 1] LA 24N 24T, —Skdn AT G, #47,
PN N — 2 m &R0,

3. G RIWIE

7N
o FTHREXGAL, BPEBELAM P ML, ARERIELE CLIAEX T 7T vAEAIAT,
e Channel # X T L 94447 H B R fe it 4K F N 252 channel 36, H channel ~#gid it
quit FeA AR H,

B E ﬂﬂéé\}:/*lilf“%}jiﬂﬁ, L5 P B SRS, RO AT HAT ) A2
i S 4 CDATA i it
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Execution>
<V [CDATALX s -77 /711>
</Execution>
</CLI>
</rpc-reply>
%} T Open-channel. Close-channel #:/F &% hik [8] fn R 45 3¢
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-i1d="101235" xmlns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
Xt Open-channel. Close-channel. Configuration [ channel /& 75 s34 A MGR b1 40 R 3¢
(XXX R D«

<?xml version="1.0" encoding="UTF-8"?>

<rpc-error xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en"> X #iR{Er</error-message>

</rpc-error>

4. ey SITHRAEZE
(1) MEFK

) B 4 RIE R AT E a4
() MEISE
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# HEN XML ALK
<Sysname> xml
# BEATRE IS o VK LU HROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# 1AW RIE RN YT B 2o VERE LR HOCHE DL, RS 302 7 3
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Execution>
display current-configuration
</Execution>
</CLI>
</rpc>
(3) LEEKIE
# R P S BRI B4R ST, W RO R
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
<CLI>
<Execution><![CDATA[L
#
version 7.1.052, Demo 2501005
#
syshame ab
#
ftp server enable
ftp update fast
ftp timeout 2000
#
irf mac-address persistent timer
irf auto-update enable
undo irf link-delay
#
domain default enable system
#
telnet server enable
#
vian 1
#
vlan 1000
#
radius scheme system
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primary authentication 127.0.0.1 1645
11>
</Execution>
</CLI>

</rpc-reply>

4.3.8 get-sessions 21

i H get-sessions #fF, H /AT LIREUCS HT % % FIFTH NETCONF &5/ B,
1. BEPImAIERL
TR LU HROCHE DL RIS 20 % P b«

<?xml version="1.0" encoding="UTF-8"7?>

<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-sessions/>

</rpc>

2. FERYWIE
BEA R AT IR a2 IR P i, 4% 7 ImiS EI 0 R 4RO, SRR i AT AT .

<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-sessions>
<Session>
<SessionlD>/4/"21% 1D /5.6 </SessionlD>
<Line> line /7&</Line>
<UserName> /4 /" &} % #i</UserName>
<Since> /' &R /E</Since>
<LockHeld> /77 /72 Z### tii</LockHe 1 d>
</Session>
</get-sessions>
</rpc-reply>
Hrr
e SessionID F/RAH &G IDER, REMEA—AMM L IFHIET.
o LineRmHAFEZMHAFLER, @it SOAP J7 R &M H P I P 4=
e  UserName FREXH AP 4.
e Since FinH FERBA], IR [HEN—MFRHERT Schema [¥) DateTime R AL [A] .
e LockHeld #/mHH 2B RFA, REMEN true. false.
3. IREEE2Z
(1) ABLETRK
SRR S
(2) BLEIDE
# HEN XML ALK
<Sysname> xml
HATRE 1A H e 1ERE LA AROCHE DL KNG 2% 7 i o

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
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<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# ARELE % 124 §I171E ) NETCONF 215 (015 Bl WS LA FHRCHE L. REI S0 %5 /0
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-sessions/>
</rpc>
(3) & BRIk
# N2 P S BRSO, W RN AR R .
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<get-sessions>
<Session>
<SessionlD>1</SessionlD>
<Line>vtyO</Line>
<UserName></UserName>
<Since>2011-01-05T00:24:57</Since>
<LockHeld>false</LockHeld>
</Session>
</get-sessions>
</rpc-reply>
PLEEERE: HEl#A—4 NETCONF i%#%z, SessionID /& 1, ¥ 728 vty0, &3]
& 2011-01-05T00:24:57, B PP ARFEA B

4.3.9 save-point #&1E

WA XFEE BN EER, RERRAG, W& HEW M5 M TR E RR:

o NETCONF % /i £5)) T A HLE MR TE 2

e NETCONF & 7 i fE 45 7€ HI I 18] N AR5 4, B) NETCONF 2313 4% bl I [r) et g & ) [R1R
25 PR B B[]

o NETCONF %/ Sifi M1 25 [7] ) 4 57 5 T O T

Be B R IR R

(1)  XHETRSI .

(2) T k<save-point>/<begin>#{FE A7 HC & [HIVR bR

(8) T k<edit-config>#fE, XA RATHIRELE .

(4) T k<save-point>/<commit>ZFATACEHIIN, 1] 7 2 RS LI E FHERIA .

(5) I &<save-point>/<rollback>1THC B [FIVR . AIIEFEX N — K commit FEATECE R, B3
S5 NETCONF 2135 7% PR [ et 10 5 [0 25 PR R N B [T B, 3004 T 2 R 81 el 5 P 1)
commit FIACE .

(6) T k<save-point>/<end>%: At B [HVR LI .
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(7) X HHT RS

=
A EE

o R 51 % A~ NETCONF 235 F) it fie. B 18 &, AL B AR £ F <lock>4 2 £ %, T 07T a5
REEATRE S E AR RE R—HK.

2. BohECERIRINEE, fRERENRS
(1) %/ RIER L
TEHE LT HROCHE UL, kb 380 %5 7 i
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<begin>
<confirm-timeout>100</confirm-timeout>

</begin>
</save-point>
</rpc>
[5] 3 7 PR R IS I [ <confirm-timeout> 4 il ik,  HUE Iy 1~65535, HANFP, 64458 600
e

(2) R
2% P R W R R OCET,  ROREC B BIR s

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit>
<commit-id>1</commit-id>
</commit>
</save-point>
</data>
</rpc-reply>
3. EF TREEER
(1) B ARIER L
VRS LU AROCHE DL RIS 2125 7 i«
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<rol Iback>
<commit-id/>
<commit-index/>
<commit-label/>
</rollback>
</save-point>
</rpc>
<commit-id/>, <commit-index/>, <commit-label/>f£i%—A>, EEAER, [FVR w7 Hol fd
) commit (L E .
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o commit-id Ny &G ME—HRIRH commit %5 .
o commit-index /R 5T 50 X commit, 0 R RHIE— kK T &K commit, 49 R —IK
commit.
o commit-label AFrZE, AR commit brZEARHE—FE, AT LABA FRZE.
(2) HIREIE
2 PR N AROC, FRoR B R RBCE R .
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok></ok>
</rpc-reply>

4. EFTRECERIA

T K <save-point>/<commit># {452 M HTHCE - ff7E save-point 5, 4] 3L HFAIE 50 4> commit
6] 32 p (A B B VR . Bt 50 Yk, commit 746 % force J@ MEsRAIFE o5 i 100 3¢ .
(1) %/ RIER L
VRS U AROCHE DL RGNS 2125 7 i«
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<commit>
<label>SUPPORT VLAN<label>

<comment>vlan 1 to 100 and interfaces. Each vlan used for different custom as
follows: .. </comment>

</commit>
</save-point>
</rpc>
Hrh, <label/>fl<comment/>1]i%k .
(2) ZSEREAE
2% P R W R RO, KR FEB) N KR E SR .

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit>
<commit-id>2</commit-id>
</commit>
</save-point>
</data>
</rpc-reply>
5. BUHECE EIR
I K <save-point>/<end>#{F 1] LAELE AL E [517R .
(1) % PURRERL
TR U AROCHE DL RG22 7 i«
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>

<end/>

</save-point>
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</rpc>
(2) SERKAIE
% PRI AR SO, SR FIX R end 4 FR
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

6. SRENFR G HY commit BELR S RYiER

~ K <save-point>/<get-commits>#{F 1] LLSREL commit [ E 1%
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commits>
<commit-id/>
<commit-index/>
<commit-label/>
</get-commits>
</save-point>
</rpc>
He, <commit-id>. <commit-index>. <commit-label>{Fik—/~, tHAIPLEIANIE. #RRERS, #*
R T ) commit 13K .
(1) B ARIER L
T LT HROCHE DL, R I 3028 7 3
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commits>
<commit-label>SUPPORT VLAN</commit-label>
</get-commits>
</save-point>
</rpc>
(2) SERKAIE
B PR T R RO, 3R B0 R ) commit R
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit-information>
<CommitlD>2</CommitiD>
<TimeStamp>Thu Oct 30 11:30:28 1980</TimeStamp>
<UserName>test</UserName>
<Label>SUPPORT VLAN</Label>
</commit-information>
<commit-information>
<CommitlD>1</CommitiD>
<TimeStamp>Wed Nov 8 18:26:28 1972</TimeStamp>
<UserName>test</UserName>
</commit-information>
</save-point>
</data>
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</rpc-reply>
7. 3REVE % commit BER SRECE
K <save-point>/<get-commits>#§:{f A LAZREUG B[] commit 45/ 1 EC E

<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commit-information>
<commit-information>
<commit-id/>
<commit-index/>
<commit-label/>
</commit-information>
<compare-information>
<commit-id/>
<commit-index/>
<commit-label/>
</compare-information
</get-commit-information>
</save-point>
</rpc>
Hrr, <commit-id/>. <commit-index/>. <commit-label/>{T:i%—>. <compare-information/>7]i% .
<commit-information> A AN S 4R, R i FH ) commit BCE .
(1) B AAEAR L
TR AN AROCHE DL RIS 2125 7 b o
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commit-information>
<commit-label>SUPPORT VLAN</commit-label>
</get-commit-information>
</save-point>
</rpc>
(2) HHREIIE
% P IR N ARSI, R B AL EAE
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit-information>
<content>

interface vlan 1

</content>
</commit-information>
</save-point>
</data>
</rpc-reply>
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4.3.10 E5|&#HINkE

1. ThEEE Y

Comware $&tZR 5| S #hfe, 7ERLERYP, AT get. get-config. edit-config. action #1ER AT LA
fE AR B Rk, thin, BER D Ethernetl/o/1 IE S 1, WA LLA Ethernet0/0/0 S #:
BO&RG 1. B R B Fikaes), 162 %0 R NETCONF API TR
. e GigabitEthernetl/0/1 /& Trunk #2110, ZLAVF VLAN 2. 3 @S, AILARA NHP
XML:
<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://www.h3c.com/netconf/config:1.0">
xmIns:base="http://www.h3c.com/netconf/base:1.0"

<VLAN>
<Trunklnterfaces>
<Interface>
<Iflndex>GigabitEthernetl/0/1</1flndex>
<PermitVlanList>2-3</PermitVlanList>
</Interface>
</Trunklnterfaces>
</VLAN>
</top>
</config>
</edit-config>
</rpc>
R R BT L rib 22 5], M h3c-name2indexl.1 WA G (JRAME BENGE I 3REL, #8714
PN IES I “2.7 WL NETCONF 7 ) i Al i g5 [l 1% 7)), v L A valuetype J&VETE &
ZfERZER . valuetype BUE A :
e Name: fHNHAMRIEE,
e index: {HANZETIIFHKA,
e auto: WAMCILLRRIFMITH, WREEILEEMEAMEE, FIZRRLIRMITE. mRAfE
valuetype J& 1, #4484 auto.
#an, fEUE findex JLE& A index K8, {E5 1, AJLLUTF R T E XML:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<getoperation>
<filter>

<top xmIns="http://www.h3c.com/netconf/config:1.0"
xmIns:base="http://www.h3c.com/netconf/base:1.0">

<VLAN>
<Trunklnterfaces>
<Interface>
<IfIndex base:valuetype="index">1</1flndex>
</Interface>

4-76



</Trunklnterfaces>
</VLAN>
</top>
</filter >
</getoperation>
</rpc>

2. BRI

e XJTF get-bulk. get-bulk-config #:/E, MR ZRMEG, FFH 2mrA &k e /EHR,
ANBEAE ] — X 2 T RE .

o XFT match idyE, AFFAFBIR T GG

o XFTFIEESIF, edit-config I ASREBEAT— X 22 #5 4

o XTI, TR T A —E e AR eln, #2085 B3 RF GigabitEthernet1/0/1
to GigabitEthernet1/0/24 X ¥ KR~ K EAFRI ST, H VPN R3CRE—XIMA—14 VPN £
PR o

4.3.11 edit-config B E T & IhAE

TR P A G2 —AF%, Hln VLAN Trunkinterface, H PermitVianList )35 7~ % 2 E W
2,3,5-8,9,10-100. fEIXME UL N, Pl RETREAEAMESUE A BUEMEIL T, B & T AH EUE. than,
ANHITE JFRAG RLEE VLAN 3% permit 1, 75 2476 JFOR R EEA E3En—4> VLAN 105, bRl E TR
WEMERIE. WE NRIERETT O RN E TR A EF8E incremental="true”J& .
BT E TR, WA & N RIA F B e TR JE . B, 2487 VLAN 100 (¥ permit
List Jy 10, #&E & VLAN 2 f1 3, ffif 40~ XML:

<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">
xmIns:base="http://www.h3c.com/netconf/base:1.0"
<VLAN Xxc:operation=""operXXx">
<Trunklnterfaces>
<Interface>
<1 fIndex>100</I1fIndex>
<PermitVlanList base:incremental="true”>2-3</PermitVlanList>
</Interface>
</Trunklnterfaces>
</VLAN>
</top>
</config>
</edit-config>
</rpc>

ST AFERAERA, 358 TR VLAN &I EIEL Rk 4-6 k.
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F4-6 ET A VLAN BT FARRERIELXBIRIELE R

#24E(OperxxX) FHEERMIHIRIELER gt
R BNy (2-3) T —AEE %
create PermitVlanList® y2,3,10 MEEGFTE, WG CEFE, FERME
T

delete F G JE LR, 2T RIGE MR
ff; delete G E/FM:. LWEEMEN, R

delete PR RN, IREIREANELE, KR S (T (T B A T,
IR [HIC B ANAETE

merge PermitVlanList?: 42,3,10

replace A Frelacet A

remove 5 RN, & &R IEE MR
1; #wEEEEN, SHERMAFInN e
BT &

BVERT), RN2-3AFEAE, PermitVianListAs
%

remove

4.3.12 cancel-subscription #{E

cancel-subscription #4EHRPGHIT B EH 7 IR &AT S5, F P o] DS R VR B AT
e A
1. BPIR&EIRL
BT AT B B 37 SR AR A& N
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<cancel-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>XXX_STREAM</stream>

</cancel-subscription>
</rpc>

B ER

stream 1T 1) AR R A FR

2. L5 RIGIE
WA RNE R ISCE RN, 4% 7 a8 0 R SR, FonBGH T 5 Tl .

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=""100"">
<ok/>
</rpc-reply>
an SR B CAT B FARAEAE, AR B R RS R
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>
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<error-message xml:lang=""en''>The subscription stream to be canceled doesn"t exist:
Stream name=XXX_STREAM.</error-message>

</rpc-error>
</rpc-reply>

4.3.13 createDotlgFlow 31

createDot1qFlow #1EH R IF A 74 0 ) Dotlg LE5ThEE, H48 & T8 D RERE & 451 VLAN RS0
4MZ VLAN ID {5 .
ZARE LU FH <ifName>51 45 & 3 1 42 7K
ZHEAE A F <vlanldBgn>Afli<vlanldEnd>%1$5 & 24 4511 VLAN R SCHI5 52 VLAN ID JERE. i
<vlanldBgn>#l<vlanldEnd>% {IEAHIA], FRon 1% 10 R & 45 /M2 VLAN ID iz E IS,
<groupld>%I| FJHUETEHDN 1~16. AW FIEE =J7] Fk & BIER, 2P RME TR ZEME =J7) 7
TRFF—3G AR =T7) w v HAERS, %51 T8 HC U Y A A S
1. BPum & XERL
fic & 12 [ GigabitEthernet1/0/1.1 figft 245 &4 = VLAN ID 7E7E il 1~100 P VLAN 32, XML
TERAF LT
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<createDotlgFlow xmlns="http://www.gsta.com/netconf/gsta-ethernet'>
<ifName>GigabitEthernetl/0/1.1</ifName>
<vlanldBgn>1</vlanldBgn>

<vlanldEnd>100</vlanldEnd>
<groupld>1</groupld>

</createDotlgFlow>
</rpc>
B AR
ifName TEORRK
vlanldBgn VLAN ID7t B JF 4518
vlanldEnd VLAN |DyiE [ 45 Hi
groupld HID

2. L5 RUGIE
WU BTSSR ICSCE S RN 2 o, 248 7 i B a0 RO, RoR BRI .

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=""100"">
<ok/>
</rpc-reply>
R RO R AR, R F AR
<env:Body>
<env:Fault>
<env:Code>
<env:Value>env:Receiver</env:Value>
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</env:Code>
<env:Reason>
<env:Text xml:lang="en">invalid-value</env:Text>
</env:Reason>
<env:Detail>
<rpc-error xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>

<error-message xml:lang="en'>Configuration target does not
exist.</error-message>

</rpc-error>
</env:Detail>
</env:Fault>>

4.3.14 deleteDotlqFlow 4%

deleteDot1gFlow #4F F SR MBS 742 11 Dotlq X450 & AF 31, %8 0E 2450 R G B75 MU SZ R .
AR LIS F <ifName>F1 48 & T3 11 24K
Z#AF {3 H <vlanldBgn>F<vianldEnd> %115 & 78 22 45 11) VLAN 5 3CHIEAHZ VLAN 1D JEH .
i <vianidBgn>Fl<vianldEnd>#1 B AR F], 7RG H T8 X A Z VLAN 1D i ST )
Dotlq & 45ThE
<groupld>FFJBUATE DY 1~16. AUV =77 e LN, 2V MEHEME =77
TREF—2 AFIEE =07 ) i vees TEEmy, 1280 ] 5 A U Y e 9 AT e
1. BPIR&AIEIRL
MR 7310 GigabitEthernetl/0/1.1 fIXf & #NZE VLAN ID 7635 FE 1~100 PI#T VLAN R 3CHI Dotlq 4450 B - XML
WHRWT
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<deleteDotlgFlow xmIns="http://www.gsta.com/netconf/gsta-ethernet">
<ifName>GigabitEthernetl/0/1.1</ifName>
<vlanldBgn>1</vlanldBgn>

<vlanldEnd>100</vlanldEnd>
<groupld>1</groupld>

</deleteDotlgFlow>
</rpc>
B AR
ifName FEORK
vlanldBgn VLAN ID7E Bl H 418
vlanldEnd VLAN Dyt [ 45 {8
groupld 4HID

2. L5 RIGIE
W AAURNE RIESCE S RIN R 24 8%  alB0 a0 SRS, RonBR RN -
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<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=""100"">
<ok/>

</rpc-reply>

4.4 FREVADIE B BARIR(EIEHY )=

Comware SR AT A F SR SR BR3¢ B 2088 i E an2k 4-7 Fios . Hodr, f1F5 get. get-config. get-bulk.
get-bulk-config. edit-config. action #{F .

F=4-7 Comware X FFRIZRELUAS B BiEIR1E
ik WiER XML #& A
FREL Sysloghk B ) 4= 3 B FXMLIE R 41 F

<rpc message-id ="101"
xmIns="urn:ietf:params:xml:ns:netconf:base:1
.o"
xmIns:xc="http://www.h3c.com/netconf/base:1.
o>
w N T <get>
é’ftﬁiiﬁlﬁ AFEBATIRA B AT <filter type="subtree">
BHdE <top
xmIns="http://www.h3c.com/netconf/data:1.0" >
<Syslog>
</Syslog>
</top>
</filter>
</get>
</rpc>

RO RN AR E FMXMUIER T

<rpc message-id ="100"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
o
xmIns:xc="http://www.h3c.com/netconf/base:1.
0>
<get-config>
<source>
<running/>

SR B AR, FigetRFE, B HIR </source>

get-config | A MIACEL S . A1 <filter type="subtree

BHAE, R [E— A <data> xmIns="http://www.h3c.com/netconf/config:1.0
">

get

<Ifmgr>
<Interfaces>
<Interface/>
</Interfaces>
</1fmgr>
</top>
</filter>
</get-config>
</rpc>
MAETERTIF —SFTT IR R IR | SRIA R A8 (O XMLIE R i
EgiN%ﬁﬁ(%glﬁfﬁﬁz:ﬁ@)y <rpc message_id ="100""
AFEITRSEIEMERE SIS . H | xmIns="urn:ietf:params:xml:ns:netconf:base:1
get-bulk Frdidindexg g e g5, il -0">
count/B HEAR EN. Ik dE A, e e eubtree™s
RILLE &M% WATEN, 5 Sop
R R P A A EE IO RA xmins="http://www.h3c.com/netconf/data:1.0">
JENZE S IR 8] 56 o B 6 4 0 e <Ifmgr>
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#B#1F

iR

XML #& 3 HE45)

#H

getiRAE iR [l A 75 & 2 1
i, RXAEFLARIL N 2 FEEE R
. get-bulk Fo ¥ HI ™ A I E £k 15t
TG, TR E 4 H B
K

<Interfaces xc:count="5" xmlns:xc="
http://www.h3c.com/netconf/base:1.0">
<Interface/>
</Interfaces>
</1fmgr>
</top>
</filter>
</get-bulk>
</rpc>

AREA AR L AR 2 IXMLIE SR F -

<rpc message-id ="100"
xmIns="urn:ietf:params:xml:ns:netconf:base:1
0" >

<get-bulk-config>

<source>
. . <running/>
et-bulk-con MEEE RGN — 4Rt E RN & </source>
f%g e B4, Fget-configZéfl, HigEIE <filter type="subtree">
BIANLE; HEL R lget-bulk <top )
xmIns="http://www.h3c.com/netconf/config:1.0
>
<lfmgr>
</1fmgr>
</top>
</filter>
</get-bulk-config>
</rpc>
¥4 BufferSize ¥ B Jy120 I XMLIE K U1«
<rpc message-id ="101"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
.o"
NYSIVINE —,— | XxmIns:xc="urn:ietf:params:xml:ns:netconf:bas
%éﬁﬂz@ﬁ@ﬂﬁﬁ‘]ﬁ%ﬁ%iﬁ%@ﬁ c:1.0">
fRERCE <edit-config>
mergeti{F L JitE i LAk A E Xt <target>
% (47) <running/>
: </target>
cditconfig: | ° WATERAI BRI, WP <config>
it- ig: - op
merge RCH R 5 xmlns="http://www._h3c.com/netconf/config:1.0
o WMRIMEMMNEALLE, HE | > <svsl
- LI o yslog
VROIE, WSe Rl e B xmIns="http://www.h3c.com/netconf/config:1.0
% ' Xc:operation="merge''>
b o oo N N <LogBuffer>
* ﬁigﬁﬁérﬁ&i@ﬁ <BufferSize>120</BufferSize>
VFEUEE, iR [l merge KN </LogBuffer>
</Syslog>
</top>
</config>
</edit-config>
</rpc>
IR E X R . createt {F LR E
Tic B4 5 . create A IXMLEHE i
FAmergeZifil, HZoperation®
MREE N “create”
g;ﬂé;fgnflg: o WRETACE AR OIS F L, {fmergef&ei Acreateiny

R, HARDSEAGFAE, Nk
QUERCEXN R, FOIEEER
FeE

o UNIRECE X G TR N AL E I
E4A74E, MiRA] data-exist
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BE LA XML &= H45)
HER
o WIRIEMN BT, MFH
e e X RN E A YRR E
o WRIEEMNZALFIE, HA
edit-confia: VRO, 200 N E izt
replace g SN AT E A I, {Emerget&Chreplacetl 7]
o WRFEEXN ZAAEEEAS R
g, NIAEET replace #:1E,
R[] invalid-value #51%, R
F P B R ANAEAE
MHIBR 6 2 i &
o HIREMMRN G RERE
FIEF,  TUIBH B T 2 48 B X 5
WIFTENCE, [FHERTE 2 X
_ _ R
fggﬁ;ﬂg' o CUEEMMBA b Ay | AL, dEmergefZiyremove T
REGIEAAACEE TR, 0
Bk Sk T T ) E I
o WMRARGTIREN R,
B XML B AR E XS 5,
B [ B Th
T B A T
o MIREMMBIETHRERER
FIEF,  JUIBH B T 22 48 B X 5
WIFTEECE, [F A e e bt
edit-config: % [k, iEmergefsichdeleteyin]
delete o UFEEIIMBRN G P AU A
RRFILAFTERC BT, T
Bk bk T T ) E I E
o WRRGTIEEN RAAFTE,
T B F2 3R B A AFAE R T S
edit-config i {E i T2 B4 1T &5 TR—ATHIEAE, ZERAE AR, FAEIET R
L . NETCONFZ i T fiffzeigr | % R50 XMLEERUTT:
H1755%: merge. create. delete. | <rpc message-id ="101"
removeflireplace. *4XMLH & xm!nsz"urn:|etf:params:xml:ns:netconf:base:l
HOEISSLEL T I 0, WM | 020 config
BRANERAE Oy T He 2 A 7 <target>
X, ABEUERRER A E <running/>
edit-config | BRI M5 (i merge, ZEXML </target>
AR | ST Pl <default-operation>none</default-operation>

v/

<default-operation>5 55 3K 1% & Bk

IWERAE, BUES:

e merge: MALE 7 FIERINER
e 77 Ryt Ent, FAZs
=

o replace: MACHE 7K
5E, BRINEAESR E N replace
B, edit-config #:/E BRI

<config
xmlns:xc=""urn:ietf:params:xml:ns:netconf:bas
e:1.0">
<top
xmIns="http://www.h3c.com/netconf/config:1.0
">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>262</1fIndex>
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1BR1E AR XML &= H45)
K replace 1 <Description>222222</Description>
) . </Interface>
e none: MALEFXKRIEE, </Interfaces>
BRI ESR 2 none (1B </1fmgr>
%, edit-config BEEER Ay q;g%>
none #{E. none 1% 1E L2 H </edit-config>

KAGH, N &N none #EAE 1L
B Schema K56, ik
THIEMECE FR. BiEmE
Wi, iR A ok BLY, 150
%

</rpc>

edit-configl fi & AL B % E 2 &

gL, SERICE W EMERIE. R
1Tedit-configifitFEH, ansfiss|—
A SEBIBLE A, BRAER T2
BRI R, (BN TN M
RiF, edit-configfEfit T 45 iRE I,
BT R TUUE R, fERA
B R BRI T A [F] A AL 2R 4

TRMAEOMEE, 4 TFRE-TEAONEEREHR
B, kST F—NEOREK TR, XMLERWT:

<rpc message-id ="101"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
.0">
<edit-config>
<target>
<running/>
</target>
<error-option>continue-on-error</error-optio
n>
<config
xmlns:xc="urn:ietf:params:xml:ns:netconf:bas
e:z1.0">
<top
xmIns="http://www.h3c.com/netconf/config:1.0
"
<Ifmgr xc:operation=""merge"'>

edit-config <error-option> s Fl T3 B —A4~5L <1 “fe:fa$95>
_%_7" =Y e b ¢ <iInterrtace>
éjﬁéﬂ?fi WQBEMHF, \)ﬁa@uﬁﬂﬁﬂﬁm&i <1 FIndex>262</ 1 FIndex>
= fiﬁﬁ’ B {5 Jystop-on-error, 4 <Description>222</Description>
HRHE A
. . < i > < i >
. stop-on-error: {2 1-4b8, I8 ConfigSpeed>1000000</ConfigSpeed
IR . BTN ER AL I <ConfigDuplex>1</ConfigDuplex>
. o 4 </Interface>
. cont|nug-onerqL: akshb <Interface>
B, HEREHR <1fIndex>263</1fIndex>
e  rollback-on-error: 2 113l <Description>333</Description>
RICH <ConfigSpeed>1000000</ConfigSpeed>
<ConfigDuplex>1</ConfigDuplex>
</Interface>
</Interfaces>
</1fmgr>
</top>
</config>
</edit-config>
</rpc>
£ IETedit-confighRfEms, arfg | FR—MECORBCE, (X, XMLERIT:
JE— N 10, Af H <test-option> <rpc message-id ="101"
WK RE MR E R R HIE R xmIns="urn:ietf:params:xml:ns:netconf:base:1
: ) Ko 2 RNEEERN -07>
edit-config N . <edit-config>
ST test-then-set, A=#FHUEN: <target>
i e test-then-set: WA =M /<runn|ng/>
e N8 | £ 4 </target>
RERCH B S AR5 <test-option>test-only</test-option>
o set: HMEKEIARS <config

o testonly: Rk, HFATKR

xmIns:xc="urn:ietf:params:xml:ns:netconf:bas
e:1.0">
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RAE Szl XML &

REFRG. Eikaimd, <top .
SR A ok T, 7SSk xmIns="http://www.h3c.com/netconf/config:1.0
"

<Ifmgr xc:operation="merge"'>
<Interfaces>
<Interface>
<IfIndex>262</I1fIndex>
<Description>222</Description>

<ConfigSpeed>1000000</ConfigSpeed>

<ConfigDuplex>1</ConfigDuplex>
</Interface>
</Interfaces>
</1fmgr>
</top>
</config>
</edit-config>
</rpc>

TR RO STHE S, XMUIERAT

<rpc message-id=""101"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
_0">
<action>
<top
xmIns="http://www._.h3c.com/netconf/action:1.0

NRAFRCEEGR R BE SR, e, | s>

action resetif <Ifngr>
<ClearAlllfStatistics>
<Clear>
</Clear>
</ClearAlllfStatistics>
</1fmgr>
</top>
</action>
</rpc>

4.5 BRIRENEKIREME A

SREUEE 25055 get. get-bulk. get-config fil get-bulk-config. AT A-4HixLE get R5HEAE
AR [FIE .

4.5.1 get RINFKIBEMERETR. TAMHIBELLCE

<get>Fli<get-bulk>H SC il & X T -
<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<getoperation>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
TEERLDE, THE, K4, 14
</top>
</filter>
</getoperation>
</rpc>
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<get-config>Fll<get-bulk-config>$} 3 frti A% 2\ 4n F »
<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<getoperation>
<source>
<running/>
</source>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">

TEERLE, FH, FE5, 15
</top>
</filter>
</getoperation>
</rpc>
., getoperation /LIl get. get-bulk. get-config 5i# get-bulk-config. <filter>i%& i H T-it &
FR, <filter>F ] QRIS . P4 . REMFIL . Fee AR p<filter>, RFEMERTLLER. 1T
A
o IRFHMENE:
o tnR<filter>H AR E B (TP, NIRRT (TR, — BIRE i (FEHL,
TR et R A R e s (PR,
o WIRBHUNAIREER, NERREHE. —HIFER, WREHEROEREERL.
. IR [HHE AT
o MR TFAESNL, MERRZENEHIT.
o fni<filter>rh R4 E R 5151, WHRE51ZE I P LE AT 45051 R FER4EE TR 9
FlZ AN AR, R B 2R 5] A DCES AT 2R 51 5 RIE € 181
. IR [EHE N
o tnR<filter>rt RiRw R 5141, Wk B R OR8] R EREE 7RG 5125
HoAm 1), IR ] ) EAR AL B & G BRI R E B
o MTZT—ARIIMEN, RIIFIEE, TR EFERERE 2R T
o X get-bulk #:AE, FIMHIMIELLR I BUMEME N EARIE, JEEEAELLR I BFEME L I8 %
PEAFAE. o, —ANZSBIRFE AL B C. D E5SANRS], WHEMt A, B. D. E4
ANEG, WAL BIEE e %4, BGH L Ay B & HFEE—4> C. D. E 1%dE, [N,
D. E KHMEVE LB K ATAEAE
o T get#fE, RIIALRK, FraMRLIFIENEASIEFAAAAE.

4.5.2 get RZFIIR[EZS HHEAYIF 5L AR

NHUTE DL AT e R 0] S A

o  MEMRBRED.

J oV 1A% RO R RBAC RUR .

o PRSI PRI A AR .

o RAEHANARK A HERIH IR

o X7 get-config RIS, fERHPAAIINLE.
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o EMFTBIR L, ASTRHEERE.

4.5.3 RBAC L& X} get &%IiR 145 RS2

MR RBAT read BUFR, get iR [5145 RAEAE MR H A .
WERFNIBA T read BUIR, MATERP—ENEFEII] WERTERAFH OIS, W FER B
bt s R SRS, R B Bl T PR [l

T RPATI ], IR R SRR R BA R, WX get 1 get-config #:/E, SREUA Z 4L
i %T get-bulk A1 get-bulk-config #:4F, <xBkid AT .

4.5.4 RREEXTIEX get RINREILZRAIFMN

5

FLECRIH AT RESR A 0 SRR, AISRIR LB S 2% A 554, LL AN Route 28U Ipv4Routes 3,
FObpEsR AR BIAEAT (220130, Bk CRSEfR) L. HERIUEAa T

<Route>

<Ipv4Routes>

<RouteEntry h3c:filter=" ip 1.1.1.1"
xmIns:h3c="http://www.h3c.com/netconf/base:1.0" >

</RouteEntry>
</l1pv4Routes>
</Route>

AR RIS HHBUREER B U ISR, ML P26 A FILAL get RAUFILBE AR A IERIME A, BAE
R BRI PR A 2 IR 0] L DB 45 R — 2D
HARNFLRIE S AR (A UL ISR, 7 EEA X RLATRLILE XML AP G F T A«

Comware NETCONF ¥z 383h R

5.1 HIELIEAN

] P AT<get>. <get-bulk>. <get-config>l# <get-bulk-config>#/Ef, 7E XML i& &t hnid
e, ATRMER P RERE S0 EEE. BdEid iR rA% VLR, IRk sUIL ECAN 2 AR UL
=T

[FI 48 2 2 MO I AR, R — P P82 aT DUAE 2. I BB SR A4 BR AR 2 M i BRI, 4K
N ARG ULAC, 1R ek sUUT FC A 2 A UL AL .

5.2 F&ILEL

FERGUCHC ARG A VTS 5 3 e RE T SRR M4 5 . S e e, e cRE R
M PAE XML B S B e MR TR, WA X S E AT A LA . WRfE e 7 24 0%
A, R AR A LA & . R 5 A UERE A A IR [ B )

filhn, R A—/> NETCONF R 3CR61, HT3REATA RS UP I DL E(E B .

<rpc message-id ="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
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<filter type="subtree'>
<top xmIns="http://www._.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<AdminStatus>2</AdminStatus>
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>
2 PAEAT AL E B TSCE R I R PR R A4 PR 2 BT R B A SR AR — 3, XA & PERERR 5
JUN RBCE R4 BRI S AT A UL . iltn, b R AL 7 S XML Ky
<rpc message-id ="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/data:1.0"
xmIns:data=""http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface data:AdminStatus="2" />
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>
PA_E A NETCONF R SO 5 B - i3 P ™ kg UL e 7 ZRETmT PR BT IRy UP I MR &

==

B0 o

5.3 IENFRIANTE

5.3.1 IEMZFRIATTHE &/

M PR LRI, W BIERSE TR RiE regExp BN AN IEMERER, LUX B IER H
o SCRPIENIZRE LR AR S R W AE: SR, S0 HRIBT ) SR 75 8 IPva Hbdik,
IPv4 4. IPv6 Hidilk. MAC #ihi. OID. R [X.

N
Comware %%, JEN|&kX XAR# ucLibC. gLibC % &I, RE|EG)ZINTRAEAL L 7,
B ik b BUR & TR AT E N ZGA X oL, XML ER P R 538 %, o JU4F ) B 42 69 E ) RA X,

407~ 34> NETCONF $R3ORM, F T30 IR (5 2, I ZORIX A B 5o K'S 78,
AREA HETFAF -
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<rpc message-id=""1-0" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:-h3c="http://www.h3c.com/netconf/base:1.0" >

<get-config>

<source>

<running/>

</source>

<filter type="subtree'>

<top xmIns="http://www.h3c.com/netconf/config:1.0">

<Ifmgr>

<Interfaces>

<Interface>

<Description h3c:regExp=""[A-Z]*$" />

</Interface>

</Interfaces>

</1fmgr>

</top>
</filter>
</get-config>

</rpc>

MR 2 H ) BRIk 7 AT UL BC R A 26 5-1 P
#®5-1 ENFRIAR AR F AR R

T X 24451
A VCRC AFE 5 R AR AT A BEDLIE LAUTFER AT, S BEDTIE LAAUTT 45 (14T
$ VLIC PAFE 8 74 45 R AT u$ A BEULHC LA ugs B 14T, AREILEC LAuAL: B INAT
WAL, FTAREALAT—ANFF .sT] LATCdas filbsZs
i VLR BRI TR Tk | o 20" BALRC z BUR zoo
e e (zo)*F[LAVLHC zo LA zozo
2La ‘1—‘—»/\“/\‘u‘r—‘—vl\‘\/\‘ '_“/_'D‘
s g}?ﬁmm% FRCERTR = | bR zo b fzoo, RAETL AR
| VG HL| £ 1 B AT 1 I BN 15 B deflint X GEVC AL AL 7 defali & int i == 7 B BT 72 (14T
0 FoRTR R, —E “+7 Bk 7 | (123A)F R FIFH123A; 408(12)+A] LLILH408121K
BT R 408121212557, {HAREILAC408
FoREE —RIE I, 5
EAR\RT OB LR /8, index | (string)\1E R {lstring & — 1k, VLEL K745 8 AL E
S AR 45 5 7 S 4% M A S A | stringstring;  (string1)(string2)\2& 7~ string2 & — X, L
\index R MATF 64« BRI R A | RC A0 5245 53 6 436 & string Lstring 2string2;

— AR, Windex A AENL; 0
R\RTHA NN 7558, Windex T B
RLBInH AT

(stringL)(string2)\1\2 K /RS dtistringlEE —k, HEE K
string2, DUHELD )57 & A 040 & string Lstring2string1string2

FORTAFIESE, K DU
WA TR A AT IR, AR
LR B A% AN A
HLREILACE]

o [16AIFR/RTCAILE R A5 HFEEAS 1. 6 (A

fEE—1

o [1-36A] KA ILEC BRI 777 R EAE 1. 2.
3. 6 A FIERE A CNEER)

AR R 7 EEAE N AT IR TN, ]S AR ] A
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FRFHE aX =41

AT, fEanstring], A REVCHECEN]. [BeA XFEAIBR

FORIEFE SN 745, F LLRA

Y R T ICRD, R e [ML6AJZ R AT VLRC ) 547 s A f5 2 1, 6MIAZ AMNIAER T

W g £ A 2 7 R T, ZFR B DEE FL. 63A, HARRAEX =4
%ga@MH%M%'%NMﬂQ 7% BI4I[MBA] R BAJLAZabc. m16, RASITAIL. 16. 16A
{n} nse — N EEREEE, ILRCnIK o{2} N fEVLECBob, {H & fEILAfood
{n} nE— MM EM RS, Z/DILEINIX of2 A BEVLACBob, {HAEILEfoooood
mAINBE A AE S, Hobn/ T4
{n,m} Fm. REZFEEAEnHmANE | of1,3}HEILEfod. food. foood. foooood, fHAREVCHLfd
FrFEtREILAC S
LR & 48 E TR TR, =+
\< A5 H T I Q0 5 - AN e 2 2 \<dolL /it #.i7ldomain, & AJ AVGEC 745 5 doa

TR RIZR

VLR & L TR 07 7
> PRI R A TR RS | doVSULRLSidundo, R LALAC 4 cdo
Fo PR

UL —A il i, st in | enbrl LACECnever, {HAEEICHCverb

\b JNYRN N
12 4% 18] 67 \berm] LLUCHiCerase, {HAREVLE verb
\B [UNGE|EERER v S enBREILAcverb, {HABEICECnever
W F[A-Za-20-9_], R—¥F. T - - .
\w R R ViwfEDLHitvlian, Wwik fElL il service
w WERCFI'A-Za-20-9 1, J2BR THC |\ oorpy i, (02 R AEITRE 20 Riba %

T PR RILZ SMUE R T4F

ViR

W SRR, BRI AR B | ¢ WTHLRGRH T
\ BRI, SRR | e TR A A S

B4 5 B L \\b AT LAVLELELE\b )45 AR

5.3.2 IEMFRIAIRIEL

1. LAWK
SR Ifmgr B4k Interfaces #& T Description 41 617 5 5 BT 4k -
2. BELE
# 3N XML L.
<Sysname> xml
# HEATRE SIS . VR LU ROCHE DL R IG 3725 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
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</capabilities>
</hello>

# FREX Ifmgr #E Interfaces % T Description %432 B 5 W FTA £ . 15K DL R HCCHs DL,

=P i o
<?xml version="1.0"?>

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:reg="http://www.h3c.com/netconf/base:1.0">

<get>
<filter type="subtree'>
<top xmlns="http://www._.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<Description reg:regExp=":" />
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>

3. FERIWIE
# UAR % S RSN T AR OC, RIS R AR ) o

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:reg="http://www._.h3c.com/netconf/base:1.0" message-id="100"">

<data>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>2681</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:1 Interface</Description>
</Interface>
<Interface>
<IfIndex>2682</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:2 Interface</Description>
</Interface>
<Interface>
<IfIndex>2683</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:3 Interface</Description>
</Interface>
<Interface>
<IfIndex>2684</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:4 Interface</Description>
</Interface>
<Interface>
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<IfIndex>2685</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:1 Interface</Description>
</Interface>
<Interface>
<IfIndex>2686</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:2 Interface</Description>
</Interface>
<Interface>
<IfIndex>2687</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:3 Interface</Description>
</Interface>
<Interface>
<IfIndex>2688</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:4 Interface</Description>
</Interface>
<Interface>
<IfIndex>2689</1fIndex>
<Description>Ten-GigabitEthernetl1/0/51:1 Interface</Description>
</Interface>
<Interface>
<IfIndex>2690</1fIndex>
<Description>Ten-GigabitEthernetl/0/51:2 Interface</Description>
</Interface>
<Interface>
<IfIndex>2691</1fIndex>
<Description>Ten-GigabitEthernetl/0/51:3 Interface</Description>
</Interface>
<Interface>
<IfIndex>2692</1fIndex>
<Description>Ten-GigabitEthernetl1/0/51:4 Interface</Description>
</Interface>
</Interfaces>
</1fmgr>
</top>
</data>
</rpc-reply>

5.4 FHILHE

5.4.1 FHFEENY

1T IR RIAAL e e 7 AT UL IC, 0 T BB 2 AR A ) Wi JE S BLESOR ELBORR AT, Ui, T4 A 2%
PRULRCIS JETh BE -
SRAFIL RSB A TR a8 i match J& MRS, JEIERIE (RIEIEZM ATUOAEC . 777 .

5-92



#®”5-2 FHMILECHS

RIE we 11 RA
;. ) , X TFvalue, CFERIEFEZRA Y. S HIPAIR A &Fh s
AT match="more:value SRR . IPvAMLE. IPVARERD. IPVEHLE. MACHEHL. FfIX
. e ) /N Fvalue, CEERIEFEZRA Y. & HIPWAIR A &R Ees.
M match="less:value SR PV, PVAHERS. PVGHIHE. MACHIEE. (X
. . , EA /N TFvalue, SZRFFIBHRZEAD: S/ H IR SR
e match="notLess:value TR IPvAHLIE . IPVARERD. IPveHidE. MACHIHE. X
- e orealuer | K Tvalue, SR RUERAA . R LRI, A
- ' SRR IPvARLHE . IPVARERD . IPveHbllE. MACHLME. BF[X
T match="equal:value” {i% Fvalue, CFEFRIEFEZRAD . Fra ey
AT match="notEqual:value” EA%Fvalue, STRFPIEIERAN: Fra 2
as match=rncuceising: | AEITRnG, SHBINAS: SHETE. AL
ANE match="exclude:string” i%migg$mm@,i%mﬁﬁ%@%:%ﬁ$ﬁ$\mmm
T match=sarwitsung: | T ISGIESk, XAAUERIS: SR OD. v
ket pem——— e LA A

40—/ NETCONF fR3RHB, T 3RECAAS (5 B CPU FI A 2K T 5090 544
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:h3c="http://www.h3c.com/netconf/base:1.0" >
<get>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Device>
<ExtPhysicalEntities>
<Entity>
<CpuUsage h3c:match=""more:50"></CpuUsage>
</Entity>
</ExtPhysicalEntities>
</Device>
</top>
</filter>
</get>
</rpc>

5.4.2 FZITACRIEZEG

1. LAMEEK
FREX Ifmgr iR Interfaces & T Ifindex 8 K T2:F 5000 [¥) Name 5115 5.
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2. LE S
# 3E N XML FLE .

<Sysname> xml
# BEATRE S0 Ao TEHG LU AROCHE UL, RIS 21725 7 i
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# REL Ifmgr #5240 Interfaces & T Ifindex {5 K 1557 5000 ) Name %115 L. 154 LR HRoSCH DL,
R 21125 7 S o
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:nc="http://www.h3c.com/netconf/base:1.0">
<get>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<Iflndex nc:match="more:5000"/>
<Name/>
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>

3. L5 RIGIE
# QR P S B0 R IR SC, R T

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:nc="http://www.h3c.com/netconf/base:1.0" message-id="100">

<data>
<top xmlns="http://www._h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>

<Interface>
<IfIndex>7241</1fIndex>
<Name>NULLO</Name>

</Interface>

<Interface>
<IfIndex>7243</1flndex>
<Name>Register-Tunnel0</Name>

</Interface>
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</Interfaces>
</I1fmgr>
</top>
</data>
</rpc-reply>

5.5 AJEEFIHHLIE

W IBIAE IR € AT B e, 2 RP P AT AR S P AF I R AF RS, AT
AIPPAFFE L PERAF BN A, WER—MCRHEAT, WAAT AN

5.6 EFFEMIFR TR

HA W EE BRI T, S8 70 AL e B i 8 I DA AR AT B i vk, 2 R 2%
A BT A PSRRI S L, ATF S UE SR AR BE R E AT a I IR A S
WNARAAT T — DA 2 S RABCH . WARAT AN .

6 ncclient YfE28 NETCONF & i 4r FE 7 1

AF5 L neclient A1, AEFFUE T HAEN NETCONF % Fi, 514 (fE5 NETCONF IR%2%)
7. NETCONF <> 1177

6.1 ncclient® Pim{ERIEES

6.1.1

6.1.2

ncclient T3

ncclient j& —/NAJ LU /E NETCONF % /i () Python . & i & 4248 7 6% BELWA) APL, 35
NETCONF (1) XML 41t Bedit 21 Python F9I&E A1 218, 152 E B A K140 5 SE N2 5
RS M EE R

o FF RFC 6241 5 X HIFTH NETCONF R PEMITIfE o

o JKZEAIEKR.

o ¥R RPCIEXK.

o SRk XML H 8. BRIFHIERE, S{ULHEEE.,

o YUEMENR, WLMRIETRE, RIEEIHT LU D) R AR .

MEEE

ncclient fT 7 () Python fiz 44 Python 2.7 5% Python 3.5+,
ncclient FYIE 47 AN -

) setuptools 0.6+

) Paramiko 1.7+
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. Ixml 3.3.0+

) libxml2

. libxslt

WHRHE 240~ Debian/Ubuntu, A7 ZLE T aptitude 5 apt-get 25 7 2028 40 R (1 1% -
. libxml2-dev

. libxsltl-dev
6.1.3 ncclient £33

AL an R 77 223 neclient:
o fRIELHALE 2% neclient. LA neclient-0.6.10.tar.gz 1, BRI FEA:
a. iR N EUE R R,
b. ¥T7F emd, VR E )G setup.py XHEFTER HFE T .
c. 4T python setup.py build 74> .
d. #1447 python setup.py install 74 .
e pip 53, BIHAT pip install ncclient iy 4 %2%% neclient. 177 207 Z 8O- = ALAT AU 191 2] H b
lib G (FFRIFEE AT BEXT BRI P B WX R AT U7 (] BR 1], 75 AT 2% 7 B AR o
RTEIG, TR PR AR T LR
(1) #7HF ecmd, #EA python 41 1A .
(2) A import ncclient f4 . WEREAIE, WFRRCELHERY) T .
W FHEY) e neclient A, 75 E 54T pip uninstall neclient 774 #1% neclient.

6.1.4 BIZAER

i3 python & AT A, & E 45 &€ WA ST £ A2 . BN, JAA SO+ py (RAFAE
Cldesktop/examples H 3T, 7 C/desktop FHTHI python a4 a0 -
[ncclient] $ python examples/*.py

6.2 EIINETCONFLiIE

477 LL NETCONF over SSH v I8 75 X 9], /-4 el il i 32 4T Python A< 2. NETCONF 23 .
37 NETCONF 21 (13 #2181 -

(1) i E NETCONF il 5 s

(2) AIE—A*.py BIA, I import f&ZE

(3) M connect J7iZ, it SSH il NETCONF 2x1fi.

6.2.2 fic® NETCONF a5zt

1% FH NETCONF over SSH j 1] 7 2U , 75 2 AE Mk &5 vmfic & SSH A -, 3£J1 )5 NETCONF over SSH
M5, HARKCE HikAT 3 0, “2.4.1 il % NETCONF over SSH i /737,

BlESERUE, W& D RATTHM SSH k% (HP A HTME P umd ridds. A4,
B P 48 ssh, %154 00passwordOOconnect .
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6.2.3 BITHIAEI NETCONF £1%

1. BIR &M

7E %37 NETCONF €15 2 Bl 75 B4 25 NETCONF % ' 5 A1 NETCONF IR 2% 2% 2 18] §E 75 ping i,
ffif% neclient f1i% % (Server) =EHid,

2. BIES T

£ ncclient FAIE RN SSH &4k . AT H A A ZE K S GEr =, HA4A
ssh, #H4)y 00passwordOOconnect . $ATHIZASIHH connect BRI, % imdEREsik %, HHEB)
#AL— NETCONF £:ifi

Z i
M AEATiEAR P, R EIEM “No module named XXX” #94%=, W4 pip install xxx 444
KT E B AR BT,

AT LR AN i Ah A @ 57 NETCONF 231 :
o TEIAPATI SRALERA RS E, AN
a. Fri demol.py XM, KLU T WA EHI RIS,
# -*- coding:utf-8 -*-
import sys
from ncclient import manager
from ncclient import operations

def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey verify = False,
device_params={"name® :""h3c"},
allow_agent = False,
look_for_keys = False)

def test_connect(host, port, user, password):
with h3c_connection(host,port=port,user=user,password=password) as m:

n = m._session.id
print("This session id is %s."%(n))

if _name_ == "_ main__":
# test_connect(''192.168.56.120", 830, 'ssh", "0O0passwordOOconnect ')
test_connect(sys.argv[1l],sys.argv[2],sys.-argv[3].,sys.-argv[4])
Hrp, %280 ON:
~ host: 24T NETCONF R4 %5 (B4 10 \P bk, HEFEME A %4 B 10 1P bk, ik
i, 1P Hihl-Jy 192.168.56.120.
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— port: 37 SSH &IN5 . BRI 830.

- username: SSH M HIH 4. tkfildr, FP 424 ssh.

— password: SSH /%65, s, #4594 00passwordOOconnect .
b. #17 cmd, FUJ#3] demol.py SXAFFIFE Hax, HATEA T A2

>python demol.py 192.168.56.120 830 ssh OOpasswordOOconnect
c. MAIEIT S &l 6-1 Frr.

El6-1 MAEITERREE

D:~D_FythonProjects*“B_github_projectzsh3c_ncclient*demo>python demol.py 192 _168.
56.1268 838 =s==h BBpassword@Bconnect

This session id is 1.

o TEMIASAFHIRHLERM XIS E, B RE N
a. Hr demo2.py XX, KLU TFAREHIBICAFF.

# -*- coding:utf-8 -*-

import sys

from ncclient import manager
from ncclient import operations

def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name® :""h3c"},
allow_agent = False,
look_for_keys = False)

def test_connect(host, port, user, password):

with h3c_connection(host,port=port,user=user,password=password) as m:

n = m._session.id

print(""This session id is %s."%(n))

if _ name_ == " main__":
test_connect(''192.168.56.120", 830, ''ssh', "0OpasswordOOconnect ')
b. # A cmd, FUJ#3] demo2.py SXAFFIFE Hx, HATEA T dr 2.
>python demo2.py

6.3 ncclientE A3 {E & EH =)

AN BUMTE NETCONF 231 b, PATHCE BB RS A WA G T B S HEAH:AE . $44T neclient
SEARFRAR R T IS A -

(1) RIEFTFE, HIEAFK RPC ) .
(2) HATZ Python JHIA, DLSERGACE . Al 1T SRR

6-98



6.3.2 FitE (edit-config)

1. EARR(E

(1) Hit RPC R, A NG VLAN. RPC iRk L XML 4547 2 i, (H3C Comware
7 NETCONF XML API Reference) C#%.
VLAN_RPC = " <config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www._.h3c.com/netconf/config:1.0">
<VLAN xc:operation="'create'>
<VLANs>
<VLANID>
<ID>3</1D>
<Name>3</Name>
<Description>2</Description>
</VLANID>
</VLANs>
</VLAN>
</top>
</config>

(2) MRAERECERAERI, EPEA R ERIET

o JLEIAERMEI: AT edit-config #1F, fi5EXS RS Sm<running/>iC EAEBATIE L, JER
B3R [ 4R 3L
rpc_obj = m.edit_config(target="running®, config=VLAN_RPC)
_check_response(rpc_obj, "VLAN_MERGE®)

o PrEAENEA: AT edit-config #AE, 18 E X kS A i<candidate/>fL B A AT AL,
BRI (B4R 3
rpc_obj = m.edit_config(target=" candidate ", config=VLAN_RPC)
_check_response(rpc_obj, "VLAN_MERGE")
5E K edit-config #e/Ef5, LW T 44T commit $#:4E .
m.commit()

o Wi T#iz: T edit-config B, T X R4S #sii<candidate/>FL BT BN, FFAL
Be R [El 4 3
rpc_obj = m.edit_config(target=" candidate ", config=VLAN_RPC)
_check_response(rpc_obj, "VLAN_MERGE")
e /& edit-config #E 5, W N e B A E T, H BB A,
m.commit(confirmed=True, timeout=" 300 *)
5e¥ edit-config #4F 5, WA LLHAT LA T dir 4 Z Fi<candidate/> P R F 52 O, RITSFE
B & .
m.discard_changes()

a4 # m oA with h3c_connection(host,port=port,user=user,password=password) as

m:

2. P51

DL il edit-config #:/E G4 VLAN [ Python #2/7
# -*- coding:utf-8 -*-
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import sys

import logging

from ncclient import manager
from ncclient import operations

log = logging.getlLogger(__name_ )

# FT0IE VLAN [ RPC #f3Z.
VLAN_RPC = ™ <config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<VLAN xc:operation="create'>

<VLANs>
<VLANID>
<ID>3</1D>
<Name>3</Name>
<Description>2</Description>
</VLANID>
</VLANs>
</VLAN>
</top>
</config>

# E5REMNERE.
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey verify = False,
device_params={"name”:""h3c"},
allow_agent = False,
look_for_keys = False)

# a7 RPC AL,
def _check_response(rpc_obj, snippet_name):
print("'RPC reply for %s is %s" % (snippet_name, rpc_obj.xml))
xml_str = rpc_obj.xml
if "<ok/>" in xml_str:
print(*"%s successful'%snippet_name)
else:
print(*'Cannot successfully execute: %s" % snippet_name)

def test_edit_config_running(host, port, user, password):
# QI NETCONF £1ifi.
with h3c_connection(host,port=port,user=user,password=password) as m:
# Ri% RPC il R IFH 2 RPC [AI 3,
rpc_obj = m.edit_config(target="running®, config=VLAN_RPC)
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_check_response(rpc_obj, "VLAN_MERGE®)

if _name_ == " main__":
test_edit_config_running(’'192.168.56.120", 830, '"ssh', "00passwordOOconnect ')

6.3.3 #&Eif] (get/get-config)

1. BEAREBRIE
(1) R, ANFEEET R, HOOE A FE:
o get #AEF EAR E Ky 4 %5 184 xmins=http://www.h3c.com/netconf/data:1.0. PAFREE
EEAB], RPCHRCUIT:

IF_GET_RPC = """
<top xmlns="http://www.h3c.com/netconf/data:1.0">

<Ifmgr>
<Interfaces>
<Interface></Interface>
</Interfaces>
</1fmgr>
</top>

o get-config 1 75 B4k & () iy 44 25 18] A xmins=http://www.h3c.com/netconf/config:1.0. LA
SREEE BB, RPCHRCUTT:
IF_GET_CONFIG_RPC = "
<top xmlns="http://www._.h3c.com/netconf/config:1.0">

<Ifmgr>
<Interfaces>
<Interface></Interface>
</Interfaces>
</1fmgr>
</top>
(2) XN, Kik<get>mli<get-config>Hik S HI Mk 55 # v, A i) 24 i A7 4 A C B 20 8E
o VM get#EI, Ki% get#:fE RPCIEK, ¥ HIEHRICE AR xml ST
get_reply = m.get(("'subtree’, IF_GET_RPC)).data_xml
print(get_reply)
with open("%s_get.xml" % host, “"w") as f:
f.write(get_reply)
o M get B get-config #%11, ki% get-config #ff RPC 13K, ¥ [l G5 A H] xml 5T
e
BT get Al get-config B 11, ¥ LA#hAT get-config #:4F . 1 get 2 1IN, 4% i@t
T SRR SCH ) i A 23 () W7 M AT i SR A2 get 2RALIE 2 get-config 287!,
W get #:10, AT get-config #AERI TN :
get_reply2 = m_.get(("'subtree”™, IF_GET_CONFIG_RPC)) .data_xml
print(get_reply2)
with open("%s_getconfig.xml™ % host, "w") as f:
f.write(get_reply2)
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i H get-config #:11, 4T get-config #AE 11772 09:

c = m.get_config(source="running”,filter=("subtree®, IF_GET_CONFIG_RPC)) .data_xml
with open(""%s_getconfig2.xml" % host, *"w") as f:

f.write(c)

2. =15l

PLR AL get 5% get-config #AE SR HUE: 1145 £ 1) Python 27
# -*- coding:utf-8 -*-

import sys

import logging

from ncclient import manager

from ncclient import operations

log = logging.getLogger(_ _name_ )

# RO BB RPC #0032,
IF_GET_RPC = "
<top xmIns="http://www._h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface></Interface>
</Interfaces>
</1fmgr>
</top>

IF_GET_CONFIG_RPC = """
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr>
<Interfaces>
<Interface></Interface>
</Interfaces>
</1fmgr>
</top>

# OSSR NER.
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name":"h3c"},
allow_agent = False,
look_for_keys = False)
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def test_get(host, port, user, password):
# fIE NETCONF £,
with h3c_connection(host,port=port,user=user,password=password) as m:
n = m._session.id
print(""This session id is %s."%(n))

# Kik get #RfE RPC EK, JRIGIIEIRITE AR xml LAFH.

get_reply = m.get((''subtree', IF_GET_RPC)).data_xml

print(get_reply)

with open("%s_get.xml" % host, "w") as f:
f.write(get_reply)

# 1A get MKk get-config #:4F RPC iFK, FRIEIIEMITEANE xml 3,

get_reply2 = m.get((""subtree', IF_GET_CONFIG_RPC)).data_xml

print(get_reply2)

with open("'%s_getconfig.xml" % host, "w") as f:
f.write(get_reply2)

# il get-config #Mki% get-config #1E RPC 15K, I EIEHCENE] xml A,
c = m.get_config(source="running”,filter=("subtree”, IF_GET_CONFIG_RPC)).data_xml
with open("%s_getconfig2.xml" % host, *"w") as f:

f.write(c)

if _name__ == "_main__":
test_get(''192.168.56.120", 830, ''ssh', "00OpasswordOOconnect ')

6.3.4 #if] (get-bulk/get-bulk-config)

get-bulk 1 get-bulk-config #: EN H3C H T & XM A A #HIEHRM . £ ncclient
get-bulk/get-bulk-config 4% 1 F1 get 22 1 4 FH 7772510
1. EARBRE
(1) M uEst.
DASREGE: M8E %), RPC_GET_BULK {1 get-bulk J57%, 3KEUEIZEE N
<Ifindex>1536</IfIndex>2 J& [\ T 4% L 1 %dE, RPC $Rk3C9:
RPC_GET_BULK = "
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>1536</1fIndex>
</Interface>
</Interfaces>
</I1fmgr>
</top>
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8 H] get-bulk-config 77 3R EUITA £ H R B80S, HARkook U
(RPC_GET_BULK_CONFIG ] RPC K RIFERT]) -
RPC_GET_BULK_CONFIG = "
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr>
</1fmgr>
<GRPC>
</GRPC>
</top>
(2) EARRRED, Ki%<get-bulk>Hi<get-bulk-config>1 S Bk 55 88 s, B A ) 4 FT s 4T HE

ATHC A

o TAH get-bulk #11, Ki% get-bulk #:{F RPC &K
reply = m.get _bulk(filter=("subtree” ,RPC_GET_BULK))
print(reply)

o VA get-bulk-config #1, ki% get-bulk-config #:1F RPC ik .
reply = m.get_bulk_config(source= "running", filter=("subtree”,
RPC_GET_BULK_CONFI1G))
print(reply)

2. 715

LL R NI get-bulk 5% get-bulk-config #:EHLESREE: 1115 B Python 27
# -*- coding:utf-8 -*-

import sys

import logging

from ncclient import manager

from ncclient import operations

log = logging.getLogger(__name_ )

# i get-bulk #AEHRIGEE C1E M RPC #3C.
RPC_GET_BULK =
<top xmIns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>1536</1fIndex>
</Interface>
</Interfaces>
</I1fmgr>
</top>

# #id get-bulk-config #AF 3L L5 1 RPC 3L,
RPC_GET_BULK_CONFIG = """
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<lfmgr>
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</I1fmgr>

<GRPC>

</GRPC>
</top>

# OSSR NERE.
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name® :"h3c"},
allow_agent = False,
look_for_keys = False)

def test_get_bulk(host, port, user, password):
# QI NETCONF 1.
with h3c_connection(host, port=port,user=user,password=password) as m:
# Ki% get-bulk ##K.
reply = m.get_bulk(Filter=("subtree” ,RPC_GET_BULK))
print(reply)
# &ki% get-bulk-config iHK.
reply = m.get_bulk_config(source= "running”, filter=("subtree”,
RPC_GET_BULK_CONFIG))
print(reply)
if __name__ == "_ _main__":
test_get_bulk(''192.168.56.120", 830, "ssh'", "00password0OOconnect ')

6.3.5 action #{E

1. BEARBRIE
(1) #4i& RPC action 3¢,
DU bR A% D B gt 5 o], RPCHRSCIR

ACTION_RPC = ™"
<rpc message-id="{}" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www.h3c.com/netconf/action:1.0">
<Ifmgr>
<ClearAlllfStatistics>
<Clear>
</Clear>
</ClearAlllIfStatistics>
</1fmgr>
</top>
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</action>
</rpc>
(2) Tk action#3C.
msgid = 100
rpc = ACTION_RPC.format(msgid)
m._session.send(rpc)
time.sleep(2)

2. 451

PAF il action #AETE k4 8 H Gt 115 B 1% Python #2F7 .
# -*- coding:utf-8 -*-

import sys

import logging

import time

from ncclient import manager

from ncclient import operations

log = logging.getLogger(__name_ )

# ilid action BAEHRAMED G IHE S RPC i 3C.
ACTION_RPC = """
<rpc message-id="{}" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www.h3c.com/netconf/action:1.0">
<Ifmgr>
<ClearAlllfStatistics>
<Clear>
</Clear>
</ClearAllIfStatistics>
</1fmgr>
</top>
</action>
</rpc>

# BRI,
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name":"h3c"},
allow_agent = False,
look_for_keys = False)
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def test_action(host, port, user, password):
# fIE NETCONF £,
with h3c_connection(host,port=port,user=user,password=password) as m:
n = m._session.id
print("'This session id is %s."%(n))

# Ri% action .
msgid = 100
rpc = ACTION_RPC.format(msgid)
m._session.send(rpc)
time.sleep(2)
if _name__ == "_main__":
test_action("'192.168.56.120", 830, ''ssh', "00passwordOOconnect ')

6.3.6 iTI% (subscription)

1. BEARHE

(1)  HEIT RS, RPCHOCWITR:
# A& netconf V] K L.

Rpc4Subscription = """'<rpc message-id="{}"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<create-subscription
xmIns=""urn:ietf:params:xml:ns:netconf:notification:1.0">

<stream>NETCONF</stream>
</create-subscription>
</rpc>

# AT ifmgr 1.
RPC4Ifmgr = "

<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xs="http://www.h3c.com/netconf/base:1.0">

<create-subscription
xmIns=""urn:ietf:params:xml:ns:netconf:notification:1.0">

<stream>lfmgr</stream>
</create-subscription>
</rpc>

(2) TREITHIC.
# N rpc W E Message ID.
msgid = 100
rpc = Rpc4Subscription.format(msgid)
# RIS
m._session.send(rpc)
m._session.send(RPC41fmgr))

() HEHfRHEMER L.
m.take_notification(block=True,timeout=100)
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2. =451
PLR AT ¥ 4% b2 D BR R Python T2 7

# -*- coding:utf-8 -*-

import sys

import logging

import time

from ncclient import manager

from ncclient import operations

from ncclient.operations import CreateSubscription

log = logging.getLogger(_ _name_ )

# B2 netconT iT %1 RPC L.

Rpc4Subscription = """'<rpc message-id="{}"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<create-subscription
xmIns=""urn:ietf:params:xml:ns:netconf:notification:1.0">

<stream>NETCONF</stream>
</create-subscription>
</rpc>

# 1T1 ifmgr S{FH) RPC 3L,
RPC4Ifmgr = "™

<rpc message-id=""101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xs="http://www.h3c.com/netconf/base:1.0">

<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>1fmgr</stream>
</create-subscription>
</rpc>

# BRI,
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name® :"h3c"},
allow_agent = False,
look_for_keys = False)

def test_notification(host, port, user, password):
# Q% NETCONF &1 .
with h3c_connection(host,port=port,user=user,password=password) as m:
n = m._session.id
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print(""This session id is %s."%(n))

# N RPC % & Message ID.

msgid = 100

rpc = Rpc4Subscription.format(msgid)
#ORIEIT B

m._session.send(rpc)
m._session.send(RPC41fmgr)

# EREIHME R B
m.take_notification(block=True,timeout=100)

if _name__ == "_main__":
logging.basicConfig(level=logging.DEBUG)
test_notification(’'192.168.56.120", 830, 'ssh', "00passwordOOconnect ')

[ ws
7.1 M A Comware 2% NETCONFE{ER] §81R [l gL iR 15 AR
7.1.1 $HiRAIFREA

o XML U RAF(E Schema fiix, MIEHRAGRELAE, EHEGRFIE R, Schema #ifaaH,
ALk & 0] Redl 2 PO NI L MR R AR A, IR IR B )5 R 15 B S XSD LR & 1A K,
HARNENL, TS0 B XSD S

o KRTITHIZSAE RS RGO T IR BME . ARIERIRANE], R Bl RS S AT B IR

o it Schema #R T HMEAC, WHZMEA AT REMAMT. tLan, 4 XML 4R C (A

“2014-13-18T17:03:” b, JMLH i Xpath #f ARG R B @A E
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>
<filter>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Code>SHELL_LOGIN</Code>
</event>
</filter>
<startTime>2014-07-13T17:00:59</startTime>
<stopTime>2014-13-18T17:03:05</stopTime>
</create-subscription>
</rpc>
<error-message xml:lang="en">
The value of element "/rpc/create-su
bscription[1l]/stopTime[1]" is invalid. 2014-13-18T17:03: is an invalid value of
datetime type value.
</error-message>
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7.1.2 Schema WEiFE ISR

Comware 124 Schema %f I F* XML 1% 3R BEAT S AR A% SEGIE, FRUEAE KB ol T ik kg =02
W

%7-1 Schema $&i% i BH

IR =R EiRAED

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>missing-element</er

ror-tag>
<error-severity>error</error-s
everity>
) o WA TE R HR, H Xpath# 12 | <error-message
Expecting element ‘path’. Jypath xml: lang="en'">Expecting element

*/Envelope/Body[1]/rpc[1]/copy
-config[1l]/target” .</error-mes
sage>
<error-info>
<bad-element>target</bad-eleme
nt>
</error-info>
</rpc-error>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>missing-attribute</
error-tag>
<error-severity>error</error-s
everity>
ot <error-message
The_ elem|e‘nt a' should have an T2 Al i B b xml: lang="en">The element
attribute b "/Envelope/Body[1]1/rpc[1]"
should have an attribute
"message-id” .</error-message>
<error-info>
<bad-element>rpc</bad-element>
<bad-attribute>message-id</bad
-attribute>
</error-info>
</rpc-error>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>
Al T VKB L <error-message
The value of element 'a' is invalid. L Al R, DM ;‘; xml - lang="en">The value of
reason reason. reasonngEEEIES element

WE7-2 /Envelope/Body[1]/rpc[1]/get[
- 1]/filter[1]/top[1]/SNMP[1]/Sy
stem[1]/AgentStatus[1]" is
invalid. The value does not match
the
enumeration.</error-message>
<error-info>
<bad-element>AgentStatus</bad-
element>
</error-info>
</rpc-error>
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The value of attribute 'a’ for element
'b' is invalid. reason

JCERbEEarE R, Ak
JE[K/&: reason. reason®]f
BUEES ILEKT-2

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-attribute</erro
r-tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
attribute "count®™ for element
"/Envelope/Body[1]/rpc[1]/get-
bulk[1]/Ffilter[1]/top[1]" is
invalid. aa is an invalid value
of unsignedint type
value.</error-message>
<error-info>
<bad-element>top</bad-element>
<bad-attribute>count</bad-attr
ibute>

</error-info>

</rpc-error>

The number of occurrences of
element '%s/%s' is invalid.

TeER LB IE A

<rpc-error
xmIns="urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The number of
occurrences of element
"/Envelope/Body[1]/rpc[1]/get-
config[1]/Ffilter[1]/top[1l]/Sec
urityZone[l]/Interfaces[1]/Int
erface[1]/ZoneName” is
invalid.</error-message>
<error-info>
<bad-element>ZoneName</bad-ele
ment>

</error-info>

</rpc-error>

Unexpected element '%s".

%S TR AN RLAE I H B

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
-type>
<error-tag>unknown-element</er
ror-tag>
<error-severity>error</error-s
everity>

<error-message

xml : lang=""en'">Unexpected
element
"/Envelope/Body[1]1/rpc[1]/get[
1]/Ffilter[1]/top[1]/Device[1])/
SummerTime[1]" .</error-message
>

<error-info>
<bad-element>SummerTime</bad-e
lement>

</error-info>

</rpc-error>

Unexpected attribute '%s' of
element '%s".

JEER%sHA N H B %s JE 1

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
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-type>
<error-tag>unknown-attribute</
error-tag>
<error-severity>error</error-s
everity>

<error-message

xml : lang=""en"">Unexpected
attribute "match” of element
"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]1/SNMP[1]/Sy
stem[1]/AgentStatus[1] " .</erro
r-message>

<error-info>
<bad-element>AgentStatus</bad-
element>
<bad-attribute>match</bad-attr
ibute>

</error-info>

</rpc-error>

The child elements of '%s' are
invalid.

FREMEITTR MR eR

DAL

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The child
elements of "/Envelope/Body[1]
are invalid.</error-message>
<error-info>
<bad-element>Body</bad-element
>

</error-info>

</rpc-error>

Element '%s' can not have a textual
child element.

TLERYs A RER IR

<?xml version="1.0"
encoding="UTF-8"?><rpc-reply
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0"
message-id=""101""><rpc-error><e
rror-type>rpc</error-type><err
or-tag>bad-element</error-tag>
<error-severity>error</error-s
everity><error-message

xml: lang="en''>Element "/rpc”
can not have a textual child
element.</error-message><error
-info><bad-element>rpc</bad-el
ement></error-info></rpc-error
></rpc-reply>

Element '%s' can not have a child
element.

TLRYs MEER T A

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">Element
"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]/License[1]
/Systems[1]/System[1]/Max[1] "
can not have a child
element.</error-message>
<error-info>
<bad-element>Max</bad-element>
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</error-info>
</rpc-error>

<7-2 Schema T EEMHEREIRFIEMRKE

gt

Eix R

RULEA

AR

value is an invalid value of type type
value.

TLREE RIEREAZ
RIIXSDI AL

e value: XML HcEEH
JBERE, WRAETK,
1

o type: MHIEHIRNE I
PR, MEMRTLE
XSD KRS 44 Tk

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/0Operation[1]/DeviceNod
e[1]/Chassis[1]" is invalid.
12345678901234565 is an invalid
value of unsignedShort type
value.</error-message>
<error-info>
<bad-element>Chassis</bad-elem
ent>

</error-info>

</rpc-error>

%s cannot be empty.

TLREAARENT

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/0Operation[1]/0pType[1]
" is invalid. unsignedInt cannot
be empty.</error-message>
<error-info>
<bad-element>0OpType</bad-eleme
nt>

</error-info>

</rpc-error>

The value does not match the
regular expression.

IEAAL T

TERAEAIXSDE X IE N %

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/Operation[1]/OpTarget[
1]/ActivationKey[1]" is
invalid. The value does not match
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the regular
expression.</error-message>
<error-info>
<bad-element>ActivationKey</ba
d-element>

</error-info>

</rpc-error>

The value does not match the
enumeration.

TCRAEMXSDE )
enumerationt Z5{E A VL HL

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]/SNMP[1]/Sy
stem[1]/AgentStatus[1]" is
invalid. The value does not match
the
enumeration.</error-message>
<error-info>
<bad-element>AgentStatus</bad-
element>

</error-info>

</rpc-error>

The length must be equal to %s.

TLEKENXSDE LK E
ANHH

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/edit
-config[1l]/config[1]/top[1]/Sy
slog[1]/LogHosts[1]/Host[1]/VR
F[1]" is invalid. The length must
be equal to 2.</error-message>
<error-info>
<bad-element>VRF</bad-element>
</error-info>

</rpc-error>

The total digit length must be equal
to %s.

TEER T B ZRIXSDE
SRR EAASE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/edit
-config[1]/config[1]/top[1]/Sy
slog[1l]/LogHosts[1]/Host[1]/VR
F[1]" is invalid. The total digit
length must be equal to
2.</error-message>
<error-info>
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<bad-element>VRF</bad-element>
</error-info>
</rpc-error>

The length must be less than or
equal to %s.

JEERHIKE R TFXSDE LK
maxLengthf KK JF

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/Operation[1]/OpTarget[
1]/ActivationFile[1]" is
invalid. The length must be less
than or equal to
255._</error-message>
<error-info>
<bad-element>ActivationFile</b
ad-element>

</error-info>

</rpc-error>

The length must be greater than or
equal to %s.

TR I /N TXSDSE LI
minLength /MK &

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/Operation[1]/OpTarget[
1]/ActivationKey[1]" is
invalid. The length must be
greater than or equal to
1l.</error-message>
<error-info>
<bad-element>ActivationKey</ba
d-element>

</error-info>

</rpc-error>

The value must be less than %s.

JCHRMME K T4 TXSDE X
fimaxExclusivefz Al

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/edit
-config[1]/config[1]/top[1]/Sy
slog[1]/LogHosts[1]/Host[1]/Po
rt[1]" is invalid. The value must
be less than 5.</error-message>
<error-info>
<bad-element>Port</bad-element
>
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</error-info>
</rpc-error>

The value must be greater than %s.

JLE AN TETXSDIE X
FIminExclusivefx /ME

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/edit
-config[1]/config[1]/top[1]/Sy
slog[1l]/LogHosts[1]/Host[1]/Po
rt[1]" is invalid. The value must
be greater than
2.</error-message>
<error-info>
<bad-element>Port</bad-element
>

</error-info>

</rpc-error>

The value must be less than or
equal to %s.

JCE KA KT XSDE X

maxInclusive X{E

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]/ACL[1]/Gro
ups[1]/Group[1]/GroupID[1]" is
invalid. The value must be less
than or equal to

5999 _</error-message>
<error-info>
<bad-element>GroupID</bad-elem
ent>

</error-info>

</rpc-error>

The value must be greater than or
equal to %s.

JERMME/NTXSDE L
mininclusiveix/M&

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/get[
1]/Filter[1]/top[1]/ACL[1]/CGroO
ups[1]/Group[1]/GroupID[1]" is
invalid. The value must be
greater than or equal to
2000.</error-message>
<error-info>
<bad-element>GroupID</bad-elem
ent>

</error-info>

</rpc-error>
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Invalid value.

BEEBRAEEAT S
R ELR

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Syslo
g[1]/LogHosts[1]/Host[1]</error-path>
<error-message xml:lang="en">Invalid
value.</error-message>

<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<Syslog>

<LogHosts>

<Host>

<Address>1.#.1.1</Address>
<VRF>aa</VRF>

</Host>

</LogHosts>

</Syslog>

</top>

</error-info>

</rpc-error>

Can't issue the configuration

because of configuration conflict.

WERENRES R
GLOLA RO E MR

MR AR 2

Configuration already exists.

AT Createt{ERT,
EA A E AT
(FEEAABRIMED

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMP[
1]/Communities[1]/Community[1]</error
-path>

<error-message

xml: lang="en'">Configuration already
exists.</error-message>

<error-info>

<top
xmIns="http://www.h3c.com/netconf/con
fig:1.0">

<SNMP>

<Communities>

<Community>

<Name>123</Name>

<Type>1</Type>

</Community>

</Communities>

</SNMP>

</top>

</error-info>

</rpc-error>
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Configuration target does not exist.

SETIX SEALEAE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMPL
1]/Communities[1]/Community[1]</error
-path>

<error-message
xml:lang="en'">Configuration target
does not exist.</error-message>
<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<SNMP>

<Communities>

<Community>

<Name>12311</Name>

<Type>1</Type>

</Community>

</Communities>

</SNMP>

</top>

</error-info>

</rpc-error>

Configuration does not exist.

AT Delete e,
FHIBR I EC B ASAELE
(e B BRI ED

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMP[
1]/Communities[1]/Community[1]</error
-path>

<error-message

xml: lang="en'"'>Configuration does not
exist.</error-message>

<error-info>

<top
xmIns="http://www.h3c.com/netconf/con
fig:1.0">

<SNMP>

<Communities>

<Community>

<Name>1231</Name>

<Type/>

</Community>

</Communities>

</SNMP>

</top>

</error-info>

</rpc-error>

Current session has held the lock.

FEF A, Xt
=4 iy e B 32

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity
> <error-message

xml: lang="en''>Current session has held
the lock.</error-message>

<error-info>
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<session-id>1</session-id>
</error-info>
</rpc-error>

Unlock failed because no
NETCONF lock exists.

FEF =i, Xt
1 i C B A

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>protocol</error-type>
<error-tag>operation-failed</error-ta

g>
<error-severity>error</error-severity
> <error-message

xml: lang=""en'"">Unlock failed because no
NETCONF lock exists.</error-message>
</rpc-error>

Unlock Failed because the lock is
not held by current session.

FEAR AT &, X
B e B 3EAT A
Bt

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>protocol</error-type>
<error-tag>operation-failed</error-ta

g>
<error-severity>error</error-severity
> <error-message

xml: lang=""en'">Unlock Failed because the
lock is not held by current
session.</error-message>

</rpc-error>

Lock failed because the NETCONF
lock is held by another session.

EAEMET S UG, X
SN L B BT
i

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity
> <error-message

xml: lang="en'">Lock failed because the
NETCONF lock is held by another
session.</error-message>

<error-info>
<session-id>1</session-id>
</error-info>

</rpc-error>

Can not edit tables with only table
names.

AT DeletetfE, i
RO Hg e ak

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Devic
e[1]/Base[1]</error-path>
<error-message xml:lang="en'>Can not
edit tables with only table
names.</error-message>

</rpc-error>

When the delete or remove
operation is issued, data cannot be
assigned to non-index columns.

#ATDeletesk
Removef#Emf, ¥
BANAREHH

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Devic
e[1]1/Base[1]/HostName[1]</error-path>
<error-message xml:lang="en">When the
delete or remove operation is issued,
data cannot be assigned to non-index
columns.</error-message>
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</rpc-error>

When the delete or remove
operation is issued, data cannot be
assigned to non-index columns.

TR R, R
FIHAST LA E ME

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">

<error-type>application</error-type>
<error-tag>invalid-value</error-tag>

<error-severity>error</error-severity
>

<error-path>/Envelope/Body/rpc/edit-c
onfig/config/openconfig-acl:acl/acl-s
ets/acl-set[name=""][type="ACL_IPV4"]
/config/description</error-path>
<error-message

xml: lang="en''>When the delete or remove
operation is issued, data cannot be
assigned to non-index
columns.</error-message>

</rpc-error>

When the create, merge, or replace
operation is issued, empty data
cannot be assigned to columns.

K
create/merge/replac
e“EHRAERS, A AT LA
AREM

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">

<error-type>application</error-type>
<error-tag>invalid-value</error-tag>

<error-severity>error</error-severity
>

<error-path>/Envelope/Body/rpc/edit-c
onfig/config/openconfig-acl:acl/acl-s
ets/acl-set[name=""][type="ACL_IPV4*"]
/config/description</error-path>
<error-message

xml:lang="en"> When the create, merge,
or replace operation is issued, empty
data cannot be assigned to
columns.</error-message>

</rpc-error>

For a <get-bulk> or
<get-bulk-config> operation
request, a table can't contain both
non-index columns and subtables,
and it can contain only one
subtable.

AT get-bulk i fEEL,
get-bulk-config#{E
i, VRIS R
WE T HIEEIAFR

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag><error-severity>error</error
-severity>
<error-path>/Envelope/Body[1]/rpc[1]/
get-bulk[1]/filter[1]/top[1]1/GRPC[1]/
Subscriptions[1]/Subscription[1]/Sour
ceAddress[1]</error-path>
<error-message xml:lang="en'">For a
<get-bulk> or <get-bulk-config>
operation request, a table can"t contain
both non-index columns and subtables,
and it can contain only one
subtable.</error-message>
</rpc-error>

When the create, merge, or replace
operation is issued, empty data
cannot be assigned to columns.

P ATcreate. merge
Hireplacel®ERT, ¥
WY H

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
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<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Funda
mentals[1]/WebUl[1]</error-path>
<error-message xml:lang=""en''>When the
create, merge, or replace operation is
issued, empty data cannot be assigned to
columns.</error-message>

</rpc-error>

The configuration not supported on

the specified target.

B AR LIS
B

£ HFR R
HIRE, TR —
A= R DUOREEAT )
HifE, WaRE

g

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/1fmgr
[1]/Interfaces[1]/Interface[1]/Loopba
ck[1]</error-path>

<error-message xml:lang="en">The
configuration not supported on the
specified target.</error-message>
<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<Ifmgr>

<Interfaces>

<Interface>

<IfIndex>449</I1fIndex>
<Loopback>1</Loopback>

</Interface>

</Interfaces>

</1fmgr>

</top>

</error-info>

</rpc-error>

The session does not have the
privilege to process the request.

R P 241X S
& RBACHL R

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>resource-denied</error-tag
>
<error-severity>error</error-severity
><error-path>/rpc/edit-config[1l]/conf
ig[1]/top[1]/Device[l]/Base[1]/TimeZo
ne[l1]/ZoneName[1]</error-path>
<error-message xml:lang="en">The
session does not have the privilege to
process the request.</error-message>
<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<Device>

<Base>

<TimeZone>

<ZoneName>1</ZoneName>

</TimeZone>

</Base>

</Device>

</top>

</error-info>

</rpc-error>

Resources are insufficient for
processing the request.

REREAL, AR
SERAUERAE - L,
Mo B IR O 283 1

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
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ARG IR <error-tag>resource-denied</error-tag
>
<error-severity>error</error-severity
><error-path>/rpc/edit-config[1l]/conf
ig[1]/top[1]/Device[l1l]/Base[1]/TimeZo
ne[l1l]/ZoneName[1]</error-path>
<error-message xml:lang="en">
Resources are insufficient for
processing the
request. .</error-message>
<error-info>
<top
xmIns=""http://www_h3c.com/netconf/con
fig:1.0">
<Device>
<Base>
<TimeZone>
<ZoneName>1</ZoneName>
</TimeZone>
</Base>
</Device>
</top>
</error-info>
</rpc-error>
Wewﬁmnb%nM&mmnms P s PLEL AR T
operation.
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMP[
1]/System[1]</error-path>
TR 7 5 | <error-message xml:lang="en">0peration
Operation failed. 4i§§ﬁh$i%fﬂ21&}w} failed.</error-message>
HIR <error-info>
<top
xmIns="http://www.h3c.com/netconf/con
fig:1.0">
<SNMP>
<System>
<AgentStatus>disable</AgentStatus>
</System>
</SNMP>
</top>
</error-info>
</rpc-error>
<rpc-error
xmIns="urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
. - EYRT = TEHMBEY | <error-tag>invalid-value</error-tag>
The session cannot kill itself. B2k <error-severity>error</error-severity
> <error-message
xml: lang="en''>The session cannot kill
itself.</error-message>
</rpc-error>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
Hello is required before any other GBI A %K | xmIns="urn:ietf:params:xml:ns:netconf
operation. i%Ehellotk < :base:1.0"

xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id=""100">
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<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
>
<error-message xml:lang="en">Hello is
required before any other
operation.</error-message>
</rpc-error>
</rpc-reply>1]>]
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0" message-id=""100"">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
- w2 | <error-type>protocol</error-type>
Event subscription already exists. EE?U@*H B e <error-tag>operation-failed</error-ta
T e 9>
<error-severity>error</error-severity
>
<error-message xml:lang=""en">Event
subscription already
exists.</error-message>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf
:base:1.0" message-id=""100"">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
R :base:1.0">
The event stream name can't be BUIT IR, <error-type>protocol</error-type>
i <stream>Fr2ZE % <error-tag>operation-not-supported</e
emey. HHUS T4 rror-tag>
<error-severity>error</error-severity
>
<error-message xml:lang="en">The event
stream name can"t be
empty.</error-message>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
You don't have the privilege to METR AT | tbase:1.0">
perform this NETCONF operation. %) [FIRBACAHL [ <error-type>application</error-type>
<error-tag>access-denied</error-tag>
<error-severity>error</error-severity
>
<error-message xml:lang="en">You don"t
have the privilege to perform this
NETCONF operation.</error-message>
</rpc-error>
</rpc-reply>
You don't have the privilege to HTH AT B R Zi;g!rggiilon_ 1-07 encoding="UTF-8"2>
subscribe the event-name event. EFAR A BARFM | xmIns="urn:ietf:params:xml:ns:netconf
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base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>access-denied</error-tag>
<error-severity>error</error-severity
>

<error-message xml:lang="en">You don"t
have the privilege to subscribe the
InterfaceEvent event.</error-message>
</rpc-error>

</rpc-reply>

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">

BT R T <error-type>protocol</error-type>
The element stopTime is required. startTime %G & <error-tag>bad-element</error-tag>
sEstopTime <error-severity>error</error-severity
>
<error-message xml:lang="en">The
element stopTime is
required.</error-message>
<error-info><bad-element>stopTime</ba
d-element>
</error-info>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
73T 15 s base:1.0">
The startTime should be earlier than EtJﬁﬁr:ﬂeﬂﬂg{—%*f <error-type>protocol</error-type>
the current system time. N RY <error-tag>bad-element</error-tag>
I 1] <error-severity>error</error-severity
>
<error-message xml:lang="en">The
startTime should be earlier than the
current system time.</error-message>
<error-info>
<bad-element>startTime</bad-element>
</error-info>
</rpc-error>
</rpc-reply>]1]>]
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
1733 1l s :base:1.0"
The startTime should be earlier than @J%J I xmIns:xs="http://www.h3c.com/netconf/
the stopTime. startTimel T base:1.0" message-id="100">
stopTime <rpc-error

xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>protocol</error-type>
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<error-tag>bad-element</error-tag>
<error-severity>error</error-severity
>
<error-message xml:lang="en">The
startTime should be earlier than the
stopTime.</error-message>
<error-info>
<bad-element>startTime</bad-element>
</error-info>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
tbase:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
sbase:1.0">

BIEET <error-type>protocol</error-type>
The stopTime should be later than stopTime 5. - 4 <error-tag>bad-element</error-tag>
the current system time. Hﬂ% Al <error-severity>error</error-severity
A >
<error-message xml:lang="en">The
stopTime should be later than the
current system time.</
error-message>
<error-info>
<bad-element>stopTime</bad-element>
</error-info>
</rpc-error>
</rpc-reply>]1]>]
<env:Envelope
xmIns:env="http://www.w3.0rg/2003/05/
soap-envelope'>
<env:Body>
<env:Fault>
<env:Code>
Maximum number of NETCONF A NETCONF2if <env.\_/alue>env. Receiver</env:Value>
sessions exceeded. HIANBEA S FIR </eny.Code>
<env:Reason>
<env:Text xml:lang="en"> Maximum number
of NETCONF sessions
exceeded.</env:Text> </env:Reason>
</env:Fault>
</env:Body>
</env:Envelope>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
) _ HATNETCONFK) <error-tag>operation-failed</error-ta
Operation failed. flash:/startup.cfg save /e g>
can't be overwritten because the o R <error-severity>error</error-severity
OverWrite flag is false. Overwrite BN | > <error-message

false

xml: lang=""en'">Operation failed.
flash:/startup.cfg can"t be overwritten
because the OverWrite flag is
false.</error-message>

</rpc-error>

Failed to set HTTPS server status
because the specified SSL server
policy doesn't exist.

BE AR

ssl server-policy

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
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>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Funda
mentals[1]/WebUI[1]/HTTPS[1]/SSLPolic
yName[1]</error-path>
<error-message xml:lang="en">Failed to
set HTTPS server status because the
specified SSL server policy doesn"t
exist.</error-message>
<error-info>
<top
xmIns="http://www.h3c.com/netconf/con
fig:1.0"> <Fundamentals>
<WebUI> <HTTPS>
<SSLPolicyName>hjhkjhkj</SSLPolicyNam
e> </HTTPS>
</WebUl> </Fundamental s>
</top>
</error-info>
</rpc-error>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag>
<error-severity>error</error-severity

The replace operation does not T KA >

support incremental-edit.

replace®{F

<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/VLAN[
1]/TrunkInterfaces[1]/Interface[1]</e
rror-path> <error-message
xml: lang="en''>The replace operation
does not support
incremental-edit.</error-message>
</rpc-error>

The incremental column must have
value.

Sl TR A

I}

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/VLAN[
1]/TrunkInterfaces[1]/Interface[1]/Pe
rmitVlanList[1]</error-path>
<error-message xml:lang="en">The
incremental column must have
value.</error-message>

</rpc-error>

The value of attribute 'count' is
invalid. Ancestor node index is
incomplete.

P AT getliget-bulk$
PRI, FRAT A E

count, HAHET A&

51 5ANE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">

<error-type>application</error-type>
<error-tag>invalid-value</error-tag>

<error-severity>error</error-severity
>

<error-path>/Envelope/Body[1]/rpc[1]/
get-bulk[1]/filter[1]/top[1]1/GRPC[1]/
Subscriptions[1]/Subscription[1]/Dest
inationProfiles[1l]</error-path>
<error-message xml:lang="en">The
value of attribute "count” is invalid.
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Ancestor node index is
incomplete.</error-message>
</rpc-error>

The
NETCONF_MONITOR_EXTENSIO
N stream must include filter
information.

ZLZESEEE SERAP N
HILEER

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
tbase:1.0" message-id=""100"">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag>
<error-severity>error</error-severity
>

<error-message xml:lang="en">The
NETCONF_MONITOR_EXTENSION stream must
include filter
information.</error-message>
</rpc-error>

</rpc-reply>

The
NETCONF_MONITOR_EXTENSIO
N stream must have NetconfMonitor
information.

VT i 4 S e
“ NetconfMonitor{g

Py

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0" message-id="100"">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag><error-severity>error</error
-severity>

<error-message xml:lang="en">The
NETCONF_MONITOR_EXTENSION stream must
have NetconfMonitor
information.</error-message>
</rpc-error>

</rpc-reply>1]>]

Incorrect name for Stream
NETCONF_MONITOR_EXTENSIO

QUEIT IR, WA

Hix

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0" message-id=""100"">
<rpc-error xmlns="urn:ietf:params:xm
l:ns:netconf:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag><error-severity>error</error
-severity><error-message

xml: lang="en''>Incorrect name for Stream
NETCONF_MONITOR_EXTENS10.</error-mess
age>

</rpc-error>

</rpc-reply>

The subscribing to event time must
be in the range of 1970 to 2035.

BT FRIBT
startTimesg
stopTime i A1 A
7£19704E-20354FE 2
[A]

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>protocol</error-type>
<error-tag>bad-element</error-tag>
<error-severity>error</error-severity
>

<error-message xml:lang="en">The
subscribing to event time must be in the
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range of 1970 to 2035.</error-message>
<error-info>
<bad-element>stopTime</bad-element>
</error-info>
</rpc-error>
</rpc-reply>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
The value %s of attribute ‘match' is | match/& 448 & 1 ;error—sever|ty>error</error—sever|ty
invalid. AIEHA
<error-path>/Envelope/Body/rpc/get/fi
Iter/top/Device/ExtPhysicalEntities/E
ntity[Physical Index=""]/MAC</error-pa
th>
<error-message
xml: lang="en''>The value 50 of attribute
"match” is invalid.</error-message>
</rpc-error>
<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf
tbase:1.0" message-id=""16"">
<rpc-error>
<error-type>application</error-type>
The value of the ColumnValue TR AT BRSO :ig:c_{;tigmperation—not-supported</e
parameter for column HostName FeE BIFIIE A BE A 9
can't be empty. = <error-severity>error</error-severity
>
<error-message xml:lang="en">The
value of the ColumnValue parameter for
column HostName can®"t be
empty.</error-message>
</rpc-error>
</rpc-reply>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>rpc</error-type>
<error-tag>unknown-element</error-tag
>
SR TR b <error-severity>error</error-severity
N ES \ EI

Unexpected element:

Ko ATHEREARE X
JLER, BUZTTERAETH
TOR R SR JR A
.

>

<error-path>/Envelope/Body/rpc/edit-c
onfig/config/openconfig-acl:acl/acl-s
ets/acl-set[name="test01"][type="ACL_
1PV4*]/config/hello</error-path>

<error-message
xml : lang=""en"">Unexpected element
"http://openconfig.net/yang/acl”: "hel
lIo" under element
"'/Envelope/Body/rpc/edit-config/confi
g/openconfig-acl:acl/acl-sets/acl-set
[name="test01"][type="ACL_IPV4"]/conf
ig''</error-message>

<error-info>
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<bad-element>hel lo</bad-element>
</error-info>
</rpc-error>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
tbase:1.0" message-id=""33"">
<rpc-error>

<error-type>application</error-type>

NetconfMonitori]
Incorrect column name for #rhColumName | <érror-tag>bad-element</error-tag>
column %s of XPath %s. fHIREH %, 1R

<error-severity>error</error-severity
XPATH A 25, | >
<error-message
xml: lang="en''>Incorrect column name for
column 1 of XPath
Device/Base.</error-message>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="utf-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0" message-id="'34">
<rpc-error>

<error-type>application</error-type>

XPath %s is wrong. Valid format is N . IS,

ModuleName[/SubmoduleName]/T ifgg@:&ﬁ; e
; tham

ableName. <error-severity>error</error-severity
>

<error-tag>bad-element</error-tag>

<error-message xml:lang=""en">XPath
Base is wrong. Valid format is
ModuleName[/SubmoduleName]/TableName.
</error-message>
</rpc-error>
</rpc-reply>

7.2 Hi% B Comware Schema® Z £ £!15 BF

Comware R&%iH, #0HdRRAHELUEH Schema ki 5 k. N7 EREEH, Xtk
KA BB NN ESEIL, 7EAMRIN string 87, (B ZHEAEAZPATH string 288, WE
HKRHRE LAE basetype.xsd H1. Comware SR B XM INE 7-4 i,

%7-4 Schema RE L7

ZFR 2 1Z 3514 R

oID RO IB2NL AL, w2128

_Ipv6Address TR IPVEH I FISE KA 2

IPV6_ADDR_PREFIX % HRIPvE Ik AT 2% A0 Y5 R A 7
HEZR (O MiES (O SRINZBLRZ/FSE, Binl1,3-9,11,12. %

_PortRange s IR RN RE A 4%, AReA AL TR, B BN BIRHES, $r
JuF/£0~65535

VianRange HEFRF () AES Q) BN Z BEREFA S, Bin1,3-9,11,12, Hi

- FIH AR S, AReH HALTR, B U NEIRHEES, Bl
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ZFR 2 1Z 351 R
F j2£1~4094

_Ipv4Mask 12 IRIPVA R FERD 12 5ok fa A
REZR () AES () SENZBEERE 7R/ E, £inl1,3-9,11,12. %
_IflndexRange sy MR AN GE A 24, ANBEA HALFTF, BB FNDBIRHES, BT

5 /2 1 ~0xBFFFFFFF

7.3 K% C Comware SchemafyBoolean/booleaniitBf

Schema H11] boolean 7E A5 24 F I SL G T AN . B RGP EUE A true. false, 1AL RS
g true. false #b, B EFEUE 1 F1 0. 7 Comware R4, N T{#£F3%, Boolean/boolean
B WUE R true. false. 1 F10. b, true 1 1 #/2 2, false fil 0 #5 A1 .

NETCONG API X#5%, 3t-F boolean/Boolean R %)% 7 true #= false B, {2 £ E/147T 48
#H140.

7.4 B3 D Comware NETCONFAMIEE] gEL B Y 1H R 2N
7.4.1 YT

FEER T, ARSI O T SR M 0L FANSCRFRITG Ol LR, XFT delete/remove
A, USRI, DMET R ARSI REN AR I HT IR

7.4.2 |\P F#EL RESIHIIE

[ AAAE IP AIFERSES, N T AR R, EUCRE TR IP Al Mask 175 G 145 5 S50 1P 48
R . e, A RIRIER, FN Mask 220 IP 4558, S301P s2fny 192.168.0.0.
IP: 192.168.1.1 Mask: 255.255.0.0

7.4.3 IERTXIRF

BINIEHLR, get. get-config. get-bulk. get-bulk-config. edit-config. action H [fj 702 1] LL%HEAT:
BT TR ABFLRAEAET IELE ) HuE, X e i 51 b UL T K. A T ERIE
N RAERE AN H PR, %R B IR NETCONF API SCR o XML 4544 BLZ B1lf XML H U0 53547
™K

%405 IRF/IRFPorts i xml api i1 F:

<IRF>

<IRFPorts>
<IRFPort>

<Member ID></Member 1D>
<Port></Port>
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<Interface>
<IfName></1fName>
<MDCName></MDCName>
<Mode></Mode>
</Interface>
</I1RFPort>
</IRFPorts>
</IRF>
Hrr, IfName. MDCName . Mode %33)Jg—/MRI—ANATEHEH “Interface”, It P R«
S E IR xml api FE I B & :
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">

<IRF>
<IRFPorts xc:operation="merge'>
<IRFPort>
<Member 1D>1</Member 1D>
<Port>2</Port>

<Interface>
<IfName>Ten-GigabitEthernetl/0/48</1fName>
<Mode>1</Mode>

</Interface>

<Interface>
<IfName>Ten-GigabitEthernetl/0/49</1fName>
<Mode>1</Mode>

</Interface>

</IRFPort>
</IRFPorts>
</IRF>
</top>
</config>
</edit-config>
</rpc>
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