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2.1 gRPCHY

gRPC (Google Remote Procedure Call, Google iZfiIF21fH) & Google &A1 HTTP 2.0
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Dial-in B0 T, W& 1E N gRPC 45 2%, KEZEN gRPC % i, HRAE#R 8 [A) % % Kt gRPC
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Dial-in #2037 #7 PL R

e %@ Subscribe #:E: FHT M & 1T HA AR R EWE . IR A3 RPC 7ikfE
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AR R RSB . AT A JL RPC J7VAE grpe_server.proto SCAFEFRE X, Rl b 75 B
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EH, K FECE T R BEHEIE S RS . 12 UE T AR AR 2 IS T AR AR AR R L
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o Telemetry /Z: & X AE 3L proto U telemetry.proto 1, e HEEGE RAEA GRS, FiIA K
FERT B SRFEERAD SR B
— 4 telemetry.proto S H1[#) Encoding B Encoding_JSONCHUE A 00, N data_str
F-BUE#E JISON Zmhdg UK RAEE SR, data_gpb FBRN7E.
— %7 telemetry.proto SC 471 ) Encoding B A Encoding_ GPB(HEUE A 1), | data_gpb
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- WHZE: H7RE ISON Ffidis N5 EdE . gl s il s EaE e mBRER 5, HA
HFEEX] grpe_dialout.proto SCAFREAT MRS, ANTE E48 F AR )Mk 45 proto ST,
o gNMI B
— RPC J2: & XAE gnmi.proto Al gnmi_ext.proto 34, $2A4EW Bk & A3k RPC J7iZ.
gnmi.proto 3.4/ ) Notification 7Bt &%, JSON % .
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gRPC Jik55 R4 RPC 7592 S HORIR [RME SRR & A A IR S, BRI RPC J7VETE S
Proto 3CFHiE X, #AN:
service WEH{
rpc HTELREHELH)  returnsGRIEME) {3
}
il :
service gRPCService{
rpc grRPCMethod(para) returns(response) {}
rpc grRPCMethod(para) returns(stream response) {}
rpc grRPCMethod(stream para) returns(response) {}
rpc grRPCMethod(stream para) returns(stream response) {}

}
#*2-2 gRPC RSHER
BRS5ERR WEA R R
T WIBRPCIHA, BIZ &% — MRPCIER, 4 i RIR [Al —ANRPCHi B
i #40: rpc Login (LoginRequest) returns (LoginReply)
N P RAE—ANRPCIE R, IS5 sk a ik 7] 2 A RPCHi [
Ik 55 S AL X ,
#l4n: rpc Subscribe(SubsPara) returns(stream SubsRply)
. & PR S ) IR 55 2% X RPCIE K, IR 45 iR 5l —ANRPCH B
B AR _ _ .
ft: rpc Dialout(stream DialoutMsg) returns (DialoutResponse)
% PR S ) IR 55 2% R IERPCIE 3K, IR 45 ui 4R 42 )3 RP C ] 7
AT #l40: rpc Subscribe(stream SubscribeRequest) returns (stream
SubscribeResponse)
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1. EARER

SRy YANG BT A4 PRIT5 44k, f#iltn: Device/CPUs.

ZRAEH AR, “Device” F£n YANG BT (440K, “1” A& RERERF, “CPUs” %
7~ “Device” FHIFIT s AR

2. AT HIER

LHZHT R SR B AR T 45 58 L2108 LK) YANG BEAY 4

#4n: openconfig-lldp:lidp/state

TR AR, 0 "2 HTH) “openconfig-lldp” i YANG AL FR, H A openconfig &R e XiZ%
B4 FR, H T scFIA4UE IETF. OpenConfig. GSTA; “: "2 G N & NI AR AR
FE% %
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TERFE RS DS REICE MO g8 2 fF, ST 5E A 40 A i B R4

TR SR R B T A2 YANG RS ) Leaf 39 5

1. BEEARHERT &

JE SR S 4 18 % LA S P F (] 18] R 2R AT 500 R A o o PSR R B AR SRR E DL ) LRI
PEFAL

(1) e



i it [column="value"lkg i B & RIAE I, R RFEEIR 5 € J& 1t 0 250 2 15 2 BUE .

. ifmgr/statistics[ifindex="GigabitEthernet1/0/*"], B# ifmgr/statistics[ifindex="12"]

I PRSI, B2 1 GETHAH IR R 6 200305 /2 12 112 5| LL“ GigabitEthernetl/0/ "3k B N“ 127,

TR

o CRFEERAE LMEINBIEL BESFAFRS, A SRR ACE e T e RZTRIR.

o —UCKEEREH, R KA E SR 64 MBIEL A, RE R AR — N AR
e HEIR R A

o HEIIESA, AR I A BUEAR BT DUSIBEC AT, B BRI — IR

B AT, AURAEHAZ ifmgr/statistics A1 5id 8 &0,

(2) FfidiE
L condition REETF BB FAMRIEN, Fom WA LR AU L1 E RN, B A 2R R
7 MBI HEE S RS . RS condition 24, TR KL AE R BR & HEIE &AM
filtn: ifmgr/interfaces condition node ifindex operator ge value 285
RN, RA SN RIIRTST 285 1, A 2x¥ interfaces 5 s AR CE s F k2 R4
it o
condition SB[ F- B & UM
e nodenode: T AHK, BCENHETEBA, AX0 KNG, FHF A BIER % i\ sensor
path path condition node ?#ar417/5, EIEEDAEH ARG IR node 241
HARBUA
e  operator operator: EIZHTT. operator HUE L
o €eq: &T
o ge: KTEET.
o gt: KT-
o le: /NTEET.
o It: /MF.
o ne: A&,
R SRR USRI ANE], 1 DR (i SIS oo HI P AT DAFE B Bo N
sensor path path condition node node operator ?#447)5, Eid &AL
7 15 B3R5 operator 28 1) ELAKBUE
e valuevalue: Z5KIEZHNZHE.
2. MR A RAERNIE IR M
FARICRAE R, BRI —E FIRA N R FERR AT, SRR R AR S 0F LIARER S,
FEFNHII B A A EE LR 2R UAE gNMI LT SRR
AR RS RRIB L I8 261, @it [column="value k% =\ B 2 3Rk . il in:
components/component/integrated-circuit/chip/buffers/buffer[name="headroom"}/interfaces/interf
ace[interface-id="HundredGigE1/0/31"]/input/queues/queue/state[name="que5"]/current-usage
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RPEIEILIEAHRAD, HSW “2.3.2 1. (DiFIETIE".

2.4 YRADIEL

gRPC 4T 7 a0 N =Fhgm i A% 2R 38 8 -

e  JSON (JavaScript Object Notation) #mfid% =

. GPB (Google Protocol Buffer) Zmfids =

e JSON_IETF (JSON Data Interchange Format) Zmfid% =

2.4.1 GPB %®EBENEZ

GPB #ufid % & —F H T 1815 Wil L BHR A 1 7 b g i B s =, A 5185 Bk Fa k.
=PRI S . GPB Zmfi% 5 XML. JSON Zmi%ZRML, ANEZACET e —Fh idkHmis, g
. HAET, GPB & v2 fl v3 BANRA, B SCHE GPB MRAZ v3.

& 2-3 N2t GPB bt gt il 5 A AR RS Eos Bl .

%2-3 GPB w53k

GPB 4w R Al GPB 4w 5
1:1 Regld : 1
3: EOK errors: EOK
4:0 totalSize: 0
1: H3C producer_name: H3C
2: m16287 Node_Id_str: m16287
3: H3C CR16006-F ProductName: H3C CR16006-F
15: 2 Sub_Id_str: 2
16: Device/Base Sensor_path: Device/Base
17:188 Collection_lId: 188

18: 1617276638160
19: 1617276638208
20: 1617276638208
21: 5000
22: OK
23:1
i
1. 1617276638207
11: 3{
1: 147699
2:"m16287"
3"1.3.6.1.4.1.25506.1.1101"
4: 22
5:1
10: "H3C Comware Platform Software, Software
Version 7.1.075, ESS 8305\r\nH3C

CR16006-F\r\nCopyright (c) 2004-2021 New H3C
Technologies Co., Ltd. All rights reserved."

11:"2021-04-01T11:30:38"

Collection_start_time: 1617276638160
msg_timestamp: 1617276638208
Collection_end_time: 1617276638208
Current_period: 5000
except_desc: OK
Encoding: Encoding_GPB
row {
timestamp: 1617276638207
content:
Base {
Uptime: 147699
HostName: "'m16287"
HostOid: "1.3.6.1.4.1.25506.1.1101"
MaxSlotNum: 22
MaxCPUIDNum: 1

HostDescription: "H3C Comware Platform
Software, Software Version 7.1.075, ESS 8305\r\nH3C
CR16006-F\r\nCopyright (c) 2004-2021 New H3C
Technologies Co., Ltd. All rights reserved."




12
1:"z"

13
1:3
2:1

LocalTime: "2021-04-01T11:30:38"
TimeZone {
Zone: "Z"
}
ClockProtocol {
Protocol: 3
MDCID: 1

2.4.2 JSON #mE5 1y 43

JSON Zmht i e —FliR B R MBS ks 2, & 3EF ECMAScript f1—A~F4, KA T
YRFEIE 5 SO 2R AR R EE . JSON [1)Z IR G5 H+43 fai RysE abr,  AMXS T IR 73
B gmEARE, WS THLESAT. RS, R AR IR A I

3% 2-4 %id ISON Jwt it 5 fa AR X b ] o

£22-4 JSON ‘RiZRLFETK

JSON 4mHRE R I JSON 4R R IE
{ {
1:*H3C” "producerName": "H3C",
2:*H3C” "deviceName": "H3C",
3:"H3C device_test” "deviceModel": "H3C device_test",
4:*not-config” “devicelpAddr” : "not-config”,
5:“sample” “eventType” : "sample”,

2:“Syslog/LogBuffer”
3:"notification™: {
"Syslog": {

"LogBuffer": {
"BufferSize": 512,
"BufferSizeLimit": 1024,
"DroppedLogsCount": 0,
"LogsCount": 100,
"LogsCountPerSeverity": {
"Alert": 0,

"Critical": 1,

"Debug": 0,
"Emergency": 0,

"Error": 3,
"Informational: 80,
"Notice": 15,

"Warning™: 1

2

"sensorPath": "Syslog/LogBuffer",
"jsonData": {
"notification™: {

"Syslog": {

"LogBuffer": {
"BufferSize": 512,
"BufferSizeLimit": 1024,
"DroppedLogsCount": O,
"LogsCount": 100,
"LogsCountPerSeverity": {
"Alert": 0,

"Critical": 1,

"Debug": 0,

"Emergency": 0,

"Error": 3,

"Informational": 80,
"Notice": 15,

"Warning™ 1




"OverwrittenLogsCount": 0,
"State": "enable"

}

2

"Timestamp": "1527206160022"
}

}

h

"OverwrittenLogsCount": 0,
"State": "enable”

}
h

"Timestamp™: "1527206160022"
}
}
}

2.4.3 JSON_IETF 4RAE /)43

JSON_IETF &% YANG 1.1 #s @405 5 2 I JSON Fafidig 2. ISON_IETF [k A gmtd % =
@ JSON, ‘B YANG B4 (HT7. &8s, M5, 5%, anydata 7 SAT anyxml 5 5
YEN JSON X Z R4t . %FT JISON_IETF 4ifidh, JSON X R 5t &2 Pkt XA : 44 2 Al AT 44

BARRRTF", o

o MM FTSEINIZEE T R AR

o RIAARINFF NN R YANG Hd T s AR IR .
LEMADNZRRARTCREZREMEHNES (“*) 208, # " "H3C-device-data:Uptime", Ji

H3C-device-data Ny 44 25 A I 4%,

Uptime ¥ YANG 45 15 Sibn 11755

Sof TR e BT AL B I ISON X 52 ik b7 42 Bk 0h 2 FH BT Jeg =5 AL 1) i 42 25 1) BT 28
% 2-5 NZ 3t ISON_IETF Zwt b ail Ja A CHS 5 E sl

#2-5 JSON_IETF 4RiRRGAET

JSON_IETF 4wAS R4 a1

JSON_IETF YRS fRiR S

{
1:*H3C”

2:*H3C”

3:“H3C device_test”
4:*not-config”
5:“sample”
2:“Syslog/LogBuffer”
3:"notification™: {
"Syslog": {

"LogBuffer": {
"BufferSize": 512,
"BufferSizeLimit": 1024,
"DroppedLogsCount": 0,
"LogsCount": 100,
"LogsCountPerSeverity": {
"Alert": 0,

"Critical": 1,

"Debug": 0,
"Emergency": 0,

{
"producerName": "H3C",

"deviceName": "H3C",

"deviceModel": "H3C device_test",
“devicelpAddr” : "not-config",

“eventType” : "sample”,

"sensorPath": "Syslog/LogBuffer",
"jsonData": {

"notification”: {

"Syslog": {

"LogBuffer": {
"H3C-syslog-data:BufferSize": 512,
"H3C-syslog-data:BufferSizeLimit": 1024,
"H3C-syslog-data:DroppedLogsCount": 0,
"H3C-syslog-data:LogsCount": 100,
"H3C-syslog-data:LogsCountPerSeverity": {
"H3C-syslog-data:Alert": 0,
"H3C-syslog-data:Critical": 1,
"H3C-syslog-data:Debug": 0,

10



"Error": 3,

"Informational: 80,
"Notice": 15,

"Warning": 1

2

"OverwrittenLogsCount": 0,
"State": "enable"

}

2
"Timestamp": "1527206160022"
}

}

"H3C-syslog-data:Emergency™: 0,
"H3C-syslog-data:Error": 3,
"H3C-syslog-data:Informational": 80,
"H3C-syslog-data:Notice": 15,
"H3C-syslog-data:Warning™: 1

2

"OverwrittenLogsCount": 0,

"State": "enable”

}

2
"Timestamp": "1527206160022"
}

}

}

2.5 ProtoXf&

2.5.1 Proto X143

Proto S f1# FH Protocol Buffers i& & %5 . Protocol Buffers i Protobuf, /& Google A &]JF & )
— PSS S A G BT G EAR S T 2 R — N RIER . ST R SR . Proto

U5 X Protobuf B m A% AL .

KA LUE Protoc T HEME, #R4E “.proto” U E BhAE RO NE = HIITF RAS CH AT T AESZ
Fof Proto SCHF#EH 2 FNE S HIAES, #iltn C++. JAVA. GO. Python), FI/'%:T EHENERM

RIGAT — K IF &, 7T LAl 2 FhgmFEiE 5 FE i 5 1544 1 X 2.
Proto LA 2 APk, A3k Proto S04, %% Proto SCf.

2.5.2 /23t Proto 3¢

Telemetry #24t 6 25 /A3 Proto S

grpc_dialout.proto 34
grpc_dialout_v3.proto SCfF
telemetry.proto 34
grpc_service.proto 314

gnmi.proto SCAEAT gnmi_ext.proto SCAF:
dialout.proto 3.1

1. grpc_dialout.proto 3 4

grpc_dialout.proto SCHFE TR A5 9% P dii (M R AR 2SR HAR A, € LT RPC T RS %L
P EHIR, HNAESE N AR ARFTFIZE 1 A3 Proto ST AN HZRE], 15 LA

SRR AR D
syntax = “proto2";//proto JRAN v2 A

package grpc_dialout;//f% 4 grpc_dialout

message Devicelnfo{//#E%M¥ &5 E

11



required string producerName = 1;//) H#
required string deviceName = 2;//¥ &%
required string deviceModel = 3;//¥#%Hysihfil s
optional string devicelpAddr = 4;//% %8 ip
optional string eventType = 5;//XFfRM

3

message ChunklInfo{// %174 Bk ik
required int64 totalSize = 1;//#3CK/
required uint64 totalFragments = 2;//#3083E4 it %
required uint64 nodeld = 3;//#>CH Id

¥

message DialoutMsg{//HEi% K3 Bk ik
required Devicelnfo deviceMsg = 1;//%&IMEEE
required string sensorPath = 2;//Xf#1%
required string jsonData = 3;//JSON ¥z
optional ChunklInfo chunkMsg = 4;//4R3C 4 s

message DialoutResponse{//R&# (gRPC IkR%5#%) REMEE, Tl (HALBREME, WHEFTRE
required string response = 1;//&4&MRN{ES

}

service GRPCDialout {//f%#4 %)y GRPCDialout
rpc Dialout(stream DialoutMsg) returns (DialoutResponse);//Jji% A Dialout, B, &

BEEHRHEE 1 /7. NS DialoutMsg i

}

2. grpc_dialout_v3.proto 324

grpc_dialout_v3.proto SCHFTE R AE A2 7 i ) KA A HEik B (8, 58 T RPC J7 iR
R EIA, EEAKE L =2 Telemetry HE 5 2w BN, [FEf SCHRF GPB Fil JSON
g o ZFRINE S & LW R SR . (RRARFR 51128 5 A 3L Proto SUAF N AR, 6 DLk
2 SEBR L AUED
syntax = "‘proto3";//proto AN v3 AR
package grpc_dialout_v3;//8%% N grpc_dialout_v3
message DialoutV3Args{//=Z4minhikiH 8
int64 Reqld = 1;//i%:K ID
bytes data = 2;///&# %
string errors = 3;///FERN RRE R
int32 totalSize = 4;// HAERREKXA, KyHEHAO
3
service gRPCDialoutV3{//fl#% 4%y gRPCDialoutV3
rpc DialoutV3(stream DialoutV3Args) returns (stream DialoutV3Args) {};
/7779 DialoutV3, XU njyifisl, PRttt NS DialoutV3Args HdEi.
T
3. telemetry.proto 3

telemetry.proto SCAFTE B &AE R P il [ R AR AR HES BUE R A, R EH KE L =)Z Telemetry %
PR (PR FEER I B HIR, BFERAEEAE . RN MBS HEEE R UM A S S U
Fiose (REARFTHI 28 A SE Proto SCAFE ARG, 15 LAY % (1) S brf o D

12



syntax = "proto3";//Proto A K v3 FiA
package telemetry; //B4FAN telemetry
message Telemetry {//Telemetry 2 flik
string producer_name = 1;//) &%
string node_id_str = 2;//¥%& %4
string product_name = 3;//7/% 4K
string subscription_id_str = 15;//iT{%
string sensor_path = 16;//XF:#4%E
uinté4 collection_id = 17;//# I RREE K
uint64 collection_start_time = 18;//XFEFF k(]
uint64 msg_timestamp = 19;//4 A LI )8k
uint64 collection_end_time = 20; //FFEE5H A
uint32 current_period = 21;//XFEEE
string except_desc = 22;//R Wik (ER
enum Encoding {//%fi%75 =%
Encoding_JSON = 0;//JSON %4 4mfid s =
Encoding_GPB = 1;//GPB ¥4tz =X
}
Encoding encoding = 23;//%#EgmigH% 0
string data_str = 24;//%# 454k GPB RH XL, &A=
TelemetryGPBTable data_gpb = 25; //7&#HM%¥E 0 TelemetryGPBTable & X
T
message TelemetryGPBTable {//3 54k
repeated TelemetryRowGPB row = 1; //#t4%E X, #iR%#E & TelemetryRowGPB £514 /) H5E
T
message TelemetryRowGPB {//iH Eifiik
uint64 timestamp = 1; //RFF 245092450 1T EE
bytes keys = 10; //{#¥ ¥
bytes content = 11; //7K#1RrE I HHE
}

4. grpc_service.proto 34

grpc_service.proto SCARFE & A AE MRS St SMEIR SR IS, 8 ST RPC 7 V5 AR 2k ) A8 v
BAR . AN A S & W SR (RLALFT A2 1) AL Proto U N A 7R, 5 A& 1Y
BRI B AU
syntax = '"‘proto2';//Proto WRAN v2 i
package grpc_service;//f% 5 grpc_service
message GetJsonReply { //Get J7id:Jyi& 4
required string result = 1;
b
message SubscribeReply { //iTl45 5%
required string result = 1;
b
message ConFfigReply { //HEiB%HR
required string result = 1;
b
message ReportEvent { //il 48 5E X
required string token_id = 1; //%: token_id

13



required string stream_name = 2; //il R4
required string event_name = 3; //iI N34
required string json_text = 4; //iTH% % json F&H

message

GetReportRequest{ //3REXHEIFITII4E RigR

required string token_id = 1; //% 3851 token_id

}

message

LoginRequest {//&FiERSBHE X

required string user_name = 1; //EFiERHA 4

required string password = 2; //EFIEREN

}

message

LoginReply {//%iERMNEE X

required string token_id = 1; //% 335k token_id

}

message

LogoutRequest {//iEH & F*iERSHE X

required string token_id = 1; //token_id

}

message

}

message

LogoutReply { //iBH%& 3R 45 5w
7%

X
required string result = 1; //BHERER

SubscribeRequest {//5E X FMii

required string stream_name = 1; //F R4

}

message

CliConfigArgs {//m&& NRIEEMS, HREMLSITSH

required int64 Reqld = 1; //BECE M4k ID
required string cli = 2; //iE&m4

}

message

CliConfigReply { //%#% IR [HIMC & i &4THAT 4

required int64 ResReqld = 1; //LH@EE@’%@E}? ID, 5 CliConFigArgs %R
required string output = 2; //iR[EIEE a4 HATHH
required string errors = 3; //FRCEE mAPITLE R

}

message

DisplayCmdArgs {//& % Tk display W4, FHiEEMS1TSH

required int64 Reqld = 1; //display 415K ID
required string cli = 2; //display w4

}

message

DisplayCmdReply {//#%#% &[5 display @& THAT 14

required int64 ResReqld =1;//display 4%k ID, 5 DisplayCmdArgs %M
required string output = 2; //ik[f display 4475 H

required string errors = 3; //inid display m&Har4s

}

service
rpc
rpc
rpc
rpc
rpc

GrpcService {//5 3 gRPC dialin #z{f) RPC J7ik
Login (LoginRequest) returns (LoginReply) {}//&x75iik
Logout (LogoutRequest) returns (LogoutReply) {3}//iEHE3Tiik

SubscribeByStreamName (SubscribeRequest) returns (SubscribeReply) {3//1] R4
GetEventReport (GetReportRequest) returns (stream ReportEvent) {}//3KElZiffssR
CliConfig (CliConfigArgs) returns (stream CliConfigReply) {}//9gRPC 3/ #Ffitdr

j;ﬂl'l

NARCE S, JHRFMATER
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rpc DisplayCmdTextOutput(DisplayCmdArgs) returns(stream DisplayCmdReply) {}//gRPC %
Rl @447 TR display @4, JHREIZE SR

}

5. gnmi.proto 3Zf4#1 gnmi_ext.proto 34

gnmi.proto F1 gnmi_ext.proto SCFE LT gNMI 2B A L RPC J5i%. ‘BTt Google #24t, 2
TRIESCHE, AL ATEANE, BAR NS RTEN 38 N EA O EEF . gnmi.proto LRI
gnmi_ext.proto XA I 77 T #HE W T

) https://github.com/openconfig/gnmi/tree/master/proto/gnmi/gnmi.proto

. https://github.com/openconfig/gnmi/tree/master/proto/gnmi_ext/gnmi_ext.proto

6. dial_out.proto 324

dial_out.proto L /F5%E LT gNMI 25/ RPC J5i%, & C/FRIET SONIC, ‘&7 FiEMuE N
https://github.com/Azure/sonic-telemetry/blob/master/proto/dial_out.proto

2.5.3 %% Proto 34

BT AL Z ML 55 Proto SCAF, ‘€A1 TH T5E X Dial-in B0 Hd 1T Ba Fir 75 1) RPC J7 i AH B4R
LK€ X Dial-out #E30F BARF ) GPB 4 I (RITH S AHA , SRS 75 ZLRYE SLPr = b 55
EFEXS L Proto SCAFREAT BB — XK o

THIE AR H3C BORSIFRA BRI Proto X

2.5.4 ANEX1EREZFFRY Proto 3

7<2-6 T EXI1ERN XY Proto XX
I FERE Proto 34

38 SubscribefE :

e grpc_service.proto 314
e % Proto XfF
gNMIFEAE :

e grpc_service.proto ({4

Dial-inf& =\

e gnmi.proto SC{4F1 gnmi_ext.proto S
TEHAEE
o P

o grpc_dialout.proto 3 {4
e gNMI B

o dialout.proto 3

o gnmi.proto {41 gnmi_ext.proto 4
ZRBEER T
e  grpc_dialout_v3.proto X fF

Dial-outff =,

e telemetry.proto 31
e % Proto 304
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3 Telemetry Ao EFR#| M8 &

Frfi gRPC fHCTIRE, #RT EAEIIHAT grpe enable 4 )G, A HEELE -

4T undo grpc enable 4% 7 gRPC MRk, MIFTH gRPC A CHD B #E 2 #M .

BRABTHOLT, WA MRS @M gRPC IEHEAEIZ 1. FL B W & R RAE 48 d 7. gRPC & HzHY 5

I PKI G, W&EMRERLSET TLS (Transport Layer Security, &2 2¢4) Pk @i n

FERIXAEFIAE, M gRPC IBIE M %4k, FHEERNE:

o FHIEM PKILIAFAE, HH PSS 5B AE A%,

e IBE PKIEJG, gRPC UIRe H S, 5 RS INEN R WiIT . R T B 8 Rk G
KA B4R ST M 15

4 BB B & MK Telemetry 17 3

A B FER AR aE e fr AT E Telemetry 1T 5. SE2S i gRPC S #3175 2 5 T
%, BAATFREFEIES#E “5 Telemetry XG4 —IRIT R 7.

4.1 FgEDial-intRxX A Telemetryi] 7

4.1.1 IhEEMETY
Dial-in B2 8B A1E N gRPC RS- 4%, REMEN gRPC & i KL F 15 %5 1 gRPC %EH:,
BT HIE R Fi%k, B4 FECE Dial-in B3, R4 28 0] USRBURIAT [R5 4% OB
A,

4.1.2 BEERFIFIES

R MRS AR 10 gRPC IERWIT, &= BN T, AEREHEESE. gRPC HEHEKIT
Ja, WA HEIICEIKE, & ERAES HOH AR gRPC IERIE K

413 BLEHES

TERCE Dail-in B2 /T, FFZE5EHLL RS

o ik gRPC JIR% %% 5 gRPC % /7 ity 2 [H] i FH Al A

o  WMAFERE gRPC RN IIEE, WABE R 5 I PKIRIELE, JF HiZ PKI
TR T SRR MIE B T PKIWACE, 152 WAHG fh “ % AR B S 7 H i “PKI7,

4.1.4 BLELE

1. Bt & gRPC R
(1) HARGME.

system-view
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(2) J¥/a gRPC Thfig.
grpc enable
AT, gRPC DRest TG APIRES .
() (W) ELE gRPC IR& M 5.
grpc port port-number
BAATEIL T, gRPC RS H 54 50051,
Boun 55, gRPC THRERFE)E , IEAEV 10 927 Sl B BT T, 2 7 i s 4 B AR
KA BELR L] 1]
(4) (W) fE gRPC & iGiEE R I,
grpc idle-timeout minutes
BRAETEO T, gRPC UK A4 5 4348
2. (k) BEERESREFZENREERE
(1) HFARGME.
system-view
(2) LB RAARERE T gRPC R 51 K PKI .
grpc pki domain domain-name
FRATEIN, BRNRESRE gRPC IEREM A5 H PKI I,
3. Bt & gRPC A F
(1) HFARGHME
system-view
(2) WM E AP .
local-user user-name [ class manage ]
Wk LR 0y gRPC 2 i A A 1, gRPC %5 P i 4 B 5 e AL gRPC 23l
(3) WEAHHA D,
password [ { hash | simple } password ]
BRAATEOLN, AEEAMH %S, R P YGER CFR AN, REH A8 E
Al Ve 56 IR 38 e R AT A E 2 o
(4) TCEAHA P EBH P A58 network-admin.
authorization-attribute user-role network-admin
R TEOL T, AHLH P 3B A €424 network-operator .
(5) BCEAH A AP R %5 2R HTTPS iRk .
service-type https
BRAAENL T, RECEH P RS HEAL.
f % local-user. password. authorization-attribute fllservice-type it 4 H]
AN, WS “LZemeSHE” P “AAA” .
4. (A[3E) FF/E gRPC Dial-in I BEIhAE
(1) HFEANRGHE.
system-view
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(2) JF)= gRPC Dial-in #:Uf) H EThRE. 5 2Dk — I T & .
o JFJA gRPC Dial-in B/ RPC ZK#4F H LT Re.
grpc log dial-in rpc { all | { cli | get }* }
HAEEBL T, gRPC Dial-in #3011 RPC 2Rk H B h b b 156 RES .
o JFJi gRPC Dial-in #:[¥) gNMI S84 H BT RE
grpc logdial-ingnmi { all | { capabilities | get | set | subscribe }* }
AL N, gRPC Dial-in £ gNMI Set #:4FE H ETh AR TIF ) IRES, At gNMI 24
fEH EIhREAL TR RS .
N TER G EN gRPC BT ZE, A LAIJFE gRPC HEINRE, DUMEICF & &% gRPC 4R
ML HAE R . R gRPC #AEME, W&l KiE gRPC H, Femiiaikae, @ior
JE T RVEN gRPC #E H B ThRE .

4.1.5 WAL E

{EAER AL 4T display grpe #5477 bR B E G gRPC Diak-in BAUMAI G5 8, BT AR
RS BT B R

4.1.6 BLE A

1. AMFTEK

N 4-1 s, W AEN gRPC RS 45 5 REESHAHIE, RESR N gRPC & /il .

i AE B FECE gRPC Dial-in #83X, ff gRPC %/~ b il LT [l 5t 4 _ERIA R H AT
[£]4-1 gRPC Dial-in #3 fi & 48 M &

gRPC server gRPC client

—_
1 =&

Device Collector
192.168.2.1 2222

2. Bt & Device (gRPC BR%52%)
# 15 gRPC Thfk.

<Device> system-view

[Device] grpc enable

# OIEEAHL T S test, Bt B 1% M7 2SN 123456 TESTplat&!, #ALH 7 {4y network-admin,
AT LME RS 28808 HTTPS JiRkR%5 .

[Device] local-user test

[Device-luser-manage-test] password simple 123456TESTplat&!

[Device-luser-manage-test] authorization-attribute user-role network-admin
[Device-luser-manage-test] service-type https

[Device-luser-manage-test] quit
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4.2

fic & Dial-outf=3\ By TelemetryiT [5E]

4.2.1 IhEERET

4.2.2

4.2.3

Dial-out =2 R 1 % 1E 8 gRPC % /3, KAE#RAE N gRPC Ik 55uii, HH & 33N KBRS
gRPC &4, #HTHE RSN Lik, @B ER 4% LG E Dial-out #[K Telemetry 115, 146
% 3 0 [r) SR AL 2RI FH P47 Bl R B A gk
Dial-out #x0F AEE T 17 BA A E3RIE(E S50 R A4S DS E T B S -
o TMCEAEEL: (LIS E WA FoRFE B IR, BURFEERIT. — MEIRSEHRE B2
KRB R MRS AR RERAA PRI B A A AR gNMI RS AR IR 4
RAFERRARALHE DL 2R
o JHWIRFE: ARIEKERLH LLLE (i a] [A] B8 g AT Bl RAE . G T R IR AR B R B4R
W2 W M (Telemetry PEREFEAREE) T,

o FRfbACKAE: A% AR A B KRR [ I, AR . T A AR AR R
RFERFEIRAE, TES WA N (Telemetry YEREFRIREE) T

o FEMMAKAE: ARIRISARIE — @ SR AT M RAE I AT, WS R HEk A 1F, MRS IR
ARG REER . KT SRR R SRR AL IR 42 DA S AR G BRI e . i Ak R, TG
£ H3C HARSCHFF A RSRIEAAE(E R
A R SRR B SRR B AR ANAE gNMI A2 2R A5 IR A 4 A T B 4 e AE 2K

X inm

Bl —A% R 25 21 A R U — AT KA 0 RAFIEAZ

o MUEREED: KRG T HAN 4 WA HEL RS . Wk LR BN HARHIRAE HAr 4l
G E IR AR SIS, A BENCREE AR IE(S .

SRS A A R IBCE G, FREQIE “IT07 JRR B R, WA e H AR T R 4%

57 gRPC 4%, MIMTRAT BRSO IE RS -

VB 7> AT AT gNMI BESCRGTT 1], b BT B SRRl AL A 41, gNMI BT

Bl AN S ORI gNMI AR A IR 4

BLEFRFIFNIES

IR AR AL 24 1) gRPC IEFRIIIT, Bo b AT EOBr e, PR s, (HU2 HOE A A5
=Ek.

TERG T AR R A7 gRPC V&L B IFE S J5, gRPC S EF AR E, gRPC \444ks:
HEAT, {HR EE B 8 (] SRR 2 0k

AEER
7EFC & Dail-out B2 7, 77 Z5E L LS
o TRk gRPC JIr %5 %55 gRPC % /7 Uiy 2 [H] 1 FH T I&

19



IR TR EECE gRPC ELMIINE DEe, WLATE BT 51 IR PKISRITECE , JF HiZ PKI sk
s A E SRR KT PKIECE, 152 ARG W “ 2 el B iR3 7 T H)“PKI7,

424 BEESE

1. FF|& gRPC It

(1)

(2)

3)

2.
(1)

(2)

BN RGN

system-view

J¥J5 gRPC ik,

grpc enable

BT, gRPC DhREAL TG HIRES

("Jig) FCE gRPC fi FH 1) Telemetry sy,

grpc data-model { 2-layer | 3-layer }

BAATEOLT, WA 2 Telemetry Zm 8¢ F ik 2.

AT 2 Telemetry BRI FIARERRT, ASSCREet B B0REE ] GPB Zifidts = .

(i) BEERFSREB[ZENREERE

HANRGE

system-view

it B % 4% AR AE 2% 37, gRPC HERET 5| ) PKI .

grpc pki domain domain-name

BB, WK E T gRPC EHR A2 5] H PKI .

3. B E il

(1)

()

@)

(4)

HNRGME
system-view

HEN Telemetry #1114,
telemetry

BB AR, IR AL A AL
sensor-group group-name
M ER AR AR
o JAHIREERBHRIERAS

sensor path path depth depth

sensor path path [ condition node node operator operator value value ]
ZRPIT A AL T E 2RI . 2 IRIAT A AT HARE KRB A AE RN, R fe— Ik
AT B A 2 AR

X i

depth A RAFRE, #EEAH 1. 1 RFi%E&ER LR U AT RAERZYGITA 5 435, 2 RFik&
T LR G AT RAERAZ M7 SRS, B2 BB AT R TR T R9515838; 3ATRE
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BT LR G A RA ARG I SRS, A EIR S AT RALHAR T IR TR BX & F R T
ELTEIE </

e condition node node operator operator value value A TiX B A£3542 69414 54,
RA BARE T BRI LM 2R RAFHR G RIBIRE L REE,

o BREAGAN,EE path FHF T IHEFLEFMRAX, WA LFAIEL condition Sodk;
RZ K.

4. BLERESH
(1) FHEARGHME.

system-view
(2) A Telemetry #1K.

telemetry
(3) GIEHMH, FrHANHIRHME.

destination-group group-name

AW ARG AR H AR BRI 54, BNaFEn REVERE.
(4) B RAE AR B AIAH RS 4.

(IPv4 2%

ipv4-address ipv4-address [ port port-number ] [ vpn-instance
vpn-instance-name ]

(IPV6 M%)

ipv6-address ipv6-address [ port port-number ] [ vpn-instance
vpn-instance-name ]

KAEARHT IPV6 HuhE ANRESR E 9 IPV6 BERE AL
LUMAT ARG A TTRE LA RER. MEAGLN, REEE— U, RERRNE
.
5. BCETTIR
(1) HARGME.
system-view
(2) #A Telemetry #1L1A.

telemetry
(3)  BURITE, FFHEAITRALE.
o WIEIT

subscription subscription-name
(4)  CAak) PO B8 RO T BRSO b i o
protocol {grpc | udp }
BRAATHOLS, B RIEIT RS HI A S gRPC.
(5)  (HIifk) PcE WA AKIE T B4R SCH) DSCP A 5E 2K

dscp dscp-value
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BRAETHOLT, BOR RIEHIIT IR SCH) DSCP 5B % N 0.
DSCP LA R BB, kST i .
(6)  (AIik) PCE B RIETT B SR Il .
source-address { ipv4-address | interface interface-type
interface-number | ipv6 ipv6-address }

FUETEOUR, B A R B 0 3 1P b SR R IE VT TR SC YR 1P Mk
AR RIENT BAR ST B IE R AR AR, B R 2 BTSSR gRPC g5 4
(7)  (Alik) BLE FIEEEE gk .
encoding { gpb | json }
BRETEILE,  FIRHEE KRR 0y JISON.
PR =)= Telemetry BB, v DX FiX R H GPB 4ufidhs 2.
(8) MCE KRG
sensor-group group-name [ sample-interval [ msec ] interval ]
5 24T 1 0 e SR B2 o )RR B 0 TR A SRR, A T L B A iy 4
sample-interval 2%,
(9) RBLERECHPRAH.
destination-group group-name
6. 7F/2 gRPC Dial-out #2XH) H & Th #E
(1) FARGHME
system-view
(2) JFJ/2 gRPC Dial-out =) H &I fg.
grpc log dial-out { all | { event | sample }* }
A TENL T, gRPC Dial-out B H B DI BEAL TR FPIRES o
N TEHGUER gRPC R # 2, AILUJTE gRPC HEDhRE, DML &4 gRPC 3L
A AR ERAE Ko

4.25 WAL E

7t Probe #LE F#4T display system internal telemetry 4 LE/RECE )G gRPC
Dial-out #EUAHRAE B, B AE BnE Bk & RUR .

4.2.6 FLEZH

1. (AR
WARAEN gRPC 2% /7 i 5 R A4 AHIE, SREEA A gRPC 548, Ui %4 1145 9 50051,
W ER % FECE gRPC Dial-out X, 4% LL 10 0 i i) SRAE Sk LR (K 8 25 g

=)=

Hitho
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[£]4-2 gRPC Dial-out # =X g & 48 M 5]

gRPC server

gRPC client

=

Device Collector
192.168.2.1 2222

2. fit B Device (gRPC & Fif)

TEFF GG PRI E 2 /1, R & S5 RSN IP Mk O il e, JF R ez EgmTiA,
# 1 )5 gRPC Thfk.

<Device> system-view

[Device] grpc enable

# O AE AR A test, FRIRIIRAT 1T ifmgr/devicecapabilities.

[Device] telemetry

[Device-telemetry] sensor-group test

[Device-telemetry-sensor-group-test] sensor path ifmgr/devicecapabilities
[Device-telemetry-sensor-group-test] quit

# Q1 H A4 collectorl, JFHC B REEARH IP HiklJy 2.2.2.2. ¥nl15 7y 50051.
[Device-telemetry] destination-group collectorl

[Device-telemetry-destination-group-collectorl] ipv4-address 2.2.2.2 port 50051
[Device-telemetry-destination-group-collectorl] quit

#OEIT I A, LB RBAL AR AN test, B RAERHEIE RN 10 #2, J¢Hk B ARZHM collectorl.

[Device-telemetry] subscription A

[Device-telemetry-subscription-A] sensor-group test sample-interval 10
[Device-telemetry-subscription-A] destination-group collectorl
[Device-telemetry-subscription-A] quit

Telemetry X8k — K FF & &4 (Dial-in B30
@U‘ﬁﬁﬁ

AFed b ETFGRAIAERE, & T AR EFRGNRBIESR, £ EFResTETRd ReaaEmn. B
A A R RADZ IS, HEeRBEEEFRARN AITFAL.

Xf T Dial-in 82X, FEZH gRPC 2 i AT, RS REE IR % b IR R AR H i JF AT
RN &P AR E EAFE LR = AN

o BHATERERE, FRHL token_id.

o NEREM RPC J7iEHEAZ4L, F Proto SUHFAE UM Ik 552 ke RPC i I AR IR A1 45 2R
o IBHES.

AREATH T4 Dial-in B B & S0 2 o T RO R, TSI an R AR
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e  %3E Subscribe #:1F
e gNMI Subscribe #1E

51 FXRAER
511 FA&ERAREXK

. #& gRPC 7T & (aJiliid https://doc.oschina.net/grpe 24> ).
. MR GPB LT & (A[iEE https://developers.google.com/protocol-buffers % >]).
o HENNIET (C++. JAVA. Python. GO) k.

5.1.2 FRIMEHESR

1. 3XEX Proto X {4

Ik 2% H3C BORSCHE N SRS Proto ST

2. 3RERALIE Proto TR T B4 protoc

T #HbE: https://github.com/google/protobuf/releases
3. SRENXI R FF & &S B protobuf

F#Ehhk:  https://github.com/google/protobuf/releases

TF R T B AR NAE 5 T R IAEE, FlUnskEL C++1dif protobuf-cpp. AR 245 H 241 201
ESHIT K% (C++. GO. Python. JAVA).

4. 1714 Proto SCF1 T B3k

VO IRIE] K Proto ST protoc T HAFLEFF ARG ) TAEH X, BARCUSEBRAEH T K A5

5.2 HMEEk

W 5-1 Fios, W&1E N gRPC R4 78 5 REZRAMIE, RELN gRPC & i, gRPC % 7 iy B 5%
P& P 449 admin, 205y 123456,

it B gRPC Dial-in #£, 1 gRPC % /i v LATT [ ¥ 4% b IRAH A

[&]5-1 gRPC Dial-in #23\Ei & ¢B M &

gRPC server gRPC client
2°¢:
Device Collector
192.168.2.1 5222

5.3 FLE R ZMAYTelemetryiT 7
WATLLFACE 2 87, W0 gRPC %585 gRPC % /i 2 1§ T ik,
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https://doc.oschina.net/grpc
https://developers.google.com/protocol-buffers
https://github.com/google/protobuf/releases

# JF )5 gRPC Thfk.

<Device> system-view

[Device] grpc enable

# GIEAMT P admin, BCEZH 55698 123456, #AUH 7 /N network-admin, A] DL
IR %S 288 HTTPS filRs -

[Device] local-user admin

[Device-luser-manage-admin] password simple 123456

[Device-luser-manage-admin] authorization-attribute user-role network-admin
[Device-luser-manage-admin] service-type https

[Device-luser-manage-admin] quit

5.4 gRPC Dial-int® =X )R FF & 2561 (C++)
5.4.1 £HKBE

FRAD Z 11, FEAEH protoc T HMIERIH Proto SCH-HER K C++RED, FHBAE ARSI
BRI TR

A, FFREE Subscribe #AEFIAISAE A LLT Proto SCA4:

e grpc_service.proto

e k% Proto Xff, A+ BufferMonitor.proto

AR, JF&R gNMI Subscribe #:4E IS4 FH LA R Proto U4

e grpc_service.proto

) gnmi.proto 1 gnmi_ext.proto

f# F protoc T Azl EiR Proto SCF) C++RES, R~BI1M0F:

$protoc --plugin=./grpc_cpp_plugin --grpc_out=. --cpp_out=. *_proto

54.2 FAK

1. i@ Subscribe 4%

PLIA A GrpeService 1 BufferMonitorService i 552061, it L340 R -

(1) %5 —> GrpcServiceTest 2,

7t GrpcServiceTest 35 H ffi ] B grpc_service.proto 4 f% #) GrpcService::Stub 2, & i
grpc_service.proto [H 314 1 Login A1 Logout 77243 3l 5E s s ALE HERE, AR =@ i R -
class GrpcServiceTest

{
public:

/> WIERE */

GrpcServiceTest(std: :shared_ptr<Channel> channel):
GrpcServiceStub(GrpcService: :NewStub(channel)) {}

/* BUREE </
int Login(const std::string& username, const std::string& password);
void Logout();
void listen();
Status listen(const std::string& command);
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/xR~
std: :string token;

private:

std: :unique_ptr<GrpcService: :Stub> GrpcServiceStub; //{#f grpc_service.proto 4l
GrpcService: :Stub %

};

(2)  SEPLE E X Login J7iZ.

WL 4. EiSIH GrpeService::Stub 2K Login 77k e 8 %, ARSI

int GrpcServiceTest: :Login(const std::string& username, const std::string& password)

{
LoginRequest request; //WE 4%
request.set_user_name(username);
request.set_password(password) ;

LoginReply reply;
ClientContext context;

/IR RT R
Status status = GrpcServiceStub->Login(&context, request, &reply);
if (status.ok())

{
std::cout << "login ok!" << std::endl;
std::cout <<"token id is :" << reply.token_id() << std::endl;
token = reply.token_idQ; //%E3Y), 3KHLF] token
return O;
}
else{
std::cout << status.error_code() << ": ' << status.error_message()
<< "_ Login failed!" << std::endl;
return -1;
}

}

(3) KiEX B RPC JikiEK.

LT BelE O B O], AR

rpc SubscribePortQueDropEvent(PortQueDropEvent) returns (grpc_service.SubscribeReply) {}
(4) %5 —A BufMon_GrpcClient 245 & 2 i) RPC J5 1%

{#i Ff| BufferMonitor.proto [ )4 k1 BufferMonitorService::Stub 285g ik RPC ik, AR
Blan R

class BufMon_GrpcClient

{
public:

BufMon_GrpcClient(std: :shared_ptr<Channel> channel):
mStub(BufferMonitorService: :NewStub(channel))

3
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std: :string BufMon_Sub_AllEvent(std: :string token);

std: :string BufMon_Sub_BoardEvent(std: :string token);

std: :string BufMon_Sub_PortOverrunEvent(std::string token);
std: :string BufMon_Sub_PortDropEvent(std: :string token);

/* get I */

std: :string BufMon_Sub_GetStatistics(std::string token);
std: :string BufMon_Sub_GetGlobalCfg(std: :string token);
std: :string BufMon_Sub_GetBoardCfg(std::string token);
std: :string BufMon_Sub_GetNodeQueCfg(std: :string token);
std: :string BufMon_Sub_GetPortQueCfg(std: :string token);

private:

b

-

(5)

std: :unique_ptr<BufferMonitorService: :Stub> mStub; //f#f BufferMonitor.proto Hal KM

SEFLE € LY std::string BufMon_Sub_PortDropEvent(std::string token) /7 i2: 56 it H E .53

GRANIR

S B FAAT T AR B 0T

std: :string BufMon_GrpcClient: :BufMon_Sub_PortDropEvent(std: :string token)

{

std::cout << "———o——- BufMon_Sub_PortDropEvent-------- " << std::endl;

PortQueDropEvent stNodeEvent;
PortQueDropEvent_PortQueDrop* pstParam = stNodeEvent.add_portquedrop();

UINT uilflndex = 0;
UINT uiQueldx = 0;
UINT uiAlarmType = O;

std: :cout<<"Please input interface queue info : iflndex queldx alarmtype " << std::endl;

cout<<"alarmtype : 1 for ingress; 2 for egress; 3 for port headroom'<<endl;

std: :cin>>ui IfIndex>>uiQueldx>>uiAlarmType; //RBITHASH, #HORII%
pstParam->set_ifindex(uilfindex);
pstParam->set_queindex(uiQueldx);
pstParam->set_alarmtype(uiAlarmType);

ClientContext context;

/* token need add to context */ //¥%B%FHIEIRE token_id
std::string key = "token_id";

std::string value = token;

context.AddMetadata(key, value);

SubscribeReply reply;

Status status = mStub->SubscribePortQueDropEvent(&context,stNodeEvent,&reply); //iH

RPC J7i3
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return reply.result();

}

(6) AR AR EFAT .

TEZHi I GrpcServiceTest 2 sLBLL 7%, ARG 40T
void GrpcServiceTest::listen()

{
GetReportRequest reportRequest;
ClientContext context;
ReportEvent reportedEvent;

/* add token to request */
reportRequest.set_token_id(token);

std: :unique_ptr< ClientReader< ReportEvent>>
reader (GrpcServiceStub->GetEventReport(&context, reportRequest)); //iEil
grpc_service.proto HE4 K IZEH GetEventReport KRN FHEE

std: :string streamName;
std: :string eventName;
std::string jsonText;
std::string token;

JsonFormatTool jsonTool;

std::cout << "Listen to server for Event" << std::endl;
while(reader->Read(&reportedEvent) ) //iEUs|f bk

{
streamName = reportedEvent.stream_name();
eventName = reportedEvent.event_name();
JsonText = reportedEvent.json_text();
token = reportedEvent.token_id();
std:icout << "/FFEEEEAREARXXEVENT COME*****xikidddx /i << std::endl;
std::cout << "TOKEN: " << token << std::endl;
std::cout << "StreamName: "<< streamName << std::endl;
std::cout << "EventName: " << eventName << std::endl;
std::cout << "JsonText without format: " << std::endl << jsonText << std::endl;
std::cout << std::endl;
std: :cout << "JsonText Formated: " << jsonTool.formatJson(jsonText) << std::endl;
std::cout << std::endl;
}

Status status = reader->Finish(Q);

std::cout << "Status Message:" << status.error_message() << "ERROR code :" <<
status.error_code();

}
(7)  SEBUAB RO O B RS RIT T K.

28



A7~ B80T
void bufmon_test_PortDropStream()
{

auto channel = grpc::CreateChannel(g_server_address,
grpc:: InsecureChannelCredentials());

/* 1. login */
GrpcServiceTest reporter(channel);
if(0 = reporter.Login(g_username, g_password))

return;

/* 2. subscribe */
BufMon_GrpcClient cSubscriber(channel);

std::string replyForSysLog;

/* subscribe bufmon port overrun event */
replyForSysLog = cSubscriber_BufMon_Sub_PortDropEvent(reporter.token);
std: :cout<<"BufMon board event: "<<replyForSyslLog<<std::endl;

/* 3. listen to the server and get event */
reporter.listen();

std: :cout<<"End of main.'<<std::endl;
return;

3
(8) M Logout JikiB H &%,
W H Logout J5 1A A~ 4 T

void GrpcServiceTest:: Logout ()

{

LogoutRequest request;

request.set_token_id(token);

LogoutReply reply;

ClientContext context;

Status status = mStub->Logout(&context, request, &reply);
std::cout << "Logout! :" << reply.result() << std::endl;
}

2. gNMI Subscribe ##1E

gNMI Subscribe 1 1) gmid 2 BRI

(1) %5 —> GrpcServiceTest 2,

HIRYE “5.4.2 1.7 49’5 GrpcServiceTest 254 .
(2) SILAE X Login J5iZ%.

ABY “5.4.2 1.7 45 Login J5 %A
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(3) KXt BRI RPC kiR,
(NEVRIEIEE
rpc Subscribe(stream SubscribeRequest) returns (stream SubscribeResponse);
(4) 45 gnmi_client 5k E 2 KT RPC Ji%.
(NEVRIEIEE
class gnmi_client
{
public:
explicit gnmi_client(const std::string &address,const std::string &tokenld);

bool TestCapabilities();

bool TestGet();

bool TestSet();

bool TestSubscribePool();

bool TestSubscribeOnce();

bool TestSubscribeStream();

bool TestSubscribeStreamWithAlias();

private:
void PrintCapabi lityResponse(const gnmi::CapabilityResponse &response);
void PrintGetResponse(const gnmi::GetResponse &response);
void PrintSubscribeResponse(const gnmi::SubscribeResponse &response);
void PrintSubscribeRequest(const gnmi::SubscribeRequest &request);
void PrintGetRequest(const gnmi::GetRequest &request);
void PrintSetRequest(const gnmi::SetRequest &request);

void FillGetRequest(gnmi::GetRequest &request);

void FillSetRequest(gnmi::SetRequest &request);

void FillSubscribeRequestByOnce(gnmi::SubscribeRequest &request);
void FillSubscribeRequestByPool (gnmi: :SubscribeRequest &request);
void FillSubscribeRequestByStream(gnmi::SubscribeRequest &request);
void FillSubscribePool (gnmi::SubscribeRequest &request);

void FillSubscribeAlias(gnmi::SubscribeRequest &request);

private:
std: :unique_ptr<gnmi::gNMI ::Stub> mStubGnmiService;
std::string mTokenlD;
}:
(5) SEHLEE LRI B T
SEILFAAT B 7 1 AR 7R 5 40 R
void gnmi_client::FillSubscribeRequestByOnce(gnmi : :SubscribeRequest &request)

{

auto subscribelList = request.mutable_subscribe();

auto prefix = subscribeList->mutable_prefix();
auto pathelemO0l1 = prefix->add _elem(Q);
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pathelemO01->set_name(*'LLDP');

auto subscribe = subscribelList->add_subscription();

auto path = subscribe->mutable_path();
auto pathelem02 = path->add_elem();
pathelem02->set_name("'NeighborEvent');

auto pathelem03 = path->add_elem();
pathelem03->set_name("'Neighbor™);
(*pathelem03->mutable_keyQ)["IfName™] = "xxx";

subscribeList->set_mode(::gnmi::SubscriptionList_Mode ONCE);
subscribeList->set_encoding(::gnmi::JSON);

void gnmi_client: :FillSubscribeRequestByPool (gnmi : :SubscribeRequest &request)

{

auto subscribelList = request.mutable_subscribe();

auto prefix = subscribeList->mutable_prefix();
auto pathelem01 = prefix->add_elem();
pathelemOl->set_name(‘'Device");

auto subscribe = subscribelList->add_subscription();

auto path = subscribe->mutable_path();
auto pathelem02 = path->add_elem();
pathelem02->set_name(*'CPUs"™);

auto pathelem03 = path->add_elem();
pathelem03->set_name("'CPU"");

auto pathelem04 = path->add_elem();
pathelemO4->set_name(''CPUUsage');

subscribelList->set_mode(::gnmi::SubscriptionList_Mode POLL);

subscribeList->set_encoding(::gnmi::JSON);

void gnmi_client: :FillSubscribeRequestByStream(gnmi: :SubscribeRequest &request)

{
auto subscribelList = request.mutable_subscribe();
auto prefix = subscribeList->mutable_prefix();
auto pathelemO0l1 = prefix->add_elem();

pathelemOl->set_name(‘'Diagnostic™);

auto subscribe = subscribelList->add_subscription();
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auto path = subscribe->mutable_path();

auto pathelem02 = path->add_elem();
pathelem02->set_name("'CPUEvent');

auto pathelem03 = path->add_elem();
pathelem03->set_name("'CPU"");
(*pathelem03->mutable_key())['"'Chassis#condition™] = "equal:1";

subscribe->set_mode(: :gnmi::ON_CHANGE) ;

subscribe->set_sample_interval (1000);

subscribe->set_suppress_redundant(false);

subscribe->set_heartbeat_interval (1000);

subscribelList->set _mode(::gnmi::SubscriptionList_Mode STREAM);
subscribelList->set_encoding(::gnmi::JSON);

void gnmi_client::FillSubscribeAlias(gnmi::SubscribeRequest &request)
{

auto aliases = request.mutable_aliases();

auto alias = aliases->add_alias();

auto path = alias->mutable_path();
auto pathelem0l1 = path->add_elem();
pathelem0l->set _name(''Device');
auto pathelem02 = path->add_elem();
pathelem02->set_name("'CPUs"™);

auto pathelem03 = path->add_elem();
pathelem03->set_name(*'CPU™);

auto pathelem04 = path->add_elem();
pathelem04->set_name("'CPUUsage");

alias->set_alias("'#cpu_usage');
¥
(6) T Logout J7iFiE H & 5.
i H Logout 75 i A ARG = B 4 T -

void GrpcServiceTest:: Logout ()

{

LogoutRequest request;

request.set_token_id(token);

LogoutReply reply;

ClientContext context;

Status status = mStub->Logout(&context, request, &reply);
std::cout << "Logout! :" << reply.result() << std::endl;
}
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5.5 gRPC Dial-int®3{ )X F & 2461 (GO)
5.5.1 EXS

TERAI 2T, FFEH protoc TR IUEERIN Proto SUIF 4 % GO ARRY, FE44 A B AR in
ANFITF R TR

A, JF & Subscribe #AEHIAASAEH ELT Proto 3%

e grpc_service.proto

e % Proto S, AMiHA Syslog.proto

A, FFR gNMI Subscribe #:4E IS4 FH LA Proto ST

e grpc_service.proto

) gnmi.proto 1 gnmi_ext.proto

& H protoc TH A GO ARG R7=FI 40T :

[root@ grpc]# cd protobuf

[root@ protobuf]# protoc --go_out=plugins=grpc:. grpc_service.proto
[root@ protobuf]# protoc --go_out=plugins=grpc:. Syslog.proto
[root@ protobuf]# protoc --go_out=plugins=grpc:. gnmi.proto

[root@ protobuf]# protoc --go_out=plugins=grpc:. gnmi_ext.proto

5.5.2 FAKHG

1. & Subscribe #4E

PLiE ] GrpeService il SyslogService AR 5525 M6, fid BT .

(1) %S grpcConnect Jrik, SEHLE R & ATIR B R BEA
AREVR LN

a. Frd—A> sdk B, DASEBIS IR @A EEHAIK M
import (
"‘context"
"fmt"
h3c "github.com/gnmiTest/comwaresdk/cmwproto/grpc_service'" //grpc_service.proto
R GO 15 & IARRD AR, ATAREE SERR T IS iz k12
""google.golang.org/grpc"
md "google.golang.org/grpc/metadata”
"log"
"time"
))
type GrpcSession struct {
Client h3c.GrpcServiceClient
Conn *grpc.ClientConn
Token string
}
/1 R
func NewClient(addr string, port uint, username string, password string) (*GrpcSession,
error) {
address := fmt.Sprintf("%s:%d", addr, port)
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log.-Printf("'Server address: %v, UserName: %v, Password: %v\n', address, username,
password)

// Set up a connection to the server.
conn, err := grpc.Dial(address, grpc.Withlnsecure())
if err 1= nil {

log.Fatalf(*'did not connect: %v'", err)

return nil, err

//create grpc_service client

c := h3c.NewGrpcServiceClient(conn)

//prepare context

ctx, cancel := context.WithTimeout(context.Background(), time.Second*3)

defer cancel()

var token string

loginReply, err := c.Login(ctx, &h3c.LoginRequest{UserName: &username, Password:
&password})
if err 1= nil {

log.Fatalf(*'could not login: %v'", err)
conn.Close()
return nil, err

token = loginReply.GetTokenld()
log.-Printf(""Token: %s', token)

s := &GrpcSession{Client: c,
Conn: conn,
Token: token}

return s, nil
}
/7 KPER
func (s *GrpcSession) Close() {
var logoutReq = h3c.LogoutRequest{Tokenld: &s.Token}
ctx, cancel := CtxWithToken(s.Token, time.Second)
defer cancel()
s.Client._Logout(ctx, &logoutReq)
s.Conn.Close()
return
}
// iR[H Ctx 1 Token

func CtxWithToken(tk string, timeout time.Duration) (context.Context,
context.CancelFunc) {
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//Add token to meta data

var mdata = md.Pairs("token_id", tk)

ctx, cancel := context.WithTimeout(context.Background(), timeout)

var ctx_with_token = md.NewOutgoingContext(ctx, mdata)

return ctx_with_token, cancel
}
b. €& — Dial-in i) main f, (A] G47E X4
import(

"flag"

"o

"log"”

“fmte"

“time"

"github.com/gnmiTest/comwaresdk/sdk™ //sdk fIIFERERAR, ARG SZPR I AE U 2 Bk

syslog "github.com/gnmiTest/comwaresdk/cmwproto/syslog™ //syslog.proto ik GO
EE AR, FRME SRS SO

h3c "github.com/gnmiTest/comwaresdk/cmwproto/grpc_service'" //grpc_service.proto
et GO 1 7 IR AR, AR SE bR OB i R 42

)

var(
address string
port uint
username string
password string
grpcSession* sdk.GrpcSession
isSyslog bool

)

type grpcCon struct {

grpcSession *sdk.GrpcSession
sysClient syslog.SyslogServiceClient
h3cClient h3c.GrpcServiceClient

func grpcConnect() (*grpcCon, error) {
grpcSession, err := sdk.NewClient(address, port, username , password)
if err 1= nil {
log.PrintIn("Failed to open session.™)
return nil, err
}

sysClient := syslog.NewSyslogServiceClient(grpcSession.Conn)

gt := grpcCon{

grpcSession: grpcSession,
sysClient: sysClient,
h3cClient: grpcSession.Client,

}

return &gt, err
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}
(2) REXNKER RPC JikiER,
PLiT B Syslog/LOGEvent 44 461, A% T
rpc SubscribelLOGEvent(LOGEvent) returns (grpc_service.SubscribeReply) {}
(3) %45 Jji% syslogSubscribeEvent SIS 41T [ A1 EE £
ARG F »

func (gt *grpcCon) syslogSubscribeEvent() error {

streamName := "'Syslog"
mSubscribeRequest := syslog.EventStream{StreamName: &streamName}
ctxWithToken, cancel := sdk.CtxWithToken(gt.grpcSession.Token, time.Second*100)

defer cancel()

sysReply, err := gt.sysClient.SubscribeEventStream(ctxWithToken,
&mSubscribeRequest)

if err 1= nil {
log.PrintIn("'syslog subscribe error: ", err)
return err
}
// print subscribe result
log.-Printf("'SyslogResult: \n %v", sysReply.GetResult())

// receive subscribe result
mGetReportquest := h3c.GetReportRequest{Tokenld: &gt.grpcSession.Token}
stream, err := gt.h3cClient.GetEventReport(ctxWithToken, &mGetReportquest)
for {
mSubscribeResponse, err := stream.Recv()

if err == 10.EOF {

break
}
if err 1= nil {
log.PrintIn("'Recv error: ", err)
return err
Yelse{
fmt_PrintIn("success:", mSubscribeResponse.GetJsonText())
}

return nil
}
(4) %5 main AL, BRI RPC K.
RIS 7= B80T
func test() error {
con, err := grpcConnect()
defer con.grpcSession.Close()
if err 1= nil {
return err
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if isSyslog{

err :-= con.syslogSubscribeEvent()
if err 1= nil {
return err
}
}
Vg &8 2

func InitQ) {
flag.StringVar(&address, "a', '192.168.2.1", "Address to comware')
flag.UintVar(&port, 'gp', 50051, "Grpc port of comware')
flag.StringVar(&username, '"u', "admin', '"Username to comware')
flag.StringVar(&password, "up', ""123456'", "Password to comware')
flag.BoolVar(&isSyslog, "syslog", false, '"'dial in syslog event examlpe')

}

//main R

func main() {
flag.Parse()
test()

}

2. gNMI Subscribe #1E

gNMI Subscribe 1 1) gmid 2 R U1

(1) 44’5 grpcConnect 757, SEILE e AR HY B %
IAMEZR IR
a. BrEE— sdk L, DASEIISURER ST, EHAOCH .
SDK Gt %k1ES L “1. 3518 Subscribe #1E” .
b. & —4 Dial-in ffl main 3 (AJ EHATE XEH) .
import(

"flag"
"o

“log"
pr—
“time"
"github.com/gnmiTest/comwaresdk/sdk™ //sdk BRI, TARESPRIE RS SIZEZ
"github.com/gnmiTest/comwaresdk/cmwproto/gnmi* //gnmi .proto ## s GO if 5 LT k1T,
AR S R AR A7 TR AR 8 2
h3c "github.com/gnmiTest/comwaresdk/cmwproto/grpc_service'" //grpc_service.proto
AR GO 15 AT EAL, FTARHE SE PR AR AT A7 TR AT 18 24
)
type grpcCon struct {
gnmiClient gnmi .GNMIClient
grpcSession *sdk.GrpcSession

}

func grpcConnect() (*grpcCon, error) {
grpcSession, err := sdk.NewClient(address, port, username , password)
if err 1= nil {
log.PrintIn("Failed to open session."'™)
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return nil, err

gnmiClient := gnmi._.NewGNMIClient(grpcSession.Conn)
gt = grpcCon{
gnmiClient: gnmiClient,

grpcSession: grpcSession,
}
return &gt, err
}
(2) KEXEK RPC JjikiER.
REG A1 T

rpc Subscribe(stream SubscribeRequest) returns (stream SubscribeResponse);
(3)  SEHLAE XML
ONEZNLINE

//once AT R
func (gt *grpcCon) gnmiSubscribeOnceTest() error {

mSubscribeRequest := gnmi.SubscribeRequest{
Request: &gnmi .SubscribeRequest Subscribe{
Subscribe: &gnmi .SubscriptionList{
Prefix: &gnmi.Path{
Elem: [1*gnmi.PathElem{
{Name: "Device"},
1.
T
Subscription: []*gnmi.Subscription{
{Path: &gnmi.Path{
Elem: [1*gnmi.PathElem{{Name: "Base'}},
)
1.
Mode: gnmi.SubscriptionList ONCE,
Encoding: gnmi.Encoding_JSON,

ctxWithToken, cancel := sdk.CtxWithToken(gt.grpcSession.Token, time.Second*10)
defer cancel()
stream, err := gt.gnmiClient._Subscribe(ctxWithToken)
if err I=nil {
log.PrintIn("'Subscribe error: ", err)
return err
}
stream.Send(&mSubscribeRequest)
for {
mSubscribeResponse, err := stream.Recv()
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if err == 10.EOF {

break
}
if err 1= nil {
log-PrintIn("'Recv error: ', err)
return err
}else{
fmt_PrintIn(*"success:", mSubscribeResponse)
}
}
return nil

}
//stream {5307
func (gt *grpcCon) gnmiSubscribeStreamTest() error {
mSubscribeRequest := gnmi.SubscribeRequest{
Request: &gnmi .SubscribeRequest_Subscribe{
Subscribe: &gnmi.SubscriptionList{
Prefix: &gnmi.Path{
Elem: [1*gnmi.PathElem{
// {Name: "Ifmgr'}, {Name: "Interfaces'"},
{Name: "Device"},
1.
}.
Subscription: []*gnmi.Subscription{
{Path: &gnmi.Path{

// Elem: [1*gnmi.PathElem{{Name: "Interface", Key:
map[string]string{"Iflndex": "2",}},{Name: "ConfigDuplex'}},

Elem: [1*gnmi.PathElem{{Name: "Base'}},

}.
Mode: gnmi.SubscriptionMode TARGET_DEFINED,
Samplelnterval: uint64(1000000000),
SuppressRedundant: false,
HeartbeatlInterval : uint64(1000),},

}.

Mode: gnmi.SubscriptionList_STREAM,

Encoding: gnmi.Encoding_JSON,

}.
1.

ctxWithToken, cancel := sdk.CtxWithToken(gt.grpcSession.Token, time.Second*10)
defer cancel()
stream, err := gt.gnmiClient.Subscribe(ctxWithToken)
if err 1= nil {
log.PrintIn("Subscribe error: ", err)
return err
¥
stream.Send(&mSubscribeRequest)
for {
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mSubscribeResponse, err := stream.Recv()

if err == 10.EOF {

break
}
if err 1= nil {
log-PrintIn("'Recv error: ', err)
return err
}else{
fmt_PrintIn(*success:", mSubscribeResponse)
}

}
return nil
}
//pol | BT 3
func (gt *grpcCon) gnmiSubscribePollTest() error {
mSubscribeRequest := gnmi.SubscribeRequest{
Request: &gnmi.SubscribeRequest Subscribe{
Subscribe: &gnmi.SubscriptionList{
Prefix: &gnmi.Path{
Elem: [1*gnmi.PathElem{
{Name: "Device"},
3.
}.
Subscription: []*gnmi.Subscription{
{Path: &gnmi.Path{
Elem: [J]*gnmi.PathElem{{Name: "Base'"}},
j
1.
Mode: gnmi.SubscriptionList POLL,
Encoding: gnmi.Encoding_JSON,

1.
}.
}
mPoll := gnmi.SubscribeRequest{
Request: &gnmi.SubscribeRequest_Poll{
Poll: &gnmi._PolI{
}.
1.
¥
ctxWithToken, cancel := sdk.CtxWithToken(gt.grpcSession.Token, time.Second*10)

defer cancel()
stream, err := gt.gnmiClient.Subscribe(ctxWithToken)
if err 1= nil {

log.PrintIn("Subscribe error: ', err)

return err
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}

stream.Send(&mSubscribeRequest)

for {
time.Sleep(time.Second)
stream.Send(&mPoll)
mSubscribeResponse, err := stream.Recv()

if err == 10.EOF {
break
}
if err 1= nil {
log.PrintIn("'Recv error: ", err)
return err
}else{
fmt.PrintIn("success:", mSubscribeResponse)

}
return nil
}
(4) %5 main BKEL, [FE&AKE RPCIEK.
VR LR
func test() error {
con, err := grpcConnect()
defer con.grpcSession.Close()
if err 1= nil {
return err

it isSub{
err := con.gnmiSubscribeOnceTest()
if err 1= nil {
return err

}

return nil

}

/1 ZHUE

func InitQ {
flag.StringVar(&address, "a', '192.168.2.1", "Address to comware')
flag.UintVar(&port, 'gp'", 50051, "Grpc port of comware')
flag.StringVar(&username, "u', "admin', "Username to comware')
flag.-StringVvar(&password, "up', '123456", ''Password to comware')
flag.BoolVar(&isSub, '"sub', false, "gnmi subscribe examlpe')

}

//main %

func main() {
flag.Parse()
test()
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y
5.6 gRPC Dial-int® =X )X FF % =1 (Python)
5.6.1 HRIKAES

TR H, 75EAEH TR protoc K& 21 Proto SR Python AA5,  FFH4 A8 i)
ARSI FFF K ) LA

A, FFR Subscribe #AERIAISfEH LT Proto S

e grpc_service.proto

e % Proto S, AMiHA Syslog.proto

A, FFR gNMI Subscribe #:4E IS4 LA Proto ST

e grpc_service.proto

) gnmi.proto 1 gnmi_ext.proto

1 i} protoc T. 2B Python ARSI 5140 R -

[root@ grpc]# cd protobuf

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
grpc_service.proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
Syslog.proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
gnmi .proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.

gnmi_ext.proto

5.6.2 AL

1. E1& Subcribe ##4{E
PLIE ] GrpeService il SyslogService AR 5525 M1, ifid BB
(1) KX &R RPC JTiEIERK
PATT () H B A A A Ja s, ARRS AT -
rpc SubscribelLOGEvent(LOGEvent) returns (grpc_service.SubscribeReply) {}
(2) 45— Client 38, SLHEFFUAMNIR HEFREE.
ARAG7R I F »
import grpc
import json
from collections import OrderedDict
import grpc_service_pb2, grpc_service_pb2 grpc
import Syslog _pb2, Syslog_pb2_grpc
//Client 7 P i dn e
class Client:
def __init__(self, username, password, channel):
self._username = username

self_password = password
self._channel = channel
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self.__stub = grpc_service_pb2_grpc.GrpcServiceStub(channel)
self_tokenid = "

def __enter__(self):
return

def __exit__(self, exc_type, exc_value, traceback):
it self._tokenid:
self.Logout()

def _ str__ (self):

return "{username=%s, password=%s, tokenid=%s}" % (self.username, self.password,
self.tokenid)

def metadata(self):
return (("token_id", self.tokenid), )
//Login 5%, /8 grpc_service_pb2.LoginRequest K%, TS
def Login(self):
if self._tokenid:
return self

request = grpc_service_pb2._LoginRequest(user_name=self._username,
password=self.password)

reply = self.__stub.lLogin(request)
self._tokenid = reply.token_id
return self
//Logout %%, M grpc_service pb2.LogoutRequest E3l, SERE %%
def Logout(self):
ifT not self.tokenid:
return
request = grpc_service_pb2.LogoutRequest(token_id=self.tokenid)
try:
self.__stub.Logout(request)
except Exception as e:
logging.warning(''Logout:" + e)
self._tokenid = """
return
/73T R EAR
def SubscribeByStreamName(self, stream):
request = grpc_service_pb2._SubscribeRequest(stream_name=stream)
reply = self.__stub.SubscribeByStreamName(request, metadata=self.metadata())
return reply.result
/7B EA B AR
def GetEventReport(self):
request = grpc_service_pb2.GetReportRequest(token_id=self.tokenid)
yield from self.__stub.GetEventReport(request)
/71115 Syslog logevent FHA4:
def sub(self, path):
if path == "SubscribelLOGEvent":
request = Syslog_pb2.LOGEvent()
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RpcMethod = Syslog_pb2_grpc.SyslogServiceStub(self.channel)
reply = RpcMethod.SubscribelLOGEvent(request, metadata=self.metadata())
return reply.result
(3) 4’5 main K%L, FARITIIIE HEWGT .
RIS~ B80T
/71K Ison T4 R
def format_json(jsonstr):
obj = json.loads(jsonstr, object hook=OrderedDict)
return json.dumps(obj, ensure_ascii=False, indent=4)
/7% AT B AR I A
def test():
channel = grpc.insecure_channel ('192.168.2.1:50051"")
client = Client("admin™, "123456", channel)
with client.Login():
print(client)
print(client_sub("'SubscribelLOGEvent'))
for e in client._GetEventReport():
print(e)
print(format_json(e.json_text))
//main B
if _name_ == "_main__":
test()

2. gNMI Subscribe 1
gNMI Subscribe #:4E 14 5 B 40T -

(1) #&JEAM gRPC Client2k (i5& L “5.6.2 1. (2)” Hff) Client2%) , 35 X gNMI RPC J5
%o

(MEENIL IR

from dialin import Client

import gnmi_pb2, gnmi_pb2_grpc

import grpc

import time

class GnmiClient(Client):
@staticmethod
def get_mode(s:str):
mapping = {
"stream'": gnmi_pb2.SubscriptionList.Mode.STREAM,
"once': gnmi_pb2.SubscriptionList.Mode.ONCE,
"poll": gnmi_pb2_SubscriptionList.Mode.POLL,
"target _defined'": gnmi_pb2.TARGET DEFINED,
"on_change': gnmi_pb2.0N_CHANGE,
"sample': gnmi_pb2.SAMPLE,
}

return mapping[s.lower()]

def init_ (self, username, password, channel):
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def

def

def

super().__init__(username, password, channel)
self.__stub = gnmi_pb2_grpc.gNMIStub(channel)
return

make_poll_req(self):
return gnmi_pb2.SubscribeRequest(poll=gnmi_pb2_Poll1())

Subscribe(self, req):
return self._stub.Subscribe(req, metadata=self.metadata())

make_sub_obj(self, interval):
path_obj = gnmi_pb2.Path()
ele = path_obj.elem.add()

ele.name = "Device"
elel = path_obj.elem.add()
elel.name = '"'Base"

mode = self._get_mode("'sample'™)
sample_interval = interval
return gnmi_pb2.Subscription(path=path_obj, mode=mode,

sample_interval=sample_interval)

def

make_sub_eventobj (self, interval ,mode= "on_change'™):
path_obj = gnmi_pb2._.Path()
ele = path_obj.elem.add()

ele.name = "Ifmgr"
elel = path_obj.elem.add()
elel._name = "InterfaceEvent"

mode = self._get _mode("'on_change')
sample_interval = interval
return gnmi_pb2.Subscription(path=path_obj, mode=mode,

sample_interval=sample_interval)

def

make_sub_req(self, sample_interval , mode, type ="sample',qos=0,

updates_only=False):

(@)

kwargs = {}

kwargs[''prefix'] = gnmi_pb2._Path(Q)

kwargs[''qos''] = gnmi_pb2.Q0SMarking(marking=qos)

kwargs[''mode'] = self.get_mode(mode)

kwargs["'encoding™] = gnmi_pb2_.JSON

kwargs[''subscription] = []

if type == "sample":
kwargs[''subscription'].append(self.make_sub_obj(sample_interval))

else:
kwargs[''subscription'] .append(self.make_sub_eventobj(sample_interval))

kwargs[''updates_only'] = updates_only

subscribelList = gnmi_pb2_SubscriptionList(**kwargs)

return gnmi_pb2._SubscribeRequest(subscribe=subscribelList)

KRB RPC J7 ks K.
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A7~ B80T
rpc Subscribe(stream SubscribeRequest) returns (stream SubscribeResponse);
(3) HE TR ST .
RIS 7= B80T
def test_sub(client:GnmiClient):
def poll_generator(n):

req = client.make_sub_req(2000000000, mode="poll')

yield req

for _ in range(n):

time.sleep(2)

yield client_make_poll_req(Q)
return

def sample_generator(t, sample_interval=2000000000, mode="'stream'):
req = client.make_sub_req(sample_interval ,mode)
yield req
time.sleep(t)
return

def event_generator(t):

req = client_make_sub_req(type ="event", sample_interval=10000000, mode="'stream')

yield req

time.sleep(t)

return
(4) 4’5 main pREL BT RTT B I ARSI A& HERE R KA .
AREVR LR
if _name_ == "_main__":

channel = grpc.insecure_channel (*'192.168.2.1:50051"")
client = GnmiClient("admin', "123456", channel)
with client.Login():

test_sub(client)

5.7 gRPC Dial-int®:\ )X FF & =561 (JAVA)
5.7.1 KL

TERAGS AT, T BT RN R 222060 maven M35, JFERIE maven TiE/E 204 pom.xml, SZH
Nk protoc T E P ERAIT
<plugins>
<plugin>

<groupld>org.xolstice.maven.plugins</groupld>

<artifactld>protobuf-maven-plugin</artifactld>

<version>0.6.1</version>

<configuration>

<protocArtifact>com.google.protobuf:protoc:3.6.1:exe:${os.detected.classifier}</protocAr
tifact>
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<pluginld>grpc-java</pluginld>

<pluginArtifact>io.grpc:protoc-gen-grpc-java:1.14._0:exe:${os.detected.classifier}</plugi

nArtifact>
</configuration>

<executions>
<execution>
<goals>
<goal>compile</goal>
<goal>compile-custom</goal>
</goals>
</execution>
</executions>
</plugin>
SRJE, TF RN UAE maven 3535 F112 17 mvn install B w7 S8 21 1) Proto SCEEAE Jext B JAVA AR

A, JF Subscribe #AEHIASAEH LU Proto 34

. grpc_service.proto

e % Proto 3, AMHA Syslog.proto

A, FFR gNMI Subscribe £ 1E KA EH LA T Proto SCAF
. grpc_service.proto

) gnmi.proto 1 gnmi_ext.proto

5.7.2 FAKXHG

1. E1& Subcribe #1E

LU GrpcService A1 SyslogService IR 2525 9%, g BT .
(1) %5 — DialinClient 25, 5EREF &R ERKE.
ARAG 7RI

public class DialinClient {
private static final Logger logger = Logger.getLogger(DialinClient.class.getName()):

private final GrpcServiceGrpc.GrpcServiceBlockingStub blockingStub;

private String tokenid;

public DialinClient(Channel channel) {
blockingStub = GrpcServiceGrpc.newBlockingStub(channel);

tokenid = "';
}
V4 & 5
public void login(String username, String password) throws Exception {
logger.info(''try to login as " + username + "...");

LoginRequest request =
LoginRequest._newBuilder() .setUserName(username) .setPassword(password) .build();

LoginReply loginReply;

try {
loginReply = blockingStub. login(request);

tokenid = loginReply.getTokenld();
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} catch (StatusRuntimeException e) {
logger.log(Level .WARNING, "RPC failed: {0}'",e.getStatus());
throw e;

}

System.out.printIn('Login : " + getTokenid());

public String getTokenid() {
return tokenid;
}
/7B FRIBAT B ks R
public Iterator getEventReport(String tokenid) {

GrpcServiceOuterClass.GetReportRequest request =
GrpcServiceOuterClass.GetReportRequest.newBuilder() .setTokenld(tokenid).build();

Iterator< GrpcServiceOuterClass.ReportEvent> eventlterator = null;
try {

eventlterator = blockingStub.getEventReport(request);
} catch (Exception ignored) {

}
return eventlterator;
}
77BH B EF

public void logout() {
LogoutRequest request = LogoutRequest.newBuilder().setTokenld(tokenid).build();
LogoutReply logoutReply = null;
try {
logoutReply = blockingStub.logout(request);
tokenid = "*';
} catch (Exception ignored) {

}
if(logoutReply = null) {

System.out.printIn(’Logout result: " + logoutReply.getResult());
}

return;

}

(2) REXNEFK RPC JIEER.

PATT () H B b A A Ja o), AR AT -

rpc SubscribelLOGEvent(LOGEvent) returns (grpc_service.SubscribeReply) {}
(3) 45— SyslogClient FR 34 Kt RPC /5.

ARG F »

public class SyslogClient {

private static final Logger logger = Logger.getLogger(SyslogClient.class.getName());
private SyslogServiceGrpc.SyslogServiceBlockingStub blockingStub;
private String tokenid;
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public SyslogClient(Channel channel, String tokenid) {
blockingStub = SyslogServiceGrpc.newBlockingStub(channel);
this.tokenid = tokenid;

public String getTokenid() {
return tokenid;

public void setTokenid(String tokenid) {
this.tokenid = tokenid;

public String subLogEvent() throws Exception {

Syslog.LOGEvent requset =
Syslog.LOGEvent.newBuilder() .addLog(Syslog.LOGEvent.LOG.newBuilder()).build();

Metadata header = new Metadata();

Metadata.Key<String> key = Metadata.Key.of(''token_id",
Metadata.ASCI1_STRING_MARSHALLER);

header.put(key, getTokenid());

SyslogServiceGrpc.SyslogServiceBlockingStub blockingStub_tmp =
MetadataUtils.attachHeaders(blockingStub, header);

GrpcServiceOuterClass.SubscribeReply subscribeReply;
try {
subscribeReply = blockingStub_tmp.subscribeLOGEvent(requset);
}catch (StatusRuntimeException e) {
logger.log(Level .WARNING, "RPC failed: {0}", e.getStatus());
throw e;

}

return subscribeReply.getResult();

}
(4) %5 main BRI FAFRIT B .
(VBTN

public class Main {

private static String ipPort = "192.168.2.1:50051";

private static String usrname = "admin';

private static String password = "123456";

SR NP Hisk, F P4, BT

public static ArrayList Userlnput( ){
System.out.printin("Input ipaddress:port :');
Scanner scanner = new Scanner(System.in);
String str = "";
ArrayList<String> stringArrayList = new ArrayList<String>();
for (int 1 = 0;i1 < 3; i++){
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str = scanner.nextLine(Q);
stringArrayList.add(str);
if(i == 0) {
System.out.printIn("'Input UserName :');
Yelse if (i == 1) {
System.out.printIn(*Input PassWord :');

}

scanner.close();
return stringArraylList;
}
/71 SyslogClient 35, szHixt syslog/logevent il [
public static void testSub (String tokenid) {
long begin=0, end=0;
int i;
String s;
ManagedChannel channel = null;
try {
channel = ManagedChannelBuilder.forTarget(ipPort).usePlaintext().build();
SyslogClient syslogClient = new SyslogClient(channel, tokenid);
begin = System.currentTimeMillis();
s = syslogClient.subLogEvent();
System.out.printin(s);
end = System.currentTimeMillis(Q);
System.out.printf(‘'cost %dms\n', end-begin);
} catch (Exception e) {

}
/7 DialinClient 35, Bx/iTH/ &M%
public static void testDialin() throws Exception {
DialinClient client = null;
ArrayList<String> arrayList = Userlnput();
ipPort = arraylList.get(0);
usrname = arraylList.get(l);
password = arrayList.get(2);
ManagedChannel channel =
ManagedChannelBui lder . forTarget(ipPort).usePlaintext().build();

String tokenlID = ""';
try {
client = new DialinClient(channel);
client._login(usrname, password);
tokenlID = client.getTokenid();
testSub(tokenlD);
Iterator<GrpcServiceOuterClass.ReportEvent> eventlterator =
client._getEventReport(tokenlD);
while (eventlterator.hasNext()) {
System.out.printin(eventlterator.next());
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}
} catch (Exception e) {

e.printStackTrace();

}
finally {
System.out.printIn(‘'created );
if (client '= null) {
client_logout();
}
}
}
//main R
public static void main (String[] agrs) throws Exception {
testDialin();
}
}

2. gNMI Subscribe #1E
gNMI Subscribe #:1E 14w 5 2 B F
(1) 45— DialinClient 3%, 5gRUE & AR & &%,
WIRE “5.7.2 1.7 H4s5 DialinClient 2547
(2) KX R RPC JIiEER.
(YRR
rpc Subscribe(stream SubscribeRequest) returns (stream SubscribeResponse);
(3) %= gNMIClient 38, FFAEIZIEPSEIL A & ST R BT %
(NEVRIEIEE
public class gNMIClient {
private static final Logger logger = Logger.getLogger(ghNMIClient.class.getName());

private gNMIGrpc.gNMIStub gNMIStub;
private final String tokenld;

public gNMIClient(Channel channel, String tokenld) {
gNMIStub = gNMIGrpc.newStub(channel);
this.tokenld = tokenld;
}
//7gNMI T [R5 RV B
public Gnmi.SubscribeRequest gnmiSubRequest(Gnmi .Path prefix, Gnmi.Path paths,

Gnmi .SubscriptionList.Mode mode,
Gnmi .SubscriptionMode subscriptionMode,

int sample_interval) {
Gnmi .Subscription.Builder subBuilder = Gnmi.Subscription.newBuilder();
subBui lder .setPath(paths);
if (subscriptionMode != null) {
subBui Ider.setMode(subscriptionMode) ;

}

if (sample_interval != 0)
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subBui lder.setSamplelnterval (sample_interval);
}
Gnmi .Subscription subscription = subBuilder_build();
Gnmi .SubscriptionList.Builder subList = Gnmi.SubscriptionList.newBuilder();
if (prefix = null) {
subList.setPrefix(prefix);
}
subList.addSubscription(subscription);
it (mode = null) {
subList.setMode(mode);
}
subList.setEncoding(Gnmi .Encoding. forNumber(0));
Gnmi .SubscriptionList subListReq = subList.build();

Gnmi .SubscribeRequest.Builder requestBuilder =
Gnmi .SubscribeRequest.newBuilder();

requestBui lder._setSubscribe(subListReq);
Gnmi .SubscribeRequest request = requestBuilder.build();
return request;
}
//pol | BEIERIT I B
public Gnmi.SubscribeRequest gnmiSubRequestByPoll (Gnmi.Path prefix, Gnmi.Path
paths,Gnmi .SubscriptionList.Mode mode) {
return gnmiSubRequest(prefix, paths,mode, null, 0);
}
//once R RIT R E
public Gnmi.SubscribeRequest gnmiSubRequestByOnce(Gnmi.Path prefix, Gnmi.Path
paths,Gnmi .SubscriptionList.Mode mode) {
return gnmiSubRequest(prefix, paths,mode, null, 0);
}
//stream B RITHTH S
public Gnmi.SubscribeRequest gnmiSubRequestByStream(Gnmi.Path prefix, Gnmi.Path
paths,Gnmi .SubscriptionList.Mode mode) {

return gnmiSubRequest(prefix, paths,mode, Gnmi.SubscriptionMode.forNumber(2),
2000000000) ;

b
//once T B

public void testOnce(StreamObserver<Gnmi.SubscribeRequest> requestStreamObserver,
Gnmi .Path prefix, Gnmi.Path paths) {

Gnmi .SubscribeRequest request = gnmiSubRequestByOnce(prefix, paths,
Gnmi .SubscriptionList.Mode.forNumber(1));

requestStreamObserver.onNext(request);
}
//pol 1 BT
public void testPoll(StreamObserver<Gnmi.SubscribeRequest> requestStreamObserver,
Gnmi .Path prefix, Gnmi.Path paths) {

Gnmi .SubscribeRequest request = gnmiSubRequestByPoll(prefix, paths,
Gnmi .SubscriptionList.Mode.forNumber(2));

requestStreamObserver.onNext(request);
for (int 1 = 0; 1 <5; i++) {
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Gnmi .SubscribeRequest poll =
Gnmi .SubscribeRequest.newBuilder () .setPol 1 (Gnmi.Poll_newBuilder()).build(Q);

requestStreamObserver.onNext(poll);
try {
Thread.sleep(5000);
} catch (InterruptedException e) {
e.printStackTrace();

}
//stream 0T [
public void testStream(StreamObserver<Gnmi.SubscribeRequest> requestStreamObserver,
Gnmi .Path prefix, Gnmi.Path paths) {

Gnmi .SubscribeRequest request = gnmiSubRequestByStream(prefix, paths,
Gnmi .SubscriptionList.Mode.forNumber(0));

requestStreamObserver.onNext(request);
}
7/ RATRIVE R, JRR A&
public void testSubscribe(String name) {
Metadata header = new Metadata();

Metadata.Key<String> key = Metadata.Key.of(''token_id",
Metadata.ASCII1_STRING_MARSHALLER);

header .put(key,tokenld);
gNMIGrpc.gNMIStub stub = MetadataUtils.attachHeaders(gNMIStub, header);
Gnmi .Path.Builder pathBuilder = Gnmi.Path_.newBuilder();
String[] names = name.split(’'/");
for (String na:names) {
pathBuilder.addElem(Gnmi .PathElem.newBuilder() .setName(na));

}
Gnmi .Path path = pathBuilder.build();

StreamObserver<Gnmi .SubscribeResponse> observer = new
StreamObserver<Gnmi .SubscribeResponse>() {

@Override
public void onNext(Gnmi.SubscribeResponse subscribeResponse) {
if (subscribeResponse = null) {
System.out.printIn(subscribeResponse.getUpdate());

@Override

public void onError(Throwable throwable) {
logger.log(Level \WARNING, "Subscribe is failed™);
throwable.printStackTrace();
System.out.printin(throwable);

@Override
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public void onCompleted() {
System.out.printin(‘'onCompleted™);

}:

StreamObserver<Gnmi .SubscribeRequest> requestStreamObserver =
stub.subscribe(observer);

7/ =PRI AT
//testOnce(requestStreamObserver,null,path);
//testPoll(requestStreamObserver,null,path);
//testStream(requestStreamObserver,null,path);

try {
Thread.sleep(50000);

} catch (InterruptedException e) {
e.printStackTrace();
}

requestStreamObserver.onCompleted();

}

(4) 4’5 main pRECILEATHITT .

ARAG7R I F »

public class Main {
private static String ipPort = "192.168.2.1:50051";
private static String usrname = "admin';
private static String password = "123456";

public static ArrayList Userlnput( ){
System.out.printin("Input ipaddress:port :');
Scanner scanner = new Scanner(System.in);
String str = "";
ArrayList<String> stringArrayList = new ArrayList<String>();
for (int 1 = 051 < 3; i++){
str = scanner.nextLine();
stringArrayList.add(str);
if(i == 0) {
System.out._printIn(""Input UserName :');
Yelse if (i == 1) {
System.out.printIn("'Input PassWord :');

}

scanner.close();
return stringArrayList;

}

// FRITH, AL, Device/Base A

public static void testGnmi() throws Exception{
DialinClient dialinClient = null;
ArrayList<String> arrayList = Userlnput(Q);
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ipPort = arraylList.get(0);
usrname = arrayList.get(1);
password = arrayList.get(2);

ManagedChannel channel =
ManagedChannelBui lder.forTarget(ipPort) . usePlaintext().build();

try {
dialinClient = new DialinClient(channel);

dialinClient.login(usrname, password);
gNMIClient client = new gNMIClient(channel, dialinClient.getTokenid());
client_testSubscribe(*'Device/Base);
} finally {
dialinClient.logout();

public static void main (String[] agrs) throws Exception {
testGnmi () ;

6 Telemetry S84 kI &k &#H] (Dial-out )
@U‘ﬁﬁﬁ

AFd b ETFGRAIAERE, T AR EFRGNRBIESR, £ EFResTETEd ReaaEmn. B
) op A R AGRAD SN, HEeRBLEBFLAR AITIFA,

X} T Dial-out #0, FE 2 gRPC RS i AHD, [ RAR 38 Ae 08 HaA & HEIR 1) RS HE Ik

ITRENT 7 i ARG 32 EALHE DU R AN

e HKHIEMT GRPCDialout:Service 28, HH#H H3IE K RPC k4 Dialout, J5¢RUfET,
SRAFAH LT B 25

o 4 RPC &5y M 248 & i i i 11

AREATH TN = Dial-out BT, 58502 IR S5 ui S T R 4

o  JZ¥# Dial-out fzt,
e  —JZ Dial-out Bzt
e . JZ gNMI Dial-out f& X,
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6.1 FABIHER
6.1.1 AEAGEX

o K gRPC HJT K (Wl https://doc.oschina.net/grpe % >)) .
. H P3Gk GPB 4wt )1 & (ATiEId https://developers.google.com/protocol-buffers %#>])
o JHPAEXNIES (C++. JAVA. Python. GO) MIIFk.

6.1.2 F&RIMGHEZ

1. 3XEX Proto X {4

K AR H3C BARSCHE N SR OC Proto ST A

2. 3SREVALIE proto STHRY T A%k 4 protoc

F#Ehht: https://github.com/google/protobuf/releases
3. SRENXI BRI FF & &S B protobuf

T # ik https://github.com/google/protobuf/releases

TFR 3 T B &I B 5 T RS, Bl C++35 1t protobuf-cpp. ATERIS4 24 AT FRiE S
fIIF & 2445 (C++. JGO. Python. JAVA).

4. 771 Proto LA T B4
BYCKIRE R Proto SCEAN protoc T EAFTEH KA TREH F T, BARLSZ BRI &K A58
Ntk

6.2 tHMEEK

i 6-1 s, waAEN gRPC % P i 5 RS AHE, REM AN gRPC Ik &, Bl i 5
4 50051.

I HCE gRPC Dial-out #220, {154 LA 5 P S In) RAE S HEIA B DR ) R & B 1R B
[£]6-1 gRPC Dial-out # = g & 48 M 5]

gRPC client gRPC server

~

’\'

Device Collector
192.168.2.1 2222

6.3 BLE & &FMAITelemetryi] 7]

PATLU NI E 201, 1E# TR gRPC JIR%5 455 gRPC & 7 Uiy Z [A]# HH A 5
# JF /3 gRPC Thfg.

<Device> system-view
[Device] grpc enable
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# QAR KA test, FFURIIRAEEE 42 ifmgr/devicecapabilities.

[Device] telemetry

[Device-telemetry] sensor-group test

[Device-telemetry-sensor-group-test] sensor path ifmgr/devicecapabilities
[Device-telemetry-sensor-group-test] quit

# Q1 H A4 collectord, JFHC B REEARH IP HiklJy 2.2.2.2, ¥nl15 7y 50051.
[Device-telemetry] destination-group collectorl

[Device-telemetry-destination-group-collectorl] ipv4-address 2.2.2.2 port 50051
[Device-telemetry-destination-group-collectorl] quit

# OIERIT B A, BCE RIBAL KL test, Bl RAEFIHEIL A9 5 8, Kk HbRZHA collectorl.
[Device-telemetry] subscription A

[Device-telemetry-subscription-A] sensor-group test sample-interval 5
[Device-telemetry-subscription-A] destination-group collectorl
[Device-telemetry-subscription-A] quit

6.4 gRPC Dial-outf®3X Z)R FF & 255 (C++)
6.4.1 E£ KB

TR Z 1, T2 HH protoc T KIS Proto SCEFEE# Rk C++RRY, JE4AE S rIA RS I A
BRI TR

A, ok 2% 38 Dial-out fERAIRS{E LA Proto S+
) grpc_dialout.proto

Afir, JTk =)= Dial-out #AIS{E FH LU T Proto SCf::

. grpc_dialout_v3.proto

) telemetry.proto

o k% Proto Xf, AfiHAy Ifmgr_v3.proto

A, FFk&k )2 gNMI Dial-out B=CHIRAL# FH LA Proto S
) dialout.proto

. gnmi.proto 1 gnmi_ext.proto

18 protoc T HAE R C++ARRS IR R«

$ protoc --plugin=./grpc_cpp_plugin --grpc_out=. --cpp_out=. *_proto

6.4.2 FAKHG

1. —B¥4& Dial-out HE3X
i D IRANR .
(1) k&I E % RPC JiR%% Dialout.

B — 2% DialoutTest 3:4% 7k GRPCDialout::Service, L=t T:

class DialoutTest final : public GRPCDialout::Service { //&E#HE3NERBIHESE

Status Dialout(ServerContext* context, ServerReader< DialoutMsg>* reader, DialoutResponse*
response) override; //35:3 Dialout RPC J7ik

¥
(2) K DialoutTest iR%5 1M N gRPC RS, 48 & Wi H .
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A7~ B80T

using grpc::Server;

using grpc::ServerBuilder;

std::string server_address('0.0.0.0:50051""); //%& & % WiV (1 3tshib Al 1

DialoutTest dialout_test; //% X (1) "HEBHMXZ

ServerBuilder builder;

builder.AddListeningPort(server_address, grpc::InsecureServerCredentials());//#n%nr
builder.RegisterService(&dialout_test); //iEMARS

std: :unique_ptr<Server> server(builder.BuildAndStart()); //JEsK%

server->Wait(Q);

(3) sk Dialout 75k, SEIEFEMT
RAG R0

Status DialoutTest: :Dialout(ServerContext* context, ServerReader< DialoutMsg>* reader,
DialoutResponse* response)

{
DialoutMsg msg;
while( reader->Read(&msg))
{
const Devicelnfo &device_msg = msg.devicemsg(Q);
std::cout<< "Producer-Name: " << device_msg.producername() << std::endl;
std::cout<< "Device-Name: " << device_msg.devicename() << std::endl;
std: :cout<< "Device-Model: " << device_msg.devicemodel() << std::endl;
std: :cout<<"Sensor-Path: " << msg.sensorpath()<<std::endl;
std: :cout<<"Json-Data: " << msg.jsondata()<<std::endl;
std::cout<<std::endl;
}
response->set_response(''test");
return Status::0K;
}

(4) JEid Read Jrik ki S Proto SCHFA ) DialoutMsg X 505, T LAY IR A7 4 SR AUARE
()7 B A o

2. =2 Dial-out #2%{

Gt L IRANE

(1) #kKIFE RPC fiz4 Dialout.

ek — % DialoutV3Test 34k 7k DialoutV3::Service, AL RBI4IF:

class DialoutV3Testfinal : public DialoutV3::Service { //Z=# A4 ML

Status DialoutV3Test: :DialoutV3(::grpc::ServerContext*
context, ::grpc::ServerReaderWriter< ::grpc_dialout v3::DialoutV3Args, ::grpc_dialout v3
::DialoutV3Args>* stream)override; //5Z3¥ Dialout V3 RPC J7iZk

};
(2) ¥ DialoutV3Test lx%5iF M~ gRPC k%5, FF48 € Wi .
DRI T
string server_address(''0.0.0.0.101:50051");
DialoutV3Test dialout_test;
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ServerBuilder builder;

cout << "runing on " << server_address << endl;
builder.AddListeningPort(server_address, InsecureServerCredentials());
builder.RegisterService(&dialout_test);

unique_ptr<Server> server(builder.BuildAndStart()):

server->Wait();

(3) S:¥ Dialoutv3 J5ik, SEILEIEMAENT.

RIS~ B80T
Status DialoutV3Test: :DialoutV3(::grpc::ServerContext*
context, ::grpc::ServerReaderWriter< ::grpc_dialout v3::DialoutV3Args, ::grpc_dialout_v3

::DialoutV3Args>* stream)

{

DialoutV3Args msg;
Telemetry msgTele;
TelemetryGPBTable msgTable;
TelemetryRowGPB msgRow;
string buffdata = ""';
int buffsize = 0;
string content;
std::cout << "peer info : " << context->peer() << std::endl;
while(stream->Read(&msg))

{

int row_size = 0;
int64_t Reqld = msg.reqid();
string data = msg.data();
string Err = msg.errors();
int32_t TotalSize = msg.totalsize();
buffdata = buffdata + data;
buffsize = buffsize + data.size();
if(buffsize >= TotalSize)
{
std::cout << "Reqld : " << Reqld << std::endl;
std::cout << "errors: " << Err << std::endl;
std::cout << "totalSize: " << TotalSize << std::endl;
msgTele.ParseFromString(buffdata);
std::cout << "data_size:" << buffdata.size() << std::endl;
std::cout << "producer_name: " << msgTele.producer_name() << std::endl;
std::cout << "Node_ld_str: " << msgTele.node_id_str() << std::endl;
std::cout << "ProductName: " << msgTele.product_name() << std::endl;
std::cout << "Sub_Id_str: " << msgTele.subscription_id_str() << std::endl;
std::cout << "Sensor_path: " << msgTele.sensor_path() << std::endl;
std::cout << "Collection_Ild: " << msgTele.collection_id() << std::endl;
std::cout << "Collection_start_time: " << msgTele.collection_start_time() <<

std: :endl;
std::cout << "msg_timestamp: " << msgTele.msg_timestamp() << std::endl;
std: :cout << "Collection_end_time: " << msgTele.collection_end_time() << std::endl;
std::cout << "Current_period: " << msgTele.current_period() << std::endl;
std::cout << "except_desc: " << msgTele.except_desc() << std::endl;
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std::cout << "Encoding: " << msgTele.Encoding_Name(msgTele.encoding()) <<
std: zendl;

if(nsgTele.encoding() == 1)
{
std::cout << "Start-----—-—-—————————— " << std::zendl;

string path = msgTele.sensor_path();

ConverXpath2MessageName(path) ; /7% XPATH # % messagename

Message *pGpbMsg = createMessage(path);//8& message fiftT = E 5 s
if (pGpbMsg == NULL)

std::cout << "break------—-———————————————— " << std::endl;
return Status::0K;

msgTable = msgTele.data_gpb();
row_size = msgTable.row_size();
std: :cout << msgTable.DebugString() << std::endl;

std::cout << "row_size: " << row_size << std::endl;
for (int 1 = 0; i < row_size; i++)
{
msgRow = msgTable.row(i);
content = msgRow.content();
pGpbMsg->ParseFromString(content);
std: :cout << pGpbMsg->DebugString() << std::endl;

}
}
if(nsgTele.encoding() == 0)
{
std::cout << "JSON-Data: " << msgTele.data_str() << std::endl;
}
std::cout << Moo e " << std::endl;
buffdata = "';
buffsize = 0;
}
}
return Status::0K;
}
Message *createMessage(const std::string &type_name)
{

Message* pMessage = NULL;
const google::protobuf::Descriptor* descriptor =

google: :protobuf: :DescriptorPool: :generated_pool ()->FindMessageTypeByName(type_name) ;
ifT (descriptor)
{

const Message* prototype =

google: :protobuf: :MessageFactory: :generated_factory()->GetPrototype(descriptor);
ifT (prototype)
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pMessage = prototype->New();

}
}
return pMessage;
}
void ConverXpath2MessageName(string &path)
{
int pos = path.find(""'/", 0);
it (0O < pos)
{
string module = path.substr(0, pos);
string msgname = path.substr(0, pos);
for (int i = 0; 1 < pos; i++)
{
if ("-" == msgname[i])
{
msgname[i] = "_";
}
msgname[i] = tolower(msgname[i]);
}
for (int 1 = 0; 1 < pos; i++)
{
if ("-" == module[i])
{
module[i] = *_";
}
}
msgname .append(*'_v3.");
msgname . append(module) ;
path.replace(0, path.length(), msgname);
}
}

(4) Bt Read J7iE3RELE] Proto SC{HAE ) DialoutV3Args X %, R LA IR S 0 5 15 3R BUR
IMIDE = (e

3. Z—JZ gNMI Dial-out f& =

it B IRAT

(1) 4k&IFER RPC % gNMIDialOut.

ik —~2% gNMI_Dialout_Sever Ff:4% & gNMIDialOut::Service, A7~ E1W1T
class gNMI_Dialout_Sever final : public gNMIDialOut: :Service{

Status Publish(ServerContext* context, ServerReaderWriter< PublishResponse,
SubscribeResponse>* stream) override;

};
(2) ¥ gNMI_Dialout_Sever i %57 EM A gRPC k%5, 48 e MW H .
RAG7RBIUTF :

using grpc::Server;
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using grpc::ServerBuilder;
std::string server_address('0.0.0.0:50051"") ;/ /48 & B WU i bk F s 11
gNMI_Dialout_Sever dialout_test; //EX (1) TEPRXNE
ServerBuilder builder;
builder.AddListeningPort(server_address, grpc::InsecureServerCredentials());//%
ik e
builder.RegisterService(&dialout_test); //iEMk%
std::unique_ptr<Server> server(builder.BuildAndStart());//E 3RS
std::cout << "Server listening on " << server_address << std::endl;
server->Wait();

(3) =¥ gNMI Dialout J7i%, SZHLEE T .
ARAG 7RI GT

Status gNMI_Dialout_Sever: :Publish(ServerContext* context, ServerReaderWriter<
PublishResponse, SubscribeResponse>* stream)

{
long long timestamp;
SubscribeResponse response;
std: :vector<PublishResponse> publishes;
while(stream->Read(&response)){

std::cout << std::endl << "SubscribeResponse:" << response.DebugString() <<
std::endl;

if(response.response_case() == ::gnmi::SubscribeResponse: :kUpdate)
{
auto& notification = response.update();
timestamp = notification.timestamp();
for(int 1 = 0; 1 < notification.update_size(); ++i)
{
auto& update = notification.update(i);
if(lupdate.has_val(Q))
continue;
auto& val = update.val();
try
{
if(val .value_case() == ::gnmi::TypedValue: :kJsonval)

{
std::cout << json::JSONPrettifyWithRapid(val.json_val()) <<
std: :endl;

}
catch(std: :exception& e)

{

std::cout << "Json Format Error!" << std::endl;

}

PublishResponse publish;
publish.set_timestamp(timestamp);

auto prefix = publish.mutable_prefix();
prefix->add_elem()->set_name(‘'test_prefix');
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auto path_add = publish.add_path();
path_add->add_elem()->set_name(""test_path™);
publishes.push_back(publish);

b
return Status::0K;
}
(4) #id Read /723K E] Proto S f4-4= i) DialoutMsg Xt 4, AT LA FH S 0 77 92 3R BURH

7B
6.5 gRPC Dial-outi® X\ )X FF %25 (GO)
6.5.1 XS

FERARISZ 1, 752 HH protoc T KIS Proto SCEFEE# R C++RRY, JE4AE S rIA QRS A
BRI TR

A, FFR )7 Dial-out B AAAS{EH LR Proto ST A
. grpc_dialout.proto

A, JFk =)= Dial-out A LT Proto S

. grpc_dialout_v3.proto

. telemetry.proto

e % Proto SCfF, AHiH A Ifmgr_v3.proto

A, FFR 2 gNMI Dial-out 52 AARAS A A LU Proto ST+
) dialout.proto

) gnmi.proto 1 gnmi_ext.proto

i protoc T HA R GO ARAS =B 4n T

[root@ grpc]# cd protobuf

[root@ protobuf]# protoc --go_out=plugins=grpc:. grpc_dialout.proto
[root@ protobuf]# protoc --go_out=plugins=grpc:. telemetry.proto
[root@ protobuf]# protoc --go_out=plugins=grpc:. dialout._proto
[root@ protobuf]# protoc --go_out=plugins=grpc:. gnmi.proto

[root@ protobuf]# protoc --go_out=plugins=grpc:. gnmi_ext.proto

6.5.2 A&

1. — B & Dial-out 3t

G L IR T
(1) B SEHITER R &
AR 7= B T

type Server struct {
grpc_dialout.GRPCDialoutServerl.

1/ REB AR AR
type TelemetryData struct {
DeviceMsg *grpc_dialout.Devicelnfo
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SensorPath string
JsonData  string

}
(2) ¥ DialoutTest iR %M A gRPC %, FF4a e Wi .
A7~ B 40T
lis, err := net.Listen("tcp", 50051)
if err 1= nil {
fmt.Printf(""failed to listen: %v\n", err)
}
s := grpc.-NewServer([]grpc-ServerOption{grpc.NumStreamWorkers(10)}...)
grpc_dialout._RegisterGRPCDialoutServer(s, &Server{})
if err := s.Serve(lis); err 1= nil {
fmt_Printf(""failed to serve: %v\n", err)
}
(3) SLI Dialout 77k, SEELEARE @M -
RIS 7= B80T

func (s *Server) Dialout(gs grpc_dialout.GRPCDialout DialoutServer) error {
for{
recvData, err := gs.Recv()
if err == 10.EOF {
return gs.SendAndClose(&grpc_dialout.DialoutResponse{
Response: &grpc_dialout.DialoutMsg{
DeviceMsg: &grpc_dialout.Devicelnfo{
DeviceName: "H3C"

}.
3.
b
}
if err 1= nil {
return err
}

var data TelemetryData

data.DeviceMsg = recvData.GetDeviceMsg()
data.SensorPath = recvData.GetSensorPath()
data.JsonData = recvData.GetJsonData()

}

return nil

b
(4) B FRELF) Proto SCEAE ALK DialoutMsg 5% 5, ] BLE F 5 N 7 32 3R BURH N 1) 7 BUA
2. =2 Dial-out #£3%

Znh b IR T
(1) B EHITERN R &
AR 7= B T

7/ NS IBITER ARG
type Server struct {
grpc_dialout_v3.GRPCDialoutV3Server
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type TelemetryV3Data struct {
Reqld int64
data [1byte
errors string
totalSize int32

type telemetryGpb struct {
Row [1*telemetry.TelemetryRowGPB

type devicegbp struct {

Base *device_v3.Device MsgBase

}
(2) ¥ GRPCDialoutV3 JIRZ-VEN v gRPC k55, 48 & I Wr i I
DI T
func RunSQ) {

lis, err := net.Listen(""tcp", port)

if err 1= nil {

fmt_Printf(""failed to listen: %v\n", err)
}

s = grpc.NewServer([]grpc-ServerOption{grpc.NumStreamWorkers(10)}...)
grpc_dialout_v3.RegisterGRPCDialoutV3Server(s, &Server{})
if err := s.Serve(lis); err 1= nil {

fmt.Printf(""failed to serve: %v\n", err)

func main() {
fmt.PrintIn(start grpc server for h3c roce telemetry')
fmt.Printf(""'binding port:%v\n', port)
RunsSQ)

}
(3) ¥ GRPCDialoutV3 J7i2, it .

ARG F
func (s *Server) DialoutV3(stream grpc_dialout_v3.GRPCDialoutV3 DialoutV3Server) error {
for{
recvData, err := stream.Recv()
if err == 10.EOF {
return grpc.Errorf(codes.Aborted, ''stream EOF received™)
}
if err 1= nil {
return grpc.Errorf(grpc.Code(err), "received error from client')
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}
var dataRecv TelemetryV3Data
dataRecv.Reqld = recvData.GetReqld()
dataRecv.data = recvData.GetData()
dataRecv.totalSize = recvData.GetTotalSize()
dataRecv.errors = recvData.GetErrors()
//1@¥T Telemetry 2535
printGpb(dataRecv.data)
}
return nil
}
(4) fEHT Telmetry 25045 .
LA Ifmgr/devicecapabilities A ARES =140 T «
func typeForName(name string) (reflect.Type, error) {
pt := proto.MessageType(name)
if pt == nil {
return nil, fmt_Errorf("'unknown type: %qg', name)
}
st = pt.ElemQ)
return st, nil
}
J/RAEATRNE S, BV EIE proto SCIF, #EATARAG
func getProto(messageType string, messageBytes []byte) proto.Message {
pt, _:= typeForName(messageType)
msg := reflect.New(pt).Interface().(proto.Message)
proto.Unmarshal (messageBytes, msg)
return msg

func printGpb(bytes []byte) {
msg := new(telemetry.Telemetry)
/73347 Telemetry EH3E MY
proto.Unmarshal (bytes, msg)
if msg.Encoding == telemetry.Telemetry_Encoding_JSON {
fmt.PrintIn(*'Json™)
fmt_PrintIn(msg.DataStr)

}else {

fmt_PrintIn(""GPB™)

var gpbRow telemetryGpb

gpbRow.Row = msg.GetDataGpb() -GetRow()
rowcontet := gpbRow.Row[0].GetContent()
str := strings.Split(msg.SensorPath,"/")

messageName := strings.ToLower(str[0]) + " _v3."+str[0]
fmt_PrintIn(messageName)
77NV 55 JEH Y
context := getProto(messageName, rowcontet)

fmt_PrintlIn(context)

66



}

3. ZZ gNMI Dial-out #2 3,
I

(1) GBS STV
ARAG 7R R -

// server is used to implement
type Server struct {
dataStore interface{} //For storing the data received

}
(2) * GNMIDialout g 533 MA gRPC AR%s, JH48 @ M .
ARAG7RGI a0 »

func main() {
lis, err := net.Listen(""tcp', 50051)
if err 1= nil {
log.Fatalf("'failed to listen: %v', err)

}
s := grpc.NewServer()
gs-RegisterGNMIDialOutServer(s, &Server{})
if err := s.Serve(lis); err I= nil {
log.Fatalf("'failed to serve: %v', err)
}
}
(3) LI GNMIDialout J7i%, FFREATHHE fEAT -
ARG F »

// Publish implements

func (srv *Server) Publish(stream gs.GNMIDialOut_PublishServer) error {

for {
subscribeResponse, err := stream.Recv()
if err 1= nil {
if err == 10.EOF {
return grpc.Errorf(codes.Aborted, "stream EOF received™)
}
return grpc.Errorf(grpc.Code(err), '"received error from client')
}else {
fmt_.PrintIn("success:", subscribeResponse)
}
}

(4) R4 Ifmgr_v3.proto SCAE, BT DU X R 5 1R BURH S 7 B
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6.6 gRPC Dial-outf® =\ — )X FF & =45 (Python)
6.6.1 HRLIKAED

TERAISZ T, FEH protoc THEAFUE RN Proto SCAFFAR AL C++AAD, FEIE A RS I
TR TR

A, JFR Z)7E Dial-out B AAAD{EH LT Proto SC{H::
. grpc_dialout.proto

Afir, JFk =)= Dial-out SIS LT Proto S {4

) grpc_dialout_v3.proto

. telemetry.proto

e % Proto SCfF, AHBiH K Ifmgr_v3.proto

A, JFKRJZ gNMI Dial-out B AR LA T Proto S
. dialout.proto

) gnmi.proto 1 gnmi_ext.proto

14 i} protoc T. 24 B Python ARSI 5140 F -

[root@ grpc]# cd protobuf
[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
grpc_dialout.proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
grpc_dialout_v3.proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
telemetry.proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
Ifmgr_v3._proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
dialout.proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
gnmi .proto.proto

[root@ protobuf]# python -m grpc_tools.protoc -1 . --python_out=. --grpc_python_out=.
gnmi_ext._proto.proto

6.6.2 F4AKXHG

1. ZZ &8 Dail-out 2=

i 5 IRUE

(1) et DialoutServicer 2%, SZILEE it ORI B
AMEZN IR

class DialoutServicer(grpc_dialout_pb2_grpc.GRPCDialoutServicer):
def Dialout(self, request_iterator, context):
for i1, req in enumerate(request_iterator):
print(""thread: %d, message index: %d" % (threading.get_ident(), i))
print(req)
print()
print(*"a client is disconnected™)
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return grpc_dialout_pb2.DialoutResponse(response="anything')
(2) ¥ DialoutServicer J5-iEM N gRPC AR %%, 48 & Wi Wi 1.
ARG F »

def serve():
addr = "[::]:50051"
server = grpc.server(futures.ThreadPoolExecutor(max_workers=4))
grpc_dialout_pb2_grpc.add_GRPCDialoutServicer_to_server(DialoutServicer(), server)
server .add_insecure_port(addr)
server.start()
print(f'grpc dialout server is running on {addr}'™)
try:
server . .wait_for_termination()
except Keyboardinterrupt:
print("Interrupted, now quiting™)
return
(3) HILFKHREIR) Proto ST HMC B B RAEEE ,  SRIBUN N [ 7 B AR -
2. =2 Dial-out 85,
TICRZ Sl
(1) #r# Dialoutv3Servicer 25, SZILERE HB2BCRIIR N o
ARG 7= B80T
class DialoutV3Servicer(grpc_dialout_v3 pb2_grpc.gRPCDialoutV3Servicer):
def DialoutV3(self, request_iterator, context):
for i1, req in enumerate(request_iterator):
print(‘"thread: %d, message index: %d" % (threading.get ident(), 1))
self._print_gpb(req)//#H s 75 EiRYE proto ST

printQ)
print(*"a client is disconnected\n™)

return
(2) ¥ DialoutServicer JR5-7EM N gRPC A%, 48 & Wi 1.
ARG

def serve():
addr = "[::]1:50051"
server = grpc.server(futures.ThreadPoolExecutor(max_workers=4))
grpc_dialout_v3 pb2 grpc.add_gRPCDialoutV3Servicer_to_server(DialoutV3Servicer(),
server)
server .add_insecure_port(addr)
server.start()
print(f'grpc dialout server is running on {addr}')
try:
server.wait_for_termination()
except KeyboardInterrupt:
print(“Interrupted, now quiting')
return

(3) 1t DialoutV3Servicer Z& i1 5 ik i AT B0 30 5 .
ARAG 7RG
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def find_msg_cls(self, sensor_path:str):

module_name = sensor_path.split("'/')[0]

proto_name = f'{module_name} v3"

pool = descriptor_pool._Default()

file_desc = pool .FindFileByName(f''{proto_name}.proto™)// 58 proto {4, fEHT A E GPB
b

module_desc = file_desc.message_ types by name[module_name]

msg_fact = message_factory.MessageFactory(pool=pool)

return msg_fact.GetPrototype(module_desc)

def print_gpb(self, msg:grpc_dialout_v3_pb2._DialoutV3Args):

telemetry = telemetry_pb2.Telemetry.FromString(msg.data)

sensor_path = telemetry.sensor_path

msg.ClearField('data™)

s = str(msg)

if telemetry.encoding == telemetry_pb2._Telemetry.Encoding.Encoding_JSON:
s += '"\n" + str(telemetry)
print(s)
return

tmp = "
try:
msg_cls = self.find_msg_cls(sensor_path)
for row in telemetry.data_gpb.row:
gpb = row.content
msec = "%03d" % (row.timestamp % 1000)
timestr =
"({})".-format(datetime.fromtimestamp(row.timestamp/1000) .strftime(F'%Y-%m-%d %H:%M:%S.{m
sec}™))
tmp += "\ntimestamp: " + str(row.timestamp) + timestr
tmp += "\nkeys: " + str(row.keys)
tmp += F"\ncontent({sensor_path}):\n" + str(msg_cls.FromString(gpb))
telemetry.ClearField("'data_gpb')
s += '"\n" + str(telemetry) + tmp
print(s)
except Exception as e:
print(e)
return

3. Z—JZ gNMI Dial-out f& =

i IR «

(1) #Hr& GnmiDialoutServicer 25, SZELEHE 1 FHR ISR |V
AMEZN IR

class GnmiDialoutServicer(dial_out_pb2_grpc.gNMIDialOutServicer):
def Publish(self, request_iterator, context):
for i1, req in enumerate(request_iterator):
print(""thread: %d, message index: %d" % (threading.get_ident(), i))
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if req.HasField("'update'):
tm = reg.update.timestamp
msec = "%03d" % ((tm % 1000000000) // 1000000)

print(datetime. fromtimestamp(tm/1000000000) .strftime(F %Y-%m-%d %H:%M:%S.{msec}"))

print(req)
printQ)
print(*"a client is disconnected™)
return
(2) * GnmiDialoutServicer fi %73 M8 gRPC i %, F-46 e MW 1 .
(MEVNIL IR

def serve():
addr = "[::]:50051"
server = grpc.server(futures.ThreadPoolExecutor(max_workers=4))
dial_out_pb2_grpc.add_gNMIDialOutServicer_to_server(GnmiDialoutServicer(), server)
server .add_insecure_port(addr)
server.start()
print(f'grpc dialout server is running on {addr}')
try:
server .wait_for_termination()
except Keyboardinterrupt:
print("Interrupted, now quiting"™)
return

6.7 gRPC Dial-outt®3\ )X FF & 251 (JAVA)
6.7.1 KBS

TERASG ZHT, 77 EIF RN RS 22 5e8F maven M85, FFEEIE maven TAE/E 204 pom.xml, SZI
% protoc THEIPERWIT
<plugins>
<plugin>

<groupld>org.xolstice.maven.plugins</groupld>

<artifactld>protobuf-maven-plugin</artifactld>

<version>0.6.1</version>

<configuration>

<protocArtifact>com.google.protobuf:protoc:3.6.1:exe:${os.detected.classifier}</protocAr
tifact>

<pluginld>grpc-java</pluginld>

<pluginArtifact>io.grpc:protoc-gen-grpc-java:1.14._0:exe:${os.detected.classifier}</plugi
nArtifact>

</configuration>
<executions>
<execution>
<goals>
<goal>compile</goal>
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<goal>compile-custom</goal>
</goals>
</execution>
</executions>
</plugin>
SRJG, FF RN R AE maven FR35 FRI2 4T myn install RIEA]RESCEE 21 Proto SCHAR O B ) JAVA AR .
A, FFR )7 Dial-out B AAASE A LT Proto SC{:
) grpc_dialout.proto
Afir, JTk =)= Dial-out #AISfE FH LU Proto SCf:
) grpc_dialout_v3.proto
. telemetry.proto
e k% Proto Sf, AfiHAy Ifmgr_v3.proto
A, FFk&k )2 gNMI Dial-out B=CHIRAL# FH LA R Proto U4
. dialout.proto

) gnmi.proto 1 gnmi_ext.proto
6.7.2 FF &K

1. ZE & Dail-out {23\,

i BRANE

(1) %%5 DialoutServer 2%, F¥ ik 5533 Mt 2046 2 v 1 L.

RIS~ B80T

public DialoutServer(int port) {
this.port = port;
ServerBuilder<?> serverBuilder = ServerBuilder.forPort(port);
server = serverBuilder.addService(new DialoutService()).build(Q);

}
(2) 1£ DialoutServer 25+ ¥4 DialoutService 2%, JFf4t7Kk PCDialoutGrpc.GRPCDialoutimplBase

SE B B2 MIfRAT .
ARG~ F
private static class DialoutService extends GRPCDialoutGrpc.GRPCDialoutlmplBase {
DialoutService() {}

/**
* Gets a stream of DialoutMsg
*
* @param responseObserver an observer to receive the dialout response.
* @return an observer to receive the requested dialout messages.
*/
@Override

public StreamObserver<GrpcDialout.DialoutMsg> dialout(final
StreamObserver<GrpcDialout.DialoutResponse> responseObserver) {

return new StreamObserver<GrpcDialout.DialoutMsg>() {
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@Override
public void onNext(GrpcDialout._DialoutMsg msg) {
Vo4 & i

System.err.printIn(’"--- received a msg ---"");

GrpcDialout.Devicelnfo devicelnfo = msg.getDeviceMsg();

System.out.printf("'producerName: %s\n",
devicelnfo.getProducerName());

System.out.printf(‘'deviceName: %s\n', devicelnfo.getDeviceName());
System.out.printf(‘'deviceModel: %s\n', devicelnfo.getDeviceModel());
if (devicelnfo.hasDeviceModel ()) {

System.out.printf(‘'devicelpAddr: %s\n",
devicelnfo.getDevicelpAddr());

}
if (devicelnfo.haskEventType()) {
System.out.printf(*'eventType: %s\n", devicelnfo.getEventType()):

System.out.printf(‘'sensorPath: %s\n', msg.getSensorPath());
System.out.printf("'jsonData len: %s\n", msg.getJsonData().length());
System.out.printf(*"JsonData: %s\n'", msg.getJdsonData()):

if (msg.hasChunkMsg()) {
GrpcDialout.ChunkInfo chunk = msg.getChunkMsg(Q);
System.out.printf('"totalSize: %d\n", chunk.getTotalSize()):

System.out.printf(‘"totalFragments: %d\n",
chunk.getTotalFragments());

System.out.printf(*'nodeld: %d\n", chunk.getNodeld());

}
System.out._printin(Q);
}
@Override

public void onError(Throwable throwable) {
logger.log(Level .WARNING, "Dialout cancelled™);

@Override

public void onCompleted() {
System.out.printIn(*'a client disconnectd.");
responseObserver.onCompleted();

3
¥
3
3
(3) 7t DialoutServer 25/ 528 main BREL, AR5 8 sh AT .
AN R

public void start() throws 10Exception {
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server._start();

logger.info(''Server started, listening on ' + port);
Runtime.getRuntime() .addShutdownHook(new Thread() {
@0override

public void run() {

System.err.printIn(""*** shuting down gRPC server since JVM is shutting
down™);

try {
DialoutServer._this.stop();
}catch (InterruptedeException e) {
e.printStackTrace(System.err);

}

System.err.printIn(""*** server shut down');

D:

public void stop() throws InterruptedException {
if (server '= null) {
server .shutdown() .awaitTermination(30, TimeUnit.SECONDS);

public void blockUnitilShutdown() throws InterruptedException {
if (server != null) {
server .awaitTermination();

}

//main 3

public static void main (String[] args) throws Exception {
/7SR BOESH YT, FTRLEAT I

ArgParser argParser = new ArgParser();

argParser.Parse(args);
DialoutServer server = new DialoutServer(argParser.port);
server._start();
server _blockUnitilShutdown();

}
2. =2 Dial-out &5,
Y 5 B T«
(1) %5 gRPCgpb 38, JFRIRSEM 245 & Wi 11 L
AREG7R I F
public gRPCgpb(int port) {
this.port = port;
ServerBuilder<?> serverBuilder = ServerBuilder.forPort(port);
server = serverBuilder.addService(new Dialoutv3Service()).build(Q);
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(2) 7 gRPCgpb Z$7## Diaoutv3Service 25, Jf4kK
gRPCDialoutvV3Grpc.gRPCDialoutV3IimplBase.
(MEENL IR

private static class Dialoutv3Service extends gRPCDialoutV3Grpc.gRPCDialoutV3ImplBase {
Dialoutv3Service() {}

@O0verride

public StreamObserver<GrpcDialoutV3.DialoutV3Args> dialoutV3(Ffinal
StreamObserver<GrpcDialoutV3.DialoutV3Args> responseObserver) {

return new StreamObserver<GrpcDialoutV3.DialoutV3Args>() {

@override
public void onNext(GrpcDialoutV3.DialoutV3Args dialoutV3Args) {
System.err.printIn(*"--- received a msg ---"");

System.out.printf(*'reqld: %d\n", dialoutV3Args.getReqld()):
System.out.printf(*errors: %s\n", dialoutV3Args.getErrors());
System.out.printf("'regld: %d\n', dialoutV3Args.getTotalSize());
paraseData(dialoutV3Args.getData());

@Override
public void onError(Throwable throwable) {
logger.log(Level .WARNING, "Dialout cancelled™);

@Override

public void onCompleted() {
System.out.printIn(''a client disconnectd.");
responseObserver.onCompleted();

}

(3) FEHTEEMY Dialoutv3Service & SZHL = J2 ¥4l 1O fRAD .

L Ifmgr/devicecapabilities A, US40

/7R8NS Proto SUEREAT V25 Hi i

private void printObject(String sensorPath, TelemetryOuterClass.TelemetryRowGPB rowGPB){

try {
if (true ==sensorPath.equals("Ifmgr/Devicecapabilities™)) {

Object object =1fmgrV3.I1fmgr.parseFrom(rowGPB.getContent());
System.out.printin(object.toString());

}catch (InvalidProtocolBufferException e)
{
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logger.log(Level .WARNING, "sensorPath:" + sensorPath + ", TelemetryRowGPB:""
+ rowGPB);

private void copyTelemetryRowGPB(TelemetryOuterClass.TelemetryRowGPB
rowGPB,String sensorPath){

it (rowGPB = null) {
System.out.printf(""timestamp: %d\n", rowGPB.getTimestamp());
System.out.printf("'key: %s\n", rowGPB.getKeys().toString());
printObject(sensorPath, rowGPB);

}

//GPB KR fRHT

public void paraseData (ByteString byteString) {
try {

TelemetryOuterClass.Telemetry telemetry
TelemetryOuterClass.Telemetry.parseFrom(byteString);

it (telemetry == null) {

return;
}
System.out.printf("'producer_name: %s\n", telemetry.getProducerName());
System.out.printf(‘'node_id_str: %s\n'", telemetry.getNodeldStr());
System.out.printf("'product_name: %s\n', telemetry.getProductName()):
System.out.printf(‘'sensorPath: %s\n'", telemetry.getSensorPath());
System.out._printf('collection_id: %d\n", telemetry.getCollectionld());

System.out._printf(“'collection_start_time: %d\n",
telemetry._getCollectionStartTime());

System.out.printf(‘'msg_timestamp: %d\n", telemetry.getMsgTimestamp());

System.out.printf(‘'collection_end_time: %d\n",
telemetry.getCollectionEndTime());

System.out.printf(*'current_period: %d\n", telemetry.getCurrentPeriod());
System.out.printf(“'execpt_desc: %s\n", telemetry.getExceptDesc());
System.out.printf(*encoding: %s\n', telemetry.getEncoding().toString());
if (telemetry.getEncodingvValue() == 0) {
System.out._printin(telemetry.getDataStr());

Yelse {

TelemetryOuterClass.TelemetryGPBTable telemetryGPBTable =
telemetry.getDataGpb();

iT (telemetryGPBTable I= null) {
int rowCount = telemetryGPBTable.getRowCount();
for (int 1 = 0; i < rowCount; i++) {
/7% Telemetry ] row P& HEAT RS

copyTelemetryRowGPB(telemetryGPBTable.getRow(i),telemetry.getSensorPath());
}
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}catch (Exception e) {
System.err._printf("'TelemetryRowGPB parased false');

}

}
(4) £ gRPCgpb Sl main B, B 55 BT .
(NEVRIEIEE

public void start() throws [I10Exception {
server.start();

logger.info(''Server started, listening on ' + port);
Runtime.getRuntime() .addShutdownHook(new Thread() {
@Override

public void run() {

System.err.printIn(*"*** shuting down gRPC server since JVM is shutting
down'™);

try {
gRPCgpb.this.stop();

}catch (InterruptedException e) {
e.printStackTrace(System.err);

}

System.err._printIn(""*** server shut down');

D:

public void stop() throws InterruptedException {
if (server = null) {
server .shutdown() .awaitTermination(30, TimeUnit.SECONDS);

public void blockUnitilShutdown() throws InterruptedException {
if (server = null) {
server.awaitTermination();

}
//main E#
public static void main (String[] args) throws Exception {
//BERBOE ST, TRLE AT S
ArgParser argParser = new ArgParser();
argParser .Parse(args);
gRPCgpb server = new gRPCgpb(argParser.port);
server.start();
server _blockUnitilShutdown();
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3. Z[Z gNMI Dial-out 23,
i BRANE
(1) %%S gnmiDialout 3%, JFKs AR S5 M 295 € MW H L.
RIS~ B80T
public gnmiDailout(int port) {
this.port = port;
ServerBuilder<?> serverBuilder = ServerBuilder.forPort(port);
server = serverBuilder.addService(new gnmiDailoutService()).build();
}
(2) £ gnmiDialout ##7# gnmiDialoutService 2%, Ff4k7&
gNMIDialOutGrpc.gNMIDialOutimplBase, S E#s (I f#HT -

(NI

private static class gnmiDailoutService extends gNMIDialOutGrpc.gNMIDialOutimplBase
gnmiDailoutService() {}

@Override

public StreamObserver<Gnmi .SubscribeResponse> publish(final
StreamObserver<DialOut.PublishResponse> responseObserver) {

return new StreamObserver<Gnmi .SubscribeResponse>() {
@Override
public void onNext(Gnmi.SubscribeResponse subscribeResponse) {
System.err.printIn("'--- received a msg ---"");
V4 ik Cr
Object object = subscribeResponse.getUpdate();
System.out.printin(object.toString());

@Ooverride
public void onError(Throwable throwable) {
logger.log(Level .WARNING, "Dialout cancelled™);

@Override

public void onCompleted() {
System.out._printIn("a client disconnectd.");
responseObserver.onCompleted();

¥
}
¥
¥
(3) 1t gnmiDialout X945 main B4, 5 3 AR5 b M T
IAMEZR LI

public void start() throws 10Exception {
server._start();

78



logger.info(''Server started, listening on ' + port);
Runtime.getRuntime() .addShutdownHook(new Thread() {
@Override
public void run() {

System.err.printIn(*"*** shuting down gRPC server since JVM is shutting
down');

try {
gnmiDailout._this.stop();
}catch (InterruptediException e) {
e.printStackTrace(System.err);

}

System.err._printIn(""*** server shut down');

D:

public void stop() throws InterruptedException {
if (server = null) {
server .shutdown() .awaitTermination(30, TimeUnit.SECONDS);

public void blockUnitilShutdown() throws InterruptedException {
if (server = null) {
server .awaitTermination();

public static void main (String[] args) throws Exception {
ArgParser argParser = new ArgParser();
argParser _Parse(args);
gnmiDailout server = new gnmiDailout(argParser.port);
server.start();
server .blockUnitiIShutdown();

[ s

Q: A I B PR 11 32 TS L5 A 22 5o 2

A: IEHTERT, WARSUHPEER Telemetry SRALE IS 1T B 0B #EAT RAE, (220 TBLM

MR WA, KA AR 1 52 LT TR R 2

o SERFESCBIELH LM H 0 A BRAE AR T B HRAE S B H B, 6120 routefipv4routes,
B R UL E] 100k I, SREEECEERUOR, W TOIELE — NEVINR R 1 76 R4 TAE .

o SERFREAEIRACRAE R SRREERI B CRRANRAERE N, BE S RCER
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device/base L/ NRFEE BN 570, ##¢ LRCE M Telemetry SKAF R AN 100 280,
FEARIRTC IR IA BB B 1RAE RS, gRPC 12 DUAHRIR B S 16 5/ KA JE B b 4R
5% CPU 0. 4¥% % Ei) CPU I, Telemetry [f15RFE LAE R RETCIEIE % 1T, gRPC
HURE A BEAE 41T KL FE BA N 52 R 3E TAE
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