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1 RESTful ¥hillf+48

REST (Representational State Transfer, RKZUAIREHEE) 2 —Milnm RN EER. BTE.
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1.1 RESTful T{E#5$|
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TF R 1 RESTHUl %5 i A /77 BRI AR . RESTful ARS8 NN 465 % 7% . il RESTful D) RERC B A 4Edr

WAL FE R

(1) &l RS A8 K& HTTP/HTTPS iR 3, 8 HTTP B 771K Ta 2 1) RESTful API
1. RESTul CFFI) HTTP #:4E 77726045 GET. PUT. POST #1 DELETE.

(2) JREIERIE HTTP/HTTPS 16K, SEo#iE RESTful APl 5 I #E G, it
HTTP/HTTPS RZ R SCRF A 45 SRR [71 45 7% F i

fE HTTP/HTTPS 1 R AR R SC R, 1 SRANRLZ £di 3K F ISON A% kAT 4wt
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RESTful & 37 £ #1&F UTF-8 #4745 %,

1.2.1 EKRWICAER

HTTP/HTTPS i R SCEAEE KT 1R LATERIESC (HTTP Body) JLANE% -
. HRAT: HERE . URL A HTTP JRAS 4 A
o ¥piEJ7¥%: BUE N GET. PUT. POST 8¢ DELETE.
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o URL: RESTful #A/ERIX R NEIH, URL f5 EhR N H AFERIE R IR E . LLHTTP i,
URL %2~ http://ip-address:port/api/vl/resource-locator?parameter.

#1 URL FELiiAA
FE L]
http TERIR ST ZEAY,  BUE Jhttpskhttps

A 5% B8 (R IP i HE FR3 15
WHRAHTTP. HTTPSHIB A b 145, WA 7 B4 5 iy 115 port

ip-address:port

apiivl I#] & Bk
R B IR A B
resource-locator BTERESTIul APIFF, AT LRECE IR &

RESTful APIFHTEAIA 48, 152 0L “2.4.1 RESTful APISCR A 41

UBTEREREH S5, AFindex. filter-condition. select-fields#ll
getbulk-count

URLH AT BLR  53
KT SHMHAMNE, BN “42 BESHARE”

?parameter

o iENRSk: FRUER HTTP 3ERL, BIEERMESA TR NEk. ABRR, NEKESE.
o IERIE: WEREFEEH ISON #gufid, HAEIEIERIEH -

POST http://192.168.100.91/api/v1/Syslog/LogHosts HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001b81db¥c50884818f45b686Fd81lceaa

Content-Type: application/json

Content-Length: 78

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

{
"Address': "1.1.1.3",
"WRF": "b",
"Port': 518,
"Facility": 184

}

1.2.2 MERCER

HTTP/HTTPS M & i SCEFRIRASAT S i B S A B2 1 S LA

o CIREAT: HHTTPRRA. IREMAEF4IE (Reason Phrase) . IRAHE HRFRINEAER,
TR RES 200~299 KR kD), RAFD 400 S A EFRIRKIM . H PR S Lan
& 2 PR,


http://ip-address:port/api/v1/resource-locator?parameter

F2 BERARTSENEX

RS BN
200 Ry
201 QI RTh
204 %y, ABTGIR [ 45
401 UNTPN
404 R BHEAAFAE
405 HTTP AR VAT, Eeti, X Bt IRE T POS T A
406 RESTHuIZ = s F IR 55 25 o Bl 2 i s A8 — 20
500 B A BB AL LA 1R
501 K iECONNECTH A HFRESTIUIHTTP 7 i

o WERSk: FRUERT HTTP WSk, GUAHEANZARIEEL, R A5

o WNIIESC: MAMNEHE KA ISON M gmhid, A TEm N IE S
NN TR IS AR BT ) B4 ST

HTTP/1.1 201 Created

Content-Type: application/json charset=UTF-8

Location: http://192.168.100.91/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.3%3BVRF%3Db
Server: HTTPD

Date: Fri, 12 Jun 2015 14:46:33 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

X-XSS-Protection: 1;mode-block

X-Content-Type-Options: nosniff

U0 IR RS AR R B R 24 S

HTTP/1.1 409 Conflict

Content-Type: application/json charset=UTF-8

Server: HTTPD

Date: Sat, 16 Jul 2022 09:49:09 GMT

Connection: close

X-XSS-Protection: 1;mode-block

X-Content-Type-Options: nosniff

{"errors":[{"error":{"error-type':"rpc","error-tag': "bad-element", "error-path™”:"Port","e
rror-message' :"The value must be less than or equal to 65535."}}]1}
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o HTTP Uil 5, FTEANHFKE HTTP Ui HHR .
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4P B SN, EF AR RESTfUl & /74, B0 H Python. Ruby. Java 4wtz
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2.2 BEERESTulifE A

2.2.1 BEEBTET HTTP A9 RESTful FREBFRIEE

(1)

()

3)

(4)

HNRGME
system-view
(Ali%) FCE ST HTTP ) RESTful TR 15 .
restful http port port-number
BETEOL T, 2T HTTP 1 RESTful ZhaER i 154 80,
FFE 5T HTTP [ RESTful Jit.
restful http enable
BETEGOLR, T HTTP 1) RESTful ThEgA T PR A .
(Al (A ACL BRI HTTP 7 i A1 % 57 TCP %4z
(IPv4 M%)
http acl { advanced-acl-number | basic-acl-number }
CIPV6 M 4%)
http ipv6 acl { advanced-acl-number | basic-acl-number }
AT, SRVEFTA HTTP 27 i M8 %% 57 TCP %4z,

2.2.2 BEEBISET HTTPS B RESTful FREFEE

(1)

BENRGHE

system-view



(2) (A BLEFET HTTPS 1Y RESTful Thig i 15 .
restful https port port-number
BAA TN T, HF HTTPS ) RESTful #8115 443,
(3) JFE3T HTTPS ) RESTful ThfE
restful https enable
BRATEIT, T HTTPS [ RESTful ThRgAL TG APIRAS .
(4) (A3 fEEH ACL PR HTTPS % /i Ml i 4 2 7. TCP % 8.
(IPv4 M %5)
https acl { advanced-acl-number | basic-acl-number }
(IPV6 M%)
https 1ipv6 acl { advanced-acl-number | basic-acl-number }

BRI, RVFITE HTTPS 25 /7 i fl i £ 7 TCP i&$: .
2.3 ‘%% L ARESTUIE P& ENR

ff [} RESTful DRERC B ANYES BE%1T, F 20008 RESTul JH ™ A X R IR -

2.3.1 #3E RESTful A PEZHIR

% iBid RBAC (Role Based Access Control, #&F /i K7 in 2 1) SEEl T/ an FH 7 Ui R AL

PRAZ I o

RESTful JiK/Z /8 /& NETCONF. [Hit, 7 %4% NETCONF 22K, @it RBAC Jy RESTful

FH PP AR B D7 R AR . NETCONF R Ry 3 A5

o THNZAR: BT rpc-operation T E AR . RESTful #:EF NETCONF RPC [ i 56
R, NHREMBIR, W% 3.

%<3 RESTful #/E#1 NETCONF RPC M5} x &

RESTful #1% NETCONF RPC #%{E FERERITR
GET rpc/get read
POST rpc/edit-config: create write
POST rpc/action execute
PUT rpc/edit-config: merge write
DELETE rpc/edit-config: delete write

o FEERRIR: F P REYL. Rl AT A IR RACR . B, FCE P EA R DR
FERIBBRE, FEHAT rule number permit read write execute xml-element
ifmgr/i4.

o SEEIZMR: R RGEGE (A1 VPN S 0. VLAND) BIERIEROR . ST, H
P RARIEITA KGRI RIAR

—MER ARG FEREA FIR = AR, A feidid RBAC FIREE, AT AHR B3



B, FEIH Ay RESTRl P RT 1 an AR :

#

AR : H A5 rpeledit-config/config/top )5 ALFR -
AR :  FA Ifmgr/interfaces/Interface % 1SR .
SEBIEAR: B DRSNS M SRR

role name restful

rule 1 permit write xml-element rpc/edit-config/config/top

rule 2 permit write xml-element ifmgr/interfaces/interface

interface policy deny
permit interface GigabitEthernet2/0/1

#

ANt R ERURAT BT AN A -

B4 F P a8 network-admin. mdc-admin. context-admin EL 5 #4F5% M % #/MDC/Context
) I T REAN BEIE (k224 H B SO E B G i 4 display security-logfile summary.
info-center security-logfile directory. security-logfile save 24 )
FLRR -

B H P #A 5 network-operator.  context-operator 1 mdc-operator BRiA H A 52 BR A543 AT
PATHIR . ATLLEN A E, X H - A s IR A R .

FAth B 7 0 D6 20T C B S A R L AR AR

VAR 5 EE B P A RIRR, IO P S BO RLRT f

2.3.2 ENX RESTful BFR&&HM

(1)

(2)

3)

(4)

(5)

BN RGN

system-view

QM AT, IR AU,

role name role-name

e & ] 7 BAT AT rpe-operation #4F FALR .

rule number permit {execute | read | write } * xml-element rpc/

J#1L rule number permit { execute | read | write } * xml-element rpc/?7] LA
BE BMRIRIERSIR . G E BARRIER, FORPra#E.

HC B H P AT XML ez BRI RLR .

rule number { deny | permit } { execute | read | write } * xml-element

[ module-xpath ]

iEHIE rule number { deny | permit } { execute | read | write } * xml-element ?
Al LA E AR S22, JEid rule number { deny | permit } { execute | read |
write } * xml-element module-name/? W] LA F#iHe b BARRK IR . AFg e BARM
PR o A B P 2%

T AR 5 LT BT N ZR 48 SRR IR AR

o MRIKPATLA w4, TC B B 1 TR U5 il SR

interface policy deny



permit interface interface-list
FRAATENT, REXRVHRERENOSIR, P MORA R D RAUR .
A LAZ2 AT e i & T 19 3R s in e v ER AR RO 11
o MIKPATLA N4, BLE VLAN BF T H 5k .
vlan policy deny
permit vlan vlan-id-list
FRATEDL T, A LARVFERIER VLAN 512, P A BAEAE T VLAN BIRLR .
Al PAZ IRBAT e fin 4 5] VLAN B R rR 8 7o Y /E i VLAN,
o MIKPATLA N4, BLE VPN BT HIHng .
vpn-instance policy deny
permit vpn-instance vpn-instance-name&<1-10>
BRATEIL T, AREXSCVFERAIER) VPN SLB513, P 3 BRAEAEAT VPN S IAUR .
A LAZ AT i & 10) VPN S5 3 i n 5o VR B VPN 52451
o MRIKPATLAT 2, LB 22 4 B Y i S
security-zone policy deny
permit security-zone security-zone-name&<1l-10>
FRAATEILT, RE X VHRERNZ2EEIR, H P RA R 228U .
A A2 AT B i 2 17 22 A 3 91 32 s in e ViRV 1R 22 43

2.3.3 figE RESTful B

1. ThEE®E /T
AL E kN RESTRUl FI P45 2 R g 1k -
o IR RESTRUl Y5 U530, #RE IEMIRIIRSS KA, M HTTP Uil s, AP R IR SRy
HTTP: f8H HTTPS Vil 77 2Unf, F A MRS KA HTTPS.
o  HHPEBAF AT, MHAAFTEIR.
ARICUAHAAUE B, SARCE R . A AR TE R EC E 7 205 S W™ o BLRAS ) (AAA LB
RS
2. BELE
(1) FARGHME.
system-view
(2)  WINREEHIAH 7, RN e B BRI P AL
local-user user-name class manage
(3) WEAHH D,
(3E FIPS #ix)
password [ { hash | simple } string ]

(FIPS #5540
password



fEAE FIPS 20N, ATDA A P B % S: £ FIPS x0T, i B A feilid 52 5 ATy
ABCEYICE, B0 R AHAEABE R -
(4)  VCEAHA AT DUE B IRSSSRAL . TR U7 ) O i £ o — AT I E
(HE FIPS #£50
service-type { http | https } *
(FIPS #5520
service-type https
BRETEOL, AL A REAR AT iRk 95287
(5) WEAHAHMMAE,

authorization-attribute user-role role-name

2.4 EZRESTIUlEREBBYR T

2.4.1 RESTful API TR 483

F—NSEF RESTHul R HEL XS B — > RESTful API SCAY, SCRY A 4275 0n RS, Hirh XXX AR
T4
XXX REST API Reference.docx
RESTful API SCES A4 R T LN 55
o FEHRTRUEECARNAR: WA 2 PR, ARPUTRREARR IR H AN 51 R R AR R ) B R ) B AR
o, AFEFIEAIR FIRATREA URL, SCRFMREEHERAE .

2 BRERE A R
Resource Summary for Syslog

HTTP Method
Resource{Table) Base URL
GET POST PUT DELETE

LogBuffer lapif1/SyslogiLogBuffer Y M A M
LogHosts fapifv1/Syslog/LogHosts Y Y Y Y
Logs fapifv1/SyslogiLogs Y M M M
Configuration al'japiNﬂSysIog;‘Cnnfiguratin v M ¥ M
OutputRules a;apiMa'Sysluga'OutputRule ¥ ¥ ¥ ¥
Logfile fapifv1/SyslogiLogfile Y M Y M

o BHEWAGEE. GERIEMENEEENEER.
o WRUEIA: ROTHEAGMEEMERARITHER, WA 3 FR.



B3 FiFEf#iE REE

Logbuffer

This table contains log buffer information.

o JRYEVEAN(E SR SRMSIARK. SR SRR A RS R IVEAM(E S, W 4 Jn.
E4 BHIEAEERRAEE

'‘Properties.
+|

Column Column

| |
Column name . .
description . type..

Dotz type and restrictions . Femarks .

Enurmeraticn:.,
Statusofthe-

State. I:-Qbuﬁe'.1 MNSA # 4 anabla._, NfA
*— disabla. .
Maxirmumlog-
) buffer size - Unsigned integer..,
Bufferize. - - o WAL M
configursd by Valusrangs: 0 fo 65535,
theuser,
Maoxirmumiog-
BufferSizelimi buffersize- Unsigned integer..,
5 N MyA MIA
supported by Valuerangs: 0 to 45535,
the device.,
Mumbercoflogs-
LogsCount. storedin the- R Unsignedinteger... Readonly .
log buffer.
. Column Column L )
Column name . L Data type and restrictions . Femarks .
description . type..
Numbercofiogs
dropped aftert
buffersze was-
Croppedlo Mumber of-
FP s MyA Unsignedinfeger.. decreased foa

sCount., droppedlogs. that issmaller 4+

N
o REARMFIABLY, PTA ARG GET RAFLE DL R 695 & ARFe B b5 1 &R 695 & AR —2K.
o Coware RESTful AP| XA%4%i& ¢ & FTA AE3 . FTA TR AR, BT RG LFRIFHEALSE
RERFAH A, HAREERE LA A,

2.4.2 {£H RESTful APl F#i& RESTful i&3k

RESTful iR ¢ (B HTTP/HTTPS iR 0 A4EERAT. iR LAMiIERIEX (HTTP Body)
JUANERAY o &SRR a0 R340 HEARYE RESTful API FM I BT, 4o s
HTTP Frife.



e  URL #1# apivl/resource-locator HUE AfHGAE Z R A & 25 URL (Basic URL).

o IERIECHMIEREGE, FERNE RESTul APl T/t b 1@ MRS B R kit

Fi& RESTful i RS HIB BN

(1)  FRARHRIETIRERTE R, BN R RESTful API Y.

(2) ft RESTful API SRS R BE R R R R v, AR FRAFERAE SR P& B 26 URL. MR % LA
URL #Ji& RESTful 153K 19 URL. i, RA HTTP J7 a0k tihk A 10.1.1.1 fIBe 4 L1 VLAN
BEPESAT BRI, A5 SRIRSCH URL ik Ay hittp://10.1.1.1/api/v1/VLAN/VLANS.

(3) 7E RESTful API SR, EIRFFEAE R IR MEEANE B3R, MRIZRP S MFIMIEGETER
e, R ISON A% A a7 9mtis fa, R HIAE BE R IESCE 4y . B, 7EB& Bag
VLAN 10. % VLAN 3R {5 58 VLAN1O. %K) Access #% N #2554 1000 Hf, i#K

IS AN -
{
"1D": 10",

"Description”: "VLAN 10"
"AccessPortList": "1000"

}
(4)  R4E URL k. iR IE SO HTTP AnviERE R 25 B, Mid RESTful i Kk .

2.5 {FFRESTUIZ FisEiEdig &

Bic B e % 5, % i i HTTR/HTTPS P, 11 15 4% 4 7 i 1 1) URL Hihik/apiivl/ & %454 ISON
WA HTTP 1Kok TRCE . filhn, #acHillihy 192.168.1.1, Mkl fy:

e  HTTP J7:: http://192.168.1.1/api/v1/

e  HTTPS J5{: https://192.168.1.1:443/api/v1/

N
e HTTP/HTTP URL 3tk ¥ /5 89 RAHAL (/) R T 4 o,
o HTTP 7 K8 im a5 80, HTTPS 7 X a94k 4 3% 1 54 443, =T vl il 44715 #m 1
. BEHEFEANL “2.2 BB RESTul 37 ¥ 5 X

RESTful %5 7 b K IA 6 SR AR SO R 5B GO EFRN, il Rk SCHI% 208
POST http://192.168.100.91/api/v1/tokens HTTP/1.1
Accept-Encoding: gzip,deflate

Authorization: Basic dGVzdDpOZXNO

Content-Type: application/json

Content-Length: O

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)
VA 1] 2 R N B R S -

HTTP/1.1 201 Created

Content-Type: application/json charset=UTF-8
Server: HTTPD
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Date: Fri, 12 Jun 2015 11:43:38 GMT
Connection: Keep-Alive
Transfer-Encoding: chunked

{
"token-id": ""40000142841c72b5d700bc67a55aelf2567¢e",
"link": "http://192.168.100.91/api/v1/tokens/40000142841c72b5d700bc67a55ael1f2567¢e",
“expiry-time": "11:43:44"

3

fE BT HE R, Authorization FME FHFRAER) HTTP 1AIE basic 770t EA 2. THEITTEN:
M B ERSZ A —ANE S, PR RS R 77 3 1] Base64 SiEgwmi. filtn, f24tagm
%9 Aladdin, #1475 open sesame, WMIHf /5 45 w2 Aladdin:open sesame, #AJ5 FidsHH
Base64 Zwfid, 15%] QWxhZGRpbjpvcGVuIHNIC2FtZQ==

Je SR K rp 7 Al N Z R SCR [ 1) token-id, JE4 L T8FE X-Auth-Token H . 1 41, 3 HX LogHosts
T B R SR AR ST

GET http://192.168.100.91/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.1%3BVRF%3Da
HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001b81db¥c50884818f45b686Fd81lceaa

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

R R AR S R AR A A

HTTP/1.1 200 OK

Content-Type: application/json charset=UTF-8

Server: HTTPD

Date: Fri, 12 Jun 2015 13:28:24 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

{"LogHosts": [{"Address':""192.168.1.1","VRF":"" ,"Port'":514,"Facility' :184}]}

s

/

®

fRr

P ot RLAE B BAFLH LT HRFIRE, oy ghegtFol. KT R34 Reg L.

¥

2.6 FIIEFRNE K EREE PinB A iz~
MU RESTUl 1 Kl S IL B0 IE 2 IEFR AT, 7T DUEEGE 47 /) RESTul 1l Kl SCEE R H 2

2 P o A SRR P b . IARRTEMNET IR, T 2SN . BT W 0L, LURIEKES ]
oL T HREIE#IZAT .
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2.7 BFFRESTUI®E Pin 5% & 00EE

SERRT A I S, QRN % RESTRul 38, WA RESTul & 7 i 5 B3 4% &R,
PURE TR B YR o

RESTful & /¥ 81 [7] 24 1T token ) URL(api/vl/tokens/token-id)ki% DELETE Sk ki RESTful
7% i 5 A IR

WioT iR, RESTul %% /7 it A3 B Rk SO U0 -

DELETE http://192.168.100.91/api/v1/tokens/400001b81dbfc50884818F45b686Fd81lceaa HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 400001b81db¥c50884818f45b686Fd8lceaa

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)
FRE SRR S R AR SO A

HTTP/1.1 204 No Content

Content-Type: application/json charset=UTF-8
Server: HTTPD

Date: Fri, 12 Jun 2015 15:00:33 GMT
Connection: Keep-Alive

Transfer-Encoding: chunked

3 RESTful &iENH
&iE4 Ay E A

T RESTful 221, MORIE G FIRSCEIERTT MG, B RN token HiF K% DELETE Wifi&s# .
BCE R B AR, fEX IR S — B A S1EJE T & iE 1 — Mg R A& —AS 8 TCP
B, RIETERUE TCP G . Ja 808 RIS R SR B 1Y) token-id SRAR AL E 3. 4R i
Ja—MERZJENER R 10 78, WS BB . WR A BARFESE, WLV — B
iFA], 3% — AN token-id SRAR R ISR token AR SCEA AR S5 5%, IR 55 28 3R [0 R85 S5 AH ) (R 00 25
('

3.2 WBkHE

RESTful £x1& 7] LS FH 2 AN AE, {5 FAHTE (1 token-id Sk & &iE R B ATHE, (HIEREBEELER
Hilo ANEWE XA AORFAT IR .

3.3 mASENH

RESTful SCRFIIHCR 2T M EURI T AAA 215K MU E .

12



4 K RESTful #4E

4.1 Y¥HEHHIRESTIUlIR{EIE S

RESTful SCRFHRIEREINZR 4 Fios.
4 RESTul X#FRVIRIEIR S

BIERT BRIERR L
BRI E GET BRI
lfEyen POST QIERGIE, WAAFEEA L
R PUT BRRGRE, WRBIRAFE, 20l
T H DELETE WIER RGHCE, A oV G B

4.2 HIFBHNE

PAT RESTHul #AERT, EIE7E URL I8 S3, o DANHEAE M EEE 1T 8. RESTful 54 CFF

1255 index. filter-condition. select-fields fl getbulk-count.

e ¥ index ¥ /& index=Indexname=Value, T H . Zifi N 2EHIZE D 5.

. ZH filter-condition #% /& fi I'ter-condition=condition:Name=Value, iZZ%(n] L\ fi A\
Fo1FEEETIES, HERIVAGRSZSE index HIFIHEE .,

o B select-fields 1% /2 select-Fields=Name.

e Z¥f getbulk-count #% /& getbulk-count=Value, Value {Eil & get-bulk #:{E count J& %
(M, FomEERICEEE % H A

ARG BE LR Z R S50, 2N ‘& S0k, WRES| S SR N
SEBNI S Fl:

i ndex=Indexnamel=valuel;indexname2=&filter-condition=Name3=Value3.

4.3 GETH#1E
4.3.1 GET /M

GET #4EHR R R Gt 12 47 FUR A4 -

GET #/EASCRAE HTTP BODY 45 R 5| BB I IEN A o X TR gl sl i g &4, Wi HTTP
SR 75 2URE URL IS804

GET SCHRe PR M FIIERE, 15 R 23R 5] 2 11 BE R A2 15 K 1 4 0 J 1 25 -

o IJETIREIEIT URL 23 filter-condition SEB, H1 condition Sk#fiE ILAC 720, L4 more.
notMore. less. notLess %%, ZRIA{H A equal.

. Yk feilE URL 234 select-fields S2B, LA INAy B3R B3 141 o

SR N R 75 B H 5L encodeURI 1 57 479wt . LLan, index=Address=1.1.1.1;VRF=a %% J5
25K index=Address%3D1.1.1.1%3BVRF%3Da. HH', %3D fCFRFERF “=". %3B IVEFER “;7.
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4.3.2 GET #/E=¢451

1. ETESI8TIE

I AE URL H1455€ index 28, AL GET #RAEMIR [FIEHE #4708, (43 GET #AE(UR M S
index ZHVLE ) EHE . WRE— X RALZANEKG], MFE URL T45E index 8, AEERGIZ
[ f @S <7 20, W “index=& 5% 1={f 1;& 5% 2=11 2",

DASREUEE (2R 51 1281 18 M A351(E 5. (findex=1281) A, 7 /bt K% HI4R SO R F .
GET http://192.168.56.120/api/v1/1fmgr/Interfaces?index=1fIndex%3D1281 HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 400001d534ee6ba9b7d4e26e65e0bfaldfof

Host: 192.168.56.120

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

AR 5 BT RIS, FHEEOR 510y 1281 B4 #1015 Bl an S 4Rk igs %
i o

HTTP/1.1 200 OK

Content-Type: application/json charset=UTF-8

Server: HTTPD

Date: Mon, 31 May 2021 15:48:36 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

X-XSS-Protection: 1;mode-block

X-Content-Type-Options: nosniff

{"1fIndex":1281, "Name":""M-GigabitEthernetO\/0\/0", ""AbbreviatedName"':""MGEO\/0\/0",""Portin
dex':1281,"ifTypeExt":"28","ifType":"6", "Description’:"manage", " AdminStatus™:1,"OperStat
us':1,"ConfigSpeed':1,"ActualSpeed':1000000, "ConfigDuplex':3,"ActualDuplex:1,"PortLayer
":2,"InetAddresslIPV4":""192.168.56.120", " InetAddressIPV4Mask™:""255.255.0.0",""MAC"" :""78-81-
C4-32-01-01","ForwardingAttributes':17,"ConfigMTU'" 1500, ""ActualMTU" : 1500, ""ActualBandwidt
h' 1000000, "'SubPort":false, " Interval':300, "LastChange™ : ""ODay4Hour36Minute23Second", ""Actu
al64Bandwidth':1000000, " IPv4ProtocolStatus':1," IPv6ProtocolStatus':0}

2. GET 5 /Y%

A URL 4R5E select-fields 24, A MERBAOORIBHRE RIS W1R 2 i &R v 2 A5,
i fE URL 1, ARSI 8] 5 E5EId 505 “5” 70k, “select-fields=%1 1,51 2;%1 37,

Z

T2 il it select-fields 4457 %51 7), GET BRI HIE T LIERT]7)].

select-fields fJHEEA/ER G0
PLSREIT A e 1 44 . IR 2 A VR SIS BB, 2 7 i A ISR 200 R

GET
http://192.168.56.120/api/v1/1fmgr/Interfaces?select-fields=Name%3BAbbreviatedName%3BPor
tindex HTTP/1.1

Accept-Encoding: gzip,deflate
X-Auth-Token: 400001d534ee6ba9b7d4e26e65e0bfaldfof
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Host: 192.168.56.120

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)
B WCER U 5 BRI, RO Rl 04, BOfAE Rl koo ms %
J 3 o

HTTP/1.1 200 OK

Content-Type: application/json charset=UTF-8
Server: HTTPD

Date: Mon, 31 May 2021 15:45:15 GMT
Connection: Keep-Alive

Transfer-Encoding: chunked

X-XSS-Protection: 1;mode-block
X-Content-Type-Options: nosniff

{"Interfaces":[{"IfIndex":1281, " Name" :""M-GigabitEthernetO\/0\/0",""AbbreviatedName' :""MGEOQ
\/0\/0","Portindex':1281},{"1fIndex":1409, ""Name'" :""NULLO",""AbbreviatedName' :""NULLO"},{"I1f
Index':1410,""Name" : " InLoopBack0", ""AbbreviatedName" : " InLoop0"},{" 1 fIndex":1536, ""Name':"'Lo
opBack2","AbbreviatedName":""Loop2"},{"1fIndex' :1537," " Name" : ""LoopBack0"", ""AbbreviatedName"
"LoopO0"},{"IfIndex':1601,""Name" :""LoopBackl1"," AbbreviatedName' :"Loopl"}]}

3. AT HIREIE

BT F I e S A UL 8 . 1 U 2Rk AT A it 68 AN 2% AR DT AT €

[ 22 Ao oy e, R — AN e AR 37 R e M BMIRAR K RS LD

TEYE. IE R IE UL AL I B8 AN 2% A VT BTt €

BT H R pE R A URL #4855 filter-condition 245291

LI 7] <Y UM S N )
FIH A% VOGS JEEIE 48 URL Fdg 2 “filter-condition=%14 =14 " kS, 0 A H %
B4 BE, AE URL iR filter-condition 24, RREIZIZ [FFEEIE 5 7 4068,
f4n “filter-condition=%114 1={H 1; ¥4 2={H 2" .
PLIRENEE 1444 M-GigabitEthernet0/0/0 1182 1 1115 B 41 (filter-condition=Name=
M-GigabitEthernet0/0/0) , 7 /i /1% IR S X R .

GET
http://192.168.56.120/api/v1/1fmgr/Interfaces?filter-condition=Name%3DM-GigabitEthe
rnet0%2F0%2F0 HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001d534ee6ba9b7d4e26e65e0bfaldfof
Host: 192.168.56.120

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)
BRI BR IR 43 B IE K IR OUE , #4861 44 9 M-GigabitEthernet0/0/0 £ H 15 Bl
W RS R4 5 P i o

HTTP/1.1 200 OK

Content-Type: application/json charset=UTF-8
Server: HTTPD

Date: Mon, 31 May 2021 15:47:47 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked
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X-XSS-Protection: 1;mode-block
X-Content-Type-Options: nosniff

{"Interfaces":[{"IfIndex":1281, " Name":"M-GigabitEthernetO\/0\/0"}]}

N
B F URL #5438 2 select-fields &4k, Hbt, AEegiEa(z b+ R a4E4%35] 7| Fa
filter-condition 45 49%| (BP4%E2 % Name) .

A ) 1N 38 UG Bl g

F I 0 2k A UC Ee i €58 /E URL ARfR € “filter-condition=regExp: ¥ % =1EM#iA:" K
S, WURFEE R E 2 PR E A, AN RN R IA A ] & Edid 5“7
K&, 40 “filter-condition=regExp:41 4 1=1E KA 1; regExp: 5144 2=1EN|FRIE 2,” .
FIHIE N Ik O SRS an N 1 s -

PUIRECEz 1 4iA  (Description) H R ELHE £ = F 7 REF#2 (S BB, 7 i A2 R ST
e .

GET
http://192.168.56.120/api/v1/I1fmgr/Interfaces?filter-condition=regExp%3ADescription
%3D%SE%5Ba-zA-Z0-9%5D*%24 HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001d534ee6ba9b7d4e26e65e0bfaldfof
Host: 192.168.56.120

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)
WA I FRIEE 145 B 15 SRR SCS , UL D 1 ) 208 2082 DS Bl i i R SGR [H 455 7
B

HTTP/1.1 200 OK

Content-Type: application/json charset=UTF-8
Server: HTTPD

Date: Mon, 31 May 2021 15:51:43 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

X-XSS-Protection: 1;mode-block
X-Content-Type-Options: nosniff

{"Interfaces":[{"IfIndex":1281, " Description':"manage"},{" I fIlndex":1409, "Description
":"'NOUOLOL"}]1}

HI A VU HC IS 98

F 1 D R IA A B8 58 I FF UL I, Xt?iﬁzﬁﬁiﬂm#mﬁ S SRR LR RR T . SRR, W]
{8 FH 2% A DT T 918 Ty R SRAR AR Hi A8 X 3% [l 5 1 AT 0 i o

HI 2 AE VTR @ T 7E URL 38 5E “filter-condition=2% {6 & S & =2 AH{E 7 SReszBl.
R B 2 A5 B VTR, AN 26 AR DU BRI 2 8] 75 Zd@d 5«57 7rbe,
un “filter-condition=2% {11 % 1:5144 1=25 A 1,564 2:514 2=3611E 2,7

RESTful #/E S R 26 & 2 5 Frs .
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%5 RESTIUlIRETHNEEHS

BRIE we iR
KT filter FRBAE K Fvalue, STIFRIEHESRAN: H
-condition=more:column=value W, BE. 2
T filter R BAE /N Fvalue, STIFRIEHESRAN: H
-condition=less:column=value . B, TR
AT filter FHEA /N Tvalue, SCRFFEHEREA:
-condition=notLess:column=value | . %5, #5H
R filter TR BAE A K Fvalue, STHREIEHERT .
-condition=notMore:column=value | HH#{. #F. Z&%
s filter R BE S Fvalue, STIFRIEHESRAN: H
-condition=equal:column=value M. $E. FFr#E. OID. BOOL
AT 1:(izcl)ﬁggtionznotEqual'column=valu I ETS Tvalue, RFIIHERIN:
e ' F9. ¥, 7454, OID. BOOL
Japs filter I BE PR &/ string, ORISR
H -condition=include:column=value | %y, F/%H
T b filter FIMBME R AR AT B string, TR
= -condition=exclude:column=value | ¥{E#IK. FH5E
FiaT ]—cci:clnﬁgztion:startWith-column:val UELEL iR stringdFk, RelvH
" ue ' FAN: FAHFEL OID
Y T filter FIRBUE L Z A B string4E i, S RER
- -condition=endWith:column=value | 2&#%. F/FH

PLSRERE DR SME KT 1281 AT 2 0 82 D 445 2 o)
(filter-condition=more:lflndex=1281. select-fields=Name) , %5/ i &K% K k&R WTT .
GET

http://192.168.56.120/api/v1/1fmgr/interfaces?select-fields=Nameé&filter-condition=m
ore%3A1fIndex%3D1281%3B HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001d534ee6ba9b7d4e26e65e0bfaldfof
Host: 192.168.56.120

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)
BB 5 B RO, F8E D RGHMERT 1281 M A £ H i 1 4445 Bl
U N AR R B4 %5 i o

HTTP/1.1 200 OK

Content-Type: application/json charset=UTF-8
Server: HTTPD

Date: Mon, 31 May 2021 15:39:57 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

X-XSS-Protection: 1;mode-block
X-Content-Type-Options: nosniff
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{"Interfaces":[{"Iflndex":1409, ""Name" :"NULLO"},{"" 1 fIndex":1410, ""Name": " InLoopBack0"
}.{"1fIndex":1536, ""Name" :""LoopBack2"}, {1 fIndex':1537," " Name' :"'"LoopBack0"}, {"' I fIndex
"":1601,""Name" :""LoopBack1"}]1}

4. ZNEREEER TG

RESTful GET #/E AT LA 45 %2 index. select-fields #1 filter-condition 2%, LASZIl#EAT £ 4%
PRIt JE.

IR P AR T RSC, T DASRERE A T AR R LU R

o FENEIIMEN 1281,

o HEIHREIRME R A OFEE R TR,

o IRBMHEIMAZIRY.

GET
http://192.168.56.120/api/v1/I1fmgr/Interfaces?index=1FfIndex%3D%201281&select-Fields=Name
%3B&Fi I'ter-condition=regExp%3ADescription%3D%5E%5Ba-zA-Z0-9%5D*%24 HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001f430ff4fda0c5485a17934edf035e8
Host: 192.168.56.120

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)
AR 5 BT SRR ST, R0 2 A B3 1V Bl I R 4R SO 545 %5 7 Ui o
HTTP/1.1 200 OK

Content-Type: application/json charset=UTF-8
Server: HTTPD

Date: Mon, 31 May 2021 15:27:05 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

X-XSS-Protection: 1;mode-block
X-Content-Type-Options: nosniff

{"1fIndex":1281, ""Name":""M-Gigabi tEthernetO\/0\/0", ""Description':"manage"}
5. 3REXUN 1T##E

RESTful GET #:AEH I LAFE & getbulk-count SRR N 47 %# .

Biltn, I AE A T RS, FTRAERE 3 VLAN HIfE B .

GET http://192.168.56.120/api/v1/VLAN/VLANs?getbulk-count=3 HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 400001d534ee6ba9b7d4e26e65e0bfaldfof

Host: 192.168.56.120

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

WA USCEIFREL VLAN {5 B35 R SC5, K VLAN 1. VLAN 2 fil VLAN 3 X =4 VLAN f15 2l
BN RO B4 2 S i o

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8

Server: HTTPD
Date: Wed, 11 May 2022 06:56:22 GMT
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Connection: Keep-Alive
Transfer-Encoding: chunked
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1;mode-block
X-Content-Type-Options: nosniff

{"VLANs":[{"ID":1,"Description’:"VLAN 0001","Name':"VLAN

0001","Shared" :false},{"ID":2,"Description’:"VLAN 0002","'Name":""VLAN
0002","AccessPortList":"","Shared" :false},{"ID":3, " Description’:"VLAN 0003", " Name":"VLAN
0003","AccessPortList":"","Shared" :false}]}

4.4 POSTH#ME
4.4.1 POST#R1ENLE

POST #4E F kB 248 & % JE, 24T NETCONF edit-config #:/E 1 1] create. POST iK1
T EAE HTTP Body 1, 1 H. URL HARERERT index 2488, @R RIAT L), 2xik[Hl 201,
POST #fEt ] Ik R & action &R, 24T NETCONF Hiff) action #{F. RESTful Bl A
“lapifvl/action/” JF3k[) URL T & Action 15K

POST #AE et & N R 247408 .

\l/

BR
2B R F Frid it POST 44k k42,

4.4.2 POST #p{EZI

LAmEEFOCRBEEEN

2 P IR0 RS, ATRASEILAE WA BInE B oM HE BN WINEEENL IP Mk
1.1.1.3. Fir® VPN B0y by F2iicH 45 B 15y 518, idk TH N local7.

POST http://192.168.100.91/api/v1/Syslog/LogHosts HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001b81dbfc50884818f45hb686fd81ceaa

Content-Type: application/json

Content-Length: 78

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

{
"Address': "1.1.1.3",
"VRF": "b",
"Port': 518,
“Facility': 184

}

BEFIERE RN OCE, Sl W MR SGERAZ T 5 H & EAL BT R
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HTTP/1.1 201 Created

Content-Type: application/json charset=UTF-8

Location: http://192.168.100.91/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.3%3BVRF%3Db
Server: HTTPD

Date: Fri, 12 Jun 2015 14:46:33 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

2. 8J# VLAN

B S KRN RO, AT ASEEAE et BB VLAN 2.
POST http://192.168.100.91/api/v1/VLAN/VLANs HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 400001b81dbfc50884818f45hb686fd81ceaa
Content-Type: application/json

Content-Length: 44

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

"ID": 2",
"Description™: "VLAN 2"
}
WAWENE RO, 2l an M RSB A% - 3 VLAN B R .
HTTP/1.1 201 Created
Content-Type: application/json charset=UTF-8
Location: http://192.168.100.91/api/v1/VLAN/VLANS?index=1D%3D2
Server: HTTPD
Date: Fri, 12 Jun 2015 14:49:21 GMT
Connection: Keep-Alive
Transfer-Encoding: chunked

3. IB3d action 15K EM{IEOHIE
B RIEU IR SC, T PASEBELE R R S ME N 1281 A DRI B .

POST http://192.168.79.167/api/v1/action/1fmgr/Interfaces HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 400001fb4b7abc838fe880ad66f6b06c8bT3

Content-Type: application/json

Content-Length: 36

Host: 192.168.79.167

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

{
"Iflndex':"1281",

"Clear": """

20



= i
FEF A4 HTTP Body 4o R AR E £ F M), Ni%7] T vAd it "ColumnName™: ™ # X T
K, de ERAAE) T 49" Clear™: ™.

WA WCENIE RIROCIT, Sl a0 N i S A2 - e I BEE s B R -

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8

Location: http://192.168.79.167/api/v1/I1fmgr/Interfaces?index=1FfIndex%3D1281
Server: HTTPD

Date: Fri, 17 May 2019 06:29:31 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

X-Frame-Options: SAMEORIGIN

4. 83T action 15K AIl& VLAN 7

2 ROE AN N ARG, ATRASEIAE B BB VLAN 713 34,

POST http://192.168.79.167/api/v1/action/VLAN/BatchVlans HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 400001ffb29850dbb0763129851bb4efa97a

Content-Type: application/json

Content-Length: 54

Host: 192.168.79.167

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

{
"CreateVlanList'": "34"

}

WAWENE RO, i an MR SCE A 7 i) 2 VLAN SR 5 o
HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8

Server: HTTPD

Date: Fri, 17 May 2019 06:51:20 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

X-Frame-Options: SAMEORIGIN

{ "CreateVlanList":"34" }

5. {itERME2HCHBEEFEM

B RIEW N RSC, B PASEELAE A& A mm A H & AL

o HEFEHN 1. IPHHEHN 1.1.1.5. B8 VPN Ly aaa. #U H &5 B H 54 515, 1%
T.HA local7.

. HEEN 2: IPHHEN 1.1.1.6. FJE VPN L4124 aaa. #2UH EE B R H 54 515, 1t
T.E N local7.
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POST http://192.168.56.101/api/v1/Syslog/LogHosts HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 4000019cb383a71c5781ce33cc2feaf8eddl
Content-Type: application/json;charset=UTF-8
Content-Length: 223

Host: 192.168.56.101

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

{"LogHosts": [
{
"Address': "1.1.1.5",
"VRF": "aaa",
"Port": 515,
“"Facility'": 184

"Address': "1.1.1.6",
"VRF": "aaa",
"Port": 515,
“Facility'": 184
¥
13
WA WCENIE RIROCE, Sl an N koS s - v s> H & AL B R «
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Server: HTTPD
Date: Thu, 09 Dec 2021 05:26:18 GMT
Connection: Keep-Alive
Transfer-Encoding: chunked
X-Frame-Options: SAMEORIGIN

{"LogHosts":[{"Address™:"1.1.1.5","VRF":"aaa","Port":515,"Facility':184,"Format"”:0},{"Ad
dress™:"1.1.1.6","VRF":"aaa","Port":515,"Facility':184,"Format":0}1}

4.5 PUTHRE
4.5.1 PUT#{ENL

PUT 1A RIEMIA YR, 24T NETCONF edit-config #:/E# ] merge. Wiifg e D

SATAE, WSBHOXTHR; R W BIEAEE, WatEX TR PUT SAERITIRIN G, W&

2xiR Al 204.

XFF PUT #4F, FEIERHL:

o RI|FMZITE URL I index ZEH 4, 1 HAZIA HTTP Body H 45 Hi 12 51 1 FIE — 2K

o Z¥index KK 5 GET #4E4HF, & index=Indexnamel=valuel;indexname2=value2.
SR 2 7 B 258 encodeURI 7 V8047 9t
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4.5.2 PUT #{EZ45)

1. ﬁ”@&ﬂkaﬁl'{n u_.\':P 'L.‘E,] HEEN
P RIE I RO, AT RASEIAE A AT H BN, BuEsCA HEENREE.

PUT http://192.168.1.1:80/api/v1/Syslog/LogHosts
X-Auth-Token: 1000028562945fa49b19199a71a01f33d609

{
“Loghosts”: [
{“Address”:71.1.1.1", “VFR”:””, “Port “:514, “Facility”: 192 },
13
WA WCENIERIROCE, 2l an T s Az i H S ENL SIS ST . Afld, B BT
SRR HEENL, Edg LAl T iZHEEN.

204 No Content

2. EBEORmIRER
B S AR IR ARSE, AT RMB B BRI Y 3 IR LA (E B .

PUT http://192.168.100.91/api/v1/1fmgr/interfaces?index=1FfIndex%3D3 HTTP/1.1
Accept-Encoding: gzip,deflate

X-Auth-Token: 400001b81dbfc50884818f45b686fd81ceaa

Content-Type: application/json

Content-Length: 51

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

{
"1flndex'":3,
"Description': "Interface 3"
}
N1/
Y 1R

URL ¥ #9 index £455 HTTP Body ¥ % 51 7| ¢ BAE L SRAR R, A o BAE ¥ 4 3.

WA WCENE RIROCE, Sl an N 4k Gl 7 7 I A S BB o) .
HTTP/1.1 204 No Content

Content-Type: application/json charset=UTF-8

Server: HTTPD

Date: Fri, 12 Jun 2015 14:26:10 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked
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4.6 DELETE#ME

4.6.1

4.6.2

DELETE #2{EN 43

DELETE #4F HI KM 35 & %5 U5, #124T NETCONF edit-config #:4E 4 1) delete. HHEAFEARES
i HTTP Body.

ARV AR A ZEIAT DELETE #4E. X AR A2 RIEHAT DELETE #/ERS, £iR[F] 405
Method Not Allowed.

WA A& S YR T DELETE #ER, 407 URL (1) index Z3ih 45 MR &R S . )
DELETE #:1Ei5K G, W&SMBRIEE RSN IR B . UEEANAE, B TR
Mg, 4=k [A] 409 Conflict.

7 DELETE #1Ewh, % index M# X5 GET #/FEH S % index Mt XAHE, BN
index=Indexnamel=valuel;indexname2=value2. Z 31 N %5 7 2 F 244l encodeURI {175 15347
gt

DELETE {24

LABHE Syslog/LogHosts Jyfil, GnfiEMER VPN SEFIN 1P fidik oy 1.1.1.1 B H EENL, &5
BURIRN T E Rk Lo

DELETE http://192.168.100.91/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.1%3BVRF%3Da
HTTP/1.1

Accept-Encoding: gzip,deflate

X-Auth-Token: 400001b81dbfc50884818f45b686fd81ceaa

Host: 192.168.100.91

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (Java 1.5)

WA WCENIERIROCE, sl an M RkoCE A 7 i, H S ENUNERE) .

HTTP/1.1 204 No Content

Content-Type: application/json charset=UTF-8

Server: HTTPD

Date: Fri, 12 Jun 2015 14:07:50 GMT

Connection: Keep-Alive

Transfer-Encoding: chunked

5 Postman T. EEAERHI

5.1

Postman & — 0 H I DR T . P a] BLEH Postman /58 RESTful 2 i, 15 7 3H4T
i B ALEY . AT L — NSRRI, KRG Postman 1y RESTful 25 ) i (ERAE 5125

BREE

{# F Postman £y RESTful % J1 i & s % 4% (IP #ihikly 192.168.32.100) HILFEN:
(1) KX Adi<File-New-HTTP Request>{%41l, ¥ RESTful i3k
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&5 #iiE Restful iE>

rn Owverview

Untitled Request

GET ~ | Ent uest URL

Params Authorization Headers (6) Body

Query Params

KEY

()

http://192.168.32.100/ @

=T Untitled Request

Pre-request Script Tests

VALUE

@aa Mo Environment v

B save ~ =
Settings Cookies
DESCRIPTION see  Bulk Edit

PEEIE SR IEAER AN POST, FE%i N\ URL Hulik http://192.168.32.100/api/v1/tokens.

&6 1&E RESTful i5KAVIRIESEIFN URL Hhiit

POST hitp:192.168.32.100/api/v1 tokens
Params Authorization & Headers (9) Body Pre-request Script Tests
Headers < B hidden
KEY VALUE

Content-Type

3)
RESTful H i 7 4 A .

&7 1% E RESTful i&KBYIAIEINBE

POST ~  http://192.168.32.100/api/v1/tokens

Params Headers (9) Body Pre-request Script Tests

applcationjson

miii<Authorization>T1%%, %% Type 4 Basic Auth,

Settings

Cookies

DESCRIPTIO see  Bulk Edit  Presels

Jf1£ Username F1 Password 4 3EE

Cookies

L

Type Basic A.. ~ Username
L n o 7

The authorization header will be Password

automatically generated when you
send the request.
Learn more about authorization #

admin

I:I Show Password
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http://192.168.32.100/api/v1/tokens

(4) Hiidi<Send>4#4l, K% RESTful itsk. &[EI0A 8 Frnidi/E, Vil Restful 27 b il T
R
E8 %i% Restful i5REFIREZ

POST ~ http:/f192.168.32.100/api/v1/tokens m

Params Authorization @ Headers (9) Body Pre-reguest Script Tests Settings Cookies

Headers <> B hidden

KEY VALUE DESCRIPTIO <=  BulkEdit Presets -
Content-Type application/json

Body Cookies Headers (7) Test Results @ 201 Created 231ms 387E  Save Response

Pretty Raw Preview Visualize JSON - = mQ

"token-id": "48088128d49ffaadbBcéechbRfB2i@2abch2e”,
"link": "http://192.168.32.108/api/ /vl /tokens/40008125d49ffaadb8checbafs2fa2ab6c626",
"expiry-time": "15:54:57"

[ S TV N I )

5.2 GETH:ME

iHit Postman L HHUT GET #A/ERIITFEN:
(1) W& RESTul &R FEAESASN GET, JEHi AN URL. AGIASREE D 8dE, URL Hilik oy
http://192.168.32.100/api/vl/Ifmgr/Interfaces.

E9 #3i& GET ##{ERY RESTful i3k

GET «  hapdiN92 16832000V apiiv 1 Emgrinterfaces “

Pasar Authorizal Headeds (6 Baody Pre- fedguest ot Tt Sating Cookles
Headees €3 G hichden

KEY VALUE DESCRIPTIC == Bulk Edit Pressts +
X-Auth-Token AD0DOBTETeSBI TATTIT5dT a0l Jdaccdl

(2) 1f Headers H13#/in X-Auth-Token XT3 (1] value, % value N3kt 5, iR token-id
8o
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http://192.168.32.100/api/v1/Ifmgr/Interfaces

E10 1% E X-Auth-Token

GET v hitp://192.168.32.100/api/v1/Mmgr/interfaces “

Params Authorization Headers (6) Body Pre-request Script ests Settings Cookies

VALUE RIPTIC ee» BulkEdit Presets v

X-Auth-Token 40000878117¢981387737507538 3daccd8

(3) Hiili<Send>#4H, Ki% RESTful iRk, 3KEGE DA CHUE.
E11 REUZO#HIE

GET o http:/f192.168.32.100/api/v1/Ifmgr/Interfaces “

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies

Headers < 5 hidden

KEY VALUE DESCRIPTIC eoe  BulkEdit  Presets -
X-Auth-Token 4000087811729873877375d7aa83daccds...
Body Cookies Headers (7) Test Results @ 200 OK 783ms 3781KE  Save Response -~
[rreny T PrEEn gt s icte) = T
1 4 _
2 "Intexfaces": [
3 il
4 "IfIndex": 1,
5 "Name": "M-GigabitEthernet@/e/a@",
& "AbbreviatedName™: "MGE®/@/0",
7 "PortIndex™: 1,
8 "ifTypeExt™: "28",
9 "ifType": "6" |
18 "Description”: "11",
11 "AdminStatus": 1,
12 "OperStatus™: 1,
13 "ConfigSpesd”: 1,
14 "ActualSpesd": 100008,
15 "Confighuplex": 3,
16 "ActualDuplex": 1,
17 "Portlayexr”: 2,
18 ‘InetAddressIPVA": "192.168.32.180",
19 'InetAddressIPVAMaszk™: "2B5.255.8.0@",

5.3 POST#1E

i1t Postman T E34T POST #AE I FE AN
(1) WH RESTul iR IEMERALN POST, 4N\ URL. ABINAE® & ERIE S HE
EHl, URL HuhikA http://192.168.32.100/api/v1/Syslog/LogHosts .
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http://192.168.32.100/api/v1/Syslog/LogHosts

El12 #3i& POST #4{EH) RESTful iE>

A e i a1 e g 8 g ) 2 A v TR -
POST ~  http://192.168.32.100/api/v1/Syslog/LogHosts “
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings Cookies

Headers @ 7 hidden

KEY VALUE DESCRIPTIC ===  Bulk Edit Presets ~ |

(2) 1t Headers "1 X-Auth-Token FIXf N[ value, % value &R 5, #X[EIH) token-id
fH; 950 Content-Type, Ffik#tk% 4 application/json.

E13 % & RESTful i53KHY Headers

Params Authorization Headers (9) Body @ Pre-request Script Tests Settings Cookies

Headers < 7 hidden

KEY VALUE DESCRIPTIC e==  Bulk Edit Presets -~
X-Auth-Token 40000129bb9a176962f83a93510bb450...
Content-Type application/json

(3) £ Body ™, WHEGEEHEENMNSEL.
El14 7£ RESTful iFKAY Body & E HEFHEH

Params Authorization Headers (9 Body @ JPre-reguest Script Tests Settings Cookie

nene form-data K-www-form-urlencoded @ raw binary GraphQ JSON Beautify

"Address”: "1.1.1.3",
WRE": "b",
'Port”: 518,

"Facility": 184

B A I O T U

(4) Aidi<Send>, ki%k RESTfulifsk, €)% HE T,
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E15 RIZHEEMN

Body Cockies Headers (8) TestResults I ::?,' 201 Created 231ms 329B ISaveResponse -

Pretty Raw Preview Visualize I'_. Q

5.4 PUT#RE

JHIT Postman L H AT PUT HAERIEFEAN:

(1)

()

3)

(4)

WE RESTul iR EAERAN PUT, F5IN URL. AB &S DR 50dE, URL bk A
http://192.168.32.100/api/vl/Ifmgr/Interfaces?index=Ifindex%3DM-GigabitEthernet0%2F0%
2FQ.

E16 #i& PUT ##4EH) RESTful 15K

e R A At e A g RS RIIE R R A £ 4 R 8 R AR £ AR 4 R R e e S

PUT ~  http:/192.168.32.100:fapi/v1/Ifmgr/interfaces?index=Ifindex3: 3DM-GigabitEthernet0% 2F 02 2F0 F

Fargill ' AULNC I‘aILH mb k=)

Headers 7 hidden

7£ Headers t13% i X-Auth-Token A%} M [ value, % value N& k%% )5, 1R[EH) token-id
H; #4950 Content-Type, Ffik#Ek% 4 application/json.

7F Body ', BB &M ORMBIKISE
E17 # RESTful i53KkA Body Hi% B1EM3E QRIS H

Params @ Authorization Headers (9) Body @ Pre-request Script Tests Settings Cookies
none form-data K-www-form-urlencoded @ raw binary GraphGL JJSON -~ Beautify

"IfIndex": "M-GigabitEthernete/e/a",
"Description”: "1'_"|

T

fiif<Send>, Ki% RESTful gk, &k iR,
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http://192.168.32.100/api/v1/Ifmgr/Interfaces?index=IfIndex%3DM-GigabitEthernet0%2F0%2F0
http://192.168.32.100/api/v1/Ifmgr/Interfaces?index=IfIndex%3DM-GigabitEthernet0%2F0%2F0

18 fZpiE g

Params @ Authorization Headers (9) Body @ Pre-request Script Tests Settings
Headers 7 hidden
KEY VALUE DESCRIPTIC o000 Bulk Edit P
X-Auth-Token 400002b7f349¢c52baced640b3f217707a...
Content-Type application/json
Body Cookies Headers (7) Test Results @ 204 NoContent 215ms 242E ]| Save Re
Pretty Raw Preview Visualize JSON =
1

5.5 DELETE#2{E

iiid Postman T H4AT DELETE #AFHIE R y:

(1) W& RESTul iR EAERT N DELETE /730, FEHi N URL. &G0k 2 st 2 H &+
Hl, URL #ihlK
http://192.168.32.100/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.3%3BVRF%3Db.

[E19 #Ji& DELETE #1ERY RESTful igk

DELETE ~  http:/[192.168.32.100:/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.3%3BVRF%3Db m

Params @ Authorization Headers (&) Body Pre-request Script Tests Settings Cookies
Headers 5 hidden
KEY VALUE DESCRIPTIO o0  Bulk Edit Presets v
X-Auth-Token 4000010045732a4732ddd09b3a2107948...

(2) 1t Headers "1 X-Auth-Token FIXf N[ value, % value &K% 5, X[EIH) token-id
.

() Adi<Send>, ki%k RESTfulisk, MR HE T,
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http://192.168.32.100/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.3%3BVRF%3Db

E20 fEMIERHEEM

Body Cookies Headers (7) TestResults () 204 No Content 226ms 242F [pave Response v

Pretty Raw Preview Visualize JSON ~ = mQ

6 Python &S REF i
6.1 FEER

Python & H i LLEURAT IIIAIE 5 o AT/ LIRS AR R RESTul % 2 ik /7 (11 & 7
o AR, FRBONERRRE], 1T PASE R RESTul AHOGISE AR o

i/ Python i 5 JF & RESTful % i FE 7 AT, ZRA P 2200 A1k

e RESTful #5<4niR.

o HTTP MEHIH,

e  Python FFRIES.

6.2 ERIE R
K FH Python $24£ 1) requests #iE AT DLSEENL RESTul 25773 & 3 #% .  1 F & %% 1 Python
(MERNCIE
def restful_login():

headers = {"Authorization'":"Basic
YWRtaWw46YWRtaw4="","Content-type' :"application/json","Accept': "application/json"}

return req.-json()
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I FIRACRD A5 % R % RESTIul i 3R J5 , RESTHul %% /7 i 2> B 31155 4431 [1] 1) token-id 18 . J5 42,
RESTful 5 )7 i A 3% 11 3R o 75 EE 1% token-id B, B HUBEE X-Auth-Token 1.

6.3 GET#{ERI

i GET A FREEE MR ) Python A= 6l i T -
def restful_get():

url = "http://192.168.32.100:/api/v1l/1fmgr/Interfaces”
tokenJdson = restful_login()

for key,value in tokenJson.items():
if key == "token-id":
token = value

headers = {"X-Auth-Token":token, ' Content-type'":"application/json","Accept':
"application/json"}

req = requests.get(url, headers=headers)
print(req.json())

6.4 POSTHE{ERI

ik POST #AE G- H E ML Python A~ i T
def restful_post():

values = {"Address'": "1.1.1.3","VRF": "b","Port": 518,"Facility": 184}

param = json.dumps(values)

tokenJdson = restful_login()

for key,value in tokenJdson.items():
if key == "token-id":
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token = value

HTTP ] headers 378, X-Auth-Token HUE Jy& TR B 54 -H 1) token-id &

headers = {"X-Auth-Token":token, ' Content-type':"application/json","Accept':
"application/json"}

A HEEN

req = requests.post(url, data=param, headers=headers)
print(req.status_code)

6.5 PUTHR{ERSHI

I PUT #E B0 D55 21 Python AR =640 F -
def restful_put():

URL A THE S DRSS, R PUT #4EM URL R ZERM index 58

url =

"http://192.168.32.100:/api/v1l/1fmgr/Interfaces?index=1fIndex%3DM-GigabitEthernet0%2F0%2
FO*

Body IR JSON Hefis Ay E e % H ik (5 2

values = {"IfIndex": "M-GigabitEthernet0/0/0", '"Description™: "I11"}

ff F JSON B 3 plibrit ISON F4FHR, SRS SR [21 54 H (1) token-id {8

param = json.dumps(values)
tokenJson = restful_login()
for key,value in tokenJdson.items():
if key == "token-id":
token = value

HTTP i headers 78, X-Auth-Token HUE A% IR B 504 P i) token-id {H

headers = {"X-Auth-Token'":token, ' Content-type':"application/json","Accept':
"application/json"}

RO #HRER

req = requests.put(url, data=param, headers=headers)
print(req.status_code)

6.6 DELETE#{Efl

I PUT #:/EMIER H & ENLE Python AR 1401
def restful_delete():
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URL A-T-MiIBR H & 3L

url =
"http://192.168.32.100:/api/v1/Syslog/LogHosts?index=Address%3D1.1.1.1%3BVRF%3Da *
tokenJdson = restful_login()

SRIUE s IR 8] H s 1) token-id {4
for key,value in tokenJson.items():
if key == "token-id":
token = value

HTTP [f] headers 375, X-Auth-Token HU# & St & ol ¥4 oH 1) token—-id {4

headers = {"X-Auth-Token":token, ' Content-type'":"application/json","Accept':
"application/json"}

B H & ENL

req = requests.delete(url, headers=headers)
print(req.status_code)
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