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1.1 NETCONFhMY &5+

NETCONF WhiCRH 732454, 7 NAEZE
Procedure Call, ZfE AR EAGEEIE

(Content). #1EJZ (Operations). RPC (Remote
(Transport Protocol) 4.

#1-1 XML 925 NETCONF S BiEBI% R X %

NETCONF .
;é XML 5B 4
s WEEHEE CRAYEE . | BEEXNRES, WLURREEE . REEE. HitEEE
= il 5% NETCONFHMU B4R AT 325 R %d 752 . (NETCONF XML APl Ffif)
. coni FERPCHIN FI A A S TE R AR 4, IX e /R 2H BUNETCONF 3 A fig
o <get>,<get-contig>, N o ke o - v o
B2 <editaonfige | NETCONFA b SL 7 XM W 10 6 FOERUBRE ¥4 3 St
HS 0 “1.6 Comware Z R EEAE”
NRPCHEER [ gmAg et T 8l 5. S e Pl . i3 F <rpe>
RPCZ <rpc>,<rpc-reply> Fi<rpc-reply>Jt % 3 5% NETCONF i R FHma B4 ds CRI4AE Z N 52
MR HEATHESE
ANETCONFEEME FIER AT WTAERT . T RO Z s B
AEFIPSHE T :
e  NETCONF 3£ FF Telnet. SSH # Console £ CLI & 577 /WX, B
NETCONF over SSH. NETCONF over Telnet £ NETCONF over
Console
e NETCONF 3#: HTTP #1 HTTPS 4%, B NETCONF over HTTP
AFFIPSHEET 1 NETCONF over HTTPS
Console/Telnet/SSH
HTTP/HTTPS/TLS | ® NETCONF S fiH %< i SOAP (Simple Object Access Protocol, fi
HWEWZ FIPSHE T SRRV 0 RO IEN HTTP 8¢ HTTPS Brilfef, R
) NETCONF over SOAP over HTTP A1 NETCONF over SOAP over
Console/SSH/HTTP HTTPS
SITLS
FIPSHIR T :

e NETCONF 37 ## SSH #l Console £ CLI 7 2/¥4, Bl NETCONF
over SSH fl NETCONF over Console

e NETCONF X#f HTTPS E% 1, HI NETCONF over HTTPS

e  NETCONF S #rd 3 pl SOAP R jm i@t HTTPS Wil i%4, Bl
NETCONF over SOAP over HTTPS
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1.2 NETCONFE A 4& 2L

% i (Client) B2 (S : [E]1-1 NETCONF &7
ZHENETCONFE ik 1, | —————————— ' erver) R4 5244
finncclient,NetconfBrowser4s: NETCONF/i5 s fe 7

NETCONF M £% 3% NETCONF % /7 i f1 NETCONF IR 5% 2% 40 i«

& P b 7 B e % NETCONF % 7 i 8 4 (i neclient. NetconfBrowser), m(iz 17T SOAP
R BIARBRR T o & I i B

o J#iE NETCONF #hsOnt (2% 5 s AT B A

o LB ML B & HIIRE.

o UM B B RIEM S BAFALE, DIERAIN S B4 1 A ADIRAS .

R4 2% (ENFREBEM L% % %) 75 2547 NETCONF IR &5 F2 5, Bl SZ#F NETCONF Ihfig.
IR 55 5 3 B T R i R SR, JFTE R AR R B AR, BB A% S

1.3 NETCONFIRICH& R

1.3.1 NETCONF

NETCONF iy & LA & XML E 5 AR 5, #0815 RFC 4741,

NETCONF 3 5 Fi SR A1 N 2 SCH P . NETCONF 15 3R AN B4R SC % 20 BT AN

PAT NETCONF iR, 2/ KH NETCONF 0 IEME Ak . WRARIE R0, 2 m % F
s . b, BdE AR RNEE XML Schema 177 2058 K

1.3EK#E3 (BES1% Base 1.0)

Comware NETCONF i&3Ki# 7§ NETCONF Ppil, HAgA T

<rpc message-id =7101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.07>

<operation>

</rpc>

Hr<operation>4 “1.6 Comware S FFI B UIRAE” o H1 28 SRR A HRE R AL

XF T get RIERAE, filter iz oA H3C HIE X7y, Lhtop JLR NI AL LA get-config #:1E
VSN S S WAE
<rpc message-id="101" xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree”>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
BHUEE
</top>

1-2



</filter>
</get-config>
</rpc>
e XIF edit-config #1E, config JtE N A H3C HE X &%, Lhtop JGE NS . Ll edit-config
HRAE A, Ok
<rpc message-id =7101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">
BHER
</top>
</config>
</edit-config>
</rpc>

Z
NETCONF 44k 644548, BP H3C § & L 3R4-0935 5 454, 15 A JLEH3C Comware 7 NETCONF
XML API Reference) X%,

R =4 NETCONF i Kk SORE, T 3RO LA # H irfs 24
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id ="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-bulk>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface/>
</Interfaces>
</1fmgr>
</top>
</filter>
</get-bulk>
</rpc>
11>11>
R
A XML ALE T 247 NETCONF Bt & 8, XML R LR E 2R/ |>>", TNRELEIRSN. AF
BARA XML &K, AT, R ERARGIN, HRFInsbss RIF. FIRBAET, & B AT,
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2. N (BES1% Base 1.0)

94— N RFC 4741 52 X Hi<rpc-reply>, #l:

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0” message-id="101">
<ok/>

</rpc-reply>

1.3.2 NETCONF over SOAP

iHjd NETCONF over SOAP i 1] # %, NETCONF &35 7E SOAP # 3 BODY Jt & H, iX
SEAR SRR T 7 ELIE G2 NETCONF OSSN Ab, 38 75 ZLE A5 LT A -

e SOAP W ELZH XML K4ihd .

e SOAP HEZifii il SOAP Envelope i 4 %% 8] Al SOAP Encoding iy % %5 ]«

e  SOAP HEARf:f & DTD (Document Type Definition, SCH38R1%E ) 51H.

e SOAP HEAREE S XML ALFEFE 4.

NETCONF over SOAP i 3Rl W25 4 SC 1% 20 T AN A .

1. 1K (SOAP)

W~ A— NETCONF over SOAP iR SR, A T3RER & LRrE ORI E 244

<env:Envelope xmlns:env="http://www.w3.0rg/2003/05/soap-envelope'>
<env:Header>

<auth:Authentication env:mustUnderstand="1"
xmIns:auth="http://www.h3c.com/netconf/base:1.0">

<auth:AuthInfo>100002ea7bd8f3bbb727c5eff9b246d85beb</auth: AuthInfo>
</auth:Authentication>
</env:Header>
<env:Body>
<rpc message-id ="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree'>
<top xmlns="http://www._.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface/>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>
</env:Body>
</env:Envelope>

2. &g (SOAP)

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/”>
<env:Header>

<auth:Authentication env:mustUnderstand=""true”
xmIns:auth="http://www.h3c.com/netconf/base:1.0">
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<auth:AuthInfo>10027c2abebdb4826331847102fbc890d22a</auth:Authinfo>
</auth:Authentication>
</env:Header>
<env:Body>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<top xmlns="http://www._.h3c.com/netconf/config:1.0">
<Syslog>
<LogBuffer>
<BufferSize>527</BufferSize>
</LogBuffer>
<LogHosts>
<Host>
<Address>1.1.1.1</Address>
<VRF/>
<Port>123</Port>
<Facility>152</Facility>
</Host>
<Host>
<Address>1.1.1.1</Address>
<VRF>a</VRF>
<Port>123</Port>
<Facility>152</Facility>
</Host>
<Host>
<Address>1.1.1.1</Address>
<VRF>b</VRF>
<Port>123</Port>
<Facility>152</Facility>
</Host>
<Host>
<Address>1.1.1.1</Address>
<VRF>c</VRF>
<Port>123</Port>
<Facility>152</Facility>
</Host>
</LogHosts>
</Syslog>
</top>
</data>
</rpc-reply>
</env:Body>
</env:Envelope>
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1.3.3 NETCONF R E g N Esk

1. CDATAH &

Comware NETCONF ™1, CLI #4Fi& B ()53 B o2 i 247 I B dh i, 5 — 1 CDATA Frid
Skdtde, DAB R P R e AT XML tHIE . RIS, 2P o 5 22 N CDATA iR [H1 25 21
2. k%

Comware NETCONF H', XML iF 3R R A 2K, AL R INEE R . XML NP Af
& XML V%

3. &i%

TE R, W FREERRR P 0 ) S A AT, U0 S IR A B Ja — N AR AT R X, % SUGEAE W3C XML
G o QUERASHEATHE SC, DP9 i S 50 ) 2 s 2 e 220G

RLZ TR A, PR M 24 22 B Comware NETCONF % 3L,

4. EREENX

W T — A M AT IS A B ST R /R, AT DU B FRAER W3C XML JIVESR 4786 ¢, bt
&#x09;fXFE —> Tab ##.

5. XML 4wt5

Comware NETCONF Z##ifiH gb2312. GB18030. utf-8. utf-16. utf-16BE. utf-16LE. utf-32.
utf-32BE. utf-32LE 21Tk, BRINELLT, WRIERBAIEE XML &4k, #H utf-8 1E
ERANGwAY, Feddmidid R rh, SR BRI AN T R TR B S O, K 2R B TC 1k 8
Bl 775

1.4 Comware NETCONFZ {&g91is

NETCONF #H I isORYE ans 1-2 .
#1-2 NETCONF #H&1tm8 H3E

HiS e THEIER
RFC 4741 NETCONF Configuration Protocol XFF
RFC 4742 Using the NETCONF Configuration Protocol over Secure Shell (SSH) XHF
RFC 4743 Using NETCONF over the Simple Object Access Protocol (SOAP) XFF
REC 4744 (UBinEnEgPt)he NETCONF Protocol over the Blocks Extensible Exchange Protocol e
RFC 5277 NETCONF Event Notifications SCFF
RFC 5381 Experience of Implementing NETCONF over SOAP XHF
RFC 5539 NETCONF over Transport Layer Security (TLS) AR
RFC 5717 Partial Lock Remote Procedure Call (RPC) for NETCONF AL
REC 6020 ZKB,IO\I;\ITCE:-O,’D\\“:D)ata Modeling Language for the Network Configuration Protocol e
RFC 6021 Common YANG Data Types SRR
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L= L EFR THRIER
RFC 6022 YANG Module for NETCONF Monitoring YHF
RFC 6087 Guidelines for Authors and Reviewers of YANG Data Model Documents ERF
RFC 6241 Network Configuration Protocol FF
RFC 6242 Using the NETCONF Protocol over Secure Shell (SSH) XFF
RFC 6243 With-defaults Capability for NETCONF AR
RFC 7950 The YANG 1.1 Data Modeling Language S

1.5 Comware NETCONFX #FaeE &

Comware NETCONF ZHFIRE/IEWE 1-3 Fron. Bk RFC HE LHIbRAERE J14E4L, Comware
NETCONF itE L | —4FAH R J1%E . RA R AN NE RFC, Hik, FAH /141 RFC ¥
BUE A “-7,

%1-3 Comware NETCONF BY8E HE X IFFR

RFC BESI& FHEIER

Base 1.0
RFC 4741 , X
urn:ietf:params:netconf:base:1.0

Writable-Running
RFC 4741 ) - ) ) X
urn:ietf:params:netconf:capability:writable-running:1.0

Candidate Configuration .
RFC 4741 . . . S
urn:ietf:params:netconf:capability:candidate: 1.0

Confirmed Commit 1.0
RFC 4741 . . i ) EF
urn:ietf:params:netconf:capability:confirmed-commit: 1.0

Rollback on Error
RFC 4741 _ . SCHF
urn:ietf:params:netconf:capability:rollback-on-error:1.0

Validate 1.0 .
RFC 4741 ) . , X
urn:ietf:params:netconf.capability:validate: 1.0

Distinct Startu
RFC 4741 , P . AN SCHF
urn:ietf:params:netconf.capability:startup:1.0

URL

RFC 4741 _ . ANSZHE
urn:ietf:params:netconf:capability:url:1.0?scheme={name,...}
XPATH

RFC 4741 . . ViE:
urn:ietf:params:netconf:capability:xpath:1.0
Interleave

RFC 5277 , o SCHF
urn:ietf:params:netconf.capability:interleave:1.0
Yan

RFC 6022 9 SCHF

urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring

RFC 6241 | Validate 1.1 T Fr
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RFC RESIEE ZFEFER

urn:ietf:params:netconf:capability:validate:1.1
Confirmed Commit 1.1

RFC 6241 . . . . Y
urn:ietf:params:netconf:capability:confirmed-commit: 1.1
Base 1.1

RFC 6242 , SCHF
urn:ietf:params:netconf:base:1.1
h3c-netconf-ext:1.0 S
urn:h3c:params:netconf:capability:h3c-netconf-ext:1.0 )
h3c-save-point:1.0 -
urn:h3c:params:netconf:capability:h3c-save-point:1.0 N
h3c-name2index:1.1 -
urn:h3c:params:netconf.capability:h3c-name2index:1.1 N
not-need-top:1.0

) P - Y
urn:h3c:params:netconf:capability:not-need-top:1.0
module-specified-namespace:1.0 -
urn:h3c:params:netconf:capability:module-specified-namespace:1.0 N
h3c-lightrollback:1.0 -
urn:h3c:params:netconf.capability:h3c-lightrollback:1.0 N
full-replace:1.0

] P - S
urn:h3c:params:netconf:capability:full-replace:1.0
save-safely:1.0 —

i urn:h3c:params:netconf:capability:h3c-save-safely:1.0 |
xml2cli:1.0

. " . SCHF
urn:h3c:params:netconf:capability:h3c-xmli2cli:1.0

AN =]
1.6 Comware X a9 #R1E
Comware NETCONF SCHF[FIHMGRE a2 1-4 PR .
#*1-4 Comware NETCONF XHSUiR{ER 3 1EM
RPC #2{E& R WA ZHEER
action B RIEIT SR IHE B2 R MENE SCHF
YEJINETCONFHJ 4P 78, $1ATNETCONF i AR S ) fir "

CLI % SCFF

commit O P (AT B 5T ) AR 25U SCHF

cancel-commit HUH CARZE B8 A7 B i vh R 05 0 280 PR e X

close-session KT 21 XHF

copy-config i £ 5 I X

create-subscription HIRT XFF
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RPC #{ERTR iR IFFIRER
delete-config TR &S
discard-changes AT HE
edit-config fic E ek XHF
get RIS S SCHF
get/filter/netconf IRELR G RF AR XHF
get/filter/netconf-state KE AR GINETCONFPIR &S B XHF
get-bulk PR R & B SCHF
get-bulk-config EjiA—e7 G & N W =€/ XHF
get-config IRE & 25 i B HoE XHF
get-sessions KEUNETCONF£: %15 B XFF
kill-session KR AT = SCHF
load [N wilE=4 SCHF
lock JNBNETCONF SCFF
rollback e 2 [l SCFF
save i & AR AT SCHF
unlock fENETCONF SCFF
validate NETCONFi# R fIXMLIETA S & SCFF

A IRSCHF
get-schema FHLYANG/Schemati 4 5 HR, S5 HCREp b
AL T YANGSUfF
cancel-subscription BT XFF

action. CLI. get-bulk. get-bulk-config. get-sessions. load. save. rollback #=
cancel-subscription 4 Comware 4 & #9#4 #AF, Comware i£ % get #= get-config #A¥ 3 A T
count Bk, ZSBIEMFEEMNE, FHANL “4 AT Comware NETCONF #FRK” .

2 5 F| NETCONF B B fl& B % &%
2.1 (FFAINETCONFECEMEIR X ZRIBARIE

T B NETCONF %5 ) i e B AV FH A 26 1), 30 T B IR A0 R sk e
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(1)

(2)

©)

(4)

(5)

(6)

()

(8)

(9)

(10)

(11)

1P NETCONF 2 i - ify i 0 g Xof it g5 ) 7 i) 7 24

Comware R~ NETCONF 5 i) 77 50

o NETCONF over Telnet

o NETCONF over Console

o NETCONF over SSH

o NETCONF over SOAP over HTTP

o NETCONF over SOAP over HTTPS

T ZAR Y NETCONF % /ity (¥ SEFRZL I IR R T 3K, 3 B4 @ 117 1] 77 2
{E ¥ # 1o NETCONF H P 3 B AR

AR 1) 77 2R P AR AN [

o NETCONF over SOAP over HTTP Vil 7=, FFEANHF&E HTTP Ui AR .

o NETCONF over SOAP over HTTPS jjinl 730, TEANH X E HTTPS Ui ALK .
o NETCONF over SSH Vjir 77, FFENHFE SSH Vi AR .

FE Vg BT Vs i 7 AR G L B

e TR B A Bvs R 7=, FT IR R ThEE .
2% NETCONF i 3k fd ) XML 5 2

MR 7 Ui R BT AP SCRYS, #491& NETCONF XML 53K .

#: 4 NETCONF % J7 it

F 18 RFC 4741 (R HER B S i 4 fE . 35T SOAP i RIMIIA BRE /7, Al HLfiE & 3% hello F1
close-session. HART1£L1E S WL v A A E R 555 .

f Ff NETCONF %5 7 Ui 1% 452 31| ¥ 2%

I 5 AR By iR 77 5, 8 R HE S U5 1 NETCONF % P e d 31 &
ML NETCONF 2 iy £ 152 £ 1) i P

MR STIERE (hello) FKTFE3E (close-session) MRS, 1# /54 TAEREN IEH3E1T .
UE ) NETCONF ik XML S IERf T

i FH TR Bl 24T XML J7 3R I IE XML 30 IERA T .
R SR A B B S A AS B

FEIRLF 1) XML R SCHE 3 2 P it 2P

(ATiE) RSB il

iEid NETCONF 2 7 i it B NS B 25 I, FESELCRR R L N 7 B AT ek b B . ol t, 4%
BAbE. REE R, RS,

(RT3 i W ) 50 Kb 35 7 45

seR b ERVERS, BIT{d ] NETCONF % F i A2 /7417 NETCONF #:{E & Hlik % . Comware 3 #F
BAEMVEANAH, B3I “4 BUT Comware NETCONF 13K 7,
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IEFENETCONFE FimHiHE R Pin i & i0ihmE 5N
2.2.1 NETCONF Ft& /5 RE 1T

FH P AT i AR 5 2k A3 F NETCONF i B A0 B 4«

e iHid Telnet. SSH &\ Console ¥ & F| & kAN XML #LE], & 758) NETCONF 30 ()
Ifr%imﬁ W, “1.3.1 NETCONE”) E#:4% D1, Kl Eldr 47 AT, BT seBint & 4 1id
BEAER . %07 A TR AT

o fHAIECE T HSB&EIERI A A NETCONF 54 R SZIUN 5 %4 (Ol B A H# . it
B T EF LU A7
o NETCONF over SSH f£%i /7 30: Ao T HRAZ NS5 ®&&# 7 SSH &5, W PR

NETCONF k&3 3¢ GRoCES M “1.3.1 NETCONE”™) Bt B F1E H# %

o NETCONF over SOAP ##i /7 : %y Rudid HTTP/HTTPS 5k & @ iikss, ¥
NETCONF #54 F SOAP 3f % it A% SR KIE G &, HousiES W, “1.3.2
NETCONF over SOAP”. ffi 1% 77 2\ % 27T J5 NETCONF over SOAP Lijfig

P AT DR 75 B P NETCONF #8477 3, JFRAVERI B O % R E TR, HnT DU 2

=HFRMECE T H., =M E T HA:

e KHI NETCONF over SSH f&4i77 A\l & T. A: NETCONF Browser 5.

e XJH NETCONF over SOAP &% /7 :\AC & T H: SOAP Ul %5,

KTHEE TR 1§55 WEE T AR RS

2.2.2 IHRIARNTE

H3C ¥ H AT SCRFan R 151 7 3

IF FIPS #5250 F

) NETCONF over SSH

) NETCONF over Telnet

) NETCONF over Console

) NETCONF over SOAP over HTTP

) NETCONF over SOAP over HTTPS

FIPS # T

) NETCONF over SSH

) NETCONF over Console

) NETCONF over SOAP over HTTPS

A A & 7 2N, /5 A U7 ) )7 AN ]

o fliH] Telnet 5k SSH ¥ ¥4, #E A\ XML #4417 NETCONF B & I, 75 248§ NETCONF
over Telnet i i 77 .

o A Console &34, # A XML #LE$447 NETCONF FLE I, 72 H] NETCONF over
Console Vila 52,

e ¥ SSH L E T H (fltin NETCONF Browser)34T NETCONF fit & It , 75 21§ ] NETCONF
over SSH 7 1) 51X,

2-11



. i F] SOAP L & T. 2.~ & NETCONF {5 &l & W & i), 75 24 NETCONF over SOAP over
HTTP 8 NETCONF over SOAP over HTTPS 77 ..

2.3 Ti%E L ANETCONFH P& E R
AL E TR 5% &8 7 NETCONF &80T, 7ZMiIR NETCONF H ' BA X N /BB R .

2.3.1 3% NETCONF A PEEHR

Comware j#it RBAC (Role Based Access Control, J&T i afijilal ) SeoldE T M ap i r

U7 AL PR A . RBAC X0 FH - AR 4 ) G455 FH P A €0 100 D0 60 3 Y0542 o) SR 5 1 7 T

o AN RIS X RGE TR EREACR . 0, & SCH M sl v P E A
Dige, 5B FECE B iRe.

o DRURTEHI N FH RIS H A A R BRI ERR . BN, e SCBSURAE ] SRS fuvE AR
VLAN 10.

FER P A R 5 T, NETCONF F P o 75 BB A I R AR -

o 4T NETCONF #AE 2 BA AT XML Je& NETCONF RPC 11 sl AR, A [F] NETCONF
BEREMBUIRAR, RAEiES ILE 2-1.

o 4T NETCONF #/E AR, BIH FPHAT XML 7o R (AR £ 1) Xpath) 1)
BUR . Blan, FeE P A PATE OB XML JCRIBRE, 752 H4T rule number
permit read write execute xml-element ifmgr/#i%.

FEGTIRAENE T7 10, AT DAR A SRl R0 B P A (a3 . VLANL VPN. AU R . SR

THOLN, P BAEAEA SRR .

ANTE P e PR E R BR A BT AN ] -

o B H Mt network-admin. mdc-admin. context-admin H #4FEXF N 1% £/MDC/Context
HI TG DhRe N BE s (B ze 4 H B S E A G i 4 display security-logfile summary.
info-center security-logfile directory. security-logfile save Z4h) 1)
BB B P P A X JURR, R 75 245 € P M 508 network-admin. mdc-admin
% context-admin B 7],

o B it network-operator. context-operator £l mdc-operator ERiA R A AL FRANES 43 i)
PATRIR, D2 SR B Ja A4 A 0 R A E AR .

o AR P MBI E S A AR R ERERR .

NETCONF #F 75 SR A PRI 2115 W2 2-1.

£2-1 #1117 NETCONF #2{E E=H & 1R

H1THI NETCONF #1E EEREMNTRT = FERE R
PATXm i A AR
‘ \ ‘ T FNETCONF over Telnet.
S NETCONF£if AN K NETCONF over ConsoleiJj i J5 =,

F P 625 BE BATXm L iy & 4T RIAL
R, 75 I TEiERE AXMLAL I

] 45 1T ) A rpc/create-subscription execute
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HITH) NETCONF 24 FERENRIRTI A FERERIR

25 W B rpc/lock execute
25 WL B AR rpc/unlock execute
i F <get>3KUE 2 rpcl/get read
i F<get>3KBXNETCONIR A& AE & rpc/get/filter/netconf-state read
fii f <get-bulk>3RHU 5 & rpc/get-bulk read

fi i <get-config>3k iU i B 15 & rpc/get-config read

fi Hi<get-bulk-config>3k U fic & 1% & rpc/get-bulk-config read

1§ F<get-schema>3k Htyang U415 5 rpc/get-schema read
<edit-config>%s 45 15 & FHL I8 rpcledit-config write
PAT— A <action>F 1k rpc/action execute
fic & R A7 rpc/save write

fic & AR rpc/rollback write

fic B N %% rpc/load write
AT ERAE rpc/CLI write

R EEE B rpc/get-sessions read
KA FH—A 216 rpc/kill-session execute
PATIEIEIAE rpc/validate read
=R G P rpc/save-point write
3% P e E 4R 28 rpc/commit execute
I AR A I B rpc/cancel-commit execute
5240 122 rpc/copy-config execute
TR 204 rpc/delete-config execute
THI B £ 128 2 i rpc/discard-changes execute
Tiifc & rpc/config-provisioned execute
B HXMLAE TR AT >m Iy 2 AL PR
B0 4R T A rpc/cancel-subscription execute

2.3.2 EX NETCONF P& Hmn|

(1)

(2)

HNRGME
system-view

QM A, FFEAR e,

role name role-name
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(3) IR EECE ] R EAR AR .
o FEMF BAHAT XML JtE NETCONF RPC 75 s AR o
rule number permit { execute | read | write } * xml-element rpc/

J#IT rule number permit { execute | read | write } * xml-element rpc/?7]
IER BARBRIER SR . AfEE RARIRIER, SRR k.
o FCEHM P AT XML Jt 3 ARSI AR o

rule number { deny | permit } { execute | read | write } *xml-element
[ module-xpath ]

B3 rule number { deny | permit } { execute | read | write } * xml-element ?
A LA H AR YL, 381 rule number { deny | permit } { execute | read |
write }*xml-element module-name/? W UIErEfithd HAARKFIER . Aae
PRBLHURI R I 27 I A 1S5 BT A 36

2.3.3 fii® NETCONF B~

1. TheE@Efr
AW E F >k NETCONF H 382 tn T @ k-
. 5 NETCONF ila 7558, f8E IEMARS2EA: i NETCONF over SSH 1 in) 7 sUi,

F P HIRR 25247 9 SSH; # ] NETCONF over SOAP over HTTP i il J5 20, i iR 252

)y HTTP; 4 Fil NETCONF over SOAP over HTTPS 15 i J7 2, FiI P A 45 2478 HTTPS.
o HMIPREMP AT, MHAATERIR.
ARSCUAHAAUE B, AR E SRR TR IR R EC E 7 5 2 W o AR ) AAA it B

B

2. BESE
(1) FARGHME.

system-view
(2)  WINRAEE A 1, RN e B P AL

local-user user-name class manage
(3) WEAHHA D,

(3E FIPS £ixD
password [ { hash | simple } string ]
(FIPS #550)

password

fEAE FIPS #5:UR, ATDCA AR P B & S: £ FIPS U, i B A feilid 52 5 ATy

ABCEYICE, B0 B AHAEABE R -
(4)  VEAHA AT DUE RS AL TE AR U7 ) 7 g £ b — IR AT L B

o f#iJf NETCONF over SSH i r] 77 :.:

service-type ssh
o f#il NETCONF over SOAP over HTTP & NETCONF over SOAP over HTTPS 1jj 1] /7 3\
CE FIPS #2:0
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(5)

service-type { http | https }*
(FIPS #=0)
service-type https
BTN, AU P AR AR TR 55 282
BCEAH PRI .

authorization-attribute user-role role-name

2.4 EixE ERHITIHEARNEXEE

2.4.1 fig® NETCONF over SSH a5zt

1. Bt & SSH & F

DL B AR R AR password 75 RAAIE SSH % i IR & 772, publickey 772K B
Tk SSH ITEIN4H, WS N “ZARERST” i “SSH”,

(1)

()

©)

(4)

(5)

BN RGN

system-view

A AR H B BN o

(3E FIPS A0

public-key local create {dsa | ecdsa [ secpl92rl | secp256rl | secp384rl
| secp521rl ] | rsa } [ name key-name ]

(FIPS #5520
public-key local create { dsa | ecdsa [ secp256r1 | secp384rl | secp521rl ]
| rsa } [ name key-name ]

(Ali%) B SSH HIJ, If4i5E SSH HI T IR 344 NETCONF, tAiE75 3l password.
ssh user username service-type netconf authentication-type password
BEN VTY H P RELVTY H P &AL
o HENVTY H &AL,

line vty first-number [ last-number ]
o FEANVTY FH LK.

line class vty
A& VTY H P& MAIE 77 20Ch scheme 7730,

CIE FIPS #550)
authentication-mode scheme
BRATER T, VTY HPZrAER X password 75 5.

(FIPS #5550
authentication-mode scheme

BT, VTY F P &RiAIE T 28 scheme 773

2. Bt & NETCONF over SSH

(1)

BENRGHE
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(2)

®3)

(4)

()

system-view
J¥J5 NETCONF over SSH.
netcont ssh server enable
BE L T, NETCONF over SSH A4bT- 5 HIIRES
fic & NETCONF over SSH ¥ I i [ o
netconf ssh server port port-number
B T, NETCONF over SSH 3 114 830,
([i%) FF 5 NETCONF H & IhfE.
netcont log source { all | { agent | soap | web } * } { protocol-operation

{ all | { action | config | get | set | session | syntax | others } * } |
row-operation | verbose }

B TEL R, NETCONF H EThAEAL T R HPIRAS .
JEt SSHELE T 2 5% %% 7. NETCONF over SSH £>if%. ST SSH L E T H 16 7,
HAAZ ), SSH L E T A BI85

2.4.2 F2E NETCONF over SOAP over HTTP (g HTTPS) 55z

1. IhREEN

{8 F{ NETCONF over SOAP over HTTP & NETCONF over SOAP over HTTPS i ) A =\F), Bt &
T HAGHC B 7 A 34k SOAP ) JE 18 HTTP 8 HTTPS W ilUfE i 211 45 -

AN HEEARRE, A% SOAP i 3L [) DSCP 1t 4:4% . NETCONF % ity Vs [ 4% il . NETCONF
F P A8 A UE IS AH DG A 2598 2 L7 ot BERAS ) NETCONF BCE . NETCONF i 21t

2. 7F|B NETCONF over SOAP IfgE

(1)

(2)

3)

(4)

HANRGE
system-view
JF 55 NETCONF over SOAP ThfE.
(4E FIPS £:0)
netcont soap { http | https } enable
(FIPS #:50)
netcont soap https enable
BBl N, NETCONF over SOAP At T PR A5
(nliE) JFi3 NETCONF H&EIhEE.
netconf log source { all | { agent | soap | web } * } { protocol-operation

{ all | { action | config | get | set | session | syntax | others } *} |
row-operation | verbose }

Beg i~ , NETCONF H & IhRgdb T 5 HPIRZS .

B ACE T H 5% 87 NETCONF over SOAP £xif. X THECE T HMMEH T, BiESN
fieE LEHMRERS.
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2.5 EZENETCONFIERFERBIXMLEE

2.5.1 NETCONF API X#47 43

@ =5
Comware NETCONF API S 544k g 2 %k, & 24595409 XSD LM k& A LAk &40 L5
M. EHETHRARIIFL L, LR R L],

1. CH52E4R

NETCONF API 3C#S 73 J& 3~ DY A i 44 23 [f)

o datafm &N IRMERFMSITREEAEMNEEHGE, HRiE, XFFTK get il get-bulk £
ko

o configfr&asial: ARG EEIEEE, W5, S T A get-config. get-bulk-config
F edit-config #4F .

e actiondy &7 WFERMAFGIELEREAE (W ping. reset BAE), AIHUAT, T K
action #1E.

o eventmr & RMERFWFMHEIEE S, LFFET create-subscription #/E 1T [ 5 72 257
AT

B—/N3FF NETCONF FIBLR#R GG — 8 £ 41> NETCONF API SR, 735l fifiid HoAE data i 44

(Al config fiy % =[] action fiy % = A F1 event iy & =M I IhEE . SOy S IEG W Fg =X, Hr

XXX ARERE A

e datafr4=[A]: Comware XXX NETCONF XML API Data Reference.docx

e config fr4=%[E]: Comware XXX NETCONF XML API Configuration Reference.docx

e actionfyf==[E: Comware XXX NETCONF XML API Action Reference.docx

e eventm#=E[H]: Comware XXX NETCONF XML API Event Reference.docx

NETCONF #5 e 0] G 16 /7 7 — 4~ % A~ Comware XXX NETCONF XML API Error Message

Reference.docx S IR IERE B2 30, 120U R IA B R R () & PP i

2. XHERNE LA

f—/> NETCONF API SCRF — /M D BeSE R, W1 ARPDHCP . FE MR — /Nl 2 AR AH .

FKLMAT G AT A2

o T FIR—AXRIEH.

o . RAREMNEEFITFEEREL.

LLARP A, —2% ARP RIUN—1T, ARP R IP Hilik. MAC bk, Frj@ VLAN 5451

7£ NETCONF API 30, RS R D LA 1S R

o RAFR: 1R T MBHIFIEM R AR &KL, W: ACL/Base

o KM XML 544 (XML structure): 412¢ | AR WEHIF 46 1) XML #7m77 2, (A EHREE S,
Bl
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XML -structure.

<VLAN>.,
--<BatchVlans>.,
co-=CreateVlanlist><,/CreateVlanList>,

-+ <DestroyVlanListr»</DestroyWlanlist>,
--</BatchVlans>.,

</VLAN>.,

e  KHR (Table description): FRULBILAFR, RAFR. RFEH., [TEHMALRELE . Hri,
R IH ALHE
o Multi-instance table: £ SEfIEM, FRiZRTUES 21T,
o Single-instance table: HIFIFRME, FRIZKEOFE—1T.

o FI4HEE (Columns): #RALFIZFR. FIHER. FIEIERBFL R FMEEE . FIE R
I AE 45 -
o Index: FIRZIIAEKIIRETIF.
o NIA: RREZINAMENEIF,

o N XML 454 (Responsed XML structure): 1% | A28 MR HIT 46 R 2531 B XML %
AR EAAFEERG R 57 0 T DR IR 7125 R A W E ST IR . X action 44
7% 1) A AT DA [l 4 45 R R AR LS B . ol

Responsed- XML -structure.

<VLAN>,

--<BatchVlans>.,
---<CreateVlanList></CreateVlanList>.,
---«DestroyVlanList></DestroyWlanlist>,
-« /BatchVlans>.,

</VLAN>.,

o NAHITELNEE (Responsed columns): FHSRHEIR N2 XML 4549 (1551
2.5.2 £ NETCONF API 3Z#4#31& NETCONF iFK R 3

NETCONF API X #4442 7 NETCONF &R 3¢ (& “1.3 NETCONF #fc#g ") 1 H3C H &
SCER A RS BAEE . MIE R — 5 R, 7 B R A A B AR e L s B 25 8] ) AP XC
FYRFREL TS Z 0 XML &58, tn#k 2-2 s,

F2-2 #BIELBE API THEFTN L R
RERR EBHR API XHY

Comware XXX NETCONF XML API Data Reference.docx

<get> ;

Bldn, 0% BiERH (Comware Ifmgr NETCONF XML API Data
<get-bulk>

Reference.docx)
<get-config> Comware XXX NETCONF XML API Configuration Reference.docx
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#IFE FEEM API X1

<get-bulk-config> B, #EOEMHIEE# (Comware Ifmgr NETCONF XML API Configuration
<edit-config> Reference.docx)

Comware XXX NETCONF XML API Action Reference.docx

<action> Filtn, HOEBEiIERH (Comware Ifmgr NETCONF XML API Action
Reference.docx)

Comware XXX NETCONF XML API Event Reference.docx

<create-subscription> BN, #wOEFHIFEER (Comware Ifmgr NETCONF XML API Event
Reference.docx)

AR P L) NETCONF AP SCRS 5, B 25600 T R ThRE 2 5 DA 3 RF. A7 ea Ry, M
A PMKHE B ok, MG HRRoC. —MAEIL T, AT LK) XML Structure #7)JT 4R, K
a0 AR ME NETCONF 53K
(1) HiE XML R BGE L7, R top AMEHIER 7>
LA get #:AEAM1, top LAAMRIER 7> W SGE SCE S, FT DL ELF NEIAT 1 SR B A SO #% UL
<rpc message-id="100" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
TR, TR, R4, F4
</top>
</filter>
</get>
</rpc>
FoAt B AR P UICE SRR M8 K, 12 M “4 $UT Comware NETCONF i3k ” .
() ik top TE.
top JLE MM RIEH N: <top xmIns="http://www.h3c.com/netconf/data:1.0">. H:rf,
http://www.h3c.com/netconf/data: 1.0 4 H3C H 7€ S w44 25 8], 75 EAR g 75 2% BN data.
config & action 7 4 *[7], B[ data:1.0 tA] 4 75 £ 1% B N config:1.0 &) action:1.0.

(3) HIERRHERER D .
#5 UL NETCONF API SCRS A% XML 45 M 2] “4Retbitl, s, £4, 5147 My, Ra
A S B UM B A 75 221K 51 5 D RN S T fEL

2.5.3 {EA XSD 3 ##9i& NETCONF 153K

HEI2 S RAG, 2 [E25 R AT %5 S SC R ) XSD etk . P ] LR XSD SCf:#4i& NETCONF
iR, W& TS NETCONF APL 2B, ASCARFIEIR,

2.5.4 £ YANG X #4#5i& NETCONF iF3k

Comware NETCONF iK% 1§ NETCONF Ppil, mliliid get-schema #fESRIL % & - HA YANG
R, @iEFRE netconf-state #AEIREN K % LATH YANG 53R, HAINHIES N “4.2.10
get-schema #1/E” 1 “4.2.11 FEKHL netconf-state #E1E”.
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F PR PR YANG SCAFRi& NETCONF 153K . #)ii 77745 NETCONF API Z8fl, ARSCAFIE

2.6 {FFANETCONFE PisiEESi% &
2.6.1 %¥F41ER NETCONF ifa) 55k

Comware H 1 3Z ### H NETCONF over Telnet. NETCONF over Console.NETCONF over SSH.

NETCONF over SOAP over HTTP. NETCONF over SOAP over HTTPS JL# /7 :7Jj "] NETCONF

Hhee. #%H UM 77 A F, NETCONF fv;in) 77 =CA] BL4r o i 3 25

o {diFl SOAP J5 s 5% % : Bl NETCONF over SOAP over HTTP il NETCONF over
SOAP over HTTPS 75+,

o E/unff ] NETCONF over SSH vjj 1] 7 uZ#: 15 #: Bl NETCONF over SSH J5 ..

. & P iiffi ] Telnet/SSH/Console LA 447 7 E#: 3% %« El NETCONF over Telnet.
NETCONF over Console 1 NETCONF over SSH J5 (.

fERRT, 7FESLHE NETCONF & P umie BRI U 17 77 20, FFEAEBees BATREXT L DhRE . A HEXT N1

AEJ5, NETCONF %5 i B A]f FHY 0 N f0) 1% 43 T B 1) e 46 () NETCONF g

2.6.2 ZPiugEH SOAP AR EIERE&E

fe & e &, & P il HTTP/HTTPS #h, M1 80 i I (HTTP) B 832 ki I (HTTPS)
") URL Hitit/soap/netconf/, /i SOAP f.4&1d () NETCONF xml 3K KEATHCE . filhn, &b
Hk 192.168.1.1, NiERHbHE A

. HTTP 5 3: http://192.168.1.1/soap/netconf/
o HTTPS /5 3: https://192.168.1.1:832/soap/netconf/

Q ez
e HTTP/HTTP URL it ¥ &5 84 B AL () 17T 4 -,
o 804 HTTP # R## 4351 5, 8324 HTTPS 7 Xa94k g% 1 5. LB a4 4T15 804 0

=4

7.

1. £F SOAP BRI R

il 2-1 fros, FET SOAP M kg X, AFUE HTTP i3, HAg (a0 v 34N Z X
o HME: HTTP#RICkK

o  HEJZE (HTTP A%): SOAP #& KR 3T

e SOAP WJZ (Body #7)): NETCONF RPC i 3.
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E2-1 &F SOAP HIRTHE T

[ <envEnvelope xmins env="http./lw ww w3.0rg/2003/05/s0ap-envelope™
[E  =env:Header=
= =guth:Authentication env:mustUnderstand="1" xming:auth="http./fwww h3c.com'netconffbase:1.0™=
<auth:UzerMame=test=/auth:UzerlName=
<auth:Paz=zword-test=/auth:Pazzword=
</auth: &uthentication=
=/env:Header=
= =env.Body=
= =hello xming="urn:ietf.params:xmlns:netconf.base:1.07=
= <capabiltieg=
«capability=urn:ietf.params:netcon f bage: 1.0=/capability=
</capabiltieg=
=/hello:=
=lenv.Body=
=fenv:En '.reluper-l

| R | KNIL |

2. R ERZFNEHY

g 2-1 s, Bk, MBS 5 58 T &R \Envelope\Header\Authentication\UserName

F1 62 \Envelope\Header\Authentication\Password .

Her, JoE& Authentication 2 25l /2 JE I -

e AT &= http://www.h3c.com/netconf/base:1.0.

o Ff5 http://www.w3.0rg/2003/05/soap-envelope i 4 %5 8] T ) mustUnderstand J& 14, H.J& 1%
EAAZIN 1 83 true.

3. REVERAIIHENRE

W 2-2 fis, Bah)E, RIEF 76K \Envelope\Header\Authentication\Authinfo [{{E N T &

SRR, & i 2R B SRR VR T U SR AR I

2-21



[&]2-2

RENERAINHREE

= |8

g e

]

0mm

<env:Envelope xmins:env="http://www.w3.0rg/2003/05/s0ap-envelope™>
<env:Header>
<auth:Authentication env:mustUnderstand="true” xmins:auth="http://wwww h3c.com/netconf/base:1.0">
<auth:Authinfo>100257aaa75185443c6532a25289aa5182b0</auth: Authinfo=
</auth:Authentication>
</env:Header>
<env:Body>
<hello xmins="urn:ietf.params:xmlns:netconf:base:1.0™
<capabilties>
<capabilty=urn:ietf:params:netconf.base:1.0</capability>
<capability=urn:ietf:params:netconf:capability: writable-running: 1.0</capability=
<capability=urn:ietf.params:netconf.capability:notification: 1.0</capability>
<capabilty=urn:ietf:params:netconf.capability:validate: 1.0</capability=
<capability=urn:ietf.params:netconf.capability:interleave:1.0</capability>
<capability=urn:h3c:params:netconf.capability:h3c-netconf-ext:1.0</capability>
</capabilties>
<session-id>2</session-id>
</hello=
</env:Body>
</env:Envelopes|

4. BRI ERIERERERENAR
WAUE hello R SCIR 8] # e A O8N OO R RS, 4 e W REAT & 3 Ja BB K, R4 UE
\Envelope\Header\Authentication\AuthInfo ',

[#]2-3

ERBINERIEKER KR

B
B
B

—
2
X

Raw

ODoom

<env:Envelope xmins:env="http://www.w3.0rg/2003/05/soap-envelope™>
<env:Header>
<auth:Authentication env:mustUnderstand="1" xmins:auth="http://www.h3c.com/netconf/base:1.0">
<auth:Authinfo=10013d43cedfc6169d204e42504faf2760c9</auth: Authinfo=
<auth:Language>=zh-cn</auth:Language>
</auth:Authentication>
</env:Header>
<env:Body>
<rpc message-id="100" xmins="urn:ietf.params:xmlns:netconf.base:1.0">
<get=
<fitter type="subtree”>
<top xmins="http://www.h3c.com/netconf/data:1.0"></top>
</fitter=
</get>
</rpc>
</env:Body>
</env:Envelope>
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5. ZEEE

WA SCRP SO, AT DUB IS AE1E SR PR 218 5 17 FOR I WA I BRI, IREHREIES
R iR~ . WK 2-3 FuR, 16 & ITE 76 % \Envelope\Header\Authentication\Language ', # X
BUE A zh-cn, SE3CHUE A en, AL Language B BRI 95T,

N

A

Language A% f£ L% Authinfo 495 & .

JEA ST 1R L2 SR T B LSRR RO 25 LI [ O R 4 xml-lang="xx"
Hys 7 Aot
Eo-4 REHESBRRAMES

& <env:Envelope xmins.env="http://www.w3.0rg/2003/05/scap-envelope™>
E <env:Header>
= <auth:Authentication env:mustUnderstand="true” xmins:auth="http://www.h3c.com/netconf/base:1.0">
<auth:Authinfo=100294daS5edd7b05a7109866951d2fe24085</auth: Authinfo>
</auth:Authentication>
</env:Header>
<env:Body>
<env:Fault>
<env:Code>
<env:Value=env:Receiver</env:Value>
</env:Code=>
=] <env:Reason=
<env:Text xmllang="en">access-denied</env.Text>
</env:Reason>
B <env:Detail=
=) <rpc-error xmins="urn:ietf.params:xml:ns:netconf.base:1.0">
<error-type=application</error-type>
<error-tag-access-denied</error-tag>
<error-severity>error</error-severity>
<error-message xmllang="zh-cn">#&{E &M, EFEELEBEENETCONFEE. </error-message>
</rpc-error>
</env:Detail=
<fenv:Fault>
</env.Body>
<:’env:Envelope>|

Raw | XML

OmEmo

6. &F SOAP ) NETCONF ik F1E : NETCONF iF KA [E] =

. — Hello i SCRIVIE 2 R  2E4T H

o EBOAMIER, RIFAMERIFEWBINE S, WIT SRS SRR . R SRR T

o JTAIENRAIER NEHEIZEIE—4 SOAP )Z, 115 Body )24 4% RPC K.

o KT SOAP ] NETCONF i 3K S 2 LR HFAT REE K, (HAELEFR— i 4 4t
Ky — AL 4 IR E R SR 4 IR [B] B A R RS 1R
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2.6.3 ZFus{EH NETCONF over SSH 5o 5 R IEES)iE &

T 4% 58 NETCONF over SSH i&EHAHRHCE 5, &/ i vl i@ NETCONF over SSH i 4] 77
AORFCE A E BB 4. Vil fEIETS RFC 4742,

—BAE R, B R IP k. AL F. FARG. IR JLVME R
Banner. ¥, BiEEHEEAE N K NETCONF over SSH 2 Jif A e 2> A% 156 31 2% P iy, X LBz
SN R P ity 2

2.6.4 ZFin{ER Telnet/SSH/Console LT A RIEER R &

% FiiEid Telnet. SSH 8¢ Console J7 708 Sk % & i i 247 2405 J& , AT xml ey 23N XML AL,
FA512 1 NETCONF i SCE 82488 DL RGN By AT PR AT, B A] SEEILXT ¥ £ 10 T B AN 4 2

2.6.5 FAIAEIZRIY

1 Telnet/SSH/Console/NETCONF over SSH A5 zU&E 82 i Ih 5 , 2 B il 45 28 K% 1 hello 3¢,
M an s, W3 BRI AT R AR 2% A 1R -

<?xml version="1.0" encoding="UTF-8"?><hello
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"><capabilities><capability>urn:ietf:param
s:netconf:base:1.0</capability><capability>urn:ietf:params:netconf:capability:writable-r
unning:1.0</capability><capability>urn:ietf:params:netconf:capability:notification:1.0</
capabi lity><capability>urn:ietf:params:netconf:capability:validate:1.0</capability><capa
bility>urn:ietf:params:netconf:capability:interleave:1.0</capability><capability>urn:h3c
:params:netconf:capability:h3c-netconf-ext:1.0</capability></capabilities><session-id>1<
/session-id></hello>

i H SOAP J5 2o )a, W@ Fi%=N1 hello #3C, TIHfiIA NETCONF % = 3 Al i £ 3 4 =2 IE
i
<env:Envelope xmlns:env="http://www.w3.0rg/2003/05/soap-envelope’>

<env:Header>

<auth:Authentication env:mustUnderstand=""true”
xmIns:auth="http://www.h3c.com/netconf/base:1.0">

<auth:AuthInfo0>1001e17d1916e60ef0068F3c6387d4410alb</auth: Authinfo>
</auth:Authentication>
</env:Header>
<env:Body>
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>urn:h3c:params:netconf:capability:h3c-netconf-ext:1.0</capability>
</capabilities>
<session-id>1l</session-id>
</hello>
</env:Body>
</env:Envelope>
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2.7 MIXNETCONFZE Fim A% & 0 E B
2.7.1 ZTHBENE

57 NETCONF &85, % ) i M I AU e & H SCRPEIRE I, XUOTWCEIR 7 e 04 5 4 /]
PABEAT N — Ak

1. W& RELE PimEYIR

B2 BRI SC H 3 A% P 3 SCHF ) NETCONF BE )4k

<?xml version="1.0" encoding="UTF-8"?><hello
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"><capabilities><capability>urn:ietf:param
s:netconf:base:1.0</capability><capability>urn:ietf:params:netconf:writable-running</cap
ability><capability>urn:ietf:params:netconf:capability:notification:1.0</capability><cap
ability>urn:ietf:params:netconf:capability:validate:1.0</capability><capability>urn:ietf
sparams:netconf:capability:interleave:1.0</capability><capability>urn:h3c:params:netconf

scapability:h3c-netconf-ext:1.0</capability></capabilities><session-id>1</session-id></h
ello>

o

e <capabilities>Fli</capabilities> [A] ] A 75 RN B 2 SCHRFIIRE 4R, DLRA SEhm ik B i

e <session-id>Al</session-id> [ ] A BRI WA IR TG B 215 1D, HRME—FRiRAR IR
i

2. BPURAIXHIEERIR

B B R IERE IR IO G, T B WA RIEW RIS, 5 R &R S b S R

s NETCONF fit /1%,

Hello B i SChs xR T

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
capability-set
</capability>
</capabilities>
</hello>

Hr, capability-set X% i S R HIRE S5, A€ L. —><capability>Fli</capability>if 1
SPHIEE —NRE AR, ATRUEH 2 ME TN, RiEZANRE M.

3. B P iRfkIEIR & RE F11E% NETCONF ERZE MY

XfF NETCONF over SSH Ijfg, #%MHHHE, WiRMEEA Base 1.1 WEe/), HHENEH
Basel.1 #E vy 1] 7 ST EAE,  wlo ;o o i 2ok B IR S5 2R Bl I R 4R, ke S b T il AE
P SLE:R

2.7.2 EiFF NETCONF &1

1. BPum & ERL

7 P IE N A AR AR SCIK T NETCONF 4:4%

<rpc message-id="101" xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
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</rpc>

BR
st FAF XMLAB R P, 2R3 8 PR, 284047k B REN, §2H% RN,
FENEF| R P 5%, A AeiRd XMLALA,

2. FERYIE
B CE S T RPE R G, 2 [ml R f SCIF IR 1R 3 AT  HL A -

<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-i1d="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

2.8 ISP AEZBINETCONFIE K XMLIRSCHY IE 7y

HERIRASS, RN XML REF RS E .

HEFE A H SOAP Ul IR T H Bl # B #4847 XML 7 2RI IE .
SOAP Ul PiATHIZE S, & 2-5 Fis.

[E|2-5 SOAP Ul T& XML &K K iR [0 45 SR 26451

P e i@ O ®  |http//192.168.100.151/s0ap/netcont/ [+
S [ =env:Envelope xmins:env="http.//schemas xmisoap.org/scap/envelope™ | ; S = <env:Envelope xmins:env="http://schemas xmisoap.org/scap/envelope™
5% |B =env:Header= % |E  =env:Header>
; B <auth:Authentication env:mustUnderstand="1" xmins:auth="http://www h3c.d = ]  <auth:Authentication env:mustUnderstand="true” xmins:auth="http:/'w ww.h3c.comnetc:
B =auth:Authinfo=1001ca%fa118174f879201dd7b8249a257 3a=/auth Authinfo o =auth:Authinfo=1001ca8fa118174f879201ddTb8249a2873a</auth:Authin fo=
= =auth:L n</auth:L </auth: Authentication=
=/auth: Authentication= </env:Header=
<fenv:Header= = <env:Body=
B <env:Bodys> ] <rpc-reply message-id="101" xming="urn:igtf: params:xmins:netcon foase:1.0%
= <rpc message-id="101" xmins="urn:ietf.params:xmlns:netconf base1.0™> = «datax
=] =get-configs =] <top xmins="http:'w ww.h3c.com/netcon ficonfig:1.0%
=] <gources =] <Syslog
<running'= = <LogBuffer=
</source= <BufferSize=515«/BufferSize=
= =filter type="subtree™> ={LogBuffer>
=] =top xmins="http:/www h3c.com/netconfeconfig:1.0% =] <LogHostss
=Syzlog> = <Host=
</top: <Address=1.1.1.1</Address>
<ffiter= “\RF/=
=/get-config= =Port=123=/Port=
=rpcs =Facility=152=«/Facility=
=/env:Body= </Host=
<fenv:Envelope= = <Host=
<Address=1.1.1.1</Address>
=VRF=a=/VRF>
«Port=123</Port=
<Facility=152=/Facility=
</Host=
=] <Host=
<Address=1.1.1.1</Address>
“VRF=b=/\VRF>
<Port=123</Port=
= «Facility=152</Facility=
4 4
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N
R G 44Ty RIER, BEEE:
o RZi#% i Console L4z /A, E#H 1 Telnet K& SSH FALA 444709 7 XtATIRGE, & F %
0 LA ik R, B XML F AR R, £ Console B _EAL A 44T 7 RIREIRZ 5 ik TUARIR.
o REEEFE, AT N Aotblh of &-45 49 XML Hy 4.
o 5 SOAP FXFRF, #4ITHXEZIPI> H 4 R4

2.9 WIERERBIEPBHARIEE

AER I XML 2 AR IEFIE S, AT DHEERIELF I XML SRS B C % s e g
TNESFRE, F 2SN Wik SR W 0L, DUORIERI (R 15 00 N B AE IE#is AT

2.10 sIESEEREW
2.10.1 BiELIE

UL B SRR R T R S L, B BRI T AR XML B 45 A R AT 2R
L AT DA 1 80 45 RO o

2.10.2 K¥IEELE

RGP H T RAOBIEETREAET K, D& IE— 0 R R EHE A5 HC s, Ay LLE AL
get-bulk #AERC A count J@ 1. MFUGREN—E ENEHE, BUEHE T — B8l , ARG %%
TR G A, dkSAf ] get-bulk, B RIFREE A HIEHE k.

4k, TEARFEREE S R IT, 1% TCP 2 U hl k4, 7 Bh&E K KZ TCP timeout
SHINE, BUFTER T i & B A P IR 5E AT i R B I DU HEA T AL, AR 31— A58 18 e i
&)

2.10.3 H &4 1E

RALFEZAH P 8# 2 1EFE N & NETCONF 53K, {H7 2 =M 2&:

e £ edit-config [l RAEE KGR, WRAMB, RALMRES— TR RAERIPRE.
SR T AR A B 3 [RIVR & D Cedit-config #5715 1) error-option BUE 4 rollback-on-error,
TEHNHIES WK 47, WEANERT, WTReSFEIRM MBS . wRAEE, N2 %
A~ NETCONF % P i [FI B L &R 48, B X A V& RTINS 7 T K. It m w4/
4, ES N “4.2.3 lock #1E”.

o i lock #EAEXT AT NETCONF 2> if /5, H X Lhdid i NETCONF 21t & £ -
ToiFi@d Al NETCONF 2, HAMALE X (i 41780 SNMP) L& % .

o ZA get RHIEAESFE edit-config 1R IR I, ANRELRIE— 32 1 GEFR T, IR &
FABR USRI L, Bl 5T SR BRI 0, AN TR SR i 7 B[] 2 K, A B [ 110 4 328 T k)~
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2.10.4 KBETRAER

B SOAP KiEiERIS, 4TS H R, BiU#H close-session 3K S 4 pT<xif. (HFEE
R Z: i close-session RIS 1E G, &/ umA A RETCIEI RN 2 .

2.10.5 EHEH

2 debug JFEFT I, W& ATRESAE MK ER debug HE, SHUEHWINMTG. Kk, AgRGE
i+ NETCONF #2215t Debug &5 H &

2.10.6 HTTP #1 HTTPS EH

SOAP [AIIFf 3245 HTTP A HTTPS A7, (EARES: F: ANBEH] HTTP 3% )5, /] HTTP #J Authinfo
WL HTTPS Jill; [RZIFR.

2.11 #E RO LA IR E
2.11.1 &%41TE XMLIFEREBR M

AT AL TR R AN e 7T LB T TRAPI> B E 2 6 E B RN — B0, B>
JERER B NE, a8 XML B R . 4 7 JUZ A, REAERIARA XML TSREHOLT,
A8 I DUREING 1007 SCBEAT, AN LR XML a4 Fr B
R
e T Console 1 #9ik R k4| ¥ 2, f£ Console 1 RBP4 N AENE, & TR A ERFHFHL
ik E A AT Ao L A6 H L. BRAEST Comware A4 dFw &, F N, ~E& 7 Console kA 43k
XML 44>,
» 4RELE Console T XML &4, TABILMA]|>2 6 i — /- close-session i &, 4
n 7%‘591‘;}3%*‘4%3%& . close-session ¥ ,?;éﬁi%éémﬂ\ég, ‘;%72&)‘1 “2.7.2 Wi NETCONF i£32” .,

2.11.2 SOAP Ul &% FimigskiBaTt

KA R G P s SR v REFERT IR K, YT SOAP 5 sAIER, 2/ ik A il RE R B 1 RS 4 H R 22

R ST I ) o 224 e S [0 368 3t 7R i B TJ B, 2% P g A FEL 40 B R U

kb FIRAE LR A, L

o IRWIMEEE S it socket (ARSI A, fH2Z AbTF AN EE U BUE .

o EIEIHIEYREN T EIRE AR AATIEYE, RE R R IRECEN I . IR TR L4,
%2 W, “5 Comware NETCONF ¥¥aid e 16 7,

2.12 XML EFERA TR

B LT R 2-3 FIEE 2-4 i) 44 B i NETCONF I fg.
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%2-3 SOAP %
W B
display tcp BE ARG UITRE T, R AR LIRS (3% 4

%%2-4 NETCONF over SSH f83%
e B
display tcp PHE R WETHEE e TAEAE NS SR S5 1 74

display ssh server session | &% 2 SEEIGIKIINETCONF over SSHZx 1%

netconf log BENETCONFIE K H E R Ab s o5 5

3 Comware NETCONF <544

SIRE a EEA
3.1.1 ETF SOAP HILiEEd EHA

X THT SOAP (1221, MEE—A hello SROCESLERIF MR 216, 7E LN RGBT OS2 1

e Ki% close-session Xz K2k,

o WRHANF FER Kill-session A4

o SIRINER R,

A, 8 Tl R —ANE R E R — AN TCP 38, MigEmE, TCP IERCH . 54t

W RARAGEE — hello #CR A ) Authinfo SRARIRILE . 1R 5 J5 — AN R 2 5 2135 bR B I [A)E

7“ NETCONF 25 if e (i@ netconf idle-timeout fAHCE, #4410 2080, M
2 AN . WA B ORRE 1, T ARERG — B a], Rk — M8 Authinfo kAR 1A hello

?&IQ"EE”\%& IR 55 2% [B] AT 55— hello A [ i S B4R S

3.1.2 ETHEMIFLR AR EE G ER

Xt F-3EF NETCONF over Console/NETCONF over Telnet/NETCONF over SSH H)21if, M

SEFF RIS, FERL R IEOL R R A2

. % i% close-session X231 .

. 1 HoAB Pl kill-session 5% 431k o

o UEWIREEEZEITIT .

o UHNEMEI. SRATEIT, 21d NESLBCHIAR, —BEA, HBAEH. @it
netconf idle-timeout 4t E NETCONF £ il i 8] J5, 1 52 1% bR B I 1) it
NETCONF 2 I,  JiZ 22t o5 i

3-29



3.2

3.3

EKHA X

3T SOAP Izl af LLEE 2 AN EkAE, AR Authinfo SKAENE K EATIE, (HIF SR
FEAERR . AN BUAE AR ANT7 SR AT I
B oAt 7 SOERE AU RA SRR A — D 21T I A

LTEEFABIRBACHR

Comware NETCONF H, #FR M 3 /N5y, 43 B sl oA BRIl B A PR 4% il R S48 2%
BURFE] . Horp

o PMXZBRIEHIRZ rpc-operation 75 E IR .

o HBIRFEIRH R G K. 47, A FIRA VT RAUR.

o SPIGARIER S AR EA VPN, Interface. VLAN. Secure Zone 7 IR .
—ANSERE I SR W R ELE S RBAC, AR 3 BB/ A BUR A B4k 48

#i4n, N edit-config 1§

o PHNUZBIBR: ERH P EA rpc/edit-config/config/top HIE LR »

o BEHRZGAUR. FSRHF P HA Ifmgr/interfaces/Interface % 1S AR .

o RPIBIR: BSRM A EAEORL N 3OS,

<rpc message-id =7101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<default-operation> merge</default-operation>
<test-option>set</test-option>
<error-option>continue-on-error</error-option>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmIns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr xc:operation="delete”>
<Interfaces>
<Interface>
<IfIndex>3</1fIndex>
</Interface>
</Interfaces>
</1fmgr>
</top>
</config>
</edit-config>
</rpc>
N T NETCONF I B EIRAUR, 75 %09 NETCONF HI T 41 R AR -
#
role name netconf
rule 1 permit write xml-element rpc/edit-config/config/top
rule 2 permit write xml-element ifmgr/interfaces/interface
interface policy deny
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35 mKS

permit interface GigabitEthernet2/0/1
#

KTEPER B

Comware NETCONF HJ81i%7E RFC 4741 F IR, 24— NETCONF & Funfr A 8iH, Her
NETCONF % /s 4k NETCONF % i (7447 SNMP 25) #R 0] AP AT R Silic B #1F .

EN

NETCONF over SOAP (over HTTP #l1 over HTTPs). NETCONF over Telnet. NETCONF over
Console 1 NETCONF over SSH i in] 720, &F—Fh vy i) 75 XS Fr Bk NETCONF 26 M4
T AAA S 1E R K N EUNICE

4 4T Comware NETCONF #E3R

4.1 Comwaresz#AINETCONFREIR T

Comware NETCONF SCHFHU#REUIZ 4-1 Frs.
#4-1 Comware NETCONF ZHFHUIRIER STk

BRIERT BAERR WA
get IRE % 25 2
get-bulk e E R IR % A
A7 R get-config IRE & A5 i B HoE
get-bulk-config EjiR e G & W =R E /T
Tic & 5 {F edit-config BUARGIE
AR E B 1E action B REUSIT SR B2 KM
get/filter/netconf IS ESTIE 2L
e HLYEPS create-subscription VIS
cancel-subscription PSIERANIAR: Tis
close-session EGELIEST
kill-session PNIE T
SEE get-sessions I RR Y A R
lock Bl e B A
unlock P i P
BT AT s | CLl ﬁjﬁi;ﬂ;ﬁ;\lzﬂﬁ%ﬁ HATNETCONF
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BRIERT BRIEBTR AR

rollback =AM
save Jic B IR A7

i B P
load [L=mIIE
save-point FEALRLE [RR s ThAE

R IHIE validate NETCONFi# 3K i XMLIE 250 UE
get/filter/netconf-state/capabilities BN WAL
get/filter/netconf-state/datastores IREL & A
get/filter/netconf-state/schemas FREX 5% I YANG U4 Fr 51 3%

YANG#f:
get/filter/netconf-state/sessions PR A2 1EE R
get/filter/netconf-state/statistics FREXNETCONF 415 B
get-schema IREVYANG SO 25
commit V4 1 P 2 5000 R ) i B R 2T BB AT

i, £ #5090 e
. EUVH LR A I8 AT B 2 Hh s s

cancel-commit P B

e 2 5 2 A DB A discard-changes ii@:ﬁiﬁﬁﬁﬁﬂﬁ, VIR =Rz i)
copy-config PTG B 20 2 S B B FRAC B 50
delete-confi MR TR 2 B B AR, T R SR

g 6 0 L 0
THAC & config-provisioned T )5 VAL & Thfe

Z

f2:£Fe E (Candidate ) 448 & T VAL R #vm B ATEATER ENHFELT, MAGEFER R %HFEZE
ATRYELE; EPAT commit VEZ )G, PIAELRRE A& — R TAL UIE4THE, WwRIZARE
TER, N EGECERE SIS,

4.2 NETCONFhSUHE By E
NETCONF =73 H P Xt & AT\ 5 84, BIEXT T8 E BRI B . A IRZE A <get>

<get-bulk>. <get-config>. <get-bulk-config>Fl<edit-config>, 43 KK Kk . SRHUEC B
Kl A S5 T RO BE . PRARAN 2 & MR ) NETCONF XML API F- i
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4.2.1 get-config &1

<get-config>Fl<get-bulk-config>FH KIKHL R G b P G AT L B R B 1E, LB 77 NEHE CLI.
MIB. Web %%. <get-config>fil<get-bulk-config>#{EF S 7] VAL FhrsE<filter>, F RN EEIREL
M5 BT I 8
1. BPuR & ERL
<get-config>Fl<get-bulk-config> ({3 F & A% 2\ 4n F
<?xml version="1.0"?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<datastore/>
</source>
<filter>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
TEELSR, TFHR, S, FIE
</top>
</filter>
</get-config>

</rpc>
Hrh, datastore 7] LA running B candidate:
2 PR
running A IR 22 D v (1 2 s A G B A
candidate AR IR AR 2 Dy Ve A R Ak e T 8 0

2. FERYWIE
BEAE W E B AR SR AR5 2o A B E B8 I 20 T 4R SR R4S % T i«

<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
Jr e Filter AHI5HE
</data>
</rpc-reply>

4.2.2 edit-config #&1E

1. edit-config 1T oA

ERINEOL T, 4 NETCONF IELESAT rollback #:4ERT, A i K& edit-config 1% 3K . 47 ¢ IX A
PR#I, (6 action #1E, VEAIN4HIES N “4.3.3 action #1E 7.

<edit-config>3z4F# 1 Tk : merge. create. replace. remove. delete. ERINERIEZLTH. ERINGE
AR, MARALEE, TR EE T AR R TE 2 K 4-7.
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Z i

MFHTEMGHEER, TEMTRE, FRSRHH TEMAER AT RATLIE,

2. B Pum & EHRIHER
<?xml version="1.0"?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<datastore/>
</target>
<error-option>
KM BN R
</error-option>
<config>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
TEERDLE, THRIS, 25, #5

</top>

</config>
</edit-config>
</rpc>
-+, datastore 7] LLA running B¢ candidate:

2% 5AA

running AR R e 2 B ) 2 BT IS AT P B R
candidate SRATE AR AE 125 D 3t 45 1) fok s T L 00

3. ZESRIGIE
AW edit-config 152K J5 23 [ RE% 7, 4% P s BB R AROCRS, SRR E R
<?xml version="1.0">
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
e ] LLidE i <get> {4 F T LA A Z 5 2 AifE /2 5 A1 edit-config ##4F BEE HIE — 2.
4, Z—REVFT BIRIR T B 2 ¥R
(1) HMFERK
SR B P T B A
(2) MELE
# HBEN XML AL
<Sysname> xml
# BEATRE IS o VK LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>
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<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# BT AT A T E SR . R DUR RO DL R 32 P i
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
</get-config>
</rpc>
(3) HiAREHIE
# W P s BRI BT, IR AR R
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<top xmlns="http://www_h3c.com/netconf/config:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>1307</1fIndex>
<Shutdown>1</Shutdown>
</Interface>
<Interface>
<IfIndex>1308</1fIndex>
<Shutdown>1</Shutdown>
</Interface>
<Interface>
<IfIndex>1309</1fIndex>
<Shutdown>1</Shutdown>
</Interface>
<Interface>
<Iflndex>1311</1fIndex>
<VlanType>2</VlanType>
</Interface>
<Interface>
<IfIndex>1313</1fIndex>
<VlanType>2</VlanType>
</Interface>
</Interfaces>
</1fmgr>
<Syslog>
<LogBuffer>
<BufferSize>120</BufferSize>
</LogBuffer>
</Syslog>
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<System>
<Device>
<SysName>H3C</SysName>
<TimeZone>
<Zone>+11:44</Zone>
<ZoneName>bei j ing</ZoneName>
</TimeZone>
</Device>
</System>
<Fundamentals>
<WebUI>
<SessionAgingTime>98</SessionAgingTime>
</WebUl>
</Fundamentals>
</top>
</data>
</rpc-reply>
5. Z545l——3KBY Syslog =LA Fr BHC & #iE
(1) HMFER
RN Syslog HHL BT A e B A .
(2) MELE
# 3N XML L.
<Sysname> xml
# BEATRE IS o VK LU HROCHE DL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# 3R Syslog HEH ) A B B AR . 15R LT HOCHS DL ORI 202 7 i o
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Syslog/>
</top>
</filter>
</get-config>
</rpc>
(3) HHREIE
# R PRI T RS, R R AR
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<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<data>
<top xmlns="http://www._.h3c.com/netconf/config:1.0">
<Syslog>
<LogBuffer>
<BufferSize>120</BufferSize>
</LogBuffer>
</Syslog>
</top>
</data>
</rpc-reply>

6. ZHl—ER R — 5K R
(1) AWK
IR LR ) — R 28
(2) HBCELRE
# 3N XML LA
<Sysname> xml
# BEATRE IS o VKRG LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello>
# B VR — 2808 o TR DA HROCHE DL RGN 3125 7 i o
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-bulk>
<filter type="subtree'>

<top xmlns="http://www.h3c.com/netconf/data:1.0"
xmIns:web="http://www.h3c.com/netconf/base:1.0">

<Ifmgr>
<Interfaces web:count="1">
</Interfaces>
</1fmgr>
</top>
</filter>
</get-bulk>
</rpc>
(3) HiREHIE
#10 PURICEIRA F ARG, MR
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<top xmlns="http://www._.h3c.com/netconf/data:1.0">
<Ifmgr>
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<Interfaces>

<Interface>
<IfIndex>3</1fIndex>
<Name>GigabitEthernetl/0/2</Name>
<AbbreviatedName>GE1/0/2</AbbreviatedName>
<Portlndex>3</Portlndex>
<ifTypeExt>22</ifTypeExt>
<ifType>6</ifType>
<Description>GigabitEthernet 1/0/2 Interface</Description>
<AdminStatus>2</AdminStatus>
<OperStatus>2</OperStatus>
<ConfigSpeed>0</ConfigSpeed>
<ActualSpeed>100000</ActualSpeed>
<ConfigDuplex>3</ConfigDuplex>
<ActualDuplex>1</ActualDuplex>

</Interface>

</Interfaces>
</1fmgr>
</top>
</data>
</rpc-reply>

7. #Hl—12 S KA
(1) AHMFER

4 Syslog Bt i Fl 25 2 X m 47 RO 13 8 S B 0 51.2.
(2) MEIDE

# HEN XML ALK

<Sysname> xml

# TS AC e, NS DA FAROCHE I, KI5

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello>
# {8 Syslog itk LogBuffer % 1) BufferSize %1k 512. &4 LA TR HRSCHE DL KL )% -
Ui o
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:web=""urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<top xmIns="http://www.h3c.com/netconf/config:1.0" web:operation="merge">
<Syslog>
<LogBuffer>
<BufferSize>512</BufferSize>
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</LogBuffer>
</Syslog>
</top>
</config>
</edit-config>
</rpc>
(3) HiAREHIE
# R P S BRI RO, RN ERAE BT
<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

4.2.3 lock 12{E

DA Ry ¥ 46 R B B 22 BB 27 32 /) NETCONF 8z, RV 2% SCHF 32 A H - [AI {# F NETCONF
RIS EBRCS. FrEL, AR, YRR i g A 2% e ey, s 1k HAl NETCONF HI
BECEFICE . SIATI WM ARy SRR E NS . N ENSUS, KA A BIHIH
U DME S A S TR, Hifl NETCONF I, CLI. WEB £ B, AR iinic & .
HAE RS o] AR, W AR T P 4 mT DB e & 0 2 BT B 855 A B S R 831
MR B AR O, RS2 B3t
1. BPIR&EIRL

FRT a8 A SCRERT S ATHRC B INBL, AN REXT BAA R DY BERCRBEAT I 50 LA R SCHE DLL ORI 2%
J, A RIESE UM R At o

<?xml version="1.0" encoding="UTF-8"?>

<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<lock>
<target>
<datastore/>
</target>
</lock>
</rpc>
Hr, datastore 7] LLA running B¢ candidate:
SH WiAA
running A BB B 4 TR A A s AT I B B
candidate A IR B v 2% i it B ARHE

2. L5 RUGIE
WU RIS OGS RN 2 o, 248 7 s B0 RO, R st iz .

<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-i1d="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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3. HAIHLE i el
(1) HMFER
NI, L e P BB & I ST E .
(2) MELE
# 3N XML L.
<Sysname> xml
# BEATRE IS o VK LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# X TR AN TR LA HROCHE DL RGNS 2% 7 i
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>
(3) HHAREHIE
# R P S B ARG, R IR .
<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
PS5, 53— % 7 S OB IR ST, e 2k (A1 An R 4R 3
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">Lock failed, lock is already held.</error-message>
<error-info>
<session-id>1</session-id>
</error-info>
</rpc-error>
</rpc-reply>
DL SCR B I8k, session-id & 1 FIH F CE R 8.
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4.2.4

4.2.5

unlock #24E

NI/

@ 25

AABFA R P e, Lem P Rl

1. BPIR&AEIRL
TR LU AROCHE UL RIS 2 2 i, ™ RIVBE 56 B R A
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<unlock>
<target>
<datastore/>
</target>
</unlock>
</rpc>
Hrp, datastore AL running B¢ candidate:
S WiRA
running FRAE DR B B 4 T 2 R s AT I B B
candidate A IR B v 2% i it B A3

2. FERYWIE
BEAA RIS e 2 BN o, 242 P ai R A R AROCR R B o

<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

get #4E

<get>FEE FHRIRIUEHE , LIRS AT RAS Bd AC B 25085

<get>¥fE R B A FF & 26 EE, fEREEE LT, S SFECRIEIE SR R SR T LI
1 Fif Comware ¥ J& ii<get-bulk>#1F . <get-bulk> ¥ MW E E G TUTAE, 175 $RBUE & 4 B
PR IL, BRI S0 “4.3.1 get-bulk #:4E 7,

1. BPum & EIRT

<get>fk LI IE A TR

<?xml version="1.0" encoding="UTF-8" ?>

<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
IEERLE, TR, #E5, 15
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</top>
</filter>
</get>
</rpc>
<filter>1E WA T M5 B o ILIEFAF RIS IELE R, 152 W, “5 Comware NETCONF it JE D 5E 7.
<filter>H ] GFERIH AL . T4 . REFIFI4 .

<get>#AEHR SCHIE T AT count 244, W R N—MERF T count Z2E<get> 1A E i SR

<?xml version="1.0" encoding="UTF-8" ?>

<rpc message-id ="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xc="http://www._h3c.com/netconf/base:1.0">

<get >
<filter type="subtree'>

<top xmlns="http://www.h3c.com/netconf/data:1.0"
xmIns:base=""http://www.h3c.com/netconf/base:1.0">

<Syslog>
<Logs xc:count="5">
<Log>
<Index></Index>
</Log>
</Logs>
</Syslog>
</top>
</filter>
</get >
</rpc>

Hrr, <get>#AEHRSCH I count J& HIEAE W R L5 :

e count BHERIAE T LM top FHIFI A (<Syslog>) JF4h, FFET A (<Logs>) M1k, XJL
ML EHRECE count JETE. WIRAEHARA, B E count @M, WISk aTi%.

o countRFERLE AU ERS, WIAARSCHRTRE R FANVE A () HH count @, UK LT A
i) count J& PE 5 ELHTT T count J&ME—FL.

o A count JBEZ RN A, RA S SRR count A2 WIER count JE TR A E, T
IR E ARG I T &R 5151 .

o WAEAIEE count, JISRHUNTE E R 5 UG A #dE .

2. 5 RIHIE

WA YR B ARG RICCIG, 2R AH B2 BB a0 R O 545 %% 7 3l o

<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
A HR T B BAR AR S R
</data>
</rpc-reply>

4.2.6 close-session ¥#{E

close-session #1F H >k 24 87 216
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1. BPIR&AEIRL
TR LU AROCHE UL RS2 P, P RIVBE SR A 24 AT A 220
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<close-session/>
</rpc>

2. SERYIE

BB 2l KPR JE 4 Il N3 P o, 2% 7 oS B0 S 4R ST, 3R a0 il Aokl
<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

4.2.7 kill-session #1E

kill-session #:4F FR IR H ©4ME 5 —A4 NETCONF 2%, # 52 i& i AR B 3 H P AL
1. BPIR&AEIRL
TR DU AROCHE DL, RGNS 2% o, 7 BDBE SRS M4 E i i
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<kill-session>

<session-id>

i€ session-1D

</session-id>

</kill-session>
</rpc>
2. ZESRUGE
AR 2 SR P SR G 2 [l S P 0, 2% 7 a3 a0 R R OC,  ROR TR E 21 DAk .
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
3. Kill-session Z&43
(1) MEFRK
MAETE PN NETCONF &% )7, session ID 73 5llJ& 1 F1 2, session ID iy 1 [ H 2 E 214 57
— I
(2) MEDE
# 3N XML LA
<Sysname> xml
# BATRE /U2 o TERG LU AROCHE UL, RIS 21725 7 b
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
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</capabilities>

</hello>
# 1] session 1D A 2 [ P i . i DU HRSCHE UL, R 212 P
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<kill-session>
<session-id>2</session-id>
</kill-session>
</rpc>

(3) LERIIE
TR PRI AR OC, MZREH session ID Y 2 [ NETCONF 2% CL &4 55 1.
1 B P2 A XML A R [8] 31 B P AR o

<?xml version="1.0" encoding=""UTF-8" ?>

i
<
>§DI\4
i

<rpc-reply message-id="101" xmlIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

4.2.8 create-subscription #{E

NETCONF 32 #F Syslog 4 i S EH S = FhR AT 13 - 24T NETCONF over
Telnet/NETCONF over SSH #: 3 [1 2% 82 S S AF T 1) o

1. iTi5 Syslog 4

B T B E, B ERAER AT BRI, Bt o B B A VT R 2 7 il A IR A AR
KER, BEARAFEEMN code. group. severity DL & A [ AR A B . AL a] 3T 15 i 26
HFRIERGCFENHEGE . BARTDIT LR F4, HS0 (HEEESEFM).
HEEEMNA:

o TP YETERAR. WHOERERT, 1T BEEGH.

o EITE IR SO AR Z A EA I EL T, TR B 2 A

e Comware HEIASCREHLFRHIK

o FEMFITFIAFEMIEILT, ASCRRARSET [ 5 A8 5 S Hi 1T By

FART BRSOk

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>
<filter>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Code>code</Code>
<Group>group</Group>
<Severity>severity</Severity>
</event>
</filter>
<startTime>start-time</startTime>
<stopTime>stop-time</stopTime>
</create-subscription>
</rpc>
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y
F

stream FR R SEATIR, B AT R SCFF NETCONF.

o event XN EA .

e code F/rHEREHMBNLRT.

e group o HEREEFIISEHA .

e severity #n HEG B HIZ L.

e start-time K/x 1T [H T UG [A] o

o stop-time FK/REE AT B A A] o

B WSCBNT B RS E 2 RN o, 2% BN N ARSI, IR T [ B o

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-id="101" xmlns:netconf=""urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply >
T B A e R AR AE S, Bl
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>error-type</error-type>
<error-tag>error-tag</error-tag>
<error-severity>error-severity</error-severity>
<error-message xml:lang="en'>error-message</error-message>
</rpc-error>
</rpc-reply>
R OCHITEANE LiES W RFC 4741,
2. 1T IR st =
B WS, NETCONF &ERE T € I [ SRIC— IR PTiT B S, R AF 51T B 26 AR A BRIk 48
M.
AT BRSOk R
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF_MONITOR_EXTENSION</stream>
<filter>
<NetconfMonitor xmlns="http://www.h3c.com/netconf/monitor:1.0">
<XPath>XPath</XPath>
<Interval>interval</Interval>
<ColumnConditions>
<ColumnCondition>
<ColumnName>ColumnName</ColumnName>
<ColumnValue>ColumnValue</ColumnValue>
<ColumnCondition>ColumnCondition</ColumnCondition>
</ColumnCondition>
</ColumnConditions>
<MustincludeResultColumns>
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<ColumnName>columnName</ColumnName>

</MustincludeResultColumns>

</NetconfMonitor>

</filter>

<startTime>start-time</startTime>

<stopTime>stop-time</stopTime>

</create-subscription>

</rpc>

R4-2 TREIEEH B AR

B

1B

Stream

TR AR, W EARA 4 INETCONF_MONITOR_EXTENSION

NetconfMonitor

gk iU R/SEEY )

XPath W HEM4BE, R SRR RS
Interval WSS E AR, BB TG 91 ~4294967, Hh4A1E N300, FRANED, BI4EFE300F)

BRI —IRAFE AT B AT IS 2

ColumnName

WIEFIATR, Oy [HAK]PIA

ColumnValue

LRIl puRl N

ColumnCondition

EiEapZlfiopunis SEeF

more: KT
less: /T
notLess: /M T
notMore: A~ KF
equal: T
notEqual: AT
include: &
exclude:
startWith: FF46F
endWith: 25T

TR A% 51 A I B B ) SR IR S 1 B A% A

start-time

T BRI T dr et 1)

stop-time

VT B (9 465 AR )

Z i

I RART P S % AT I 2B LE RAR L.

BCEMEITT e SO a2 [l B2 7 o, 248 P S B R RO, RS T T ) -
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-i1d="100" xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>



</rpc-reply>
3. TR IR EH

TR BRI S, BT R R A P BT B SRR, K230 B4k NETCONF, NETCONF ¥
HOHERIELRH
HAT BRSOk R T

<?xml version="1.0" encoding="UTF-8"7?>

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xs="http://www.h3c.com/netconf/base:1.0">

<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>XXX_STREAM</stream>
<filter type="subtree'>
<event xmlns="http://www._h3c.com/netconf/event:1.0/xxx-features-list-name:1.0">
<ColumnName xs:condition="Condition">value</ColumnName>
</event>
</filter>
<startTime>start-time</startTime>
<stopTime>stop-time</stopTime>
</create-subscription>
</rpc>

FA4-3 ITER EREHE LR

B 1B
Stream BRI, T AR B % S B ST DU S AR BRI K A4 R
WHREMRATR, —AFRRTD B2 AE0, EREER T RFEHS, a4
2 [A) A3 1) i 44 75 ]
ColumnName SIS LR SoRr R IE S

AR F 13 A

e more: KT

o less: /MF

e notLess: /M F
e notMore: KT
e equal: &T

e notEqual: RZ%T
e include: %

e exclude: RE%
e  startWith: JFiET
e endWith: ¥ T
TH AR 1R B PR R AR ) 28 R SR 5 o i 2 A

Event

Condition

Value E LI SuRoEZIlib] i)

start-time VT ) B T U B 1)

stop-time VI I 5 SREN [A]
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WA WSCBNTT B RS E 2 RI RL2E F o, 2% SN N ARSI, IR T [ R o
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-i1d="100" xmlns:netconf=""urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
4. 1T R B2
(1) HAMFTR
% J T BRSO I TA) R ) ) 4 A o VT B S AE W e 1, W R AR I F R
IREE R Ui o
(2) BLEDE
# HEN XML ALK
<Sysname> xml
# BEATRE SIS o VK LU AROCHE DL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
o 1I'¥ Syslog {42541
# 1T [ 4 #8 Syslog S, ASPRBITT BT R] o 1754 LR RO DL, ORI 310725 7 it
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmlns ="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>

</create-subscription>
</rpc>
# AN RE P B B AR, RS T B R .
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<ok/>
</rpc-reply>
LB BRI 1A I, B o R AR TR R SCRIE RN TT 6 %5 7 i o
<?xml version="1.0" encoding="UTF-8"?>
<notification xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2011-01-04T12:30:46</eventTime>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Group>DEV</Group>
<Code>FAN_DIRECTION_NOT_PREFERRED</Code>
<Slot>6</Slot>
<Severity>Alert</Severity>

<context>Fan 1 airflow direction is not preferred on slot 6, please check
it.</context>

</event>
</notification>
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S AP Mk 192.168.100.130) ki, Bed o XM R SCRIE AT % 7
B
<?xml version="1.0" encoding="UTF-8"?>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2011-01-04T12:30:52</eventTime>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Group>SHELL</Group>
<Code>SHELL_LOGIN</Code>
<Slot>6</Slot>
<Severity>Notification</Severity>
<context>VTY logged in from 192.168.100.130.</context>
</event>
</notification>
T ) M 4% A 25 451
# UL 1s NS WIT %] Device/Base 3. 144 LA NRSCHE DL KGNS 32 7 b o
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF_MONITOR_EXTENSION</stream>
<filter>
<NetconfMonitor xmIns="http://www.h3c.com/netconf/monitor:1.0"">
<XPath>Device/Base</XPath>
<Interval>1</Interval>
<ColumnConditions>
<ColumnCondition>
<ColumnName>HostName</ColumnName>
<ColumnValue>H3C</ColumnValue>
<ColumnCondition>include</ColumnCondition>
</ColumnCondition>
</ColumnConditions>
</NetconfMonitor>
</filter>
</create-subscription>
</rpc>
# AN RE P B B AR, RS T B R .
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<ok/>
</rpc-reply>
ZJE A& LA s Je SN A1k a0 R 4 SCE ENT B 2 i o
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-02-22T09:28:14</eventTime>
<NetconfMonitor xmlns="http://www.h3c.com/netconf/monitor:1.0">
<Device xmlns="http://www.h3c.com/netconf/data:1.0">
<Base>
<HostName>H3C</HostName>
</Base>
</Device>
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</NetconfMonitor>
</notification>

VT BUHIE AR
T e BEBREOFTA 0. WP LA T HSCHE DL R0 P13

<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0"
xmIns:xs="http://www._.h3c.com/netconf/base:1.0">

<stream>1fmgr</stream>
</create-subscription>
</rpc>
# INRE P SR RO, AR ST B R
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<ok/>
</rpc-reply>
42 1 deactive B, W23 RIE QAR SCIE AT B 725 7 i o
<notification xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-02-22T09:32:10</eventTime>
<InterfaceEvent xmlns="I1fmgr:1.0">
<Interface>
<Name>GigabitEthernet2/0/2</Name>
<Status>I1F_DEACTIVE</Status>
<IfIndex>286</I1fIndex>
<AdminStatus>ADMIN_UP</AdminStatus>
<OperStatus>0PER_DOWN</OperStatus>

<Description>The Interface GigabitEthernet2/0/2 occurred IF _DEACTIVE
event,the administration status is ADMIN_UP,operation status is
OPER_DOWN.</Description>

</Interface>
</InterfaceEvent>
</notification>
M active B, WA AE U R R SCIB AT B & 7 iy -
<notification xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-02-22T09:32:10</eventTime>
<InterfaceEvent xmlns="I1fmgr:1.0">
<Interface>
<Name>GigabitEthernet2/0/2</Name>
<Status>I1F_ACTIVE</Status>
<IfIndex>286</I1flndex>
<AdminStatus>ADMIN_UP</AdminStatus>
<OperStatus>0PER_DOWN</OperStatus>

<Description>The Interface GigabitEthernet2/0/2 occurred IF_ACTIVE event, the
administration status is ADMIN_UP,operation status is OPER_DOWN.</Description>

</Interface>
</InterfaceEvent>
</notification>
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4.2.9 validate $#{E

validate #/FE FRIGHEFE & 1) XML 3 ki A AL ROZ 5 1EH . Comware £, HibfriAk
kg, A TR B T PR A .. W validate fa A, ARIGTER
—ERERI . IR E AT R R A, BT AR o ol DA B A8 AR R T Nk, A
{8 validate R ORUEAS T IR

4.2.10 get-schema #1E

<get-schema>#AF k3R B % % 46 8 NETCONF B E N 28, H BTG H YANG SCAERIFREL .
1. BPum & ERL
<get-schema># 3 )38 RS Xl -
<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-schema xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
<identifier>syslog-data</identifier>
<version>2015-05-07</version>
<format>yang</format>
</get-schema>
</rpc>
Hrb, Identifier. version. format =412 I “4.2.11 3k netconf-state #4f”.

2. L5 RUGIIE
WRWHIERIBSE, 248 5E YANG SCEFHI N 25580 0 R S0 R BREe 25 1 3 o

<?xml version="1.0"?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
faE yang UM A5
</data>

</rpc-reply>
4.2.11 3REX netconf-state 1%{E

FREL netconf-state FJ 3R [ N T F RS AL £ 40 -

e <netconf-state><capabilities/></netconf-state> ] KK B 45 S FF (I RE F1HEA & .

e  <netconf-state><datastores/></netconf-state> k3R HL X % F 1 NETCONF it & & (5 B 413
e <netconf-state><schemas/></netconf-state> ] K 3B % S £i i schemas 5 B F11% .

e <netconf-state><sessions/></netconf-state>H K FHL ¥ 4 -1 NETCONF 21515 E51%

e <netconf-state><statistics/></netconf-state>f] k3K L % % NETCONF 4 @4 it{5 2 .

FREL netconf-state S A% i F -

<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring”>
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<getType/>
</netconf-state>
</filter>
</get>
</rpc>
e
. getType 1] LI A capabilities. datastores. schemas. sessions B statistics. WHR A5 E
getType, M| R3KE <netconf-state> T 4= #2571 [#) neconf-state ¥4k .
o MERAFH A SCRLIE.
1. SRENGE D EEF R 24451
(1) B AIER L
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring”>
<capabilities/>
</netconf-state>
</filter>
</get>
</rpc>

(2) R
# G0 LR S B 2R AL R RS, RN ERE T

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>

<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>

<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
</capabilities>
</netconf-state>
<data>
</rpc-reply>
Horbr, BeJIAES1ZR LB SEBRIR BB #E
2. SRENEC B B3 3R 2551
(1) B RIER L
<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
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<datastores/>
</netconf-state>
</filter>
</get>
</rpc>

(2) LRI
# G0 P SRR R RS, RN ERAE T .

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<datastores>
<datastore>
<name>running</name>
<locks>
<global-lock>
<locked-by-session>1</locked-by-session>
<locked-time>2015-07-30T12:54:45</1ocked-time>
</global-lock>
</locks>
</datastore>
</datastores>
</netconf-state>
<data>
</rpc-reply>
FHorprs
o W& HETASZHF running
o locks FixH Pt S REA BUBIUE B .
3. 3XBY schemas 3T #5354 451
(1) B AIER L
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree”>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
<schemas/>
</netconf-state>
</filter>
</get>
</rpc>
(2) SERKAIE
# W P S BRI B4R OC, W IR AR R
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
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<schemas>
<schema>
<identifier>syslog-data</identifier>
<version>2015-05-07</version>
<format>yang</format>
<namespace>http://www.h3c.com/netconf/data:1.0</namespace>

<location>NETCONF</location>
</schema>

</schemas>
</netconf-state>
<data>
</rpc-reply>

Hrp
o identifier. version. format 1F ~<get-schema>#/E 1% A\ S 00T FREUH B SC2E B BAR A
f’é?’o

o format %l H AT SCHF YANG #% =K.
o hamespace LKA AT ) am 44 23 ]

o location R M IAFIRALE, HATISZHEF NETCONF, RIAFIR T i s ddt L.
4. RERLIEE B FIREED]
(1) &R IERSC
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring”>
<sessions/>
</netconf-state>
</filter>
</get>
</rpc>
(2) SERKHIE
# W R P s BRI B4R ST, RN R
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<sessions>
<session>
<session-id>1</session-id>
<transport>netconf-soap-over-http</transport>
<username>test</username>
<source-host>192.168.100.68</source-host>
<login-time>2015-07-30T09:44:03</login-time>
<in-rpcs>0</in-rpcs>
<in-bad-rpcs>0</in-bad-rpcs>
<out-rpc-errors>0</out-rpc-errors>
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<out-notifications>0</out-notifications>
</session>
</sessions>
</netconf-state>
<data>
</rpc-reply>

o
o session-id £/~ 216 ID 15
o transport Fx A2 E A8 B fE A
o username FixH P EFKAHA 4.
o source-host FRA 2 E T K IR HLIE
o login-time FIRA 23 1 6 S I [A] o
o in-rpcs TRALTER RN 72 RPC ML
o in-bad-rpcs RARAZTEILE|FIA G RPC ML
o out-rpc-errors /s A2 14 i i rpc-error 44
o out-notifications 7R A2 1 H A R AT L
5. R E/GiHE 2=
(1) B AAER L
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf-state xmIns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring”>
<statistics/>
</netconf-state>
</filter>
</get>
</rpc>
(2) ZiREIAE
# W R P S BRI B O, IR AR R
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-state xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring'>
<statistics>
<netconf-start-time>2015-07-30T09:44:01</netconf-start-time>
<in-bad-hellos>0</in-bad-hellos>
<in-sessions>2</in-sessions>
<dropped-sessions>0</dropped-sessions>
<in-rpcs>1</in-rpcs>
<in-bad-rpcs>0</in-bad-rpcs>
<out-rpc-errors>0</out-rpc-errors>
<out-notifications>0</out-notifications>
</statistics>
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</netconf-state>
<data>
</rpc-reply>

Horr:

o netconf-start-time 7~ NETCONF &2 2 4t )3 i 1]

o in-bad-hellos F/RA& RS2 AGT% hello k3T EHL.
o in-sessions FnA R G G HE 2 1E L

o dropped-sessions Fir A £ %5 i PRI 35 12 iE AN
o in-rpcs RRA RGIEIIEE RPC G KA.

o in-bad-rpcs FRA RSB A AT RPC R &ML
o out-rpc-errors K4S F Fik i 1) rpc-error N4

o out-notifications /R~ A% & Gufan i 38 A1 A AN EL

4.2.12 commit (3ZENE1T)

commit (CZEIEAT) #AE AR L RC B B N R4S M aTis /T Re & -
1. BEPIm&IEIRSL
BB IERC B R T RS MATE TR E -

<?xml version="1.0" encoding="UTF-8"?>

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>

</rpc>

2. SERYIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.13 commit GRXIEIT)

commit GRIZ1T) FAER RIS FIERCE . ATAREMES, H 775 ZAEE [ 3T commit

(HNIEAT) e, REMEERCE M N ARERIE; B0, MEnNEiTE S 20 E B 30 E0R 2is 17 R ik

B B LART RS o

PATAERIER, 20T E confirmed 7 55, AT LATE & LT 41

. ("i%) confirm-timeout %1 : 121751 FC B (RIS 8], BRACAFD, S {E N 600 F50.

. (Al persist #1l: H TAR RS HT commit #/EXT R P ERCE, DMEIR H 2417 NETCONF
S JE AT DARHZAG I B B3 T A N R B E . iR TR persist Z1l, W K BEAE AT
NETCONF 21 N XHZAZE FC B HETHf N T R S A e

1. BEPIRAIEIR
P E B AR N test IRz 17, s 17 R VGRS I [R] A 600 5

<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
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<commit>
<confirmed/>
<confirm-timeout>600</confirm-timeout>
<persist>test</persist>
</commit>
</rpc>
2. FRYNE
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

4.2.14 commit (FBINEIT)

commit (FfIAIZAT) #RAEHIREN S AT I AC B 1 R K HRAE .

PAT AR B

. ﬁﬁﬁ%ﬁtmmMHﬁﬁﬁ)ﬁﬁ*F*%%M%NN@W%ﬁTﬁﬁO

e %R commit GRIZAT) #EE persist FIARR T LR E, WHATAERIER, 75244
persist-id 5145 i€ %R A

o % commit GRIZIT) #HAEEA M persist 71, NARVES commit (SZEEAT) #AE4
I

1. BEPImAIERL
TR B 1N KR, 1Z0E%ERS B AR IR test:

<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>
<persist-id>test</persist-id>
</commit>
</rpc>

2. SERIIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.15 cancel-commit

P47 commitGRBITHO#AE)E, ﬂﬂ%%f R LRG3 HH 24T L B &, W AT BAF A cancel-commit
B, M 4RTEATECE RIVR RS AT L e B PART PR o

1. BEPIm&ZIEIRSL
FEHBUHIBITIRERCE, fif R ECE A

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<cancel-commit/>
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</rpc>

2. S RYIIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.16 copy-config

copy-config #1F FH R JEC B K PE A2 1 3] H ARG B 20 PE . a0 SR H bRic B AU R AE, W E R
B H bR e B 28000 P .
HAT, AEAEASCRRR AT 17 e B A0 P 2 ) 3 i 2k e B 250k 2
1. BPIR&AIEIRL
W i A7 T B A P A Mt T A
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<source>
<running/>
</source>
<target>
<candidate/>
</target>

</copy-config>
</rpc>

2. ZESRUGE
<?xml version="1_.0" encoding="UTF-8"7?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

4.2.17 delete-config

delete-config #:4E F Sk M B — e B 25095 FE
FURT, AR ERA R A S 3 M 3 g a2 P 8 8090
1. BPum & ERL
I o A a2 P 8 0 P -
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-config>
<target>
<candidate/>
</target>

<delete-config/>
</rpc>
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2. ZERUGIE

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.2.18 discard-changes

discard-changes #:/E F o6 v R 12 1T BB L AT B VK 2 BUE TR ES
1. BEPum&IERL
¥ M ARIBAT B R T B K R BB MATIRES

<?xml version="1.0" encoding="UTF-8"7?>

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<discard-changes/>

</rpc>

2. SERYIIE

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.3 H3CH RavhisUR(E
4.3.1 get-bulk 3#{E

<get bulk># A HIR MARE R 51— /diﬂ:ﬁL‘iH;tE%‘(Ey):éd; N 2l (RoTHdEARRD, Wikia

AT IR H e A0 B )ﬂFL_ index J@ MR E RS, BT count kR E N. WREE RS,
)”JJLJ —RNZEG WARIRE N, BCEBERR AT 2RI EE L SR AL N A&, IR 812 A A R
REHHERH .

<get>#R(EXRBITA 1T & 26 A IOEHE, RO, S SBEMEERR A . <get-bulk> L ¥F
P DTG 52 BE O e, 1R 3R 5E 2% H IR IL R .

1. BEPIm&IEIRL
F<get>HIFR LML, <get-bulk>FR 3@ M X T -

<?xml version="1.0" encoding="UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-bulk>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
IEERLE, TR, #E5, 15
</top>
</filter>
</get-bulk>
</rpc>

<filter>i& 30 H T id 815 B e At e R, 155 L “5 Comware NETCONF ¥ i JEThEE .
<filter>th AT 3G R 44 . TR A . RLAF 4,

4-59




4.3.2

<get-bulk>#AE R SCHHIL AT LG count MR 5124, W N N— D47 T count FMIZ& 51 %)
<get-bulk>#/Ek SRl
<?xml version="1.0" encoding=""UTF-8" ?>

<rpc message-id ="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xc="http://www.h3c.com/netconf/base:1.0">

<get-bulk>
<filter type="subtree'>

<top xmIns="http://www._h3c.com/netconf/data:1.0"
xmIns:base=""http://www.h3c.com/netconf/base:1.0">

<Syslog>
<Logs xc:count="5">
<Log>
<Index>10</Index>
</Log>
</Logs>
</Syslog>
</top>
</filter>
</get-bulk>
</rpc>

Hrr, <get-bulk>#AEHSCHHT count J& PEIEE U1 T 2 7€ :

e count BRI E AT LM top FHIH A (<Syslog>) FF4h, FIETT S (<Logs>) Mik, XJL
MBI E count @M. WIRAEI LA BN E count @M, Tk E IR

o count JAERIHAT S ER, GRARSCR IR E TN A () A count JE M, TR LT AT
i) count J& P 5B £ count J&ME—FL.

o R count JBHEZ R AL, RA S AR count A2 WIER count JE TR A E, T
WA E HARSE T I T A &R 5141 .

o WIRAIEE count, JUISRHUNTEE R 5 UG A $dE .

2. FRYWIE

WA CEIAC B RS RIROCG, 2K B2 B I I a0 R RO R A ES 2 /7 i o

<?xml version="1.0"?>
<rpc-reply message-i1d="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
4= A E B A MRS ot
</data>
</rpc-reply>

get-bulk-config #1E

<get-bulk-config>H KIFEL R G+ Bir 3 T e B AR = 1R, 3 SR FIFR284% A fll<get-config>—%.
ZHITET: get-bulk-config #AETEFE BRI 5, REINFEERLIM T —%IFRMEGE (FBEm
FZHUTARHANIRED.

get-bulk-config [FI#E % £F count #E1EJEYE, $85E count J&, &F/N2IR 0] (950 % 2 Nt count 17
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4.3.3

1. BPIR&AEIRL
<get-config>Hl<get-bulk-config> {13 FH 4% S0 A% X -
<?xml version="1.0"?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<datastore/>
</source>
<filter>

<top xmlns="http://www.h3c.com/netconf/config:1.0">
TEERLE, TR #5, 715

</top>
</filter>
</get-config>
</rpc>
H+, datastore 7] LLA running B¢ candidate:
SH WiER
running A HOVR A 2y B A () 24 i A7 G B 8
candidate A IR BRI v 2% i it B A3

2. ZESRUGE

VAR T B IRBUR RIS, 2R AR BEC B a0 N 4R ST S 545 %5 ) i o

<?xml version="1.0"?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>

JrE 15 Filter A4
</data>
</rpc-reply>

action $24E

action 2t 7 —FhIEML EIRAERTB, B, $UT ping #:1E. IEERTE € DG TH B S
action IR FI A RAFE LT DR MR RIBOFR BIHRREE 3 Fl
1. BPum & ERL
<action>3# FH i S A T
<?xml version="1.0"?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www.h3c.com/netconf/action:1.0">
TEEHS, TR 5, 15
</top>
</action>
</rpc>
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2. ZERUGIE
VAR T B RO RIS, 2R AR BEC B i a0 N 4R ST S 545 %5 i o
I AN IR [ 3 i =X
<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
RN FEIR B 25 S s oK
<?xml version="1.0"?>
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action-result>
Action LEEZE R ITE
</action-result>
</rpc-reply>
3. ZHl——L B HATSIE R IF7E rollback BT % edit-config 15k
(1) HMFR
W B AT 216 FLVFAE rollback B R & edit-config 13K .
2) MEDE.
# 3N XML 1L
<Sysname> xml
# BEATRE I Ao TERG LU AROCHE DL, RIS 2175 - b
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello>
# B H AVFLE rollback B T & edit-config 13K o 1844 LR SCHE DL BB 2128 7 v
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<error-option>stop-on-error</error-option>
<top xmlns="http://www._h3c.com/netconf/action:1.0">
<Fundamentals>
<CurrentSessionOpt>
<DisableEditConfigWhenRol lback>false</DisableEditConfigWhenRol Iback>
</CurrentSessionOpt>
</Fundamentals>
</top>
</action>
</rpc>
(3) LEEKIE
# W P S BRI B4R OC, W IR AR R
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
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</rpc-reply>,
# IR EIT A 21l W EIR ], R EIRTE KAk S false BOM true BT,

4.3.4 load 13{E

<load>#A{FHAT A, FHE XA HIECE S A IF R A H AT ACE . B 2R U P A E
AN RTHC B HEAT FUB: W TR, (AT E A I E, BT e Ut
ANZ AT E A A —BUNECE, W Fi 5 SOPF AP P B 5 2 BTG L A o R G

N1/

R

MR AAD Y F ARG EEATHERE, N TERADRS RS NRE, A load B FEART.

1. BFIm&ERL
TR AR #ROCHE DL, ORI 3% i, P BIRD S48 58 SO A A IE BB N 21 A AT ic B .

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<load>
<File>75E X195 Fi</File>
</load>

</rpc>

Horr, “FaE XA IR IAEREN TR ARIT ks JE80N.cfg, JaZ8AIX 2 KNG . WRAE
SE T4, Wk ORAF 2 32 R R Shilc B SR

2. HERYWNE
B WIS BN SR e 2 B2 o, 245 P R B S ARCSC o e BN B .

<?xml version="1.0" encoding=""UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.3.5 save ¥ME

save f§AF HISRCRE B & 1 2 i G B DR A7 248 2 PR S F
1. BPum & ERL
TR LU AROCHE UL, RGNS 2% o, BV RDR e 1Y 241G B DR A7 236 E 2 AR S
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save OverWrite="false” VsysName="vsys-name” Safely="false”>

<File>/5E X /HHI 5 H</File>
</save>

</rpc>

He:
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“FRE SR WALMEEN R BRIk, 4% h.cfg, AR RINE . SRocH
fEE<file>FIl}, WAURNTEE SCHIBRR, AT WRAEEZS, WA EIE Y
AT G B R AT B B8 1 32 R 08 B B SR

OverWrite J& VERIERIAIUE R true. SRATEILT, 48 € MIRCE SO 4 5 J5A BC B 044 A 1]
B, JRSCIRSREE RS, URTRCE R T . WRYEE OverWrite [IE N false, U 2448 & ML
B2 S AR E SRR, YETECE R AR, FIRHR EE R E R
VsysName & PEAXTE SCFF vSystem {1 R4 % F P vSystem T~ A48 72 VsysName, H.
KRRV E save ICE4FR. &3 vSystem TARYEZ )& 15 £ 1 vsys-name, ¥ 5E
vSystem HIBC B ARAERITE & B0 F1 . 485E VsysName J& % K [FI 28 Overwrite, A3 E:
Binary-only J& 1 .

Safely @M, &L SR AR E S, BRAEUE A false. HUE M:

s true: fF7E[FARLE SRS, RSk Uaihc & R A7 2] — MR e, RPN, FEH
XA S B S R 44 S0 . BRIk, BISEAERAF I AR P IR A E S | I 5 i) R 3T
BIRAERI, SRR DL R 44 I e B SO R ik & o

* false: f77E[F AR E SR, REUEMBRZSCM, PR S ATRC B S0 fERAEE AR, W
FHAEFET B, AR WAAAET ARS8, mTRES I BT & (R A7 R
Wy FIRJE SISO NA B ]

2. L5 RUGIIE
WU B EC B ARG R S5 2 BN o, 4% P am B R AR OSCR, SRR R R .

<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

3. BLERFZ

(1)

(2)

HI TR
W V2 B 4 AT B AR A7 2 & SO my_config.cfg.
fic & IR
# 3N XML L.
<Sysname> xml
# BEATRE I Ao TERG LU AROCHE UL, RIS 21725 7 i
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# K5 A% I 24 T T B ARAE B B O my_config.cfg. 87 LA IR SCHS UL ORI 3025 7 i
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save>
<file> my_config.cfg</fTile>
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</save>

</rpc>

() HiREIE

# R P S B RS RO, W R IR AR R .

<?xml version="1.0" encoding=""UTF-8" ?>

<rpc-reply message-id=""101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

4.3.6 rollback ¥1{E

rollback 5 1F F A B0 B 24 Hir i B VK 52 310455 7 e & S I ic & .
1. BPIR&EIRL
VRS AN AROCHE DL RG22 o, BRIV AT Vo 1) 2 i G B S B4 E I B A B
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<rol Iback>

<File>/5E X /FHIEH</File>

</rollback>

</rpc>

2. SERYIE

BRI B R R a1l S22 F i, 2% S B R OO, FROR T E R ) .
<?xml version="1.0" encoding="UTF-8" ?>

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

4.3.7 CLI#{E

i NETCONF ZhRg, F P ] LUK fir 247 326 7E XML 4RO o B #i T 4k .

CLI 4% Open-channel. Close-channel. Execution il Configuration Uiy /F

e  Open-channel: FTH 4ET<EHI{RE channel.

e  Close-channel: XHI4ETEFI{RE channel.

o  Execution: R MK THATERME, ARG system ar & VJHEE AN KRG .

e  Configuration: BRIA/ERGHLE T iEATERAE, WTLLEE system Al quit dr @ T LB D)4
ff ] channel 7720 R & CLI i), ANATLLUERE quit a4 BRI AR, HER IR F kK and =2
ERGALE, HARPEME N b — 2% 2T 78 S BT e AL

F4-4 CLIFRERIN A

#R1E WiER 2451

IR channel, 3K Zfichannel ﬂﬁ%%dﬁmde%WME%%%ME:

xR B A G . e | STRC_message-id="101"

xmIns=""urn:ietf:params:xml:ns:netconf
#fRFchannel, fREchannellf? | ~pase:-1.0"> P
18, MR [E1 R <CLI>

<Open-channel/>

<Open-channel>
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1BR1E WA 245
</CLI>
</rpc>
K- channel:
<rpc message-id="101"

<Close-channel>

%Iﬂ%
iR [ R

Achannel, a5 3epd kM, N

xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<CLI>
<Close-channel/>
</CLI>
</rpc>

MFTARZ N T exec-use-channel /&
T, R K A i % @ o,
ZE MU E A

1E & S IR BE channel 4 BT #L B R 3T
display this#p4:

id="101"

<rpc message-
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<CLI>
<Configuration
exec-use-channel=""persist”>

o false: AMfiiff] channel T &$#UUT
w4, FRER RN

e true: I channel &3

<Configuration>

4 A A
Trams display this
e persist: AR channel Nk </é{?gnf|gurat|on>
PAT L </rpc>
A T Tdisplay thisdr¢
<rpc message-id="101"
xmIns=""urn:ietf:params:xml:ns:netconf
ST AR O &by 45 FH P base:1.0">
. HIEA IR —8, HRagar i p
<Execution> <CLI>
P T Har <Execution>
display this
</Execution>
</CLI>
</rpc>

Configuration 3 #F exec-use-channel J&1%, HUE L4 false. true Fl persist, EARMIE A %08 an

# 4-5 FoR.
#24-5 Configuration 3 # exec-use-channel BIERI/T 4R

BitE L 245
FERGME FHUTdisplay thisdid
<rpc message-id=""101"
{iﬁﬁﬁ?¥§ﬁﬁexecconshjiﬁﬁﬂ%? xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
= <CLI>
false . w2 H scomshilf Fik <Configuration exec-use-channel="false”>
JER g display this
</Configuration>
</CLI>
</rpc>
FERGME FHUTdisplay thisdid
{f Fj— AN channel F £3#UT#r | <rpc message-id="101"
A, I AT a4 X R A exec xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
; ) T A A <CLI>
true Com?haq77iﬁ$ﬁy%°{EXT%:W‘7TT <Configuration exec-use-channel="true”>
AL 2 i filexec comshy A display this
A PAT R T BT </Configuration>
</CLI>
</rpc>
persist {5 F & B channel N KT & ERGME T Hirdisplay thisfi%:
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EB%E LA 241

ﬁu%ﬁ Hchannel N f77E, MIZtH | <rpc message-id="101"
FOlE B channel, 3FEBMR xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

, - <CLI>
éﬁﬁﬂgﬁ?ﬁé%ﬂfTﬁ%%} CIg(lionfiguration exec-use-channel="persist”>
SRR # channelf£7E, I ELEAE display this
1 channeléﬁuﬁﬁkﬁ’wﬁﬁh </éﬁg”f'9“mt'°”>
KRR T RKEFr L </rpc>

 BPIRAIER
T B WA ROE AR, TE RS R ) NETCONF #3C:
AMEiH channel &K AT T4

<?xml version="1.0" encoding="UTF-8"?>

<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Execution>
T
</Execution>
</CLI>
</rpc>
57
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Configuration exec-use-channel="false">
T
</ Configuration>
</CLI>
</rpc>
e [HHI&GE channel 77 X F &K AT 4
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Configuration exec-use-channel=""true'">
wT
</ Configuration>
</CLI>
</rpc>
o MEIERE channel 77 XU A HuAT T 4
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Configuration exec-use-channel="persist'>
wT
</ Configuration>
</CLI>
</rpc>
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o FIFFRH channel 75
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Open-channel/>
</CLI>
</rpc>
o KIRHE channel
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Close-channel/>
</CLI>
</rpc>
— XJ<Execution>5# <Configuration> 425 o] VL& 2N 4T, — %k A B G, 47,
PN — 2% & BT,

3. FERIWIE

\Nl/

N
o FIAREX®A, HE %%%WF%A% A, FRARE %ﬂﬁcuﬁiTﬁuE%&ﬁo
e Channel 7 X F X 844478 B e iL 4K TN 2523 channel 358, H channel &4

qQUIt 4 AR,

&%4&¥UﬁéﬁfTbAFA@&¥Fﬁﬂ”ﬁ, R IR AN N RO, RoR e AT HAT L) QEE 2
i 4 CDATA 5 A&
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Execution>
<V [COATALX i -17 4571 1>
</Execution>
</CLI>
</rpc-reply>
%} T Open-channel. Close-channel #:/F &% Thik [8] tn R 45 3¢
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-i1d="101235" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
%I+ Open-channel. Close-channel. Configuration /] channel Tk J7 sU#AE 2 MOR [F1 40~ H e
(XXX R D -

<?xml version="1.0" encoding="UTF-8"?>

<rpc-error xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
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<error-severity>error</error-severity>
<error-message xml:lang="en"> &M iR#r</error-message>
</rpc-error>
4. ey SITHRAIEZEH
(1) MEFK
) B IR s BT B A2 o
(2) HBCELRE
# HEN XML AL
<Sysname> xml
# BEATRE SIS o VK LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# A WA IR R ST B a2 VEKE LT HOoCHE DL R 308 7 o
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<CLI>
<Execution>
display current-configuration
</Execution>
</CLI>
</rpc>
(3) HHREIE
# U RE P S B RS RO, R IR R E R .
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<CLI>
<Execution><![CDATA[
#
version 7.1.052, Demo 2501005
#
syshame ab
#

ftp server enable

ftp update fast

ftp timeout 2000
#

irf mac-address persistent timer
irf auto-update enable

undo irf link-delay
#

domain default enable system
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#
telnet server enable
#
vian 1
#
vlan 1000
#
radius scheme system
primary authentication 127.0.0.1 1645
11>
</Execution>
</CLI>
</rpc-reply>

4.3.8 get-sessions #4E

i F get-sessions #/F, F /o] DAFRE S 7T % % FIFTH NETCONF & i5{E &,
1. BEPImAIER
BB DLUR RS UL RGN 2% 7 i

<?xml version="1.0" encoding="UTF-8"?>

<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-sessions/>

</rpc>

LERIIE
BEA R AT IR IR IR P i, 4% 7 ImiS EI 0 R 4RO, Fon i AT AT .

<?xml version="1.0" encoding="UTF-8" ?>
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-sessions>
<Session>
<SessionlD>/4/'=1% 1D /5.5 </SessionlD>
<Line> line /7&</Line>
<UserName> /7] /" &t % #fi</UserName>
<Since>/j/ &R/ /H</Since>
<LockHeld> /77 /72 Z### fii</LockHe 1 d>
</Session>
</get-sessions>
</rpc-reply>
ok
e  SessionID R 2UE IDER, REMERN—MM 1 HHEIIET .
e Line XM P EEMAFLEE, @il SOAP 7 &K P P8R
e  UserName RpEFHFIHF 4.
o Since F/rH G A], IR [ME A —AMHRHER) Schema 1) DateTime 282 (1 [] o

. LockHeld &/~ P 2 ERFE B, R [FMEA true. false.
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3. RMRIEE B Z)

(1) MEFR
RIMETEE
() HBLELE
# HEN XML FL .

<Sysname> xml
# BEATRE IS o VK LU AROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# ARG & E A ATAEAER) NETCONF 2 1E IS o 154 DU R0 DL, RSG5 7 o
<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-sessions/>
</rpc>
(3) HHAREIE
# R P S BRSO, W R IR R R .
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<get-sessions>
<Session>
<SessionlID>1</SessionlID>
<Line>vtyO</Line>
<UserName></UserName>
<Since>2011-01-05T00:24:57</Since>
<LockHeld>false</LockHeld>
</Session>
</get-sessions>
</rpc-reply>
PLEEEERY.: HElf 1 NETCONF %4, SessionID & 1, EsH 358 viy0, &[]
#& 2011-01-05T00:24:57, B ARFEA 81

4.3.9 save-point #1E

WA E AN RE, BB RNR S G, W& LU Ny s R TR & VR
. NETCONF & i 18 F KB E FIETE 2 -
. NETCONF % ' i £E 48 € I TR N TSR 84, Bl NETCONF 45 2% bR s 18] 48 1 e & 1 [R1VR

25 IR B IS IS ]
. NETCONF & 7 ity 1 £ 18] ) 32 57 Wi .
it & RPN T
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(1) XIHETRGIN.

(2) T k<save-point>/<begin># 17 HC B MR Sinid .

(3) TFk<edit-config>#ff, *ix&HATTREE .

(4) T k<save-point>/<commit>ZFEATACEHIIN, 1] 7 2 RS LI E FHERIA .

(5) K &K<save-point>/<rollback>1THCE [FIVR . AIIEFEX N — K commit FEATECE R, B0
2545 NETCONF 2135 73 PR B [B) R e 5 1219 25 PR B N B TRT B 5 1 lof T 58 [ 81 el £ FH 1
commit FIACE .

(6) T k<save-point>/<end>%: H it B [FVE LI .

(7)  XFHTTR SR

==
szﬁ& b5 =X

Yo R A /2 % /- NETCONF 2% ) B fic B3k &, e B wA A £ A <lock>4{% A %, F TS5
& &EATRE SRR E R —EK.

2. BB ERRIIEE, MREREIRS
(1) & i AAE RS
T LT HROCHE DL, ORI 38125 7 i
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<begin>
<confirm-timeout>100</confirm-timeout>
</begin>
</save-point>
</rpc>
[ 9% 7% P B N I ] <confirm-timeout>J T ik,  HUETEy 1~65535, $AAFY, #4479 600
b
(2) SERKAIE
5 PR R RO, ROREC B RR ST .
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit>
<commit-id>1l</commit-id>
</commit>
</save-point>
</data>
</rpc-reply>

3. EH T ARELEMER

(1) B RIER L
T LT HROCHE DL, ORI 3125 7 i
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
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<rollback>
<commit-id/>
<commit-index/>
<commit-label/>
</rollback>
</save-point>
</rpc>
<commit-id/>, <commit-index/>, <commit-label/>{Fik—4>, BLE AR, [8]3 b mi HLfE
FE commit (IACE . .
o commit-id N RGME—FRINET commit 4i'5 .
o commit-index F T 50 YK commit, 0 FI/RHIT—IK & commit, 49 FIREE—IX
commit.
o commit-label 5%, AFEIF) commit FRZEAGE—HE, T LA RS
S5 I IE
2% P RN W R CCE, ROR BN KL E FR R .
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok></ok>
</rpc-reply>

4. EFTRECERIA

T K <save-point>/<commit># 452 M HTHCE - {78 save-point 5, R4 3L HFAIE 50 4> commit
[ A ECE [BR . #3d 50 ¥k, commit 75455 force J& M 9 1178 55 i 5 1iE 3t

(1)

()

B S KRR ST
TR U AROCHE DL RG22 7 i«
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<commit>
<label>SUPPORT VLAN<label>

<comment>vlan 1 to 100 and interfaces. Each vlan used for different custom as
follows: ...</comment>

</commit>
</save-point>
</rpc>
Hrr, <label/>Ffl<comment/>T]i% .,
45 R IRAIE
L P R N AR, FoR EE R R I E R AR .
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit>
<commit-id>2</commit-id>
</commit>
</save-point>
</data>
</rpc-reply>
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5. BUHECE RIR
~ K <save-point>/<end>#{F n] AEUHE AL B 717 .
(1) &/ iR IER L
T LT HROCHE DL, ORI 125 7 i
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<end/>
</save-point>
</rpc>
(2) R
2 P B R ROSC, 3R B R end S5 R B .
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

6. SRENFR G HY commit BER S RYiER

~ K <save-point>/<get-commits>#{F 1] LLSREL commit [ E 1035
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commits>
<commit-id/>
<commit-index/>
<commit-label/>
</get-commits>
</save-point>
</rpc>
Hr, <commit-id>. <commit-index>. <commit-label>{Ei%—A4>, AT LAEIALE. #AER, #
R T ) commit 13K .
(1) %/ RIER L
T LU HROCHE DL, R 3028 7 3
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commits>
<commit-label>SUPPORT VLAN</commit-label>
</get-commits>
</save-point>
</rpc>
(2) SERKAIE
%P RIS ARSI, 3R B0 R commit #RAEIE
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit-information>
<CommitlD>2</CommitiD>
<TimeStamp>Thu Oct 30 11:30:28 1980</TimeStamp>
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<UserName>test</UserName>
<Label>SUPPORT VLAN</Label>

</commit-information>

<commit-information>
<CommitlD>1</CommitiD>
<TimeStamp>Wed Nov 8 18:26:28 1972</TimeStamp>
<UserName>test</UserName>

</commit-information>

</save-point>
</data>
</rpc-reply>

7. 3SREVE % commit BIR SMECE
N K <save-point>/<get-commits>#{f 1] LASREUG B 1) commit 4/ 1 ECE

<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commit-information>
<commit-information>
<commit-id/>
<commit-index/>
<commit-label/>
</commit-information>
<compare-information>
<commit-id/>
<commit-index/>
<commit-label/>
</compare-information
</get-commit-information>
</save-point>
</rpc>
Hrr, <commit-id/>. <commit-index/>. <commit-label/>{T:i%—~. <compare-information/>7]i% .
<commit-information>ANi A S E i, R i (8 H I commit B & .
(1) B AIER L
TR LA OCHE DL, RG0S 3025 7 i o
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-point>
<get-commit-information>
<commit-label>SUPPORT VLAN</commit-label>
</get-commit-information>
</save-point>
</rpc>
(2) HHRBIE
B PR R RO, SR B B A R
<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<save-point>
<commit-information>
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<content>
interface vlan 1

</content>
</commit-information>
</save-point>
</data>
</rpc-reply>

4.3.10 E5|&#HINkE

1 hEEA
Comware 2t & 5| F#shae, EFLERSF, AT get. get-config. edit-config. action #AER;A] L
i 2Rk B &5l b, R Ethernet/0/1 (22512 1, WIATLLFH Ethernet0/0/0 3% #i
BRG] 1o BAMSRAA FREET), 1ES %X NETCONF APl S0k,
filtn: fBEH N GigabitEthernetl/0/1 /& Trunk #2117, ZEVF VLAN 2. 3 i@k, A LA NA FHIP)
XML:
<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://www.h3c.com/netconf/config:1.0">
xmIns:base="http://www.h3c.com/netconf/base:1.0"

<VLAN>
<Trunklnterfaces>
<Interface>
<IfIndex>GigabitEthernetl/0/1</1fIndex>
<PermitVlanList>2-3</PermitVlanList>
</Interface>
</Trunklnterfaces>
</VLAN>
</top>
</config>
</edit-config>
</rpc>
T XA EF LIRS, M h3c-name2index1.1 fRAE (fRA(E B MEEIEFIRE, 814
PN HIES I “2.7 WL NETCONF 7 ) i Al s g5 [ % 7)), v LA A valuetype J&VETE 2
ZfERZER. valuetype BUE A -
e Name: fHNHFRHEL,
e index: {HNZRTIHKA.
o auto: WRALILAMBIILH, WRBEAVLEEMTME R, LR TI2EMITE . WA
valuetype J& %, #44°4 auto.
fan, fBOE findex JLE&R A index K8, {E5 1, AJLLUTF R T IHH XML:
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<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<getoperation>
<fFilter>

<top xmlns="http://www.h3c.com/netconf/config:1.0"
xmIns:base="http://www.h3c.com/netconf/base:1.0">

<VLAN>
<TrunklInterfaces>
<Interface>
<IfIndex base:valuetype="index">1</1flndex>
</Interface>
</Trunklnterfaces>
</VLAN>
</top>
</filter >
</getoperation>
</rpc>

2. BR&I

e XJTF get-bulk. get-bulk-config #:/E, ME#HAIRGIZRMEG], F+H 2mTA Bk e VR,
ANBEAE ] — X 2 T RE .

o XFT match idyE, AFFAIBIR T FEHIIGE.

o XFTFIRESIF, edit-config I ASREBEAT— X 22 #5 4

o XTI, TR T —E e A A beln, #2085 B RF GigabitEthernet1/0/1
to GigabitEthernet1/0/24 X ¥ 1R~ K EL RIS, H VPN R3CRE—XIMA—4 VPN £
7

4.3.11 edit-config B E T & IhAE

e R P A G 2 —AFF, Hln VLAN Trunkinterface, H PermitVianList )35 7~ % 2 E W
2,3,5-8,9,10-100. fEIXME UL N, P RETREAEAMESUE A BUEMEOL T, B & T AH EUE. than,
ANHITE JFRAG WRLE VLAN 3% permit 1, 75 2476 JFOR R EEA E3En—> VLAN 105, bRl 2E T K
WEMERE. WE NRIERETT 08 RN E TR A EFEE incremental="true”J& .
BT E TR, WAEE & N RIH F B e i TR JE M. B, 2487 VLAN 100 (¥ permit
List Jy 10, #&E & VLAN 2 f1 3, ffif 40~ XML:

<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">
xmIns:base="http://www.h3c.com/netconf/base:1.0"
<VLAN Xxc:operation=""operXXX">
<Trunklnterfaces>
<Interface>
<IfIndex>100</I1fIndex>
<PermitVlanList base:incremental="true”>2-3</PermitVlanList>
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</Interface>
</Trunklnterfaces>
</VLAN>
</top>
</config>
</edit-config>
</rpc>

ST AFERAERA, B8 TR VLAN 5 RR/ES R ank 4-6 iR,
F+4-6 ET A VLAN B FARERIELXBIRIELE R

#24E(OperxxX) FHEERMIHIRIELER gt
R B NESY (2-3) T —AEE %
create PermitVlanListZ %2,3,10 MEEFTE, WG CEFE, FERME
T

delete i #4 R TERT, 2 T AIEEMERK
8: deleteff & @M. THERMER, R

delete PR RN, IREIREANEE, KR I L T CC N
IR [HIC B ANAETE

merge PermitVlanList?: 42,3,10

replace A Frelacet A

remove I & B MR, & FRIEEMERR
i B EBER, SMBRZSHT5H 4
BT &

BERT), N2-3R 4716, PermitVianListA
gE

remove

4.3.12 cancel-subscription #2{E

cancel-subscription #4EHRPGHIT B £EH 7 IR &AT S 4F e, F P o] DS R AR B 24T
e A
1. BPIR&EIRL
BT AT B B3 SR AR A& U
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<cancel-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>XXX_STREAM</stream>

</cancel-subscription>
</rpc>

B RR

stream 1T 1) I AR R A FR

2. L5 RUGIE
WA ENE R ISCE RN 0, 245 7 bS8 a0 R R, FonBGHIT 5 Tl .

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=""100"">
<ok/>
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</rpc-reply>

an SR B CAT B FARAEAE, AR B AR R

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<rpc-error>

<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>

<error-message xml:lang="'en''>The subscription stream to be canceled doesn"t exist:
Stream name=XXX_STREAM.</error-message>

</rpc-error>
</rpc-reply>

4.3.13 createDotlqFlow 1#{E

createDot1qFlow £ F KT e 742 1111 Dotlq £45Thig, Jhfa e T8 D BEIE 24451 VLAN ST
R 4MNZ VLAN ID Y5

AR A FH <ifName> 5148 & T3 1 & 7R

ZAEEA# F <vianldBgn>All<vianldEnd>%1$5 & & 45 1) VLAN #)SCHIHAMNZ VLAN ID 5. Wi
<vlanldBgn>Fi<vlanldEnd>% (FEAHIR], FoR T80 44552 VLAN ID AIZAE KRS
<groupld>#I FJIUEIEH N 1~16. AW A&FIEE =77 & &R, 125 AT ZEME =77
TRFF—8G AR =77 F v OB, 1250l H B Y B AT = -

1. BEPum & ERL

fic & 14 1 GigabitEthernet1/0/1.1 fEf% & 45 i 71 )= VLAN ID 7E3E il 1~100 N VLAN #3C, XML
R A&

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<createDotlgFlow xmlns="http://www.gsta.com/netconf/gsta-ethernet' >
<ifName>GigabitEthernetl/0/1.1</ifName>
<vlanldBgn>1</vlanldBgn>
<vlanldEnd>100</vlanldEnd>
<groupld>1</groupld>

</createDotlgFlow>
</rpc>
B 1B
ifName FHROA
vlanidBgn VLAN IDt FE 461
vlanldEnd VLAN D3 45 Hi A
groupld 41D

2. FERYWIE
BEAA WG RIR OGBS % o, 242w R i R AROCR, FRoR QI .

<?xml version="1.0" encoding="UTF-8"?>
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<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=""100"">
<ok/>

</rpc-reply>

B S BR O R G DR, R T AR

<env:Body>
<env:Fault>
<env:Code>
<env:Value>env:Receiver</env:Value>
</env:Code>
<env:Reason>
<env:Text xml:lang="en">invalid-value</env:Text>
</env:Reason>
<env:Detail>
<rpc-error xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>

<error-message xml:lang="en''>Configuration target does not
exist.</error-message>

</rpc-error>
</env:Detail>
</env:Fault>>

4.3.14 deleteDotlqFlow 4%

deleteDot1qFlow 1 FH R MR 42 1 Dotlq £ 45T B Rl iZ 8 1F 2457 L B75 MUAS R
AR 25 54 FH <ifName>1 45 & T2 L &4 FK .
ZERAEA H <vianldBgn>Fl<vianldEnd> %145 & 14 1 245 1) VLAN i SCHI# 5= VLAN 1D Y6
1R <vlanldBgn>Hi<vianldEnd>#1 E AR, FRIEH T3 LR AMNE VLAN ID J9iZA8 fk SCH)
Dotlq 445 DfE
<groupld>%1| FJHUETEHN 1~16. AW =J7 ] mk & BIER, 2P RME TR EME =J7)
TREF—80 AR =07 R ek TR, 1281 ] {8 A BUE Yo BBl A (AT A
1. BPum & ERL
MR T4 0 GigabitEthernetl/0/1.1 KX & 4AMNZE VLAN 1D 7E7EH 1~100 A K VLAN $Rk 3 Dotlq 44500 E . XML
R
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<deleteDotlgFlow xmlns="http://www.gsta.com/netconf/gsta-ethernet' >

<ifName>GigabitEthernetl/0/1.1</ifName>

<vlanldBgn>1</vlanldBgn>

<vlanldEnd>100</vlanldEnd>

<groupld>1</groupld>

</deleteDotlgFlow>
</rpc>
Bt A
ifName TEORRK
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B LA
vlanldBgn VLAN ID7E Bl H 418
vlanldEnd VLAN ID7 I 5 5 1H
groupld 41D

2. FERYWNE
BEAA RN RIR OGBS o, 242 P a0 R ARST Rk«

<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="100"">
<ok/>

</rpc-reply>

4.3.15 get K (EIRATRHFIR B AR T RE

i 2 LR AR BARSHEMARME, B ——X R, i Interfaces RELA 1 MR 5] th A%
F4. SRETEILT, AT get ARMERT, BRRERSIME (findex) YR IR HATHF 5, KK
pAEIESS i E
IR A B AR (Name) HEFPIFiR [BI8GE, AT BLE get 35 3K X SCRpA4 FRER P IO R 95 5E
sortByName="true” )&% .
1. B PR &ER
<rpc xmlIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xc="http://www._h3c.com/netconf/base:1.0">

<get>

<filter type="subtree'>

<top xmlns="http://www.h3c.com/netconf/data:1.0"
xmIns:data=""http://www.h3c.com/netconf/data:1.0">

<Ifmgr>
<Interfaces xc:sortByName="true">
<Interface>
<IfIndex></1flndex>
<Name></Name>
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>
2. ZERUGIE
<rpc-reply message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xc="http://www.h3c.com/netconf/base:1.0">
<data>
<top xmlns="http://www._h3c.com/netconf/data:1.0">
<Ifmgr>
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<Interfaces>
FoAt AT SEA) Bodha
<Interface>
<IfIndex>1413</1fIndex>
<Name>Route-Aggregationl</Name>
</Interface>
<Interface>
<Iflndex>1412</1fIndex>
<Name>Route-Aggregationl0</Name>
</Interface>
</Interfaces>
</1fmgr>
</top>
</data>
</rpc-reply>

4.3.16 XML2CLI ¥ RgE

1. #EiA

XML2CLI ¥ fEfig /1 /& H3C S BLMA A ERE ST A8 JI3RIR B 48 SCRRIG & 7 ity (1 i B 4RO E 4oy
BCE 47, JFiR a4 %5 7 g o

% @ hello 224 xmi2cli &8 711 URL y:
urn:$oem:params:netconf:capability:$oem-xml2cli:1.0

HrAr$oem Hyik &1 OEM,

W% PR hello A2 HE TR xmi2cli RESTI, B M2 Frit 4R 2157 230k xml2cli

CEVAR

X T 3CRF xmil2cli B 7220, B MISCREWT R RE

o A FE A H<edit-config>. <action>iE>RI, B T HATIE R E S0E R EA, B2k
TR AH XML RS, FeH i S 247, VBN rpe-reply (136 7345 5Lk [R145 2 7 i o

o WARMISCFRR M T Rk<xml2cli>FAfA RPC 3K, W& MK <xmi2cli>H ) XML 3, #4064
X LI AT, IR B4R R Ui o

2. {RERFNPR Y

WA R AT IER . AR XML 3RSCEAHON I N a2 AT o 2457 Ui A% 1 XML $ AN IE

BE ANEVEIS B A I ANGRAIE IR 5 4 247 1R IERf M

3. XML2CLI RPC

o ThREHIA
NETCONF & Fuiii if LUk <xml2cli> 757, K XML AL B 20 Tk B AR 55 ot AR 55 i 7 EEAR 3R
TiC B At < B (R R 5% 2R, 4 XML TIC B e i 46 i 24T, JF i8I <rpe-reply>1R [R145 %% /' i o
A RPC F 28 T-42 i 2% 87 T, DL 247 % 200 7= 4 1 25000 5 15 4 000 22 1) () T B 72

o iSRRI A
XML2CLI RPC [1Ji# R4 0% 20N -

<rpc message-id="100" xmlns=" urn:ietf:params:xml:ns:netconf:base:1.0">
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<xml2cli>

XML R3¢

</xml2cli>

</rpc>

82 SR 3
2 55 i 1] 2 A 82 5 A% XA

<rpc-reply message-id="100" xmlns=""

<xml2cli>

<cli>

</cli>

</xml2cli>

<rpc-reply/>
R AN B 0% 5 R B B 4, DR B 605 Ay 247 TC B ) <rpe-reply>.

TR B AT R AN BE SERRIE SR, Wl <rpe-error> G 26 L 7% fE<rpe-reply>H .
xml2cli 45 ST A% R il

XML 43S0 RE ] i AT

urn:ietf:params:xml:ns:netconf:base:1.0">

Mg | BREXSF PR 24451
NT BAMFRAFERLS], M _ .
h3c-name2indexl. 1A 5 (fiAsfs | <xmi2cli xmins=
BNAE AT IR L AT DU urn:ietf:params:xml:ns:netconf:base:1.0">
valuetype /& 145 7€ 18 1257 <VLAN>
valuetype B {E £ 4% : <Trunkinterfaces>
value - e name: FREFENLIK <Interface>
Type ) o index: EFTAED <Ifindex valuetype="index">1</Ifindex>
o autos F VA dE A TR THIT </Interface>
M, WAL EMEMEE, | </Trunkinterfaces>
FRIZHR R G R BULHL . AT | </VLAN>
5E valuetype JE 1%, &N </xml2cli>
auto
<rpc-reply message-id="100" xmins="
urn:ietf:params:xml:ns:netconf:base:1.0">
<xml2cli>
o WA MM PR s | e
BT Wedn &47, JFEBUETFRE T <Interfaces>
EEES?‘ Fm =y . /e =
s | BT FRIENREG AT, sinterface> /Ay
pe SR I fr 4T B ITE SO <cli>

IThREET

Interface gigabitethernet2/0/1
port link-type trunk
port trunk pvid vlan 1

</cli>
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<Iflndex>1647</IfIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
</Interfaces>
</Ifmgr>
</xml2cli>
</rpc-reply>

<edit-config>>Z FF7E1E R TP 5 € BT
B R AH R <xml2cli>F: Z N
oot AR | AT i, RIEERR | 8

W TR R, B
WA f

xml2cli RPCAN 3 ff<error-option>if
i, <edit-config>i# R #EH: f

<error ANt N N
optio | R H <errc>Ar\SE)/tLo‘n>; MT*KE}MLT[‘?(I i
n> iy SATIRE AR B ™
¥ continue-on-error 2= AL FEXMLIK
SR AT B
241
oz 1. iERF RUEATHIE
2 N R AR K
<rpc message-id="100" xmIns=" urn:ietf:params:xml:ns:netconf:base:1.0">
<xml2cli>
<Ifmgr>

<Interfaces>
<Interface>
<IfIndex>1647</1flIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
</Interfaces>
</I1fmgr>
</xml2cli>
</rpc>

IR 55 S [ A2 2B 4R

<rpc-reply message-id="100" xmIns=" urn:ietf:params:xml:ns:netconf:base:1.0">
<xml2cli>
<Ifmgr>
<Interfaces>
<Interface>
<cli>
Interface gigabitethernet2/0/1
port link-type trunk
port trunk pvid vlan 1
</cli>
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<IfIndex>1647</1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
</Interfaces>
</I1fmgr>
</xml2cli>
</rpc-reply>
254 2. R EE ZATERE
2 N RIS K
<rpc message-id="100" xmIns=" urn:ietf:params:xml:ns:netconf:base:1.0">
<xml2cli>
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>1647</1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
<Interface>
<IfIndex>1648</1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
</Interfaces>
</I1fmgr>
</xml2cli>
</rpc>
P 555 1 2 17 R
<rpc-reply message-id="100" xmlns=" urn:ietf:params:xml:ns:netconf:base:1.0">
<xml2cli>
<Ifmgr >
<Interfaces>
<Interface>
<cli>
Interface gigabitethernet2/0/1
port link-type trunk
port trunk pvid vlan 1
</cli>
<IfIndex>1647</1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
<Interface>
<cli>
Interface gigabitethernet2/0/2
port link-type trunk
port trunk pvid vlian 1
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</cli>
<IfIndex>1648</1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
</Interfaces>
</I1fmgr>
</xml2cli>
</rpc-reply>
240 3: R AE 2R
XML RSAZAT A AT 24T, BT XML P FRERERATH— T8, I TR pk
N AT AT L PHH B SR IATFRE T .
2 N R AR K
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<xml2cli>
<GRPC>
<SensorGroups>
<SensorGroup>
<GroupName>1</GroupName>
<SensorPaths>
<SensorPath>
<Path>device/base</Path>
<SelectionNodes>
<SelectionNode>
<NodeName>uptime</NodeName>
</SelectionNode>
</SelectionNodes>
</SensorPath>
</SensorPaths>
</SensorGroup>
</SensorGroups>
</GRPC>
</xml2cli>
</rpc>
Ik 55 S 1] 42 25 4 T
<rpc-reply message-id="100" xmlIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
<xml2cli>
<GRPC>
<SensorGroups>
<SensorGroup>
<cli>
telemetry
sensor group 1
sensor path device/base selection-nodes uptime
</cli>

<GroupName>1</GroupName>

4-86



<SensorPaths>
<SensorPath>
<Path>device/base</Path>
<SelectionNodes>
<SelectionNode>
<NodeName>uptime</NodeName>
</SelectionNode>
</SelectionNodes>
</SensorPath>
</SensorPaths>
</SensorGroup>
</SensorGroups>
</GRPC>
</xml2cli>
</rpc-reply>

4. edit-config #{E X ¥ XML2CLI

o IjRefiik
XML2CLI G /197 Ji# 1 <edit-config>J5 i ff<rpc-reply> N 2&, Sz REAE<rpe-rely>R & S i
In<xmi2cli>Fr%E, T3 M ] XML 5 SO0 R ) fir 247 -

\l/
R

<edit-config> RPC /7T & Kk bBt, RAF ik & MR E XML fe B IR L4t/ 694447,

o TCEHTIEA
2 P N ORI R K
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<top xmIns="http://www._.h3c.com/netconf/config:1.0" web:operation="merge">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>1647</1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
<Interface>
<IfIndex>1648</I1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
</Interfaces>
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</1fmgr>
<top/>
<config/>
<edit-config/>
<rpc/>
T 25555 0 S 25 5
<rpc-reply message-id="100" xmlIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
<xml2cli>
<Ifmgr >
<Interfaces>
<Interface>
<cli>
Interface gigabitethernet2/0/1
port link-type trunk
port trunk pvid vlan 1
</cli>
<IfIndex>1647</1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
<Interface>
<cli>
Interface gigabitethernet2/0/2
port link-type trunk
port trunk pvid vlan 1
</cli>
<IfIndex>1648</I1fIndex>
<LinkType>2</LinkType>
<PVID>1</PVID>
</Interface>
</Interfaces>
</1fmgr>
</xml2cli>
</rpc-reply>
i 2 205
2 P N ORI R K
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Device xc:operation="'create'>
<Base>
<HostName>xml2cl i</HostName>
</Base>

4-88



</Device>
<top/>
<config/>
<edit-config/>
<rpc/>
JIk 55 i 1] B2 40
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=""100"">
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-path>/rpc/edit-config[1l]/config[1]/Device[1]/Base[1l]</error-path>

<error-message xml:lang="en">When the create, merge, or replace operation is issued,
empty data cannot be assigned to columns.</error-message>

</rpc-error>
<xml2cli>
<Device >
<Base>
<CLI>
hostname xml2cli
</CLI>
<HostName>xml2cli</HostName>
</Base>
</Device>
</xml2cli>
</rpc-reply>
5. action ¥{ExZ# XML2CLI
o it
Xml2cli & /197 J& 1 <action>J7 i) <rpc-reply> 25, K HFFE<rpe-rely>MN 23R 3 i n
<xml2cli>tr%s,  F T3 2 M A XML &S00 B #6247 -
7N
<action> RPC #UT 4 M, A Hmik &ML E XML B B 3k K AEHUE 496417,

o TCEHTIZEH
2 N ORI R IE K
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www._.h3c.com/netconf/action:1.0">
<VLAN>
<BatchVlans>
<CreateVlanList>5-15</CreateVlanList>
<DestroyVlanList>5-9</DestroyVlanList>
</BatchVlans>
</VLAN>
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</top>

</action>
</rpc>
JIR 55 S [l A2 2 40T

<rpc-reply message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action-result xmlns="http://www.h3c.com/netconf/action:1.0">

<request-path>/Envelope/Body[1]/rpc[1]/action[1]/top[1]/VLAN[1]/BatchVlans[1l]</requ
est-path>

<result-data>

</result-data>
</action-result>
<xml2cli>
<VLAN>
<BatchVlans>
<cli>
vlan 1 to 15
undo vlan 5 to 10
</cli>
<CreateVlanList>1-15</CreateVlanList>
<DestroyVlanList>5-10</DestroyVlanList>
</BatchVlans>
</VLAN>
</xml2cli>
</rpc-reply>

T B 2R M2 451
2 N ORI R K
<rpc message-id="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www._.h3c.com/netconf/action:1.0">
<VLAN>
<BatchVlans>
<CreateVlanList>5-15</CreateVlanList>
<DestroyVlanList>5-9</DestroyVlanList>
</BatchVlans>
</VLAN>
</top>
</action>
</rpc>
JIk 55 i 1] 22 40
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101"">
<rpc-error>
<error-type>rpc</error-type>
<error-tag>unknown-element</error-tag>
<error-severity>error</error-severity>
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<error-message xml:lang="en">Unexpected element
"http://www.h3c.com/netconf/action:1.0": "BatchVlan® (index:0) under element
"/rpc/action[1]/top[1]/VLAN[1]</error-message>
<error-info>
<bad-element>BatchVlan</bad-element>
</error-info>
</rpc-error>
<xml2cli>
<VLAN>
<BatchVlans>
<cli>
vlan 1 to 15
undo vlan 5 to 10
</cli>
<CreateVlanList>1-15</CreateVlanList>
<DestroyVlanList>5-10</DestroyVlanList>
</BatchVlans>
</VLAN>
</xml2cli>
</rpc-reply>

4.4 FRERFNIG B EWAERIEIEHET)R

Comware SR AT A F SRS BR3¢ B 2088 i #E n2k 4-7 Fos . Hodr, fUF5 get. get-config. get-bulk.
get-bulk-config. edit-config. action #{F .

F=4-7 Comware X FFRIZRELANS B BIEIR1E
BRIE 1 BA XML #& A
RN Syslogh i it 4= 3 B FIXMLIE R a0 R

<rpc message-id ="101"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
.o"
xmIns:xc="http://www.h3c.com/netconf/base:1.
o>
[T S A A <get>
5ﬁ\ﬂ/¥¢ﬁ?}§’ AFEIZ TR H AR AT <filter type="subtree"s
xmIns="http://www.h3c.com/netconf/data:1.0" >

<Syslog>

</Syslog>

</top>
</filter>
</get>

</rpc>

RO RN AR E FMXMLUIER T

<rpc message-id ="100"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
SRINACE R, FgethF, ©HIR | o
get-config eSO B EE . SRR AEN | xmIns:xc="http://www.h3c.com/netconf/base:1.
BEHIE, WER [ —A 2 f<data> 0> )
<get-config>

<source>

<running/>
</source>

get
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#B#1F

iR

XML #& 3 HE45)

<filter type="subtree'>
<top
xmIns="http://www._h3c.com/netconf/config:1.0
>
<Ifmgr>
<Interfaces>
<Interface/>
</Interfaces>
</I1fmgr>
</top>
</Ffilter>
</get-config>
</rpc>

MIRE RGN — &I IR E IR
Ja SENZE A CR BT HAE AR D ,
BT IRSEEE AR E S .
JrEilindexE MR E RG], i

BRI A T AU XML SR 0 R

<rpc message-id ="100"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
o>

o o <get-bulk>
count@ T8 EN. WAIEERS], ) <filter type="subtree'>
ML — 29515 WARFEEN, 5L <top
FHRIE R PG A EEREIEICEAR | xmIns="http://www.h3c.com/netconf/data:1.0">
get-bulk e % 3 <1fmgr>
AN, WIS BT AR AR AR <Interfaces xc:count="5" xmlns:xc="
#*H http://www.h3c.com/netconf/base:1.0">
getifE 2R 1] Jr A 75 & A AL <Interface/>
i, XPERIENR T & SHOCE Iyt aces
B, get-bulk £t FH /- M 2 HE 30 </top>
Frig, mE3REE € 4% B R 2 </filter>
5 </get-bulk>
</rpc>
SRICA R O E S B XMLER I T
<rpc message-id ="100"
xmIns="urn:ietf:params:xml:ns:netconf:base:1
0" >
<get-bulk-config>
<source>
. e <running/>
tbulk MFETE R BT — it 2R & </source>
%g' UIK-CON | g Figet-configZ&fel, HigIEE <filter type="subtree">
BOABCE : He2d i plget-bulk <top
M9 xmlns="http://www.h3c.com/netconf/config:1.0
">
<Ifmgr>
</I1fmgr>
</top>
</filter>
</get-bulk-config>
</rpc>
1E M HEATHC B BBl H g AT ¥ BufferSize ¥ & 120 XMLIE R A1 -
e E <rpc message-id ="101"
N . . xmIns=""urn:ietf:params:xml:ns:netconf:base:1
mergetffE U 2ite B HARKEAE | om
% 4T . xmIns:xc=""urn:ietf:params:xml:ns:netconf:bas
. e:1.0">
edit-confia: ° WA B RAEIE, W E#E <edit-config>
merge g [IAEREZSEA <target>
. <running/>
o WTEERAGRGE, 15 </targots.
VRO, B0 e B 1ot <config>
% <top

o MR EMNEAGFEAAR
YRz, IR E merge K

xmIns="http://www.h3c.com/netconf/config:1.0
"

<Syslog
xmIns="http://www.h3c.com/netconf/config:1.0
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#B#1F

iR

XML &

" xc:operation="merge'>
<LogBuffer>
<BufferSize>120</BufferSize>
</LogBuffer>
</Syslog>
</top>
</config>
</edit-config>
</rpc>

edit-config:

create

BT EX A . createt: {F L AiTE £
fi & %t % . createf 1E FIXMLEE %
{HmergeZkfl, Hitoperation/&
HEFREEN “create”

o UPCRRTHC B AR SR QI X
R, HAWDSEAGEAE, N5k
QUERCEXN R, FOIEEER
FeE

PUE =0 S VA =R
B4A71E, NIR[E data-exist
iR

L, f@mergefzii NcreateR[IH]

edit-config:

replace

RGN RAFAE, T F i
REX R AR E v AT E

WP B X RZAGFE, B
VEaNEE, 2 B i B
FNHHTALE

R IE ' X A HA R
fg, NIAEEAT replace #:1E,
&[] invalid-value £5i%, &~

FH PG B RANAEAE

[ I, #Emergef&iiAreplacelf ]

edit-config:

remove

T4 e e B

o CHIEERIMERN P RARR
SURF,  JULBH R T B 45 8 X 5
MIPTAECE, RIS BER i e
%

o UIREMIMIBRES R A AN
REFIEAAAR B, U AH
B 5 T TH e e

o WRRGETIE R,
i XML JH BRI EXT S,
BB IR [E R Th

L, #mergefzii AremoveRlA]

edit-config:

delete

Mg e e B

o CHIRERIMERN P RAERR
SR, DUJA R TR R R X R
M ABCE, (RIS IR R
%

o CHIEERIMNERN R AP AU A
REGICAAERCE U,
B e SR T A e L

o WRARGPIEEN R,
WU LR [ AN AE AR R T A2

[{ L, #mergef&ii AdeleteRIT]

4-93



1BR1E LA XML &5
edit-config#ffF F T2 1 R4t
Fic & . NETCONFE il 1 TLffH iz i . L i X .
B : merge. create. delete. | R MNEMERAE, ZEIEDERIER A, FHATIE TR
removefireplace. XML Erfik | &1 R50, XMLERAIT
eI E A, W{ER | <rpc message-id ="101"
BRSO 4T84 e T xg!gsz"urn:|etf:params:xml:ns:netconf:base:l
R, FPREERMRERREE | 020 o
BRIRAE B E 2 merge, TEXML <target>
9 B AT DL <running/>
<default-operation>4 s K % B 2k </target>
B, HUEN: <default-operation>none</default-operation>
w , o) 4 fig
e merge: MM E T AABINER el S cemn ] - N - .
edit-config WSt R e i, A %7 ET;?S;zc urn:ietf:params:xml:ns:netconf:bas
AR IESE B2 <top
Ij . replace: 24T E 77 R ik ﬁzlns= http://www.h3c.com/netconf/config:1.0
5E, BRINEAERE N replace <Ifmgr>
FIBf i, edit-config #:1EERIA <Interfaces>
N replace #:/E <Interface>
<IfIndex>262</1fIndex>
e none: MALE JTUATEE,
BRIAFRAETE N none [T <Description>§?2222;/Description>
fi%, edit-config BfEBRIA A =/1nterface>
none #1E. none {3 2 </T§r:13:5rfaces>
KT, R KA none AR AL </top>
BAULAH Schema K5, A </config>
ITHIEME FR. EiEke </edit-config>
T, #ER ok i, wk | /TP
e
RPN EORBCE, 4N RE MO R E R AR
i, kST P A EORERN TR, XMLIERDT:
<rpc message-id ="101"
edit-config48 & A B X B I R xg Ins="urn:ietf:params:xml:ns:netconf:base:1
Gk, SCRECEEERE. w0 | -0 -
freditconfigiid sk, sz - | “eIrrsontie>
NSRBI E B, BB FTaE <running/>
PR B R, (HA2N TR M </target>
RiE, edit-configifft 7421k 1i, | <error-option>continue-on-error</error-optio
WA TR, R | .
%ﬁj‘zﬂzgﬁéi%égg@;i S i
HIR 17 R xmlns:xc="urn: ietf:params:xml:ns:netconf:bas
edit-config <error-option>7 s Fl T3 B —A4>5L e:1-0"2t
BUARA | IRRE S, R8I B AL e -
T B3, G4 {E Kstop-on-error, 4 imlns- http://www._h3c.com/netconf/config:1.0

HRHUE A :

e  stop-on-error: {FI1EANEE, iR
B4R DRI BRI IE T

e  continue-on-error: #k&LAb
B, (HRHREHR

e  rollback-on-error: %1k Jf:[H]
WHCE

>
<Ifmgr xc:operation="merge'>
<Interfaces>
<Interface>
<IfIndex>262</I1flIndex>
<Description>222</Description>

<ConfigSpeed>1000000</ConfigSpeed>

<ConfigDuplex>1</ConfigDuplex>
</Interface>
<Interface>
<IFfIndex>263</I1fIndex>
<Description>333</Description>
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#B#1F

iR

XML #& 3 HE45)

<ConfigSpeed>1000000</ConfigSpeed>

<ConfigDuplex>1</ConfigDuplex>
</Interface>
</Interfaces>
</1fmgr>
</top>
</config>
</edit-config>
</rpc>

7E HIE AT edit-configig/Ei), wl g
JE— Mg 10, Af H <test-option>
AR E MR E RSB HIER
Ko 1ZTRIERE (AN
test-then-set, #FHUHE M:

FRAEOREE, XK, XMLERIWT:

<rpc message-id ="101"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1
.0">
<edit-config>
<target>
<running/>
</target>
<test-option>test-only</test-option>
<config
xmIns:xc="urn:ietf:params:xml:ns:netconf:bas
ez1.0">
<top

edit-config xmIns="http://www._h3c.com/netconf/config:1.0
e : ° - -set: y s | >
fZﬁﬁﬂiﬁif i;g;gﬁ;é;;ﬂ;iﬁiﬁ¥?%ﬂEﬁ*] <Ifmgr xc:operation="merge"'>
el ; A <Interfaces>
o set: WELEREIRL <Interface>
<IfIndex>262</I1fIndex>
e testonly: Rillik, HFATK <Description>222</Description>
MBS AL, EEREET, ) )
SR E ok FRTh, 752 <ConfigSpeed>1000000</ConfigSpeed>
<ConfigDuplex>1</ConfigDuplex>
</Interface>
</Interfaces>
</I1fmgr>
</top>
</config>
</edit-config>
</rpc>
THRAETE DR STHEE, XMLERIT:
<rpc message-id=""101"
xmIns="urn:ietf:params:xml:ns:netconf:base:1
.0">
<action>
<top
xmIns="http://www.h3c.com/netconf/action:1.0
action NRAFRCE AR EE, e, | s
resetffE <Ifmgr>
<ClearAlllfStatistics>
<Clear>
</Clear>
</ClearAlllfStatistics>
</1fmgr>
</top>
</action>
</rpc>
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4.5 HHRIRENEKIREME A

SREUEHE R 5B E 045 get. get-bulk. get-config Al get-bulk-config. Z<¥i/4HiXLE get R AHEAE
IR [

4.5.1 get RINFEKIBEMEEER. TMIIERLE

<get>AHli<get-bulk>H SC i Xl T -
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<getoperation>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
IEERLE, TR, #E5, F1E
</top>
</filter>
</getoperation>
</rpc>
<get-config>fl<get-bulk-config>#{% 3 i A% 2 n T
<?xml version="1.0" encoding=""UTF-8" ?>
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<getoperation>
<source>
<running/>
</source>
<filter>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
TEERLDE, THE, K4, 4
</top>
</filter>
</getoperation>
</rpc>
Hrr, getoperation FTLLN get. get-bulk. get-config B3 get-bulk-config. <filter>i&IiiH it €
fBE, <filter>rh A IEH 4 . TR BG4 fREARK<filter>, REHAFLIZER. 17
A%
o Hli<filter>th ANt E R CFRHL, NI R AR (TR — B4R B (B,
% e B A i e R (L .
o HWIRBHTNAEER, MFREHE. —HIFEE, WRFHERAOSHEER.
o IR[EMERAT:
o HWARFTAEEINH, MRRIZEM T,
o Wif<filter>th A4 e &R 5141, WHR[EI 512K 55 LEC AT 485 iR ER € 7 R5
PN Z AN AR, 3R 615 2 51 51 LRSI AT 1 2R 51 A AR 2 81 .
o IR[EMEAL:
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o tn<filter>rt HIgwe R 5141, W AR OR8] R R E T R5] 512 7MY
HoA, WER A EEE R &R 5 B TE E 5

o MFZFT—ANRIIMER, RIIFIEE, WERE PR AR ZE 5]

o XIT get-bulk #AE, HITMESER I FHENE MK, JEEAESLR T EIE NI %
PAEAE. Hetn, — N2 9FIREAE AL B. C. DL ESANRS, WML A. B. D. E4
NS, WAL B EENEM A4, BUK L A B 4F 12—/ C. D, E %dE, [,
D. E MHE/E AT ISR AEAE

o XT get#1E, RIIAER, FrfMRsIFIFMERS IEFAATE.

4.5.2 get RZFIIR[EZS HHEAYIF 55 ER

AL AT e S B0R H S

o  EBILAREI.

o Ta i [ BT G RBAC AR

o BT BT AR .

o RAMAmAER AR AR R

e XIT get-config RFIHEEAE, faeRP AABINE.
o EMHINE L, AFHREMR.

4.5.3 RBAC F2 & %f get &FIiR [ 45 RN

WIRKEH T read DR, get iR [0 45 FAELHE IR B .

WRBIEHRT read BUR, IATERP —@AEFEHS] 0 RERA WS, WEER HIL
s s o B FE S, R Bl o] LR Al

TR AT, WERR TR IIN GOARER, WIXT get #1 get-config #:4F, SRECA %
#5: %F get-bulk Al get-bulk-config #:4F, £Bkid AT .

4.5.4 RIREEXLIEX get RINREILZRAIFMN

FUCR T RESR (i E € IR DE, FHORIR AL R 2R A ) 564, AN Route BT Ipv4Routes 3,
FOL RS IAEAT (2132, R (BRSfR) . HERIEAWT:

<Route>

<lpv4Routes>

<RouteEntry h3c:filter=" ip 1.1.1.1"
xmIns:-h3c="http://www.h3c.com/netconf/base:1.0" >

</RouteEntry>
</1pv4Routes>
</Route>

AR RIS B ER B SR ISR, ML P2k A FILAL get RAUFILBE AR A IERIE A, BAE
BRAR ALY PE AT IR (B L DB 4 Rk — 2D
FAAUREERER 2 SR 0L B € SR IE A, 75 ZEAE X L AREER (1) XML AP 4 AE /1o
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5 Comware NETCONF ¥iE53 38 Th 6
5.1 HIELEAN

M H P AT <get>. <get-bulk>. <get-config>D# <get-bulk-config>#ERY, 7 XML 15 5 3 it
JEFAE, FTLMEA A REFA COOLMEEE . B IEasE Hg ITEC . 15055 UL 2% AR UL AT
=F.

[FI 45 08 2 MO SRR, R — Pl P82 A aT DUAE . T BB SR A AR BR AL S N i BRI, 4K
U EASILHED . TR IA VT HC AN 2% A DL AL .

5.2 ™i&ItHc

P SN SR R Ny I v [ W J W L oy W 1 L€ D O 7 ot U A E V- [
MHE XML 5 S P EESREXN R TR, SRR BT kg ULAC . WRAEE T 2R
AR, 3R [l [R5 5 3 LA S RO . AT 58 4= VLR 2% 1R 43 [l By o
fl4n, 4R —A NETCONF R 3CRBl, T 3RBUI RSy UP I D RC B B .
<rpc message-id ="101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree'>
<top xmlns="http://www._h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<AdminStatus>2</AdminStatus>
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>
B P AEAT AL E B TSCE R I R PR R AR 2 FT R A A SR A4 AR — 3, XA & PERERR 5
JUN RBCE R4 BRI S AT A VLR . iltn, B R AL 7 S XML 1 SRy
<rpc message-id ="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree'>

<top xmlns="http://www._.h3c.com/netconf/data:1.0"
xmIns:data=""http://www.h3c.com/netconf/data:1.0">

<Ifmgr>
<Interfaces>
<Interface data:AdminStatus="2" />
</Interfaces>
</1fmgr>
</top>
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</filter>
</get>
</rpc>

PL_EFAS NETCONF i SO 5 15 B = Jdiask o Fl ™ # DC C 77 X335 v DLSREAT ARS8 UP 42 D E

e
Eu;,\o

5.3 IENFREKITHE
5.3.1 IENZFRIA LD & 4y

Yt PE S LB R A, FTLAESR E ot R LR E regExp BIEA N IENEZER, LUAFEERH
Ko SCRFIENZRIARICA I B SSTARE: SRt SR H WA [A]. SR 785 8. IPv4 ik,
IPv4 #£15., IPv6 #ihik. MAC #ulikt. OID. X,

N
Comware A% %, 1EN| &k X4&# ucLibC. gLIbC F & £ I, RE) EMZINTHG/AEL L £
A b b IR & T ik AEAT B ) R GA X G L, XML R P A 38 %k IU4F 5 5 20 69 ) &k

\ﬁ

WN H—A NETCONF # 3R, FT-3RHGE D iR B, I ERX iR (5 By RS 78,
B BT
<rpc message-id=""1-0" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:h3c="http://www.h3c.com/netconf/base:1.0" >
<get-config>
<source>
<running/>
</source>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<Description h3c:regExp=""[A-Z]*$" />
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get-config>
</rpc>

1R RIR 2 H ] B IR 7 A VLR R 6 5-1 Fos
#®5-1 ENFRIAR AR F AR

FRFH aX 2451
A VLS LA € TR IT 46 94T AR BEVLAC LAUTFAR AT, A REVLEC AAUJT AR RIAT
$ VLS DA & 75 5 R AT u$ R AENLEC LAuZs R IAT, ANBEVLHAC LAUAZS B RIAT
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FRFHE

aX

=41

WEECAT, ATARAET AT AF

s LAVC IR as fllbs

DLPC 2 5 i I 107 B A R R
EIE2VN

e zo*n]LAVLHL z BA J% zoo
e (zo)*W] LAULIC zo LA K zozo

I H W44 88 205 38— Vel
s gﬁ*ﬁ”mﬁ PRI = | bt e zo bl fezoo, ERAEI Bz
| UGS 22 3 B0 A7 32 BB 4 R deflint A A& DG AL f A defoll Fint ) 745 & BT 4 14T
0O FRORNTFRE, — B “+” 80 “*” | (123A)RRNFRFH123A; 408(12)+ 1] LATGAI408125%
SR — A 40812121275 745, HAREILAI408
FNEE—IBEEN R, FHH
FABRTH OFERR AT HE, index | (string\LE /R~ {stringEE —%, VLI FZ45 5 LA &
ot R 4 5 B 5 #2 A 2245 | stringstring;  (stringL)(string2)\2& /R istring2 EE —K, TG
\index FIBF N LH G 4m 5 - a0 SR\RTTE R | ER A5~ 4%F 5 20L& string Lstring2string2;
— AR, Nindex REENL; tn | (stringl)(string2)\1\2 & /564 stringlEE —k, HHEE K
R\ A NN 7458, Windex L | string2, TCHAD 1745 5 D AUEL 4 string Lstring2stringlstring2
NLEInT AT = A
o [L6AIZR/RAILALEC B FAF i R R A 1. 6 A
TR FIPERRTEE, KDL Rt
(] WIS RN FAFEATICE, R | o [1-36A] Fm vl LAIVCE B 7445 R Ea 4 1. 2.
B A R B LT AR 3. 6ELA FALE—A CAERERD
e
FLAEILICE] I T AU UL I B FE 14
KR TE, nlstring], A BEVLECE. [ XFEHIBR
x‘ S \ 'A_'k\k, ‘?[) A~ — 2SSy = > ==
LVEIBI PR, BOR | o oA R aTI R R E rL, 6RIAZ AR
N %’Tﬂ‘j\j%{q‘;lﬁ{]‘@ga’ /\%%'fﬂ‘% Ve n s 2 Sl N A 2 Sy > L\[ﬁl:l LAY :‘/\
e 8 PREE . BIMBA]AT LA tabe, m16, AREUCEIL. 16, 16A
{n} nse — N EMEE, TLRCnIK o{2} N fEVLECBob, {H&Z2fEILAfood
{n} nie — AR, F/DULRSNIR o{2 YR fEILACBob, 1HAEITHAfoooood
mAInIE Ny AE GRS, Hophn/h 5
{n,m} Fm., REZFSHBEGEnEmMNE | ofl,3}6EILtfod. food. foood. foooood, {H RAEVLHLfd
Tk e UL AL 2]
VLR & 48 8 FAF R 5 R, =
\< e T R A 2R RE 22 \<dolLA #.i7ldomain, it A LAVGER 7 4% Hi doa
F FRATFRIL
VLR & 48 8 FAF R R, =
\> FFER S TR AP M RE 2 4 do\>JLAE #iFundo, AT BLULHEE 45 # cdo
F FRATFRIZ
VLR — A ialii i, Waesgmis | enbrl LLULECnever, {HAREILHCverb
\b NI o
7S et [H] AL B \beri] LAVLHierase, {HAREILHIverb
\B UNIGEI RGBS enBfitULiitverb, {HAREILELnever
\WE K T[A-Za-20-9 ], —¥F. F . —_ )
\w o B2 viwfElLHigvian, WwikfElLRdservice
\W \War] BAVCE-a, {H2&AREDLhl2afbass

\WEES T [PA-Za-20-9_ ], =BT
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FRFHE aX =41

T PRI ZAME R T

FeSURIER, VEERA R P sl | o W ATLRRE R
\ BAFRTA, BERRRTA | o LR A AT

IR o o AT LU F\b e

5.3.2 IENFRIAIRIEL

1. tAMFEKR

SR Ifmgr B4k Interfaces #& T Description 41 615 5 5 BT A 4k .
2. HEDSRE

# 3N XML AL

<Sysname> xml
# BEATRE IS o TR LU HROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>

# FREX Ifmgr #iE Interfaces %~ Description 543 & B 5 BT A £l . 15K DL R #oc#s L,

7% P it o
<?xml version="1.0"?>

<rpc message-id="100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:reg="http://www.h3c.com/netconf/base:1.0">

<get>
<filter type="subtree'>
<top xmlns="http://www._h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<Description reg:regExp=":" />
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
</rpc>

3. FERIWIE
# QR SRR R BT, NIRRT .

<?xml version="1.0" encoding="UTF-8"7?>
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<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:reg="http://www.h3c.com/netconf/base:1.0" message-id="100"">

<data>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>2681</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:1 Interface</Description>
</Interface>
<Interface>
<IfIndex>2682</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:2 Interface</Description>
</Interface>
<Interface>
<IfIndex>2683</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:3 Interface</Description>
</Interface>
<Interface>
<IfIndex>2684</1fIndex>
<Description>Ten-GigabitEthernetl1/0/49:4 Interface</Description>
</Interface>
<Interface>
<IfIndex>2685</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:1 Interface</Description>
</Interface>
<Interface>
<IfIndex>2686</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:2 Interface</Description>
</Interface>
<Interface>
<IfIndex>2687</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:3 Interface</Description>
</Interface>
<Interface>
<IfIndex>2688</1fIndex>
<Description>Ten-GigabitEthernetl1/0/50:4 Interface</Description>
</Interface>
<Interface>
<IfIndex>2689</1fIndex>
<Description>Ten-GigabitEthernetl1/0/51:1 Interface</Description>
</Interface>
<Interface>
<IfIndex>2690</1fIndex>
<Description>Ten-GigabitEthernetl1/0/51:2 Interface</Description>
</Interface>
<Interface>
<IfIndex>2691</1fIndex>
<Description>Ten-GigabitEthernetl1/0/51:3 Interface</Description>
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</Interface>

<Interface>

<IfIndex>2692</1flndex>

<Description>Ten-GigabitEthernetl/0/51:4 Interface</Description>

</Interface>

</Interfaces>

</I1fmgr>

</top>
</data>
</rpc-reply>

5.4 FHILHE

5.4.1 &HTEEY

1T IR NI RIAAN e e 7 A UL IC, 0 T BB 2 AR ) 1 Wi JE S BESOR ELBORR AT Ui, Wl A 2%
PRULRCIS JETh BE -
FAFICHCE AL SO R PN match JEIETE R, JBIERIE (R I8 WTRUNET . T 455

#*”5-2 FHMLEHS

HR1E we 11 RA
;. . , K Fvalue, CEERIEFEZRA Y. S HIHAIR A & Fh s
¥ match="more:value SR IPvAMLE . IPVARERD . IPVBHIAE. MACHE. X
. e ) /N Fvalue, ZEERIEFEZRA Y. S HIWAIR A &R Ees.
M match="less:value SRPERE . IPVANSHE . PV IPVBHLHE. MACHIHE. (X
. . , EA /N TFvalue, SZRFFIBHRZEAD: &M H IR SR
e match="notLess:value FRFE L IPvANBHE. IPVARERY . IPveHilk. MACHEHE, B X
T cherotorevalner | KT value, HBURA. KR ELIVARI . & RPRCE
- ' BRI IPvALL. IPVARERD . IPveHilE. MACHEHE. WX
T match="equal:value” {E% Fvalue, CEERIEFEZRAD . Frf ey
A match="notEqual:value” EAS%Fvalue, STRFPIEIERAN: Fra 2
s match=rncdesing: | I Wsuing, LSBT S SR vl
NS match="exclude:string” i%migg$mm@,i%mﬁﬁ%@%:%ﬁ$ﬁ$\mmm
b =t/ 4 1 N ft qEs, > IS = . .
FEE T match="startWith:string” ;lﬂiﬁi\f:;%g‘% SCRFIEUR Ry : B A4 5. OID. IPv4
- matchorendWitsuing: | VT HIHSUINGAI, CRHMIATY: SRS PuaBLE:

IPvAHEDY |

W A—A NETCONF #3CRf, H T 3R EAY A5 b CPU FI 2% KT 50% 544K

<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:h3c="http://www.h3c.com/netconf/base:1.0" >

<get>
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<filter type="subtree'>
<top xmIns="http://www._.h3c.com/netconf/data:1.0">
<Device>
<ExtPhysicalEntities>
<Entity>
<CpuUsage h3c:match="more:50"></CpuUsage>
</Entity>
</ExtPhysicalEntities>
</Device>
</top>
</filter>
</get>
</rpc>

5.4.2 S{EITELRIEZE

1. tAMFEK

SREL Ifmgr #5241 Interfaces & T Ifindex {5 K4+ 5000 [ Name 51l{5 &
2. HEDSRER

# BN XML AL

<Sysname> xml
# BEATRE IS o TR LU HROCHE UL RGNS 2% 7 i o
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
</capabilities>
</hello>
# REL Ifmgr #5240 Interfaces & T Ifindex {5 K 1557 5000 ) Name %115 5. 154 LR HRoSCH DL,
RE U 212 7 S o
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:nc="http://www.h3c.com/netconf/base:1.0">
<get>
<filter type="subtree'>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<Iflndex nc:match="more:5000"/>
<Name/>
</Interface>
</Interfaces>
</1fmgr>
</top>
</filter>
</get>
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</rpc>
3. L RIGIIE
# WA P S BRI N RO, W RN AR R .

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:nc="http://www.h3c.com/netconf/base:1.0" message-id="100">

<data>
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<Iflndex>7241</1fIndex>
<Name>NULLO</Name>
</Interface>
<Interface>
<IfIndex>7243</1fIndex>
<Name>Register-Tunnel0</Name>
</Interface>
</Interfaces>
</1fmgr>
</top>
</data>
</rpc-reply>

5.5 AIEEFIRHIE

FEL R WS IR E PR AT BRI DR, & RE B AAT ARG fF & JeacfH 51, AT
AINPATFE L IERATFHITIA R, R MERABE, AT AN

5.6 EFTFEMIFRA TR

HA W EE BRI T, S8 70 4L B O e B i 8 I DA AR AT B i vk, 2 R 2%
AT R AT SR L, AT ISR ECE A S gk s HA S,
R AAT =D RFE R IS KB, AT A
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6 ncclient fEN NETCONF & F ¥ Zm e~

A5 LA neclient N1, ABHUE T EAEN NETCONF & P, 514 (fE5 NETCONF IR%28)
7. NETCONF <> (177

6.1 ncclient® Fim{F AIFEER
6.1.1 ncclient 728

ncclient & —/NAT LA{E NETCONF % /7 i ) Python 8 . e RAd 3 324t 7 3R% B APL, I35
NETCONF (1) XML 4% e Bt 2] Python #3& F1 3138, 15 M2 B 40 'S5 SE NS 5
ZEAS M E DR

o I(FF RFC 6241 5& XA NETCONF RPEHITIfE o

o JiKZEAIEKR.

o ¥R RPCIEK.

o EipEXML HR—5. BRIERIERE, BULHEE,

o RNk, WTDURIETRE, RIS IHT AR MU R ) B AR .

6.1.2 IMNEER

ncclient fT 75 () Python fiz 44 Python 2.7 5% Python 3.5+,
ncclient FYIE 47 AN -

. setuptools 0.6+

) Paramiko 1.7+

. Ixml 3.3.0+

) libxml2

) libxslt

W 2504 Debian/Ubuntu, AT 2@ aptitude 553 apt-get £ 77 202235 00 R Y
) libxml2-dev

. libxsltl-dev

vl

6.1.3 ncclient &3

AT ELdE s s 7 223 neclient:
o fRIELHEALE 2% neclient. LA neclient-0.6.10.tar.gz i, BRI FEA:
a. s T EE R 23,
b. $T7F cmd, VI#Sf#IE G setup.py X RER H R .
c. 447 python setup.py build 174> .
d. 4T python setup.py install 74> .
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e pip 73, BIHAT pip install ncclient iy 4 %2%% neclient. 1% 77 20 ZLaf CR 2 ALAT LU 191 21 H b
lib G (FFRIFEE AT BEXT BRI P B WX AT U7 (] B 1), 75 BT 2% 8 B R o

GRTEIG, TR PR AR T LR

(1) #7JF emd, HEA python #11& .

(2) fiA import ncclient a4 . WEREAIE, WFRRCELHERY) T .

W FHEY) e neclient iliAs, 75 Z 54T pip uninstall neclient 77414 neclient.

6.1.4 BIZAER

L python dir & AT A, 75 Z iR E M A AT ER SAE . Flan, A E*py RAFAE
Cl/desktop/examples H3% T, 7E Cldesktop FHATHI python s A0 -
[ncclient] $ python examples/*.py

6.2 EINETCONFLIE

AH1 LA NETCONF over SSH v [l 77 XN, /i 4R an{rTid i 3247 Python JEIAE 37 NETCONF £x1ifi o
@57 NETCONF 25 fid F2i8 % M

(1) FcE NETCONF i J5 .
(2) BIE—A*py HA, 5[? import CHFEE
(3) i connect J7i%, i#id SSH A NETCONF <1 .

6.2.2 fi® NETCONF g a

1% FH NETCONF over SSH v Ia] /5 20U, 75 Z 48 AR 55 umfic & SSH H P, 371 )5 NETCONF over SSH
%% . BARBCE TEEATZ N, “2.4.1 il E NETCONF over SSH il 52,

BLE G, w& BEATHR SSH ks (A AFMEM) H TR o L. A4,
R A 48 ssh, %154 00passwordOOconnect »

6.2.3 BEI{THIAREI NETCONF £1&

1. BHR &M

7E 437 NETCONF 2315 2 Bl , 75 4K 2 NETCONF % /3 /1 NETCONF IR 2% 2% 22 6] & 75 ping i,
#if%: ncclient A% (Server) =EHil

2. BIEL B

7 ncclient FEIE B BAH) SSH R, &R AT H A B ALK S iAET 2, HA4N
ssh, #1445k 00passwordOOconnect . AT A connect BREL, & P imiE R334, HHSN
#AZ—4> NETCONF £if.

= im
Jp REATIEAR T, R EBEIEN “No module named XXX” #9427, N4 pip install xxx 44~%
R AR BT .
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A LK 0 R PR A 8257 NETCONF £

FERIA AT I SR UEERAR G 28, Bk i
a. Hrid demol.py SCfF, K LAN WAL R B SCIEH .
# -*- coding:utf-8 -*-
import sys
from ncclient import manager
from ncclient import operations

def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name”:"h3c"},
allow_agent = False,
look_for_keys = False)

def test_connect(host, port, user, password):
with h3c_connection(host, port=port,user=user,password=password) as m:

n = m._session.id
print(""This session id is %s."%(n))

if _name__ == "_main__":
# test_connect(''192.168.56.120", 830, '"ssh', "00passwordOOconnect ')
test_connect(sys.argv[1],sys.argv[2],sys.argv[3],sys-argv[4])

Hrb, BZHE SON:

— host: 54T NETCONF RS 28 (K144 10 1P Huhil, HEFEfd 154 E B 10 1P Hihk. it

i, 1P Mk 192.168.56.120.

— port: #3 SSH LML I15 . BN 830.

- username: SSH M HIH 4. tefildr, FP 474 ssh.

— password: SSH /%5, thfild, #4594 00passwordOOconnect .
b. #17 cmd, FUJ#3] demol.py SXAFFIFE Hax, HATEA T A2

>python demol.py 192.168.56.120 830 ssh OOpasswordOOconnect
c. MWAIEIT S &l 6-1 Frr.

El6-1 MAE(THERTER

D:sD_PythonProjects“B_github_projectzsh3c_ncclient“demo>python demol.py 192_168.
L6.128 838 ==h BApassworddBconnect

This session id is 1.

FERIA SO R R BOE AR S 4, BRI REDN:

a. ¥ demo2.py U, 5 LAF A S I FISC LR
# -*- coding:utf-8 -*-
import sys
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from ncclient import manager
from ncclient import operations

def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey verify = False,
device_params={"name® :"h3c"},
allow_agent = False,
look_for_keys = False)

def test_connect(host, port, user, password):

with h3c_connection(host,port=port,user=user,password=password) as m:

n = m._session.id

print(""This session id is %s."%(n))

if _name__ == "_main__":
test_connect(''192.168.56.120", 830, 'ssh', '"00OpasswordOOconnect ')
b. #EXN cmd, FUI#:F] demo2.py XAHFTER H 3, HATLL a4 .
>python demo2.py

6.3 ncclientZEKiE(ERE RHI

A ST LE NETCONF £33 b, 40T B0 AT B AR 75 0 A6 (4T B35 JE AR 1 . 31T neclient
AR (R T LR -

(1) EFEE, i ARG RPC L

(2) 44TiZ Python I, DASERGERTE . M. 25D, T HAHRAE.

6.3.2 ftE (edit-config)

1. BEARHE

(1) #i& RPC R, AFIN6IEHH) VLAN, RPC iR 0K XML 45472 ), (H3C Comware
7 NETCONF XML API Reference) C#%.

VLAN_RPC = " <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<VLAN xc:operation="create'>
<VLANs>
<VLANID>
<ID>3</1D>
<Name>3</Name>
<Description>2</Description>
</VLANID>
</VLANs>
</VLAN>



</top>
</config>

(2) MRAEACE AR, AR ERETT
o JLEIAERMRE: AT edit-config #1F, fi5EXS RS Sm<running/>iC EAEBATIE L, JER
B3R [ 4R 3L
rpc_obj = m.edit_config(target="running®, config=VLAN_RPC)
_check_response(rpc_obj, "VLAN_MERGE")
o HrBAENE: T edit-config #iE, T X k% AR tn<candidate/> R0 B AE AT LL
FARLIR IR 7] 5
rpc_obj = m.edit_config(target=" candidate ", config=VLAN_RPC)
_check_response(rpc_obj, "VLAN_MERGE®)
56 /% edit-config #AF )5, WIE W N Ay 24T commit $#4E .
m.commit()
o ﬁ ZATHER: T edit-config #:1E, 1858 WIS Bifi<candidate/>H0 B A HTE M, FHR:
AEIE S
rpc_obj = m.edit_config(target=" candidate ", config=VLAN_RPC)
_check_response(rpc_obj, "VLAN_MERGE®)
5e % edit-config #1F )5, LTy SR ACE R IBAT, I EIS TN E .
m.commit(confirmed=True, timeout=" 300 *)
56 /% edit-config #:/E )5, W] LT UL R in & Z Fi<candidate/>H R EEAS £ s, RIS
e & .
m.discard_changes()
iR A4 m o with h3c_connection(host,port=port,user=user,password=password) as
m:
2. =l
(1) BAUFAi edit-config #:/E G VLAN [¥) Python F2)7:
# -*- coding:utf-8 -*-

import sys

import logging

from ncclient import manager

from ncclient import operations

log =

logging.getLogger(_ _name_ )

# FHT0% VLAN ) RPC #f3Z.
VLAN_RPC = ™ <config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://www.h3c.com/netconf/config:1.0">
<VLAN xc:operation="create'>
<VLANs>

<VLANID>
<1D>3</1D>
<Name>3</Name>
<Description>2</Description>

</VLANID>
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</VLANs>
</VLAN>
</top>
</config>

# OSSR NERE.
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name® :"h3c"},
allow_agent = False,
look_for_keys = False)

# K7 RPC [AI IR 3.
def _check_response(rpc_obj, snippet_name):
print("'RPC reply for %s is %s" % (snippet_name, rpc_obj.xml))
xml_str = rpc_obj.xml
if "<ok/>" in xml_str:
print(*"%s successful"%snippet_name)
else:
print(‘'Cannot successfully execute: %s' % snippet_name)

def test_edit _config_running(host, port, user, password):
# Q% NETCONF 21,
with h3c_connection(host,port=port,user=user,password=password) as m:
# Ki% RPC i R IFH 1 RPC Bl i3
rpc_obj = m.edit_config(target="running”, config=VLAN_RPC)
_check_response(rpc_obj, "VLAN_MERGE®)
if _name_ == "_main__":
test_edit_config_running(''192.168.56.120", 830, "ssh', "0OpasswordOOconnect ')

(2) LA edit-config #:AEMIER VLAN i) Python 27
# -*- coding:utf-8 -*-

import sys

import logging

from ncclient import manager

from ncclient import operations

log = logging.getLogger(__name_ )
# F-FIMBS VLAN ) RPC #3C.
VLAN_RPC_DELETE = """'<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://www.h3c.com/netconf/config:1.0">
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<VLAN xc:operation="delete">
<VLANs>
<VLANID>
<ID>4</1D>
</VLANID>
</VLANs>
</VLAN>
</top>
</config>

# E 5REIER.
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey verify = False,
device_params={"name® :"h3c"})

# K RPC B,
def _check_response(rpc_obj, snippet_name):
print("'RPC reply for %s is %s" % (snippet_name, rpc_obj.xml))
xml_str = rpc_obj.xml
if "<ok/>" in xml_str:
print(*"%s successful' % snippet_name)
else:
print(‘'Cannot successfully execute: %s'" % snippet_name)

def test_edit _config_running(host, port, user, password):
# Q% NETCONF 21
with h3c_connection(host, port=port, user=user, password=password) as m:
# ik RPC iERIFARE RPC I E R o
rpc_obj = m.edit_config(target="running®, config=VLAN_RPC_DELETE)
_check_response(rpc_obj, "VLAN_DELETE")
if _name_ == "_main__":
test_edit_config_running("192.168.56.120", 830, 'ssh', '"00passwordOOconnect')

6.3.3 #if] (get/get-config)

1. BEAREBE
(1) AR, ANFEEET R, HOOE A FE:
o get #1E T EAR E M fr 44 %5 18] xmins=http://www.h3c.com/netconf/data:1.0. LPAFRE$% [
EEAB], RPC LU :

IF_GET_RPC = "
<top xmlns="http://www._h3c.com/netconf/data:1.0">

<Ifmgr>
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<Interfaces>
<Interface></Interface>
</Interfaces>
</1fmgr>
</top>
o get-config 1 75 B4k & (i 44 25 18] A xmins=http://www.h3c.com/netconf/config:1.0. LA
SREEE BB, RPCHRCUTT:
IF_GET_CONFIG_RPC = """
<top xmlns="http://www.h3c.com/netconf/config:1.0">

<Ifmgr>
<Interfaces>
<Interface></Interface>
</Interfaces>
</1fmgr>
</top>

(2) HHXIRELN, Kix<get>Hi<get-config>Hi S|k 55 ds i, A 2 AT IS AT 20 A B 40

o M get#E, Kix get#fE RPCiEK, JFE¥HIEHRICTE A xml SCFH
get_reply = m.get(("'subtree', IF_GET_RPC)).data_xml
print(get_reply)
with open("%s_get.xml" % host, "w") as f:
f.write(get_reply)

o M get B get-config 11, Ki% get-config #4F RPC i 3K, I [EIEHCE ANF| xml 3L
e
WLV get Al get-config #2111, ¥ LA$AT get-config 5. Vi get B2 IR, ¥ idit
T SR AR ST ) A 27 (B T 4 TS SR A2 get FRALIL /2 get-config 287
W get #:00, AT get-config #AE I 7154
get_reply2 = m.get(("'subtree'™, IF_GET_CONFIG_RPC)).data_xml
print(get_reply2)
with open("%s_getconfig.xml" % host, "w") as f:
f.write(get_reply2)
W H get-config #11, 4T get-config #AE 17209
c = m.get_config(source="running”,filter=("subtree®, IF_GET_CONFIG_RPC)) .data_xml

with open(""%s_getconfig2.xml" % host, "w") as f:
f.write(c)

2. =l

PLR AL get 5% get-config #AE SR HUE: 1145 £ Python 27

# -*- coding:utf-8 -*-

import sys

import logging

from ncclient import manager

from ncclient import operations

log = logging.getLogger(_ _name_ )
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# P OE R RPC 4)3C.
IF_GET_RPC = """
<top xmlns="http://www.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface></Interface>
</Interfaces>
</1fmgr>
</top>

IF_GET_CONFIG_RPC = ™"
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr>
<Interfaces>
<Interface></Interface>
</Interfaces>
</I1fmgr>
</top>

# BRI,
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name":"h3c"},
allow_agent = False,
look_for_keys = False)

def test_get(host, port, user, password):
# QI NETCONF £,
with h3c_connection(host,port=port,user=user,password=password) as m:
n = m._session.id
print(""This session id is %s."%(n))

# ik get #RfE RPC 3K, R MIEIRTEANE xml LfFH.

get_reply = m.get((“'subtree™, IF_GET_RPC)).data_xml

print(get_reply)

with open("%s_get.xml" % host, "w") as f:
f.write(get_reply)

# Bt get 1 ki% get-config #4E RPC i53K, K RIERCE NS xml S0,
get_reply2 = m.get((""subtree™, IF_GET_CONFIG_RPC)).data_xml
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print(get_reply2)
with open("'%s_getconfig.xml" % host, *w") as f:
f.write(get_reply2)

# 18id get-config # M K% get-config #:4FE RPC 1K, FR EIEHICE NS xml X,
c = m.get_config(source="running”,Ffilter=("subtree”,IF_GET_CONFIG_RPC)).data xml
with open("'%s_getconfig2.xml"™ % host, "w") as F:

f.write(c)

if _name__ == "__main__":
test _get(''192.168.56.120", 830, ''ssh', "0OOpasswordOOconnect ')

6.3.4 #if) (get-bulk/get-bulk-config)

get-bulk #1 get-bulk-config # {4 H3C H 17 & X M FA A HA/EX R . 7 ncclient
get-bulk/get-bulk-config % F 1 get 42 F {5 FH 57525486
1. EARBRE
(1) HiEduERAt
DLSREE: s A5, RPC_GET_BULK {# /] get-bulk 757%, #REUEIRG N
<Ifindex>1536</Iflndex>2 J& [ A # I EHE, RPC Rk 3C9:
RPC_GET_BULK = "
<top xmlns="http://www._.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<IfIndex>1536</1fIndex>
</Interface>
</Interfaces>
</I1fmgr>
</top>
i H get-bulk-config 77 3R BT £ H R B80S, HARkook Uy
(RPC_GET_BULK_CONFIG f] RPC iR Rt e R -
RPC_GET_BULK_CONFIG = '
<top xmIns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr>
</1fmgr>
<GRPC>
</GRPC>
</top>
(2) HXREM, Ri%k<get-bulk>Hi<get-bulk-config>Fi L EIAR 55 28, ik &1k M AiE 174
HIC B 2595
o TAH get-bulk #11, Ki% get-bulk #:{F RPC &K
reply = m.get_bulk(Ffilter=("subtree” ,RPC_GET_BULK))
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print(reply)

o M get-bulk-config # 1, &i% get-bulk-config #:/F RPC i&K .
reply = m.get_bulk_config(source= "running", filter=("subtree”,
RPC_GET_BULK_CONFI1G))
print(reply)

2. /A5l

PL R NiEE get-bulk 5% get-bulk-config #1/E 4t &3k U 115 B4 Python F2/7
# -*- coding:utf-8 -*-

import sys

import logging

from ncclient import manager

from ncclient import operations

log = logging.getLogger(_ _name_ )

# 181t get-bulk #EIRIEE OIS B RPC 3L,
RPC_GET_BULK = '
<top xmIns="http://www._.h3c.com/netconf/data:1.0">
<Ifmgr>
<Interfaces>
<Interface>
<Iflndex>1536</1fIndex>
</Interface>
</Interfaces>
</1fmgr>
</top>

# i get-bulk-config #EIREEE {E M RPC R3¢,
RPC_GET_BULK_CONFIG = """
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<Ifmgr>
</1fmgr>
<GRPC>
</GRPC>
</top>

# TSRS,
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name"® :"h3c"},
allow_agent = False,
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look_for_keys = False)

def test_get_bulk(host, port, user, password):
# A7 NETCONF £ifi.
with h3c_connection(host,port=port,user=user,password=password) as m:
# K% get-bulk iR,
reply = m.get_bulk(Filter=("subtree” ,RPC_GET_BULK))
print(reply)
# Ki% get-bulk-config kK.

reply = m.get _bulk _config(source= "running", filter=("subtree”,
RPC_GET_BULK_CONFIG))

print(reply)

if _name__ == "_main__":
test _get bulk(''192.168.56.120", 830, ''ssh', "00passwordOOconnect ')

6.3.5 action ##{E

1. BEARBRIE
(1) #4i& RPC action 3¢,
PUE bR A% D B gt 5 o], RPCHRSCIR

ACTION_RPC = ™"
<rpc message-id="{}" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www._h3c.com/netconf/action:1.0">
<Ifmgr>
<ClearAlllfStatistics>
<Clear>
</Clear>
</ClearAllIfStatistics>
</1fmgr>
</top>
</action>
</rpc>
(2) Ik action # 3.
msgid = 100
rpc = ACTION_RPC.format(msgid)
m._session.send(rpc)
time.sleep(2)

2. /A5l

DL AL action #AETERR 42382 1 48 iHE 211 Python F2/7 .
# -*- coding:utf-8 -*-

import sys

import logging

import time
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from ncclient import manager
from ncclient import operations

log = logging.getLogger(__name_ )

# it action BRAEIEREHEOSHE R M RPC #H3C.
ACTION_RPC = ™"
<rpc message-id="{}" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<action>
<top xmlns="http://www._.h3c.com/netconf/action:1.0">
<Ifmgr>
<ClearAlllfStatistics>
<Clear>
</Clear>
</ClearAlllIfStatistics>
</I1fmgr>
</top>
</action>
</rpc>

# ST,
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name® :"'h3c"},
allow_agent = False,
look_for_keys = False)

def test_action(host, port, user, password):
# Q% NETCONF 1o
with h3c_connection(host,port=port,user=user,password=password) as m:
n = m._session.id
print("This session id is %s."%(n))

# Ri% action .
msgid = 100
rpc = ACTION_RPC.format(msgid)
m._session.send(rpc)
time.sleep(2)
if _name_ == "_main__":
test_action("'192.168.56.120", 830, ''ssh', "00passwordOOconnect ')
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6.3.6 iJI% (subscription)

1. EARR(E

(1) HEEITFIROC, RPCHRICUTT:
# A8 netconf iT FHR L.
Rpc4Subscription = """ <rpc message-id="{}"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<create-subscription
xmIns=""urn:ietf:params:xml:ns:netconf:notification:1.0">

<stream>NETCONF</stream>
</create-subscription>
</rpc>

# AT ifmgr 1.
RPC4Ifmgr = """

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xs="http://www._.h3c.com/netconf/base:1.0">

<create-subscription
xmIns=""urn:ietf:params:xml:ns:netconf:notification:1.0">

<stream>lfmgr</stream>
</create-subscription>
</rpc>
(2) TRFEMITHIHR.
# N rpc % B Message ID.
msgid = 100
rpc = Rpc4Subscription.format(msgid)
# BBV B
m._session.send(rpc)
m._session.send(RPC41fmgr))
(3) FHfFHEMER L.
m.take_notification(block=True,timeout=100)
2. /A5l
DA T B s & b Vg B AR Python 155
# -*- coding:utf-8 -*-
import sys
import logging
import time
from ncclient import manager

from ncclient import operations
from ncclient.operations import CreateSubscription

log = logging.getLogger(_ _name_ )
# f# netconf 1T RPC L.
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Rpc4Subscription = """ <rpc message-id="{}"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<create-subscription
xmIns=""urn:ietf:params:xml:ns:netconf:notification:1.0">

<stream>NETCONF</stream>
</create-subscription>
</rpc>

# 1T ifmgr {1 RPC R 3L,
RPC41fmgr = "

<rpc message-id=""101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:xs="http://www.h3c.com/netconf/base:1.0">

<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>lfmgr</stream>
</create-subscription>
</rpc>

# TSR NERE.
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name":"h3c"},
allow_agent = False,
look_for_keys = False)

def test_notification(host, port, user, password):
# {13 NETCONF &1 .
with h3c_connection(host,port=port,user=user,password=password) as m:
n = m._session.id
print(""This session id is %s."%(n))

# N RPC % Message ID.

msgid = 100

rpc = Rpc4Subscription.format(msgid)
#ORIEIT RS,

m._session.send(rpc)
m._session.send(RPC41fmgr)

# FASHME R Bk
m.take_notification(block=True, timeout=100)

if _name_ == "_ main__":
logging.basicConfig(level=logging.DEBUG)
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test_notification('192.168.56.120", 830, ''ssh', "00passwordOOconnect ')

6.3.7 XML2CLI

1. BEARRME

(1) 7E ncclient @ HE N xmi2cli fg 714k
FETH B neclient & fod M AZ S, B S SO H 08
322 %% H 3 \ncclient\devices\h3c.py
(ZL0F

C:\Users\c23406\AppData\Local\Programs\Python\Python37\Lib\site-packages\ncclient\d
evices\h3c.py

7t H3cDeviceHandler 2% get_capabilities J5 %40 xml2cli i 145, Wik
class H3cDeviceHandler(DefaultDeviceHandler):
def get_capabilities(self):
# Just need to replace a single value in the default capabilities
c = super(H3cDeviceHandler, self).get capabilities()
c.append(*'urn:h3c:params:netconf:capability:h3c-xml2cli:1.0")

return c
(2) MEGEITRROC, RPC AT :
# merge VLAN.
VLAN_MERGE_RPC = """"** <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://www.h3c.com/netconf/config:1.0">
<VLAN xc:operation="merge">
<VLANs>
<VLANID>
<1D>4</1D>
<Name>4</Name>
<Description>helloword</Description>
</VLANID>
</VLANs>
</VLAN>
</top>
</config>

# delete VLAN,

VLAN_DEL_RPC = ™ <config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">
<VLAN xc:operation="delete">
<VLANs>
<VLANID>
<1D>4</1D>
</VLANID>
</VLANs>
</VLAN>
</top>
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</config>

# merge gRPC.
GRPC_MERGE_1 = """
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xc:operation="merge"
xmIns="http://www.h3c.com/netconf/config:1.0">
<GRPC xc:operation="merge'">
<Subscriptions>
<Subscription>
<SubscriptionName>1</SubscriptionName>
<SourceAddress>1.1.1.1</SourceAddress>
<SensorProfiles>
<SensorProfile>
<GroupName>1</GroupName>
<Samplelnterval>10</Samplelnterval>
</SensorProfile>
<SensorProfile>
<GroupName>2</GroupName>
<Samplelnterval>20</Samplelnterval>
</SensorProfile>
</SensorProfiles>
<DestinationProfiles>
<DestinationProfile>
<GroupName>1</GroupName>
</DestinationProfile>
<DestinationProfile>
<GroupName>3</GroupName>
</DestinationProfile>
</DestinationProfiles>
</Subscription>
</Subscriptions>
</GRPC>
</top>
</config>

(3) AT netconf iz,
# LR IR
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={"name® :"h3c"},
allow_agent = False,
look_for_keys = False)

(4) RSO A ESC .
6-17



def test_edit_config_running(host, port, user, password):

i=1

if(os.path.exists("%s_xml2cli.xml" % host)):
os.remove("'%s_xml2cli.xml" % host)

fd = open('%s_xml2cli.xml" % host, "a%)

fd.write('<root>\n"")

# 57 netconf &

with h3c_connection(host,port=port,user=user,password=password) as m:

# 2. k1% RPC &R HAE# RPC [HIE L
whille True:
if (i == 1):

rpc_obj = m.edit_config(target="running”, config=VLAN_MERGE_RPC)

# print(rpc_obj.xml)
if (i == 2):

rpc_obj = m.edit_config(target="running", config=VLAN_DEL_RPC)

# print(rpc_obj.xml)
if (i == 3):

rpc_obj = m.edit_config(target="running", config=GRPC_MERGE_1)

# print(rpc_obj.xml)
if ((1'=1) and (i !'=2) and (i !'= 3)):
break
i =i+l
# ISR
parseXmlString2File(fd, rpc_obj.xml)
fd.write('</root>\n")
fd.close()

2. P51
PLR T ¥ 4% b2 D BR R Python F2 7

# -*- coding:utf-8 -*-

import sys

import logging

from ncclient import manager

from ncclient import operations
import xml.etree.ElementTree as ET
from xml.dom import minidom

import time

import os

log = logging.getLogger(__name_ )

# GI& vlan

VLAN_MERGE_RPC = """'<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://www._h3c.com/netconf/config:1.0">
<VLAN xc:operation="merge">
<VLANs>
<VLANID>
<1D>4</1D>
<Name>4</Name>
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<Description>helloword</Description>

</VLANID>
</VLANs>
</VLAN>
</top>
</config>
# Mk vian
VLAN_DEL_RPC = """'<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://www.h3c.com/netconf/config:1.0">
<VLAN xc:operation="delete">
<VLANs>
<VLANID>
<ID>4</1D>
</VLANID>
</VLANs>
</VLAN>
</top>
</config>

# merge GRPC
GRPC_MERGE_1 = "
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xc:operation="merge" xmlns="http://www.h3c.com/netconf/config:1.0">
<GRPC xc:operation="merge'>
<Subscriptions>
<Subscription>
<SubscriptionName>1</SubscriptionName>
<SourceAddress>1.1.1.1</SourceAddress>
<SensorProfiles>
<SensorProfile>
<GroupName>1</GroupName>
<Samplelnterval>10</Samplelnterval>
</SensorProfile>
<SensorProfile>
<GroupName>2</GroupName>
<Samplelnterval>20</Samplelnterval>
</SensorProfile>
</SensorProfiles>
<DestinationProfiles>
<DestinationProfile>
<GroupName>1</GroupName>
</DestinationProfile>
<DestinationProfile>
<GroupName>3</GroupName>
</DestinationProfile>
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</DestinationProfiles>
</Subscription>
</Subscriptions>
</GRPC>
</top>
</config>

# OES S
def h3c_connection(host, port, user, password):
return manager .connect(host=host,

port=port,
username=user,
password=password,
hostkey verify = False,
device_params={"name® :"h3c"},
allow_agent = False,
look for_keys = False)

def _check_response(rpc_obj, snippet_name):
print(""RPC reply for %s is %s" % (snippet_name, rpc_obj.xml))
xml_str = rpc_obj.xml
if "<ok/>" in xml_str:
print(""%s successful"%snippet_name)
else:
print(‘'Cannot successfully execute: %s' % snippet_name)

def parseXmlString2File(fd, xmlstring):
localtime = time.asctime(time.localtime((time.time())))
str = "<I--" + time.strftime("%Y-%m-%d %H:%M:%S", time.localtime()) + "--> \n"

fd.write(str)
dom = minidom.parseString(xmlstring)
dom.writexmd(fd, ", ', "\n", "utf-8")

def test_edit _config_running(host, port, user, password):

i=1
if(os.path._exists("%s_xml2cli.xml"™ % host)):
os.remove("%s_xml2cli.xml" % host)

fd = open("%s_xml2cli.xml"™ % host, "a“")
fd.write('<root>\n"")

# 57 netconf

with h3c_connection(host,port=port,user=user,password=password) as m:
# 2.Ki% RPC iR HF 462 RPC Al k3T
while True:

6-20



if (i == 1):
rpc_obj = m.edit_config(target="running®, config=VLAN_MERGE_RPC)
# print(rpc_obj.xml)

if (i == 2):
rpc_obj = m.edit_config(target="running®, config=VLAN_DEL_RPC)
# print(rpc_obj.xml)

if (i == 3):
rpc_obj = m.edit_config(target="running®, config=GRPC_MERGE_1)
# print(rpc_obj.xml)

if ((!'=1) and (i '=2) and (i !'= 3)):
break

i =i+l

# RIS

parsexmlString2File(fd, rpc_obj.xml)

fd.write('</root>\n")
fd.close()

if _name__ == "__main__":
logging.basicConfig(level=logging.DEBUG)
test_notification(’'192.168.56.120", 830, 'ssh', "00passwordOOconnect ')
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[ ws
7.1 M A Comware 2% NETCONFE{/ER] §81R [l gL iR AR
7.1.1 $HiRAIFREA

o XML U RAF(E Schema fiix, MIEHRAIRELALE, EHEGRFIE R, Schema f#ifa
AUk & 0] Redl 2 P NI L AR R AR A, IR IR B 5 R 15 B S5 XSD AR & A K8,
HARNENL, 1S 0B XSD S

o KRTIHIZERE RS RGO T IR BME . ARIERIRANE], R Bl SRS S AT B B IR

o it Schema #R T HMENAC, WHZMEA AT BEMAMT. LLan, 4™ XML 4R 3C A

“2014-13-18T17:03:” b, MLH i Xpath #f R G R B @A E
<rpc message-id=""101" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>
<filter>
<event xmlns="http://www.h3c.com/netconf/event:1.0">
<Code>SHELL_LOGIN</Code>
</event>
</filter>
<startTime>2014-07-13T17:00:59</startTime>
<stopTime>2014-13-18T17:03:05</stopTime>
</create-subscription>
</rpc>
<error-message xml:lang="en">
The value of element "/rpc/create-su
bscription[1l]/stopTime[1]" is invalid. 2014-13-18T17:03: is an invalid value of
datetime type value.
</error-message>

7.1.2 Schema ¥iIEE Wiz
Comware 24 Schema %f H F* XML 15 3K 3E47 3 A A% RIGAE, PRUEE 500 R g ks =2 T8
.
%7-1 Schema $&i=i5EH

IR R =LA BRG]

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
LA TTHR Sxpathirfe | SoTTOr tagemissing-elenent<rer
Hypath <error-severity>error</error-s
everity>

<error-message

xml: lang="en'"">Expecting element
"/Envelope/Body[1]/rpc[1]/copy

Expecting element 'path’.
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-config[1l]/target” .</error-mes
sage>

<error-info>
<bad-element>target</bad-eleme
nt>

</error-info>

</rpc-error>

The element 'a’ should have an
attribute 'b'.

JLRa A R b Bk

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>missing-attribute</
error-tag>
<error-severity>error</error-s
everity>

<error-message
xml:lang="en'">The element
"/Envelope/Body[1]/rpc[1]"
should have an attribute
"message-id" .</error-message>
<error-info>
<bad-element>rpc</bad-element>
<bad-attribute>message-id</bad
-attribute>

</error-info>

</rpc-error>

The value of element 'a’ is invalid.
reason

JCEMalETLR, BARIERZ:
reason. reasont] fERL{EIE S
WEE7-2

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]/SNMP[1]/Sy
stem[1]/AgentStatus[1]" is
invalid. The value does not match
the
enumeration.</error-message>
<error-info>
<bad-element>AgentStatus</bad-
element>

</error-info>

</rpc-error>

The value of attribute 'a’ for element
'b' is invalid. reason

JCRbEEarE R, Ak
JE[K/&: reason. reason®]f
BUEES WLEKT-2

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-attribute</erro
r-tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">The value of
attribute "count® for element
"/Envelope/Body[1]/rpc[1]/get-
bulk[1]/Ffilter[1]/top[1l]" is
invalid. aa is an invalid value
of unsignedint type
value.</error-message>
<error-info>
<bad-element>top</bad-element>
<bad-attribute>count</bad-attr
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ibute>
</error-info>
</rpc-error>

The number of occurrences of
element '%s/%s' is invalid.

JLER ML REA IE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The number of
occurrences of element
"/Envelope/Body[1]/rpc[1]/get-
config[1l]/Ffilter[1]/top[1l]/Sec
urityZone[l]/Interfaces[1]/Int
erface[l1]/ZoneName” is
invalid.</error-message>
<error-info>
<bad-element>ZoneName</bad-ele
ment>

</error-info>

</rpc-error>

Unexpected element '%s'.

%S T IR AN RLAE M HY B

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
-type>
<error-tag>unknown-element</er
ror-tag>
<error-severity>error</error-s
everity>

<error-message
xml : lang=""en"">Unexpected
element
"/Envelope/Body[1]1/rpc[1]/get[
1]/Ffilter[1]/top[1]/Device[1]/
SummerTime[1] " .</error-message
>

<error-info>
<bad-element>SummerTime</bad-e
lement>

</error-info>

</rpc-error>

Unexpected attribute '%s' of
element '%s'".

JEER%sHA N H B %s JE 1

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
-type>
<error-tag>unknown-attribute</
error-tag>
<error-severity>error</error-s
everity>

<error-message

xml : lang=""en"">Unexpected
attribute "match®" of element
"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]/SNMP[1]/Sy
stem[1]/AgentStatus[1] " -</erro
r-message>

<error-info>
<bad-element>AgentStatus</bad-
element>
<bad-attribute>match</bad-attr
ibute>

</error-info>

</rpc-error>

7-3



EIRIET

RULEA

B AE]

The child elements of '%s' are
invalid.

fREMEITR M T IeR M
A IET

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The child
elements of "/Envelope/Body[1]"
are invalid.</error-message>
<error-info>
<bad-element>Body</bad-element
>

</error-info>

</rpc-error>

Element '%s' can not have a textual
child element.

TLRY%s AR & UK

<?xml version="1.0"
encoding=""UTF-8"?><rpc-reply
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0"
message-id=""101"><rpc-error><e
rror-type>rpc</error-type><err
or-tag>bad-element</error-tag>
<error-severity>error</error-s
everity><error-message

xml: lang=""en">Element "/rpc”
can not have a textual child
element.</error-message><error
-info><bad-element>rpc</bad-el
ement></error-info></rpc-error
></rpc-reply>

Element '%s' can not have a child
element.

e

TER%SANREEL B T 0

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang=""en'">Element
"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]/License[1]
/Systems[1]/System[1]/Max[1]*"
can not have a child
element.</error-message>
<error-info>
<bad-element>Max</bad-element>
</error-info>

</rpc-error>

#*7-2 Schema TR ERBMHEERIEMAKF R

Eix R

RULEA

B

value is an invalid value of type type
value.

TLRBE BEERNE—NE

R IIXSDISHY (F)E

e value: XML thcEE#H
BHERE, wRETK,
F o 48

o type: MHTHIIRAIE HIEL
PR, MEMRTLE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">The value of
element
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XSD a2/ 2 Fx

"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/Operation[1]/DeviceNod
e[1]/Chassis[1]" is invalid.
12345678901234565 is an invalid
value of unsignedShort type
value.</error-message>
<error-info>
<bad-element>Chassis</bad-elem
ent>

</error-info>

</rpc-error>

%s cannot be empty.

TLREAARENT

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/Operation[1]/0pType[1]
" is invalid. unsignedInt cannot
be empty.</error-message>
<error-info>
<bad-element>0pType</bad-eleme
nt>

</error-info>

</rpc-error>

The value does not match the
regular expression.

TCEABFIXSDSE X I IE N 2%
IE XA VLR

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/Operation[1]/OpTarget[
1]/ActivationKey[1]" is
invalid. The value does not match
the regular
expression.</error-message>
<error-info>
<bad-element>ActivationKey</ba
d-element>

</error-info>

</rpc-error>

The value does not match the
enumeration.

JERAMXSDE X
enumeration ¥z A UL T

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>application</error
-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
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"/Envelope/Body[1]/rpc[1]/get[
1]/filter[1]/top[1]/SNMP[1]/Sy
stem[1]/AgentStatus[1]" is
invalid. The value does not match
the
enumeration.</error-message>
<error-info>
<bad-element>AgentStatus</bad-
element>

</error-info>

</rpc-error>

The length must be equal to %s.

TEEKEEFIXSDE K
TS

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">The value of
element
"/Envelope/Body[1]/rpc[1]/edit
-config[1l]/config[1]/top[1]/Sy
slog[1l]/LogHosts[1]/Host[1]/VR
F[1]" is invalid. The length must
be equal to 2.</error-message>
<error-info>
<bad-element>VRF</bad-element>
</error-info>

</rpc-error>

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

The total digit length must be equal | JC& 1% MK EFIXSDE XTI'Ia:‘:g_ en”>The value of
to %s. SRR /Enve i
< /Envelope/Body[1]/rpc[1]/edit

-config[1]/config[1]/top[1]/Sy
slog[1]/LogHosts[1]/Host[1]/VR
F[1]" is invalid. The total digit
length must be equal to
2.</error-message>
<error-info>
<bad-element>VRF</bad-element>
</error-info>
</rpc-error>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s

The length must be less than or TCE KR TXSDsE LI everity>

equal to %s. maxLength# KK & <error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/Operation[1]/OpTarget[
1]/ActivationFile[1]" is
invalid. The length must be less
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than or equal to
255._</error-message>
<error-info>
<bad-element>ActivationFile</b
ad-element>

</error-info>

</rpc-error>

The length must be greater than or
equal to %s.

JLE MK E/NTXSDE LK
minLength# /MK

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/acti
on[1]/top[1]/License[1]/Operat
ions[1]/0Operation[1]/OpTarget[
1]/ActivationKey[1]" is
invalid. The length must be
greater than or equal to
1.</error-message>
<error-info>
<bad-element>ActivationKey</ba
d-element>

</error-info>

</rpc-error>

The value must be less than %s.

TERMME KT TXSDE X
fimaxExclusivefz Al

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/edit
-config[1l]/config[1]/top[1]/Sy
slog[1]/LogHosts[1]/Host[1]/Po
rt[1]" is invalid. The value must
be less than 5.</error-message>
<error-info>
<bad-element>Port</bad-element
>

</error-info>

</rpc-error>

The value must be greater than %s.

TLRIENTEETXSDAE X
FIminExclusivef/ME

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of
element
"/Envelope/Body[1]/rpc[1]/edit
-config[1l]/config[1]/top[1]/Sy
slog[1l]/LogHosts[1]/Host[1]/Po
rt[1]" is invalid. The value must
be greater than
2.</error-message>
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<error-info>
<bad-element>Port</bad-element
>

</error-info>

</rpc-error>

The value must be less than or
equal to %s.

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en''>The value of

TR MIME K TXSDE XK element
maxinclusivefx K {H

"/Envelope/Body[1]/rpc[1]/get[
1]/Filter[1]/top[1]/ACL[1]/Gro
ups[1]1/Group[1]/GrouplID[1]" is
invalid. The value must be less
than or equal to

5999 .</error-message>
<error-info>
<bad-element>GroupID</bad-elem
ent>

</error-info>

</rpc-error>

The value must be greater than or
equal to %s.

<rpc-error
xmIns=""urn:ietf:params:xml:ns:
netconf:base:1.0">
<error-type>rpc</error-type>
<error-tag>bad-element</error-
tag>
<error-severity>error</error-s
everity>

<error-message

xml: lang="en'">The value of

TR MIME/INTXSDE XK element

mininclusive i

/IME.

"/Envelope/Body[1]/rpc[1]/get[
1]/Filter[1]/top[1]/ACL[1]/Gro
ups[1]1/Group[1]/GrouplID[1]" is
invalid. The value must be
greater than or equal to
2000.</error-message>
<error-info>
<bad-element>GrouplD</bad-elem
ent>

</error-info>

</rpc-error>

7.1.3 NETCONF 4B fy5EiR

%7-3 NETCONF 418 iy iR 1 AR

EIRIET

RULEA

BRI

Invalid value.

BEBENEATE

R ER

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1])/rpc[1]/
edit-config[1]/config[1]/top[1]/Syslo
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g[1]1/LogHosts[1]/Host[1]</error-path>
<error-message xml:lang="en">Invalid
value.</error-message>

<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<Syslog>

<LogHosts>

<Host>

<Address>1.#.1.1</Address>
<VRF>aa</VRF>

</Host>

</LogHosts>

</Syslog>

</top>

</error-info>

</rpc-error>

Can't issue the configuration
because of configuration conflict.

WEBRENRES R
GIAIE MR

MR AR 2

Configuration already exists.

AT Create i {ERT,
FEAEMEE O
(FEEAEBNED

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMPL
1]/Communities[1]/Community[1]</error
-path>

<error-message
xml:lang="en'">Configuration already
exists.</error-message>

<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<SNMP>

<Communities>

<Community>

<Name>123</Name>

<Type>1</Type>

</Community>

</Communities>

</SNMP>

</top>

</error-info>

</rpc-error>

Configuration target does not exist.

SETIX SEALEAE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMP[
1]/Communities[1]/Community[1]</error
-path>

<error-message

xml: lang="en''>Configuration target
does not exist.</error-message>
<error-info>

<top
xmIns="http://www.h3c.com/netconf/con
fig:1.0">
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<SNMP>
<Communities>
<Community>
<Name>12311</Name>
<Type>1</Type>
</Community>
</Communities>
</SNMP>

</top>
</error-info>
</rpc-error>

Configuration does not exist.

AT Delete e fE,
BRI EC B A AELE
(e B BRI ED

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMP[
1]/Communities[1]/Community[1]</error
-path>

<error-message

xml: lang="en''>Configuration does not
exist.</error-message>

<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<SNMP>

<Communities>

<Community>

<Name>1231</Name>

<Type/>

</Community>

</Communities>

</SNMP>

</top>

</error-info>

</rpc-error>

Current session has held the lock.

FEF Al Xt
=4 iy e B 2

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity
> <error-message

xml: lang="en''>Current session has held
the lock.</error-message>
<error-info>
<session-id>1</session-id>
</error-info>

</rpc-error>

Unlock failed because no
NETCONF lock exists.

FEF il X
4 i B A

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>protocol</error-type>
<error-tag>operation-failed</error-ta

g>
<error-severity>error</error-severity
> <error-message

xml: lang=""en"">Unlock failed because no
NETCONF lock exists.</error-message>
</rpc-error>

Unlock Failed because the lock is
not held by current session.

FEAR AT &, X
SNt o e B AT i
Bt

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>protocol</error-type>
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<error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
> <error-message

xml: lang=""en'"">Unlock Failed because the
lock is not held by current
session.</error-message>

</rpc-error>

Lock failed because the NETCONF
lock is held by another session.

R AT &, X
Nt e B AT n
Bt

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity
> <error-message

xml: lang="en'">Lock failed because the
NETCONF lock is held by another
session.</error-message>

<error-info>
<session-id>1</session-id>
</error-info>

</rpc-error>

Can not edit tables with only table
names.

AT DeletetfE, i
RS RfgwaE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Devic
e[1]/Base[1]</error-path>
<error-message xml:lang="en'>Can not
edit tables with only table
names.</error-message>

</rpc-error>

When the delete or remove
operation is issued, data cannot be
assigned to non-index columns.

4T Deletesy;
RemovefEfEnf, &
AR REHHE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Devic
e[1]/Base[1]/HostName[1]</error-path>
<error-message xml:lang=""en''>When the
delete or remove operation is issued,
data cannot be assigned to non-index
columns.</error-message>

</rpc-error>

When the delete or remove
operation is issued, data cannot be
assigned to non-index columns.

TR R, R
FIHAST LA E (E

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">

<error-type>application</error-type>
<error-tag>invalid-value</error-tag>

<error-severity>error</error-severity
>

<error-path>/Envelope/Body/rpc/edit-c

onfig/config/openconfig-acl:acl/acl-s

ets/acl-set[name=""][type="ACL_IPV4"]

/config/description</error-path>
<error-message

xml: lang=""en'">When the delete or remove
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operation is issued, data cannot be

assigned to non-index

columns.</error-message>
</rpc-error>

When the create, merge, or replace
operation is issued, empty data
cannot be assigned to columns.

K
create/merge/replac
eSFHRAERS, ZIATT LA
AREE

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">

<error-type>application</error-type>
<error-tag>invalid-value</error-tag>

<error-severity>error</error-severity
>

<error-path>/Envelope/Body/rpc/edit-c
onfig/config/openconfig-acl:acl/acl-s
ets/acl-set[name=""][type="ACL_IPV4"]
/config/description</error-path>
<error-message

xml:lang="en"> When the create, merge,
or replace operation is issued, empty
data cannot be assigned to
columns.</error-message>

</rpc-error>

For a <get-bulk> or
<get-bulk-config> operation
request, a table can't contain both
non-index columns and subtables,
and it can contain only one
subtable.

AT get-bulkEEEDL,
get-bulk-config#{f
W, TR R
A& T EEAIA TR

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag><error-severity>error</error
-severity>
<error-path>/Envelope/Body[1]/rpc[1]/
get-bulk[1]/filter[1]/top[1]1/GRPC[1]/
Subscriptions[1]/Subscription[1]/Sour
ceAddress[1]</error-path>
<error-message xml:lang="en'">For a
<get-bulk> or <get-bulk-config>
operation request, a table can"t contain
both non-index columns and subtables,
and it can contain only one
subtable.</error-message>
</rpc-error>

When the create, merge, or replace
operation is issued, empty data
cannot be assigned to columns.

P ATcreate. merge
tireplacet{EHf, I
Wy H

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Funda
mentals[1]/WebUl[1]</error-path>
<error-message xml:lang=""en''>When the
create, merge, or replace operation is
issued, empty data cannot be assigned to
columns.</error-message>

</rpc-error>

The configuration not supported on
the specified target.

BT AR LIS
B

E— MR R
HMRE, TRT—
AN =B O R IHTH
BiplE, theiRE M

iR

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1])/rpc[1]/
edit-config[1]/config[1]/top[1]/1fmgr
[1]/Interfaces[1]/Interface[1]/Loopba
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ck[1]</error-path>

<error-message xml:lang="en">The
configuration not supported on the
specified target.</error-message>
<error-info>

<top
xmIns="http://www.h3c.com/netconf/con
fig:1.0">

<Ifmgr>

<Interfaces>

<Interface>

<IfIndex>449</I1flIndex>
<Loopback>1</Loopback>
</Interface>

</Interfaces>

</1fmgr>

</top>

</error-info>

</rpc-error>

The session does not have the
privilege to process the request.

EEEnzzPab o ipop3
% RBACHL R

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>resource-denied</error-tag
>
<error-severity>error</error-severity
><error-path>/rpc/edit-config[l]/conf
ig[1]/top[1]/Device[l1l]/Base[1]/TimeZo
ne[1l]/ZoneName[1]</error-path>
<error-message xml:lang="en">The
session does not have the privilege to
process the request.</error-message>
<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">

<Device>

<Base>

<TimeZone>

<ZoneName>1</ZoneName>

</TimeZone>

</Base>

</Device>

</top>

</error-info>

</rpc-error>

Resources are insufficient for
processing the request.

RGRWAL, ARt
SERA U EAE - Ee
Fo B IR O 283 1
R LR

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>resource-denied</error-tag
>
<error-severity>error</error-severity
><error-path>/rpc/edit-config[1l]/conf
ig[1]/top[1]/Device[l1l]/Base[1]/TimeZo
ne[l1]/ZoneName[1]</error-path>
<error-message xml:lang="en">
Resources are insufficient for
processing the

request. .</error-message>
<error-info>

<top
xmIns="http://www.h3c.com/netconf/con
fig:1.0">

<Device>

<Base>

<TimeZone>

<ZoneName>1</ZoneName>
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</TimeZone>
</Base>
</Device>
</top>
</error-info>
</rpc-error>
The system does not support this P s PLEL AR T
operation.
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/SNMP[
1]/System[1]</error-path>
Spgz | <error-message xml:lang=""en">Operation
Operation failed. i%ﬁﬁzfjiﬁazyl\ﬂ’] failed.</error-message>
{1 <error-info>
<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0">
<SNMP>
<System>
<AgentStatus>disable</AgentStatus>
</System>
</SNMP>
</top>
</error-info>
</rpc-error>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
. - EYRT = TEHMBEY | <error-tag>invalid-value</error-tag>
The session cannot kill itself. A <error-severity>error</error-severity
> <error-message
xml: lang=""en'">The session cannot kill
itself.</error-message>
</rpc-error>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
. . T . | -base:z1.0">
Hello is required before any other @Jﬁiﬂlﬂﬂj&ﬁf‘aﬁ Zerror-typesapplication</error—type>
operation. i%hellofi 3 <error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
>
<error-message xml:lang="en">Hello is
required before any other
operation.</error-message>
</rpc-error>
</rpc-reply>]1]>]
<?xml version="1.0" encoding="UTF-8"7?>
= w2 | <rpc-reply
Event subscription already exists. i%f?gg%ﬁ*ﬁﬁﬁ%ﬂ#mL xmIns="urn:ietf:params:xml :ns:netconf

tbase:1.0" message-id=""100"">
<rpc-error
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xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>protocol</error-type>
<error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
>
<error-message xml:lang=""en">Event
subscription already
exists.</error-message>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0" message-id=""100"">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf

R :base:1.0">
The event stream name can't be BUITHIRT, <error-type>protocol</error-type>
i <stream>Fr% % <error-tag>operation-not-supported</e
empy: AR R | rror-tag>
<error-severity>error</error-severity
>
<error-message xml:lang="en">The event
stream name can"t be
empty.</error-message>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
You don't have the privilege to METR AT | tbasez1.0">
perform this NETCONF operation. ¥ IRBACHL R <error-type>application</error-type>
<error-tag>access-denied</error-tag>
<error-severity>error</error-severity
>
<error-message xml:lang="en">You don"t
have the privilege to perform this
NETCONF operation.</error-message>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
b . <rpc-error
ST BT xmIns=""urn:ietf:params:xml:ns:netconf
You don't have the privilege to EFMR A BAFES | cbase:1.0">

subscribe the event-name event.

FIRBACKUIR, @I
T R

<error-type>application</error-type>
<error-tag>access-denied</error-tag>
<error-severity>error</error-severity
>

<error-message xml:lang="en">You don"t
have the privilege to subscribe the
InterfaceEvent event.</error-message>
</rpc-error>

</rpc-reply>

The element stopTime is required.

BT R E T
startTime i &4 15

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
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EstopTime :base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>protocol</error-type>
<error-tag>bad-element</error-tag>
<error-severity>error</error-severity
>
<error-message xml:lang="en">The
element stopTime is
required.</error-message>
<error-info><bad-element>stopTime</ba
d-element>
</error-info>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www._h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
73T 1 s base:1.0">
The startTime should be earlier than gﬁﬁr:ﬂeﬂﬂ_;%%% <error-type>protocol</error-type>
the current system time. ) I <error-tag>bad-element</error-tag>
fisf ] <error-severity>error</error-severity
>
<error-message xml:lang="en">The
startTime should be earlier than the
current system time.</error-message>
<error-info>
<bad-element>startTime</bad-element>
</error-info>
</rpc-error>
</rpc-reply>1]>]
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf
:base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
T :base:1.0">
. . U SANLI]: <error-type>protocol</error-type>
The start'l_'lme should be earlier than startTime: T <error-tag>bad-element</error—tag>
the stopTime. stopTime <error-severity>error</error-severity
>
<error-message xml:lang="en">The
startTime should be earlier than the
stopTime.</error-message>
<error-info>
<bad-element>startTime</bad-element>
</error-info>
</rpc-error>
</rpc-reply>
<?xml version="1.0" encoding="UTF-8"7?>
R <rpc-reply
The stopTime should be later than ﬁUEI_TIFﬂBUL, - xmins="urn: ietf:params:xml :ns:netconf
the current system time stopTime - =4 if -base:1.0
: i ] xmIns:xs="http://www.h3c.com/netconf/

base:1.0" message-id="100">
<rpc-error
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xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>protocol</error-type>
<error-tag>bad-element</error-tag>
<error-severity>error</error-severity
>
<error-message xml:lang="en">The
stopTime should be later than the
current system time.</
error-message>
<error-info>
<bad-element>stopTime</bad-element>
</error-info>
</rpc-error>
</rpc-reply>1]>]
<env:Envelope
xmIns:-env="http://www.w3.0rg/2003/05/
soap-envelope'>
<env:Body>
<env:Fault>
<env:Code>

Maximum number of NETCONF BIENETCONF2 1% <env.YaIue>env.Recelver</env.VaIue>
sessions exceeded. AN EOE 3] FIR </eny.Code>
<env:Reason>
<env:Text xml:lang="en"> Maximum number
of NETCONF sessions
exceeded.</env:Text> </env:Reason>
</env:Fault>
</env:Body>
</env:Envelope>
<rpc-error
xmIns="urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
) . HATNETCONFK) <error-tag>operation-failed</error-ta
Operation failed. flash:/startup.cfg savelE e g>
can't be overwritten because the o . <error-severity>error</error-severity
OverWrite flag is false. Overwrite/&EEY | > <error-message

false

xml: lang=""en'">Operation failed.
flash:/startup.cfg can"t be overwritten
because the OverWrite flag is
false.</error-message>

</rpc-error>

Failed to set HTTPS server status
because the specified SSL server
policy doesn't exist.

BWE—MIEER
ssl server-policy

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
tbase:1.0">
<error-type>application</error-type>
<error-tag>operation-failed</error-ta
g>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/Funda
mentals[1]/WebUI[1]/HTTPS[1]/SSLPolic
yName[1]</error-path>

<error-message xml:lang=""en">Failed to
set HTTPS server status because the
specified SSL server policy doesn"t
exist.</error-message>

<error-info>

<top
xmIns=""http://www.h3c.com/netconf/con
fig:1.0"> <Fundamentals>
<WebUI> <HTTPS>
<SSLPolicyName>hjhkjhkj</SSLPolicyNam
e> </HTTPS>
</WebUl> </Fundamental s>
</top>

7-17



RN =R EIRAES

</error-info>
</rpc-error>
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag>
<error-severity>error</error-severity

The replace operation does not T KA >

support incremental-edit.

replacefF

<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/VLAN[
1]/TrunkInterfaces[1]/Interface[1]</e
rror-path> <error-message
xml: lang=""en'">The replace operation
does not support
incremental-edit.</error-message>
</rpc-error>

The incremental column must have
value.

WE T RSB
iE1

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity
>
<error-path>/Envelope/Body[1]/rpc[1]/
edit-config[1]/config[1]/top[1]/VLAN[
1]/TrunkInterfaces[1]/Interface[1]/Pe
rmitVlanList[1]</error-path>
<error-message xml:lang="en">The
incremental column must have
value.</error-message>

</rpc-error>

The value of attribute 'count' is
invalid. Ancestor node index is
incomplete.

AT getdliget-bulkig:
e, FRITMIEE
count, HAHAT SR
g FA A

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">

<error-type>application</error-type>
<error-tag>invalid-value</error-tag>

<error-severity>error</error-severity
>

<error-path>/Envelope/Body[1]/rpc[1]/
get-bulk[1]/filter[1]/top[1]/GRPC[1]/
Subscriptions[1]/Subscription[1]/Dest
inationProfiles[1l]</error-path>

<error-message xml:lang="en">The
value of attribute "count” is invalid.
Ancestor node index is
incomplete.</error-message>
</rpc-error>

The
NETCONF_MONITOR_EXTENSIO
N stream must include filter
information.

REEEEE LRl
FILEER

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0" message-id=""100"">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag>
<error-severity>error</error-severity
>

<error-message xml:lang="en">The
NETCONF_MONITOR_EXTENSION stream must
include filter
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information.</error-message>
</rpc-error>
</rpc-reply>

The
NETCONF_MONITOR_EXTENSIO
N stream must have NetconfMonitor
information.

Wi F R i
# NetconfMonitor{s
5

Py

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
tbase:1.0" message-id=""100"">
<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag><error-severity>error</error
-severity>

<error-message xml:lang="en">The
NETCONF_MONITOR_EXTENSION stream must
have NetconfMonitor
information.</error-message>
</rpc-error>

</rpc-reply>1]>]

Incorrect name for Stream
NETCONF_MONITOR_EXTENSIO

QUEEIT IR, HiAa K

i

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0" message-id=""100"">
<rpc-error xmlns="urn:ietf:params:xm
l:ns:netconf:base:1.0">
<error-type>application</error-type>
<error-tag>operation-not-supported</e
rror-tag><error-severity>error</error
-severity><error-message

xml: lang="en''>Incorrect name for Stream
NETCONF_MONITOR_EXTENS10.</error-mess
age>

</rpc-error>

</rpc-reply>

The subscribing to event time must
be in the range of 1970 to 2035.

BT FRIBT
startTimesk
stopTime 1 [ A
7£19704E-20354FE 2
[A]

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0"
xmIns:xs="http://www.h3c.com/netconf/
base:1.0" message-id="100">

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">
<error-type>protocol</error-type>
<error-tag>bad-element</error-tag>
<error-severity>error</error-severity
>

<error-message xml:lang="en">The
subscribing to event time must be in the
range of 1970 to 2035.</error-message>
<error-info>
<bad-element>stopTime</bad-element>
</error-info>

</rpc-error>

</rpc-reply>

The value %s of attribute 'match’ is
invalid.

match & P45 & FI1E
NIRR

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
base:1.0">
<error-type>application</error-type>

<error-tag>invalid-value</error-tag>

<error-severity>error</error-severity
>

<error-path>/Envelope/Body/rpc/get/fi
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Iter/top/Device/ExtPhysicalEntities/E
ntity[Physical Index=""]/MAC</error-pa
th>
<error-message
xml: lang="en''>The value 50 of attribute
"match” is invalid.</error-message>
</rpc-error>

<rpc-reply

xmIns=""urn:ietf:params:xml:ns:netconf

base:1.0" message-id="16">
<rpc-error>

<error-type>application</error-type>

The value of the ColumnValue TR HEIT RS | <error-tag>operation-not-supported</e

\ .. | rror-tag>
parameter for column HostName FRE MBI HIE A RE A 9
can't be empty. e <error-severity>error</error-severity
>

<error-message xml:lang="en">The
value of the ColumnValue parameter for
column HostName can"t be
empty.</error-message>
</rpc-error>
</rpc-reply>

<rpc-error
xmIns=""urn:ietf:params:xml:ns:netconf
:base:1.0">

<error-type>rpc</error-type>

<error-tag>unknown-element</error-tag
>

<error-severity>error</error-severity
>

i%jcqﬂ?ﬁjﬁgiﬁégi%g <error-path>/Envelope/Body/rpc/edit-c
ko WHERARE XM | onfig/config/openconfig-acl:acl/acl-s

Unexpected element: ToE, HIZITER | ets/acl-set[name="test01"][type="ACL_
TEE L EE S 1PV4*]/config/hello</error-path>
5 <error-message

xml: lang="en''>Unexpected element
"http://openconfig.net/yang/acl”:"hel
lIo" under element
""/Envelope/Body/rpc/edit-config/confi
g/openconfig-acl:acl/acl-sets/acl-set
[name="test01"][type="ACL_IPV4"]/conf
ig''</error-message>

<error-info>

<bad-element>hel lo</bad-element>
</error-info>
</rpc-error>

<rpc-reply

xmIns=""urn:ietf:params:xml:ns:netconf

base:1.0" message-id=""33">
<rpc-error>

NetconfMonitor 17 [ <error-type>application</error-type>

Incorrect column name for 3 H ColumName
column %s of XPath %s. (I R, $8T <error-tag>bad-element</error-tag>
XPATH & H %51

<error-severity>error</error-severity
>

<error-message
xml: lang="en'">Incorrect column name for
column 1 of XPath
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Device/Base.</error-message>
</rpc-error>

</rpc-reply>

<?xml version="1.0" encoding="utf-8"7?>

<rpc-reply

xmIns=""urn:ietf:params:xml:ns:netconf

tbase:1.0" message-id="'34">
<rpc-error>

<error-type>application</error-type>

XPath %s is wrong. Valid format is . S o
ModuleName[/SubmoduleName]/T ifgg@:ﬁ;{%hﬁ
ableName. HRe

<error-tag>bad-element</error-tag>

<error-severity>error</error-severity
>

<error-message xml:lang=""en">XPath
Base is wrong. Valid format is
ModuleName[/SubmoduleName]/TableName.
</error-message>

</rpc-error>

</rpc-reply>

7.2 Hi% B Comware Schema® Z £ £!15 BF

Comware Z%GiH, o HIRFEM LU Schema FrifE R EBRIR. N T HEREMEH, Xtk
RAIRG AR N B SEBL, AEANRBLN string 287, (BH B A AL HATH string 257, WE
FKAERE LAE basetype.xsd H1. Comware SCHFI N ERMUNK 7-4 8 7-4 iR

*&®7-4 Schema REZLE

HFR K EZ 5515 A
oID FA320 88, 212844
_Ipv6Address TR IPVE HLHE IS R A 7
IPV6_ADDR_PREFIX T2 IR IPVEH I FT 25 R0 SR A £
REFRF () fgs (O 2EMZ B 754 S, Bw1,3-9,11,12. B
_PortRange ui AR AN R Sk, AReA HALTRF, B BN EIKHES, $eT
i Z£0~65535
EEAF (O fES (O AEIMZBREEAFE, Ba1,3-9,11,12, Fki
_VlanRange MR GEE T4, DReE HMFERF, BB INNEIRHES, Hia
Ml /2 1~4094
_Ipv4Mask FZ R IPVA I HERD 18 R A 25
REFR (O g5 () 4HNZ BT, Bw1,3-9,11,12. B
_IfindexRange U AR AR 4%, ARe M FERF, BB FNDNEIRHES, Hr
5l /2 1 ~0xBFFFFFFF
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7.3 MiZ C Comware Schema#giBoolean/booleaniiiBA

Schema #1] boolean fEA R R H ISLIA T AR . AL RS HUE N true. false, 1AL RS
% true. false #b, B EFEUE 1 F1 0. 7 Comware R4, N T{#£F3%, Boolean/boolean
B WUE R true. false. 1 F10. b, true 1 1 #/2 2, false fil 0 #5 A1 .

X
NETCONG API 4%, xT-F boolean/Boolean R 7|27 true #= false B{&, {2 A4 4%
#H140.

7.4 M35 D Comware NETCONFAIB R 8628 BB 1E R iEIN
7.4.1 BOZEHER

FEER T, FAEIREIIER I 0L R SCFE . 0 0L EANSCRFIITG L. LR, XFF delete/remove
A, USRI, DMET R ARSI REN AR I H R

7.4.2 IP FIBBARSIBNER

RIS AFLE IP AR RS, N T AR RIOEE R, BUCRE TR IP A Mask 76 G 45 B 5580 1P 48
WHER. e, AT R TIER, BN Mask 5201 IP 45 5%, S30 1P s2fri 192.168.0.0.
IP: 192.168.1.1 Mask: 255.255.0.0

7.4.3 BEKRKTXINF

BRINIEIL T, get. get-config. get-bulk. get-bulk-config. edit-config. action 76 % 1] LAFIEAT:
BFF T K. (BRLRAAAERT LE S A oc R, M XL b i3 DA R T & . 9 1 IRIIE
N RAEREA HBUE R, 5/ 2% NETCONF API U A XML £5 44 L2 Zilf) XML H B 3E1 T
™K.
%44 :  IRF/IRFPorts [ xml api 41 K :
<IRF>
<IRFPorts>
<IRFPort>
<Member I1D></Member 1D>
<Port></Port>
<Interface>
<IfName></I1fName>
<MDCName></MDCName>
<Mode></Mode>
</Interface>
</IRFPort>
</IRFPorts>
</IRF>
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Hr, IfName. MDCName . Mode %338 — M E—AATEEH “Interface”, FILE P TR«
SRS 75 EAE B xml api FE FIIRF T K -
<rpc message-id=""100" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://www.h3c.com/netconf/config:1.0">

<IRF>
<IRFPorts xc:operation="merge'>
<IRFPort>
<Member 1D>1</Member 1D>
<Port>2</Port>

<Interface>
<IfName>Ten-GigabitEthernetl/0/48</1fName>
<Mode>1</Mode>

</Interface>

<Interface>
<IfName>Ten-GigabitEthernetl/0/49</1fName>
<Mode>1</Mode>

</Interface>

</IRFPort>
</IRFPorts>
</IRF>
</top>
</config>
</edit-config>
</rpc>
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