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1.2.3 B & S

1. i & Device A

(1) BCEREO P L
# AN E PR EE, BB IP bt BARESENT.

<DeviceA> system-view
[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ip address 10.1.1.1 255.255.255.0
[DeviceA-GigabitEthernetl1/0/1] quit
HZH L) D YRAC B AR D 1P Mk, FARECE DR
(2) MEFHSKH
RSP DA A 5 7 TR B e 5 SO e, R L P o A O B Eh
75
#IEIRAEH I P RRIE R, RERSHE, AR T B IP il 2.2.2.2, SLhrf
s LLRARE PG L e, BAKBCE LRI .
[DeviceA] ip route-static 10.1.2.0 24 2.2.2.2
[DeviceA] ip route-static 2.2.3.1 24 2.2.2.2
(3) MEHLIIMA LA,
# AEARIE AL BRI E R, R DI R 22 4t FARCE IR .
[DeviceA] security-zone name trust
[DeviceA-security-zone-Trust] import interface gigabitethernet 1/0/1
[DeviceA-security-zone-Trust] quit
[DeviceA] security-zone name untrust
[DeviceA-security-zone-Untrust] import interface gigabitethernet 1/0/2

[DeviceA-security-zone-Untrust] quit



(4)

fic B 22 4 SR
a. BB %4 RIS AT Untrust 55 Local Z2 4382 (BRI &, HT%es 2 8 v] LT IPsec B%

S

# i B 4 P50 ipseclocalout )% 4 5 AR, { Device A F] LLIa] Device B &i% IPsec [%iE
iR oC, BARBCE DR .

[DeviceA] security-policy ip

[DeviceA-security-policy-ip] rule name ipseclocalout
[DeviceA-security-policy-ip-1-ipseclocalout] source-zone local
[DeviceA-security-policy-ip-1-ipseclocalout] destination-zone untrust
[DeviceA-security-policy-ip-1-ipseclocalout] source-ip-host 2.2.2.1
[DeviceA-security-policy-ip-1-ipseclocalout] destination-ip-host 2.2.3.1
[DeviceA-security-policy-ip-1-ipseclocalout] action pass
[DeviceA-security-policy-ip-1-ipseclocalout] quit

# I B A R4 ipseclocalin [ 4 5B KUN, {87 Device A 7] LAZIURIAL 3K H Device B )
IPsec FEIE PR3, HAKECE D ERINT .

[DeviceA-security-policy-ip] rule name ipseclocalin
[DeviceA-security-policy-ip-2-ipseclocalin] source-zone untrust
[DeviceA-security-policy-ip-2-ipseclocalin] destination-zone local
[DeviceA-security-policy-ip-2-ipseclocalin] source-ip-host 2.2.3.1
[DeviceA-security-policy-ip-2-ipseclocalin] destination-ip-host 2.2.2.1
[DeviceA-security-policy-ip-2-ipseclocalin] action pass

[DeviceA-security-policy-ip-2-ipseclocalin] quit

. e B 24 IS TIAT Host A 5 Host B 22 [] ()37 &

# fic B A4 RO trust-untrust (1922 2 SRS EUN], {8 Host A 1514 Host B [R4Rk SCrT i,  FARRLE
SERUT

[DeviceA-security-policy-ip] rule name trust-untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-zone trust
[DeviceA-security-policy-ip-3-trust-untrust] destination-zone untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-ip-subnet 10.1.1.0 24
[DeviceA-security-policy-ip-3-trust-untrust] destination-ip-subnet 10.1.2.0 24
[DeviceA-security-policy-ip-3-trust-untrust] action pass

[DeviceA-security-policy-ip-3-trust-untrust] quit

# Jic B 44 FX 0N untrust-trust ()22 4 SIS, {8 Host B 77 ] Host A ik SCATiE, BAKECE
SRRUE

[DeviceA-security-policy-ip] rule name untrust-trust
[DeviceA-security-policy-ip-4-untrust-trust] source-zone untrust
[DeviceA-security-policy-ip-4-untrust-trust] destination-zone trust
[DeviceA-security-policy-ip-4-untrust-trust] source-ip-subnet 10.1.2.0 24

[DeviceA-security-policy-ip-4-untrust-trust] destination-ip-subnet 10.1.1.0 24
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(5)

(6)

(7)

(8)

(9)

[DeviceA-security-policy-ip-4-untrust-trust] action pass
[DeviceA-security-policy-ip-4-untrust-trust] quit
[DeviceA-security-policy-ip] quit
5E SR BRI B
#BCE 1 IPv4 M2 ACL, 78 SCEGRS 79 10.1.1.0/24 %417/ 10.1.2.0/24 fI#E -
[DeviceA] acl advanced 3101

[DeviceA-acl-ipv4-adv-3101] rule permit ip source 10.1.1.0 0.0.0.255 destination
10.1.2.0 0.0.0-255

[DeviceA-acl-ipv4-adv-3101] quit

BCE IPsec 24 Heidl, iy dah e ik ST A8 A 8 b 22 4 WAL

# QI IPsec Z4 g, Mimlc B % ERUSHUHFETEMAE, BAREDERNT.
[DeviceA] ipsec transform-set tranl

[DeviceA-ipsec-transform-set-tranl] encapsulation-mode tunnel
[DeviceA-ipsec-transform-set-tranl] protocol esp
[DeviceA-ipsec-transform-set-tranl] esp encryption-algorithm aes-cbc-256
[DeviceA-ipsec-transform-set-tranl] esp authentication-algorithm sha256
[DeviceA-ipsec-transform-set-tranl] quit

B E IKE 2421

#ARE IR FE . VRS DH. WIET L, BUE S 5% 05 K 88 B BC BAE ™ 1 — 8.
[DeviceA] ike proposal 1

[DeviceA-ike-proposal-1] authentication-method pre-share
[DeviceA-ike-proposal-1] encryption-algorithm aes-cbc-256
[DeviceA-ike-proposal-1] dh groupl4

[DeviceA-ike-proposal-1] authentication-algorithm sha256
[DeviceA-ike-proposal-1] quit

B IKE keychain, 25185 X7 1% 85 B

# QI ECE IKE keychain, P X075 BC & I P =3 g s i e Al [|] - BUARC BB BRI
[DeviceA] ike keychain keychainl

[DeviceA-ike-keychain-keychainl] pre-shared-key address 2.2.3.1 255.255.255.0 key
simple 123456TESTplaté&!

[DeviceA-ike-keychain-keychainl] quit

L& IKE profile, Z1E 57 IKE SA fT i 12455

[DeviceA] ike profile profilel

[DeviceA-ike-profile-profilel] keychain keychainl

[DeviceA-ike-profile-profilel] proposal 1

[DeviceA-ike-profile-profilel] match remote identity address 2.2.3.1 255.255.255.0

[DeviceA-ike-profile-profilel] quit

(10) A& IPsec Z4ztiNg, @37 IPsec BiE, 134" 75 ZBh " IR



# Q2% IKE P 7 35U/ IPsec %45, 5| 1 B O En i) ACL RIB#3 ) IPsec %
AR FRE AR A S 1) 1P #ihk, 51 IKE profile, BARFCEDEAIT.
[DeviceA] ipsec policy mapl 10 isakmp
[DeviceA-ipsec-policy-isakmp-mapl-10] security acl 3101
[DeviceA-ipsec-policy-isakmp-mapl-10] transform-set tranl
[DeviceA-ipsec-policy-isakmp-mapl-10] local-address 2.2.2.1
[DeviceA-ipsec-policy-isakmp-mapl-10] remote-address 2.2.3.1
[DeviceA-ipsec-policy-isakmp-mapl-10] ike-profile profilel
[DeviceA-ipsec-policy-isakmp-mapl-10] quit

(11) fE#0 BN IPsec Az sRmg, X410 ERREE AT R
# {E8: 11 GigabitEthernetl/0/2 | H 245, BAARCEDRMT.
[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] ipsec apply policy mapl

[DeviceA-GigabitEthernetl/0/2] quit
2. B & Device B

(1) PBCEREC P HLHE
#ARPEAM T RRINEE, ESEON P b, HAREDRIT.

<DeviceB> system-view
[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] ip address 10.1.2.1 255.255.255.0
[DeviceB-GigabitEthernetl/0/1] quit
B2 % UL PP IR B AR O 1P ik, FARTC B AP IRE
(2) MEFHSKKH
AR LA A % 7 ANAC B HE R SEBRdL M, T AR L A Lk 3 AH 8 F % P
J7 e
#IEARIEAL R B PRI 15 2, BB RS H, ARZEBIERBCT Bk 1P Hhk oy 2.2.3.2, SLpRfi
I ig CLRAR A S g iE, BAARCE PRI .
[DeviceB] ip route-static 10.1.1.0 24 2.2.3.2
[DeviceB] ip route-static 2.2.2.1 24 2.2.3.2
(3) MEHLIIMA LA,
# T ARYE A W B RIS S, R IS R 22 43, BARCE AP IR .
[DeviceB] firewall zone trust
[DeviceB-zone-trust] add interface gigabitethernet 1/0/1
[DeviceB-zone-trust] quit
[DeviceB] firewall zone untrust
[DeviceB-zone-untrust] add interface gigabitethernet 1/0/2

[DeviceB-zone-untrust] quit

(4) FCE LR



a. Mt & 24 KIS AT Untrust 5 Local 2238 A1 &, T 50% 2[R AT LA ST IPsec F%
# BB 4 P50 ipseclocalout 124 5, {# Device B 7] LAIa] Device A Xi% IPsec fi&iE
WhrkoC, BARBCE AR .

[DeviceB] security-policy

[DeviceB-policy-security] rule name ipseclocalout

[DeviceB-policy-security-rule-ipseclocalout] source-zone local

[DeviceB-policy-security-rule-ipseclocalout] destination-zone untrust

[DeviceB-policy-security-rule-ipseclocalout] source-address 2.2.3.1 32

[DeviceB-policy-security-rule-ipseclocalout] destination-address 2.2.2.1 32

[DeviceB-policy-security-rule-ipseclocalout] action permit

[DeviceB-policy-security-rule-ipseclocalout] quit
# BB A FCON ipseclocalin )22 4 5N, i Device B 7T AFZUSCRI 4L 2E 5K H Device A [
IPsec FEIE PRS0, AARECE D ERIT

[DeviceB-policy-security] rule name ipseclocalin

[DeviceB-policy-security-rule-ipseclocalin] source-zone untrust

[DeviceB-policy-security-rule-ipseclocalin] destination-zone local

[DeviceB-policy-security-rule-ipseclocalin] source-address 2.2.2.1 32

[DeviceB-policy-security-rule-ipseclocalin] destination-address 2.2.3.1 32

[DeviceB-policy-security-rule-ipseclocalin] action permit

[DeviceB-policy-security-rule-ipseclocalin] quit

b. At B 74 SIS Ji4T Host B 5 Host A 22 8] F I &

# FL B 44 F5N trust-untrust ()22 280U, 5 Host B 1 7] Host A 4 SO, JLAARL &
AT

[DeviceB-policy-security] rule name trust-untrust

[DeviceB-policy-security-rule-trust-untrust] source-zone trust

[DeviceB-policy-security-rule-trust-untrust] destination-zone untrust

[DeviceB-policy-security-rule-trust-untrust] source-address 10.1.2.0 24

[DeviceB-policy-security-rule-trust-untrust] destination-address 10.1.1.0 24

[DeviceB-policy-security-rule-trust-untrust] action permit

[DeviceB-policy-security-rule-trust-untrust] quit
# W0 B A FCA untrust-trust (122 2 5GRE KN, fd Host A 7 1] Host B iR SC T,  BARHEDE
AT

[DeviceB-policy-security] rule name untrust-trust

[DeviceB-policy-security-rule-untrust-trust] source-zone untrust

[DeviceB-policy-security-rule-untrust-trust] destination-zone trust

[DeviceB-policy-security-rule-untrust-trust] source-address 10.1.1.0 24

[DeviceB-policy-security-rule-untrust-trust] destination-address 10.1.2.0 24

[DeviceB-policy-security-rule-untrust-trust] action permit

6



[DeviceB-policy-security-rule-untrust-trust] quit

(5) & XEE R E R BRI
#ME— IPv4 52 ACL, & SCELRY T 10.1.2.0/24 FAEF M 10.1.1.0/24 ¥R .
[DeviceB] acl 3101

[DeviceB-acl-adv-3101] rule permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0
0.0.0.255

[DeviceB-acl-adv-3101] quit

(6) MCE IPsec Zaxfgill, Whiidh et SO 25 Fhsz e il
# QI IPsec Z4 4RI, MM E K% RS HFEEeMA, RAEREDERNT.
[DeviceB] ipsec proposal tranl
[DeviceB-ipsec-proposal-tranl] encapsulation-mode tunnel
[DeviceB-ipsec-proposal-tranl] transform esp
[DeviceB-ipsec-proposal-tranl] esp authentication-algorithm sha2-256
[DeviceB-ipsec-proposal-tranl] esp encryption-algorithm aes-256
[DeviceB-ipsec-proposal-tranl] quit

(7) PE IKE 24383 fREmE L. RS %, DH
# QIO E IKE ZA3ti, XU A — 2 ILECH) IKE 2R WA REhrish, Bk
B EL R .
[DeviceB] ike proposal 1
[DeviceB-ike-proposal-1] authentication-method pre-share
[DeviceB-ike-proposal-1] encryption-algorithm aes-256
[DeviceB-ike-proposal-1] dh groupl4
[DeviceB-ike-proposal-1] authentication-algorithm sha2-256
[DeviceB-ike-proposal-1] quit

(8) PMCHE IKE XT4fk, fig thriiial. IKE oA, BULE%E, Xl 1P k.
[DeviceB] ike peer h3c
[DeviceB-ike-peer-h3c] exchange-mode main
[DeviceB-ike-peer-h3c] undo version 2
[DeviceB-ike-peer-h3c] ike-proposal 1
[DeviceB-ike-peer-h3c] pre-shared-key 123456TESTplat&!
[DeviceB-ike-peer-h3c] remote-address 2.2.2.1
[DeviceB-ike-peer-h3c] quit

(9) B IPsec %4 5Ms, @07 IPsec BiE, {#377H BB EHER
# G —2% IKE W5 75 5N IPsec 22 4x5ig, 51 H s Z R4 Bl i) ACL BT 5 ) IPsec %
AR 5T IKE XARK, BAARCE DRI .

[DeviceB] ipsec policy usel 10 isakmp
[DeviceB-ipsec-policy-isakmp-usel-1] ike-peer h3c

[DeviceB-ipsec-policy-isakmp-usel-1] proposal tranl



[DeviceB-ipsec-policy-isakmp-usel-1] security acl 3101
[DeviceB-ipsec-policy-isakmp-usel-1] quit
(10) fE#EH ERiH] IPsec Z24x5Emg, x4 B E BT (RIP

# {E8: 11 GigabitEthernet1/0/2 N H IPsec %4 5ig, HAREE SRR .
[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl/0/2] ipsec policy usel

[DeviceB-GigabitEthernetl/0/2] quit

1.2.4 BERCE

# UL FCE 58U » Device A il Device B Z [HJ W12 1M 10.1.1.0/24 5+ 10.1.2.0/24 Z [A] {4k
SR, Bt A IKE #EHT IPsec SA I . IKE Ih#hi H IPsec SA J5, 7™ 10.1.1.0/24 5+
K} 10.1.2.0/24 2 [6) 5 i AL 5 52 ) IPsec SA FIARI . al @it LT Bon 2 & 290 i A= ) IPsec
SA.

[DeviceA] display ipsec sa

IPsec policy: mapl
Sequence number: 10
Alisa: mapl-10
Mode: ISAKMP
Tunnel id: O
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Transmitting entity: Initiator
Path MTU: 1443
Tunnel :
local address/port: 2.2.3.1/500
remote address/port: 2.2.2.1/500
Flow:
sour addr: 2.2.3.1/0.0.0.0 port: 0 protocol: ip
dest addr: 2.2.2.1/0.0.0.0 port: 0 protocol: ip
[Inbound ESP SAs]



SP1: 3769702703 (0xe0b1192F)
Connection ID: 90194313219
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 3000/28800
SA remaining duration (kilobytes/sec): 2300/797
Max received sequence-number: 1
Anti-replay check enable: N
Anti-replay window size:
UDP encapsulation used for NAT traversal: N
Status: Active
[Outbound ESP SAs]
SP1: 3840956402 (0xe4f057F2)
Connection I1D: 64424509441
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 3000/28800
SA remaining duration (kilobytes/sec): 2312/797
Max sent sequence-number: 1
UDP encapsulation used for NAT traversal: N

Status: Active

# Device B &= 4N ) IPsec SA SRIRYT IPvA )¢, #A /705 Device A [7], AL .

1.25 BEENXH

1. Device A
#
interface GigabitEthernetl/0/1
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/2
ip address 2.2.2.1 255.255.255.0
ipsec apply policy mapl
#
security-zone name Trust
import interface GigabitEthernetl/0/1
#
security-zone name Untrust
import interface GigabitEthernetl/0/2
#
ip route-static 2.2.3.0 24 2.2.2.2



ip route-static 10.1.2.0 24 2.2.2.2
#
acl advanced 3101
rule O permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
#
ipsec transform-set tranl
esp encryption-algorithm aes-cbhc-256
esp authentication-algorithm sha256
#
ipsec policy mapl 10 isakmp
transform-set tranl
security acl 3101
local-address 2.2.2.1
remote-address 2.2.3.1
ike-profile profilel
#
ike profile profilel
keychain keychainl
match remote identity address 2.2.3.1 255.255.255.0
proposal 1
#
ike proposal 1
encryption-algorithm aes-chc-256
dh groupl4
authentication-algorithm sha256
#
ike keychain keychainl
pre-shared-key address 2.2.3.1 255.255.255.0 key simple 123456TESTplat&!
#
security-policy ip
rule 1 name ipseclocalout
action pass
source-zone local
destination-zone untrust
source-ip-host 2.2.2.1
destination-ip-host 2.2.3.1
rule 2 name ipseclocalin

action pass
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source-zone untrust

destination-zone local

source-ip-host 2.2.3.1

destination-ip-host 2.2.2.1

rule 3 name trust-untrust

action pass

source-zone trust

destination-zone untrust

source-ip-subnet 10.1.1.0 255.255.255.0

destination-ip-subnet 10.1.2.0 255.255.255.0

rule 4 name untrust-trust

action pass

source-zone untrust

destination-zone trust

source-ip-subnet 10.1.2.0 255.255.255.0

destination-ip-subnet 10.1.1.0 255.255.255.0
#

2. Device B
#
acl number 3101
rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#
ike proposal 1
encryption-algorithm aes-256
dh groupl4
authentication-algorithm sha2-256
#
ike peer h3c
pre-shared-key 123456TESTplat&!
ike-proposal 1
undo version 2
remote-address 2.2.2.1
#
ipsec proposal tranl
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#

ipsec policy usel 10 isakmp

11



security acl 3101
ike-peer h3c
proposal tranl
#
interface GigabitEthernetl/0/1
ip address 10.1.2.1 255.255.255.0
#
interface GigabitEthernetl/0/2
ip address 2.2.3.1 255.255.255.0
ipsec policy usel
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/2
#
ip route-static 2.2.2.0 255.255.255.0 2.2.3.2
ip route-static 10.1.1.0 255.255.255.0 2.2.3.2
#
security-policy
rule name ipseclocalout
source-zone local
destination-zone untrust
source-address 2.2.3.1 mask 255.255.255.255
destination-address 2.2.2.1 mask 255.255.255.255
action permit
rule name ipseclocalin
source-zone untrust
destination-zone local
source-address 2.2.2.1 mask 255.255.255.255
destination-address 2.2.3.1 mask 255.255.255.255
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0

12



action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit
#

return

1.3 WMEXE5MxBRAIKERREIMFRIFIPVeIRCHIIPsechxiEHL & 5551
1.3.1 &R~ mAR A

A % B & £ H3C Bij Kk K% F5000-AI160 ) E8371 fix A<, # KB kK K% USG6600E K]
V600R007C20SPC500 fixAs - 347 e & AN 3G AE 1 o

1.3.2 LAMER

7t Device A fll Device B 2 [f] 3. —%% |Psec fxiE, X} Host A FifEf)F M (333::/64) 5 HostB fit

TERIFM (555:/64) 2 B MHHRRIEAT k. BARZEERIR:

e  Device B 2 HEK .

o A NEIER A

o EAWICEM ESP VMY, INEFEER 256 L CBC #izlH) AES ik, AIFEZER 256
471 HMAC-SHA-256 5% .

o IKE Py Ui 7 IPsec SA.

o IKE Wi R B =& AHINE 5, % 52K A 256 Ligy CBC BT AES ik, NIEH
K 256 HLAS ) HMAC-SHA-256 5k .

El1-2 fREF IPV6 #R3CHY IPsec Bio &40 K [E]

Untrust
Device B

Device A

GE1/0/2 GE1/0/2

222::1/64

Internet

GE1/0/1
333::1/64

GE1/0/1
555::1/64

Trust Trust

Host A Host B
333::3/64 555::5/64
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1.3.3 BB SIE

1. it & Device A

(1)

(2)

3)

(4)

it B 10 1P kit
#ARPEAM R RRIGEE, ESEOKN P b, BAREDSRIT.

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] ipv6 address 333::1/64
[DeviceA-GigabitEthernetl/0/1] quit

W52 UL LD IREC B H A O 1P bk, B E D IR

He B A e el

ABFUR LA B (7 A B I E R SEBrdL b, T AR FL A Lk 3 AH S F % P
Ji e

# U IRAEH M B RIS, BCE RS, A2PIEE N —Bk 1P il )y 111::2, SERRfE
M AHAE L EARA RSO e, BARBCE PRI .

[DeviceA] ipv6 route-static 555::0 64 111::2

[DeviceA] ipv6 route-static 222::0 64 111::2

e B I 22 4k

# T ARYE A R RIS S, R I R 22 4, BARCE PSRN .

[DeviceA] security-zone name trust

[DeviceA-security-zone-Trust] import interface gigabitethernet 1/0/1

[DeviceA-security-zone-Trust] quit

[DeviceA] security-zone name untrust

[DeviceA-security-zone-Untrust] import interface gigabitethernet 1/0/2

[DeviceA-security-zone-Untrust] quit

Hic B 22 4 SR

a. Mt & %4 KIKTAT Untrust 5 Local % 38 I, HI T Be& 2 18] LU ST IPsec f&
1.

# B B 4 P50 ipseclocalout )24 5 AE, { Device A F] LLIa] Device B Xi% IPsec [ iE
Wik, BARBCE AR .

[DeviceA] security-policy ipv6

[DeviceA-security-policy-ipv6] rule name ipseclocalout
[DeviceA-security-policy-ipv6-1-ipseclocalout] source-zone local
[DeviceA-security-policy-ipv6-1-ipseclocalout] destination-zone untrust
[DeviceA-security-policy-ipv6-1-ipseclocalout] source-ip-host 111::1
[DeviceA-security-policy-ipv6-1-ipseclocalout] destination-ip-host 222::1

[DeviceA-security-policy-ipv6-1-ipseclocalout] action pass
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(5)

(6)

[DeviceA-security-policy-ipv6-1-ipseclocalout]

quit

# I & 7 R4 ipseclocalin (22 4 5B KUN, {87 Device A W] LAZIURIALFEK H Device B )

IPsec FEIE iRk, BARBCE LRI .

[DeviceA-security-policy-ipv6] rule name ipseclocalin

[DeviceA-security-policy-ipv6-2-ipseclocalin]
[DeviceA-security-policy-ipv6-2-ipseclocalin]
[DeviceA-security-policy-ipv6-2-ipseclocalin]
[DeviceA-security-policy-ipv6-2-ipseclocalin]
[DeviceA-security-policy-ipv6-2-ipseclocalin]

[DeviceA-security-policy-ipv6-2-ipseclocalin]

. e B 24 IS TIAT Host A 5 Host B 22 [] ()37 &

source-zone untrust
destination-zone local
source-ip-host 222::1
destination-ip-host 111::1
action pass

quit

# IC B A FRON trust-untrust 1922 4 SRS AL, {8 Host A 17 i) Host B il SCrl i@, HAKEL &

WIRATR

[DeviceA-security-policy-ipv6] rule name trust-untrust

[DeviceA-security-policy-ipv6-3-trust-untrust]
[DeviceA-security-policy-ipv6-3-trust-untrust]
[DeviceA-security-policy-ipv6-3-trust-untrust]
[DeviceA-security-policy-ipv6-3-trust-untrust]
[DeviceA-security-policy-ipv6-3-trust-untrust]

[DeviceA-security-policy-ipv6-3-trust-untrust]

source-zone trust
destination-zone untrust
source-ip-subnet 333::1 64
destination-ip-subnet 555::1 64
action pass

quit

# it B 4 FROA untrust-trust 12424 SRS KRN, 5 Host B 5 17 Host A Rk SCrTiE, BAARCE

IR,

[DeviceA-security-policy-ipv6] rule name untrust-trust

[DeviceA-security-policy-ipv6-4-untrust-trust]
[DeviceA-security-policy-ipv6-4-untrust-trust]
[DeviceA-security-policy-ipv6-4-untrust-trust]
[DeviceA-security-policy-ipv6-4-untrust-trust]
[DeviceA-security-policy-ipv6-4-untrust-trust]
[DeviceA-security-policy-ipv6-4-untrust-trust]

[DeviceA-security-policy-ipv6] quit

€ Xt BRI BE R
#EE > IPv6 M4t ACL, & CERY 1M 333::/64 LA T 555::/64 HIE MR -
[DeviceA] acl ipv6 advanced 3101

[DeviceA-acl-ipv6-adv-3101] quit
Be & IPsec 24 HRIL, i Ja 2 SO Y A 25 A 22 4 ML
# QI IPsec 242, Wumiic B K225 SH

[DeviceA] ipsec transform-set tranl
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source-zone untrust
destination-zone trust
source-ip-subnet 555::1 64
destination-ip-subnet 333::1 64
action pass

quit

[DeviceA-acl-ipv6-adv-3101] rule permit ipv6 source 333::0 64 destination 555::0 64

e, RARELRNT.



(7)

(8)

(9)

(10)

(11)

[DeviceA-ipsec-transform-set-tranl] encapsulation-mode tunnel
[DeviceA-ipsec-transform-set-tranl] protocol esp
[DeviceA-ipsec-transform-set-tranl] esp encryption-algorithm aes-cbhc-256
[DeviceA-ipsec-transform-set-tranl] esp authentication-algorithm sha256
[DeviceA-ipsec-transform-set-tranl] quit

liC & IKE keychain, 5l 5 XU 8 H 1% HE B

# QI IFEC & IKE keychain, P XU BC & I L =3 g s i e Al [|] . BUARC BB IRITE
[DeviceA] ike keychain keychainl

[DeviceA-ike-keychain-keychainl] pre-shared-key address ipv6 222::1 64 key simple
123456 TESTplat&!

[DeviceA-ike-keychain-keychainl] quit

HCE IKE %2

#AREINEFE. VRS DH. IET L, BUEE 5% 05 K 8k B BC BAE ™ 1% — 8.
[DeviceA] ike proposal 1

[DeviceA-ike-proposal-1] authentication-method pre-share
[DeviceA-ike-proposal-1] encryption-algorithm aes-cbc-256
[DeviceA-ike-proposal-1] dh groupl4

[DeviceA-ike-proposal-1] authentication-algorithm sha256
[DeviceA-ike-proposal-1] quit

L& IKE profile, Z1E#57 IKE SA fi i 1455

[DeviceA] ike profile profilel

[DeviceA-ike-profile-profilel] keychain keychainl
[DeviceA-ike-profile-profilel] proposal 1

[DeviceA-ike-profile-profilel] match remote identity address ipv6 222::1 64
[DeviceA-ike-profile-profilel] quit

Bl E |Psec Z4s 5, 7 IPsec BB, R4 EHiP ISR

# B 2% IKE P 7R IPsec 243l 5 Fl /& Z ORI BRI A ACL AT ) IPsec %
AR FRE AR AU ) 1P Huhk, 51 IKE profile, EAKECE SR .
[DeviceA] ipsec ipv6-policy mapl 10 isakmp
[DeviceA-ipsec-ipv6-policy-isakmp-mapl-10] security acl ipv6 3101
[DeviceA-ipsec-ipv6-policy-isakmp-mapl-10] transform-set tranl
[DeviceA-ipsec-ipv6-policy-isakmp-mapl-10] local-address ipv6 111::1
[DeviceA-ipsec-ipv6-policy-isakmp-mapl-10] remote-address ipv6 222::1
[DeviceA-ipsec-ipv6-policy-isakmp-mapl-10] ike-profile profilel
[DeviceA-ipsec-ipv6-policy-isakmp-mapl-10] quit

FEFE R IPsec 2245l , W4 BRI ST (R

# 7E3 11 GigabitEthernet1/0/2 LN IPsec 425, HARKE DR T .
[DeviceA] interface gigabitethernet 1/0/2
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[DeviceA-GigabitEthernetl/0/2] ipsec apply ipv6-policy mapl

[DeviceA-GigabitEthernetl/0/2] quit

2. Bt & Device B

(1)

(2)

3)

(4)

it B 10 1P Hihk
# JT )5 4R IPv6 ThEE, MRyEH M E R RIE R, BCE SO0 P Mk, BAARESRIT.

<DeviceB> system-view

[DeviceB] ipv6

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] ipv6 enable

[DeviceB-GigabitEthernetl/0/1] ipv6 address 555::1/64

[DeviceB-GigabitEthernetl/0/1] quit

W52 UL LD IREC B H A O 1P bk, B E D IR

He B A e el

AR LA A B (7 AN B E R SEBRaL b, T AR FL A Lk 3 AH 1S F % P

Ji

# E IR N BRI E R, BCE R AR, AT —Bk 1P Huhtoy 222::2, SEBR{E

b i CLRAR A S O e, BAARCE PRI .

[DeviceB] ipv6 route-static 333::0 64 222::2

[DeviceB] ipv6 route-static 111::0 64 222::2

e B I 22 4k

# T ARYE A R RIS S, R I R 22 4, BARCE PSRN .

[DeviceB] firewall zone trust

[DeviceB-zone-trust] add interface gigabitethernet 1/0/1

[DeviceB-zone-trust] quit

[DeviceB] firewall zone untrust

[DeviceB-zone-untrust] add interface gigabitethernet 1/0/2

[DeviceB-zone-untrust] quit

Hic B 22 4 SR

a. Mt & %4 KIKTAT Untrust 5 Local % 38 A1, HI T Be& 2181 A] LU ST IPsec f&
1.
# i B 4 P50 ipseclocalout )% 4 5 AE, { Device B 7] LAIa] Device A Xi% IPsec [ iE
o, BARBCED BRI .
[DeviceB] security-policy
[DeviceB-policy-security] rule name ipseclocalout
[DeviceB-policy-security-rule-ipseclocalout] source-zone local
[DeviceB-policy-security-rule-ipseclocalout] destination-zone untrust
[DeviceB-policy-security-rule-ipseclocalout] source-address 222::1 64

[DeviceB-policy-security-rule-ipseclocalout] destination-address 111::1 64
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(5)

(6)

[DeviceB-policy-security-rule-ipseclocalout] action permit
[DeviceB-policy-security-rule-ipseclocalout] quit

# BB A FON ipseclocalin )22 4 5N, # Device B 7T AFZUSCRI 4L 2E 5K H Device A [
IPsec FEIE PRS0, RARECE D ERIT

[DeviceB-policy-security] rule name ipseclocalin
[DeviceB-policy-security-rule-ipseclocalin] source-zone untrust
[DeviceB-policy-security-rule-ipseclocalin] destination-zone local
[DeviceB-policy-security-rule-ipseclocalin] source-address 111::1 64
[DeviceB-policy-security-rule-ipseclocalin] destination-address 222::1 64
[DeviceB-policy-security-rule-ipseclocalin] action permit

[DeviceB-policy-security-rule-ipseclocalin] quit

. B 224K IR AT Host B 5 Host A 22 8] [ &

# L4 B trust-untrust 922 4SS HUL, 4 Host A Vs i) Host B i SCATil,  BARLE
AR .

[DeviceB-policy-security] rule name trust-untrust
[DeviceB-policy-security-rule-trust-untrust] source-zone trust
[DeviceB-policy-security-rule-trust-untrust] destination-zone untrust
[DeviceB-policy-security-rule-trust-untrust] source-address 555::1 64
[DeviceB-policy-security-rule-trust-untrust] destination-address 333::1 64
[DeviceB-policy-security-rule-trust-untrust] action permit
[DeviceB-policy-security-rule-trust-untrust] quit

# I B A FRON untrust-trust (1) 22 2 5 EG AL, {3 Host B V7 ] Host A ffk SC T,  HAREC &
AT .

[DeviceB-policy-security] rule name untrust-trust
[DeviceB-policy-security-rule-untrust-trust] source-zone untrust
[DeviceB-policy-security-rule-untrust-trust] destination-zone trust
[DeviceB-policy-security-rule-untrust-trust] source-address 333::1 64
[DeviceB-policy-security-rule-untrust-trust] destination-address 555::1 64
[DeviceB-policy-security-rule-untrust-trust] action permit
[DeviceB-policy-security-rule-untrust-trust] quit

[DeviceB-policy-security] quit

5E RS R

#HCE A IPV6 =gt ACL, & SCERY T 555::/64 F:411-1% 333::/64 I A -
[DeviceB] acl ipv6 3101

[DeviceB-acl-ipv6-adv-3101] rule permit ipv6 source 555::/64 destination 333::/64
[DeviceB-acl-ipv6-adv-3101] quit

BLE IPsec ZaxfEill, i bR d SO0 T AR 2% b 22 2 i

# QI IPsec Z4 4R, PImiCE K Z RS HFEEeMA, RAEREDERNT.
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(7)

(8)

(9)

(10)

[DeviceB] ipsec proposal transforml
[DeviceB-ipsec-proposal-transforml] encapsulation-mode tunnel
[DeviceB-ipsec-proposal-transforml] transform esp
[DeviceB-ipsec-proposal-transforml] esp encryption-algorithm aes-256
[DeviceB-ipsec-proposal-transforml] esp authentication-algorithm sha2-256
[DeviceB-ipsec-proposal-transforml] quit

B E IKE 24323, fEnEsik. NES %, DH

# OUEEIFICE IKE 224381, U7 WIS A — 4 ULRLH IKE 2223200 RE ATl Rk
FCEDIRUTT .

[DeviceB] ike proposal 1

[DeviceB-ike-proposal-1] authentication-method pre-share
[DeviceB-ike-proposal-1] encryption-algorithm aes-256
[DeviceB-ike-proposal-1] dh groupl4

[DeviceB-ike-proposal-1] authentication-algorithm sha2-256
[DeviceB-ike-proposal-1] quit

Bl IKE X254k, faethmmia. IKE A, ML, St (P bk,
[DeviceB] ike peer h3c

[DeviceB-ike-peer-h3c] exchange-mode main

[DeviceB-ike-peer-h3c] undo version 2

[DeviceB-ike-peer-h3c] ike-proposal 1

[DeviceB-ike-peer-h3c] pre-shared-key 123456TESTplat&!
[DeviceB-ike-peer-h3c] remote-address 111::1

[DeviceB-ike-peer-h3c] quit

Bl E IPsec 245, 7 IPsec BB, R4 EHiP IS 7

# QI — 5% IKE Wi 77 2 IPsec %2 5Emg, 51 R Z ORI EHE R ACL P& IPsec %
AARU G IKE X5k, BAARCE BRI .

[DeviceB] ipsec policy usel 10 isakmp
[DeviceB-ipsec-policy-isakmp-usel-10] ike-peer h3c
[DeviceB-ipsec-policy-isakmp-usel-10] proposal transforml
[DeviceB-ipsec-policy-isakmp-usel-10] security acl ipv6 3101
[DeviceB-ipsec-policy-isakmp-usel-10] quit

FEAZ I BRI IPsec 22 450G, W% 1 _E RS 2T (R e

# L8211 GigabitEthernet1/0/2 N H IPsec %4 5%, HAREE SRR .
[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl/0/2] ipsec policy usel

[DeviceB-GigabitEthernetl/0/2] quit
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1.3.4 Wurfc &

# UL ERCE SERUE, 24 Device A Al Device B 2 [A145 1 333::/64 51 555::/64 2 [A] i1k i@ IS
I, Rl IKE 347 IPsec SA IR . IKE B DI i i IPsec SA J&, T 333::/64 51/ 555::/64
Z AR AL 5K 2 21 IPsec SA FIORY . Al Id DU R & A B P  AE UK IPsec SA.
[DeviceA] display ipsec sa

IPsec policy: mapl
Sequence number: 10
Alisa: mapl-10
Mode: ISAKMP
Tunnel id: O
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Transmitting entity: Initiator
Path MTU: 1423
Tunnel :
local address/port: 111::1/500

remote address/port: 222::1/500

Flow:
sour addr: 333::1/0 port: O protocol: ipv6
dest addr: 555::1/0 port: O protocol: ipv6

[Inbound ESP SAs]
SPI: 3769702703 (0xeOb1192f)
Connection ID: 1
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 3000/28800
SA remaining duration (kilobytes/sec): 2300/797
Max received sequence-number: 1
Anti-replay check enable: N
Anti-replay window size:

UDP encapsulation used for NAT traversal: N
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Status: Active
[Outbound ESP SAs]
SPI: 3840956402 (0Oxe4f057f2)
Connection ID: 2
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 3000/28800
SA remaining duration (Kkilobytes/sec): 2312/797
Max sent sequence-number: 1
UDP encapsulation used for NAT traversal: N

Status: Active

# Device B &= MM 1 IPsec SA SRR IPv6 3, BB 705 Device A [d], IEANKE .

1.35 BEMH

1. Device A
#
interface GigabitEthernetl/0/1
ipv6 address 333::1/64
#
interface GigabitEthernetl/0/2
ipv6 address 111::1/64
ipsec apply ipv6-policy mapl
#
security-zone name Trust
import interface GigabitEthernetl/0/1
#
security-zone name Untrust
import interface GigabitEthernetl/0/2
#
ipv6 route-static 222:: 64 111::2
ipv6 route-static 555:: 64 111::2
#
acl ipv6 advanced 3101
rule 0 permit ipv6 source 333::/64 destination 555::/64
#
ipsec transform-set tranl
esp encryption-algorithm aes-cbhc-256
esp authentication-algorithm sha256

#
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ipsec ipv6-policy mapl 10 isakmp
transform-set tranl

security acl ipv6 3101
local-address ipv6 111::1
remote-address ipv6 222::1
ike-profile profilel

#

ike profile profilel

keychain keychainl

match remote identity address ipv6 222::1 64
proposal 1

#

ike proposal 1
encryption-algorithm aes-cbc-256
dh groupl4
authentication-algorithm sha256

#

ike keychain keychainl
pre-shared-key address ipv6 222::1 64 key simple 123456TESTplaté&!

#

security-policy ipv6
rule 1 name ipseclocalout
action pass
source-zone local
destination-zone untrust
source-ip-host 111::1
destination-ip-host 222::1
rule 2 name ipseclocalin
action pass
source-zone untrust
destination-zone local
source-ip-host 222::1
destination-ip-host 111::1
rule 3 name trust-untrust
action pass
source-zone trust
destination-zone untrust

source-ip-subnet 333::/64
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destination-ip-subnet 555::/64
rule 4 name untrust-trust
action pass

source-zone untrust
destination-zone trust
source-ip-subnet 555::/64
destination-ip-subnet 333::/64

#

2. Device B
#
ipv6
#
acl ipv6 number 3101
rule 5 permit ipv6 source 555::/64 destination 333::/64
#
ipsec proposal transforml
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh groupl4
authentication-algorithm sha2-256
#
ike peer h3c
undo version 2
pre-shared-key 123456TESTplat&!
ike-proposal 1
remote-address 111::1
#
ipsec policy usel 10 isakmp
security acl ipv6 3101
ike-peer h3c
proposal transforml
#
interface GigabitEthernetl/0/1
ipv6 enable

ipv6 address 555::1/64
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#
interface GigabitEthernetl/0/2
ipv6 enable
ipv6 address 222::1/64
ipsec policy usel
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/2
#
ipv6 route-static 111:: 64 222::2
ipv6 route-static 333:: 64 222::2
#
security-policy
rule name ipseclocalout
source-zone local
destination-zone untrust
source-address 222::1 64
destination-address 111::1 64
action permit
rule name ipseclocalin
source-zone untrust
destination-zone local
source-address 111::1 64
destination-address 222::1 64
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 555::1 64
destination-address 333::1 64
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust

source-address 333::1 64
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destination-address 555::1 64
action permit

#

1.4 MEEMEZ BEFEENATIEZIEBIKES RIEIRIPIPVAIRTHI
|Psechx gt & 5515

1.4.1 ERF SRR A

A % B & fE H3C Bl Kk K% F5000-AI160 ) E8371 fix A<, # KB kK K% USGG6600E K]
V600R007C20SPC500 i A< b #E47 e & A5G IE )

1.4.2 HAMER

Device A 7E NAT 22425 A W, - BT 82K A IR0 A P 4 B NAT $idik 3.3.3.1 D5 I 49 . R AE

Device A fll Device B 2 [a]# 57— IPsec f&iE, X Host A FT7ERF M (10.1.1.0/24) 5 Host B

FrEM+ M (10.1.2.0/24) Z |8 )R AT 2 /3 . BARTRE SRR -

e Device B 2 NiE%.

o HEIEA NREIERIA.

o AR ESP WY, INEREERH 256 ik CBC il AES Hik, WIFEERA 256
45 ) HMAC-SHA-256 9% .

o IKE Py s IPsec SA.

o IKE Wi R B =& EHINE 5, % 52K A 256 Ly CBC BT AES ik, NIEH
K 256 HEAFIY HMAC-SHA-256 #i% .

e  Device B JI/a NAT % I)HE.

[&]1-3 NAT ZFHf0 &AM [E

. Untrust .
Device A NAT Device B

GE1/0/1
111116  11.1.2/16 3.3.3.1/16

GE1/0/2 GE1/0/2

10.1.1.1/24 10.1.2.1/24
|______| Trust Trust
izizi [
Host A Host B
10.1.1.2/24 10.1.2.2/24
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1.4.3 BB SE

1. it & Device A

(1)

(2)

3)

(4)

it B 10 1P kit
# AN EE, BESEOR IP bt BEARESEINT.

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] ip address 1.1.1.1 255.255.0.0

[DeviceA-GigabitEthernetl/0/1] quit

H 2L, PP IR B A E: O 1P bk, AR E D R

He B A e el

AR LA A B (7 AN B I E R SEBRaL b, T AR FL A Lk 3 AH 8 F % P

Ji e

# I RAE AP PR S, B RS E, AR T B 1P bty 1.1.1.2, Skhrfi

I g DL RARA MG e, BAARCE PRI .

[DeviceA] ip route-static 10.1.2.0 24 1.1.1.2

[DeviceA] ip route-static 2.2.2.2 16 1.1.1.2

e B FUINN 22 4k

# T ARYE AL W R RIS S, R I R 22 i, BARCE AP IR .

[DeviceA] security-zone name trust

[DeviceA-security-zone-Trust] import interface gigabitethernet 1/0/2

[DeviceA-security-zone-Trust] quit

[DeviceA] security-zone name untrust

[DeviceA-security-zone-Untrust] import interface gigabitethernet 1/0/1

[DeviceA-security-zone-Untrust] quit

Hic B 22 4 SRms

a. Mt & %4 KIKTAT Untrust 5 Local % 38 I E, HI T30 2 18] LU ST IPsec f&
1.
# B B 4 P50 ipseclocalout %24 5 AL, {§ Device A F] LLIa) Device B &i% IPsec [ iE
o, BARBCESS BRI .
[DeviceA] security-policy ip
[DeviceA-security-policy-ip] rule name ipseclocalout
[DeviceA-security-policy-ip-1-ipseclocalout] source-zone local
[DeviceA-security-policy-ip-1-ipseclocalout] destination-zone untrust
[DeviceA-security-policy-ip-1-ipseclocalout] source-ip-host 1.1.1.1
[DeviceA-security-policy-ip-1-ipseclocalout] destination-ip-host 2.2.2.2
[DeviceA-security-policy-ip-1-ipseclocalout] action pass

[DeviceA-security-policy-ip-1-ipseclocalout] quit
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(5)

(6)

# LB 4 RN ipseclocalin (1722 4 S mE RN, {87 Device A 7] LAEZIRCRI AL 385K H Device B [
IPsec FE i #hor, BARELE PRI .

[DeviceA-security-policy-ip] rule name ipseclocalin
[DeviceA-security-policy-ip-2-ipseclocalin] source-zone untrust
[DeviceA-security-policy-ip-2-ipseclocalin] destination-zone local
[DeviceA-security-policy-ip-2-ipseclocalin] source-ip-host 2.2.2.2
[DeviceA-security-policy-ip-2-ipseclocalin] destination-ip-host 1.1.1.1
[DeviceA-security-policy-ip-2-ipseclocalin] action pass

[DeviceA-security-policy-ip-2-ipseclocalin] quit

. e B 24 IS TIAT Host A 5 Host B 22 [] ()37 &

# FLE 4k trust-untrust (952 450, 1 Host A Uj 1 Host B i 30T i, RUARLE
BRI .

[DeviceA-security-policy-ip] rule name trust-untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-zone trust
[DeviceA-security-policy-ip-3-trust-untrust] destination-zone untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-ip-subnet 10.1.1.0 24
[DeviceA-security-policy-ip-3-trust-untrust] destination-ip-subnet 10.1.2.0 24
[DeviceA-security-policy-ip-3-trust-untrust] action pass

[DeviceA-security-policy-ip-3-trust-untrust] quit

# i B 44 MR untrust-trust £ 22 2 SEIE RN, 48 Host B 15 i) Host A B4R SCATiE,  AARCE
AERUT

[DeviceA-security-policy-ip] rule name untrust-trust
[DeviceA-security-policy-ip-4-untrust-trust] source-zone untrust
[DeviceA-security-policy-ip-4-untrust-trust] destination-zone trust
[DeviceA-security-policy-ip-4-untrust-trust] source-ip-subnet 10.1.2.0 24
[DeviceA-security-policy-ip-4-untrust-trust] destination-ip-subnet 10.1.1.0 24
[DeviceA-security-policy-ip-4-untrust-trust] action pass
[DeviceA-security-policy-ip-4-untrust-trust] quit

[DeviceA-security-policy-ip] quit

€ R B BB
# MCE IPv4 =4 ACL 3000, & SCELRYH -7 10.1.1.0/24 F:4ET M 10.1.2.0/24 % -
[DeviceA] acl advanced 3000

[DeviceA-acl-ipv4-adv-3000] rule O permit ip source 10.1.1.0 0.0.0.255 destination
10.1.2.0 0.0.0-255

[DeviceA-acl-ipv4-adv-3000] quit

BCE IPsec 224z $Ri, s 3 2 4l ST A8 i #5224 WL
[DeviceA] ipsec transform-set transforml
[DeviceA-ipsec-transform-set-transforml] protocol esp

[DeviceA-ipsec-transform-set-transforml] esp encryption-algorithm aes-cbc-256
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[DeviceA-ipsec-transform-set-transforml] esp authentication-algorithm sha256
[DeviceA-ipsec-transform-set-transforml] quit

(7) HBCE IKE keychain, £l s X5 HZEHE R
[DeviceA] ike keychain keychainl

[DeviceA-ike-keychain-keychainl] pre-shared-key address 2.2.2.2 255.255.0.0 key simple
123456 TESTplaté&!

[DeviceA-ike-keychain-keychainl] quit

(8) B IKE 24421
# e INE A NIERE . DHL AIET %, BUEZE 5405 KBS IC B AE ™ b — 3
[DeviceA] ike proposal 1
[DeviceA-ike-proposal-1] authentication-method pre-share
[DeviceA-ike-proposal-1] encryption-algorithm aes-cbc-256
[DeviceA-ike-proposal-1] dh groupl4
[DeviceA-ike-proposal-1] authentication-algorithm sha256
[DeviceA-ike-proposal-1] quit

(9) HAcE IKE profile, #£)5E @37 IKE SA Tl %224
[DeviceA] ike profile profilel
[DeviceA-ike-profile-profilel] keychain keychainl
[DeviceA-ike-profile-profilel] proposal 1
[DeviceA-ike-profile-profilel] match remote identity address 2.2.2.2 255.255.0.0
[DeviceA-ike-profile-profilel] quit

(10) BCE IPsec %4 3kRg, AL IPsec B&id, (R4 EP4 REIIR
# QI — 2% T L0730/ IPsec % 405K0%, 51 f 2R B ACL FIFTH Y IPsec % 4x 8¢
W FREX I 1P kil BAARE SRR,
[DeviceA] ipsec policy policyl 1 isakmp
[DeviceA-ipsec-policy-isakmp-policyl-1] remote-address 2.2.2.2
[DeviceA-ipsec-policy-isakmp-policyl-1] transform-set transforml
[DeviceA-ipsec-policy-isakmp-policyl-1] security acl 3000
[DeviceA-ipsec-policy-isakmp-policyl-1] ike-profile profilel
[DeviceA-ipsec-policy-isakmp-policyl-1] quit

(11) e85 R IPsec 22 A5, % HE LT LM B A7 R
[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ipsec apply policy policyl

[DeviceA-GigabitEthernetl/0/1] quit
2. B¢ & Device B

(1) BCEHO P
# AR E P RRIE RS, WE O P bk, FAAREL RN,

<DeviceB> system-view
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(2)

3)

(4)

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] ip address 2.2.2.2 255.255.0.0

[DeviceB-GigabitEthernetl/0/1] quit

B2 % UL PP IR B AR O 1P Hidik,  FARTC B AP PRI

W B A i

AR LA A B (7 A B HE R e SEBRdL b, T AR L A Lk A 8 F % P

Ji e

#IEARIEAL R B PRI S 2, BCERSEH, ARBBIERBCT —Bk 1P il oy 2.2.2.1, SLpsfi

i CLRAR A S O g iE, BAARCE LRI .

[DeviceB] ip route-static 10.1.1.0 24 2.2.2.1

[DeviceB] ip route-static 3.3.3.3 16 2.2.2.1

e B FUINN 22 4k

# TEARYE AL W RIS S, R I R 22 4, BARCE AP IR .

[DeviceB] firewall zone trust

[DeviceB-zone-trust] add interface gigabitethernet 1/0/2

[DeviceB-zone-trust] quit

[DeviceB] firewall zone untrust

[DeviceB-zone-untrust] add interface gigabitethernet 1/0/1

[DeviceB-zone-untrust] quit

Hic B 22 4 SRS

a. fic B A KIETIUT Untrust 5 Local 22438 [R] (i, T e 2 [a) T U ST IPsec F%
1.
# ML & 4 77N ipseclocalout 12245, f# Device B 1] LL[n] Device A k1% IPsec f%iE
ks, BARBCE D R .
[DeviceB] security-policy
[DeviceB-policy-security] rule name ipseclocalout
[DeviceB-policy-security-rule-ipseclocalout] source-zone local
[DeviceB-policy-security-rule-ipseclocalout] destination-zone untrust
[DeviceB-policy-security-rule-ipseclocalout] source-address 2.2.2.2 32
[DeviceB-policy-security-rule-ipseclocalout] destination-address 3.3.3.1 32
[DeviceB-policy-security-rule-ipseclocalout] action permit
[DeviceB-policy-security-rule-ipseclocalout] quit
# BB AN ipseclocalin )22 4 5N, f# Device B 7T AFZUSCAI 4L 2E 5K H Device A [
IPsec BEIE VMR C, BAARCE DRI .
[DeviceB-policy-security] rule name ipseclocalin
[DeviceB-policy-security-rule-ipseclocalin] source-zone untrust
[DeviceB-policy-security-rule-ipseclocalin] destination-zone local
[DeviceB-policy-security-rule-ipseclocalin] source-address 3.3.3.1 32

[DeviceB-policy-security-rule-ipseclocalin] destination-address 2.2.2.2 32
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(5)

(6)

(7)

[DeviceB-policy-security-rule-ipseclocalin] action permit

[DeviceB-policy-security-rule-ipseclocalin] quit
b. At E 24 5% 4T Host B 5 Host A 2 [8] i &
# M B A4 FRON trust-untrust (1) 22 2 5ES AR, {3 Host B V7 i) Host A [k SCrld,  HARECE

i S

[DeviceB-policy-security] rule name trust-untrust

[DeviceB-policy-security-rule-trust-untrust] source-zone trust

[DeviceB-policy-security-rule-trust-untrust] destination-zone untrust

[DeviceB-policy-security-rule-trust-untrust] source-address 10.1.2.0 24

[DeviceB-policy-security-rule-trust-untrust] destination-address 10.1.1.0 24

[DeviceB-policy-security-rule-trust-untrust] action permit

[DeviceB-policy-security-rule-trust-untrust] quit

# L B A4 K untrust-trust 1) 22 & SEHUN, 4 Host A ¥ 7] Host B 4 SCTTiE, BAAKCE

?uy:’gétl]‘[:o

[DeviceB-policy-security] rule name untrust-trust

[DeviceB-policy-security-rule-untrust-trust] source-zone untrust

[DeviceB-policy-security-rule-untrust-trust] destination-zone trust

[DeviceB-policy-security-rule-untrust-trust] source-address 10.1.1.0 24

[DeviceB-policy-security-rule-untrust-trust] destination-address 10.1.2.0 24

[DeviceB-policy-security-rule-untrust-trust] action permit

[DeviceB-policy-security-rule-untrust-trust] quit

[DeviceB-policy-security] quit

58 SCEE it 5 2R B it

#ACE A IPv4 &2 ACL, & B T M 10.1.2.0/24 £4E7 M 10.1.1.0/24 HIEHEIR -

[DeviceB] acl 3101

[DeviceB-acl-adv-3101] rule permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0

0.0.0.255

[DeviceB-acl-adv-3101] quit

BLE IPsec ZaxfEill, i bR d SCAE T AR 2% b 22 2 i
# @ IPsec AR, Wil B % RIS HFE S eMA, AR EDLRUT.

[DeviceB] ipsec proposal transforml
[DeviceB-ipsec-proposal-transforml]
[DeviceB-ipsec-proposal-transforml]
[DeviceB-ipsec-proposal-transforml]
[DeviceB-ipsec-proposal-transforml]

[DeviceB-ipsec-proposal-transforml]

encapsulation-mode tunnel

transform esp

esp encryption-algorithm aes-256

esp authentication-algorithm sha2-256

quit

Mt & IKE 2243, feem®sEk. ER . DH
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# QUEIFRCE IKE 2R, XU AEDAH — % ILE R IKE 225U REVp s, Rk
B E D IRUR .

[DeviceB] ike proposal 1
[DeviceB-ike-proposal-1] authentication-method pre-share
[DeviceB-ike-proposal-1] encryption-algorithm aes-256
[DeviceB-ike-proposal-1] dh groupl4
[DeviceB-ike-proposal-1] authentication-algorithm sha2-256
[DeviceB-ike-proposal-1] quit

(8) MCHE IKE X454k, fREMmEA. IKE A, TRILZEEH, Xy 1P Hillk.
[DeviceB] ike peer h3c
[DeviceB-ike-peer-h3c] exchange-mode main
[DeviceB-ike-peer-h3c] undo version 2
[DeviceB-ike-peer-h3c] ike-proposal 1
[DeviceB-ike-peer-h3c] pre-shared-key 123456TESTplat&!
[DeviceB-ike-peer-h3c] remote-address 3.3.3.1
[DeviceB-ike-peer-h3c] remote-address authentication-address 1.1.1.1
[DeviceB-ike-peer-h3c] nat traversal
[DeviceB-ike-peer-h3c] quit

(9) M E IPsec %4 5%, @07 IPsec Bid, {#37#FH ERH EHER
# QI — 2% IKE Wi 77 2 IPsec %2 5ing, 51 R Z ORI EHE R ACL M7 IPsec %2
AARU G IKE X4k, BAARCE BRI .
[DeviceB] ipsec policy usel 10 isakmp
[DeviceB-ipsec-policy-isakmp-usel-10] ike-peer h3c
[DeviceB-ipsec-policy-isakmp-usel-10] proposal transforml
[DeviceB-ipsec-policy-isakmp-usel-10] security acl 3101
[DeviceB-ipsec-policy-isakmp-usel-10] quit

(10) e ERH] IPsec 224 5Emg, X% MBS AT (R
[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] ipsec policy usel

[DeviceB-GigabitEthernetl/0/1] quit

1.4.4 BEACE

# UL FECESERUS, T 10.1.1.0/24 #1HF M 10.1.2.0/24 KIEWRSC, Fifilk IKE B . Al
N ERMEEAEF Device A I IKE 25— [ BL Wi 2 5 £ ) IKE SA.
[DeviceA] display ike sa

Connection-1D Remote Flag DOl

13 2.2.2.2/500 RD IPsec
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Flags:
RD--READY RL--REPLACED FD-FADING RK-REKEY
[DeviceA] display ike sa verbose
Connection ID: 13
Outside VPN:
Inside VPN:
Profile: profilel
Transmitting entity: Initiator
Local IP/port: 1.1.1.1/500
Local 1D type: FQDN
Local ID: www.devicea.com
Remote IP/port: 2.2.2.2/500
Remote ID type: 1PV4_ADDR
Remote ID: 2.2.2.2
Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHA256
Encryption-algorithm: AES-CBC-256
Life duration(sec): 86400
Remaining key duration(sec): 84565
Exchange-mode: Aggressive
Diffie-Hellman group: Group 1
NAT traversal: Detected
Extend authentication: Disabled
Assigned IP address:
# N R R s B AE B IKE 58 W B AR BT IPsec SA.
[DeviceA] display ipsec sa

IPsec policy: policyl
Sequence number: 1
Mode: 1SAKMP

Tunnel id: O

Encapsulation mode: tunnel
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Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Transmitting entity: Initiator
Path MTU: 1435
Tunnel :
local address/port: 1.1.1.1/500
remote address/port: 2.2.2.2/500
Flow:
sour addr: 10.1.1.0/255.255.255.0 port: O protocol: ip
dest addr: 10.1.2.0/255.255.255.0 port: O protocol: ip
[Inbound ESP SAs]
SPI: 830667426 (0x3182faa2)
Connection ID: 90194313219
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/2313
Max received sequence-number:
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: Y
Status: Active
[Outbound ESP SAs]
SPI1: 3516214669 (0xd1952d8d)
Connection ID: 64424509441
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (Kkilobytes/sec): 1843200/2313
Max sent sequence-number:
UDP encapsulation used for NAT traversal: Y

Status: Active

# Device B &= 4N ) IPsec SA SRERYT IPvA 3¢, #A /705 Device A 7], AL .

1.45 BLEMH

1. Device A
#
interface GigabitEthernetl/0/1
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ip address 1.1.1.1 255.255.0.0
ipsec apply policy policyl
#
interface GigabitEthernetl/0/2
ip address 10.1.1.1 255.255.255.0
#
security-zone name Trust
import interface GigabitEthernetl/0/2
#
security-zone name Untrust
import interface GigabitEthernetl/0/1
#
ip route-static 2.2.0.0 16 1.1.1.2
ip route-static 10.1.2.0 24 1.1.1.2
#
acl advanced 3000
rule O permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
#
ipsec transform-set transforml
esp encryption-algorithm aes-cbhc-256
esp authentication-algorithm sha256
#
ipsec policy policyl 1 isakmp
transform-set transforml
security acl 3000
remote-address 2.2.2.2
ike-profile profilel
#
ike profile profilel
keychain keychainl
match remote identity address 2.2.2.2 255.255.0.0
proposal 1
#
ike proposal 1
encryption-algorithm aes-cbc-256
dh groupl4
authentication-algorithm sha256

#
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ike keychain keychainl
pre-shared-key address 2.2.2.2 255.255.0.0 key simple 123456TESTplaté&!
#
security-policy ip
rule 1 name ipseclocalout
action pass
source-zone local
destination-zone untrust
source-ip-host 1.1.1.1
destination-ip-host 2.2.2.2
rule 2 name ipseclocalin
action pass
source-zone untrust
destination-zone local
source-ip-host 2.2.2.2
destination-ip-host 1.1.1.1
rule 3 name trust-untrust
action pass
source-zone trust
destination-zone untrust
source-ip-subnet 10.1.1.0 255.255.255.0
destination-ip-subnet 10.1.2.0 255.255.255.0
rule 4 name untrust-trust
action pass
source-zone untrust
destination-zone trust
source-ip-subnet 10.1.2.0 255.255.255.0
destination-ip-subnet 10.1.1.0 255.255.255.0

#

2. Device B
#
acl number 3101
rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#
ipsec proposal transforml
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256

#
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ike proposal 1
encryption-algorithm aes-256
dh groupl4
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer h3c
undo version 2
pre-shared-key 123456TESTplat&!
ike-proposal 1
remote-address 3.3.3.1
remote-address authentication-address 1.1.1.1
#
ipsec policy usel 10 isakmp
security acl 3101
ike-peer h3c
proposal transforml
#
interface GigabitEthernetl/0/1
ip address 2.2.2.2 255.255.0.0
ipsec policy usel
#
interface GigabitEthernetl/0/2
ip address 10.1.2.1 255.255.255.0
#
firewall zone trust
add interface GigabitEthernetl/0/2
#
firewall zone untrust
add interface GigabitEthernetl/0/1
#
ip route-static 3.3.0.0 255.255.0.0 2.2.2.1
ip route-static 10.1.1.0 255.255.255.0 2.2.2.1
#
security-policy

rule name ipseclocalout
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source-zone local
destination-zone untrust
source-address 2.2.2.2 mask 255.255.255.255
destination-address 3.3.3.1 mask 255.255.255.255
action permit
rule name ipseclocalin
source-zone untrust
destination-zone local
source-address 3.3.3.1 mask 255.255.255.255
destination-address 2.2.2.2 mask 255.255.255.255
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit

#

return

1.5 E-TFIPsech¥igiE O ZE LRI IPVAIRIZAYIPsechXiEfc & =515l
1.5.1 &R~ AR A

A 25 ] & £ H3C B Kk % F5000-Al160 ) E8371 fit A<, #& AN Bh kB USGB600E [
V600R007C20SPC500 ffxAs - i3t 47 e & AN 3G L o

1.5.2 LAMER

S Al oy ORI A FH S 1P HhiE 32N Internet. UG Q0 R 2 X 2SR

e  Device B 2N %,

o ST HMVEEZERFTE R EIEDT IPsec ZAeRIEIITEIL.

o UMk SCALIN 1P Mk BOREERT, AN SR Al S DG IPsec BLE .
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o EAWUCEM ESP VMY, WINEFEER 256 LAy CBC izl AES ik, AIFEZER 256
47 HMAC-SHA-256 5% .

o IKE Py s\ 7 IPsec SA.

o IKE Wi R Wi =& AHINE 5, % 52K A 256 Lhgy CBC BT AES ik, NIEH
R 256 HEHFY HMAC-SHA-256 #i .

SEELAn FAHMTE R, AR A T A B S

e  1F Device A 1 Device B 2 [A]fi ] IPsec FEiE % I8 57. IPsec iz, B k1525 % vt Ah W 1 B 3
% tHE] IPsec iEfIBEIERE D F, B IPsec MRS E L 1 LA L1 IPsec % &REIEXT
M (10.1.1.024) 5EETM (10.1.2.0/24) Z 8] B B it 47 2 e .

E1-4 £T IPsec BBEEIIIRIP IPv4 R3CH IPsec FFEED & 4B W E

Device A Device B

GE1/0/2 GE1/0/2
w 2.2.2.1/24 2.2.3.1/124

Untrust
Internet
IPsec tunnel

~——

Tunnell Tunnel2
3.3.3.1/24 3.3.3.2/24

GE1/0/1
10.1.1.1/24

GE1/0/1
10.1.2.1/24

Branch Headquarters
Trust Trust

153 BGLEXE

1. fii & Device A

(1) BCEREO P L
# AN E PR MEE, BESEOR IP bt HEARESEINT.

<DeviceA> system-view
[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ip address 10.1.1.1 255.255.255.0
[DeviceA-GigabitEthernetl1/0/1] quit
HZH UL PP URAL B A E: O 1P bk, AR E D R

(2) TFE IPsec bFiEfz

[DeviceA] interface tunnel 1 mode ipsec
[DeviceA-Tunnell] ip address 3.3.3.1 255.255.255.0
[DeviceA-Tunnell] source 2.2.2.1

[DeviceA-Tunnell] destination 2.2.3.1

[DeviceA-Tunnell] quit

(3) MlEFAH
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AU A% T ARC B B R o SEPR M, T AR B A DLk FEAH L Y % e

77 e

# AR M B RIS 2, BB E, AREBIERBCT —Bk 1P il 2.2.2.2, SLprfi

HIrhig CLRAR A S O g iE, BAARCE LRI .

[DeviceA] ip route-static 2.2.3.1 24 2.2.2.2

# ARG R B PRI 15 2, BCE RS, KR BRI ARSI IPsec FEIEHE L, A%

Bl IPsec FgiEE: 18 Tunnell, HARFLEDERIR.

[DeviceA] ip route-static 10.1.2.0 255.255.255.0 tunnel 1

(4) BCEEIIMAZ A,

# AR AL BRI E R, R DI R 22 4t FARCE IR .

[DeviceA] security-zone name trust

[DeviceA-security-zone-Trust] import interface gigabitethernet 1/0/1

[DeviceA-security-zone-Trust] quit

[DeviceA] security-zone name untrust

[DeviceA-security-zone-Untrust] import interface gigabitethernet 1/0/2

[DeviceA-security-zone-Untrust] import interface tunnel 1

[DeviceA-security-zone-Untrust] quit

(5) HoE LA

a. fic B A RKIETIUT Untrust 5 Local 22438 [A] fRifi e, T et 2 [a) T LS IPsec F%
1.
# WL B 4 PR ipseclocalout 224 S, {# Device A H] LAn] Device B & i% IPsec &iE
ks, BARBCE DR .
[DeviceA] security-policy ip
[DeviceA-security-policy-ip] rule name ipseclocalout
[DeviceA-security-policy-ip-1-ipseclocalout] source-zone local
[DeviceA-security-policy-ip-1-ipseclocalout] destination-zone untrust
[DeviceA-security-policy-ip-1-ipseclocalout] source-ip-host 2.2.2.1
[DeviceA-security-policy-ip-1-ipseclocalout] destination-ip-host 2.2.3.1
[DeviceA-security-policy-ip-1-ipseclocalout] action pass
[DeviceA-security-policy-ip-1-ipseclocalout] quit
# ML B 7 FROA ipseclocalin (122 4 5 mE RN, {8 Device A 7] LAEZICRI AL 35K H Device B )
IPsec BEIE VMR C, BAARCE DRI .
[DeviceA-security-policy-ip] rule name ipseclocalin
[DeviceA-security-policy-ip-2-ipseclocalin] source-zone untrust
[DeviceA-security-policy-ip-2-ipseclocalin] destination-zone local
[DeviceA-security-policy-ip-2-ipseclocalin] source-ip-host 2.2.3.1
[DeviceA-security-policy-ip-2-ipseclocalin] destination-ip-host 2.2.2.1
[DeviceA-security-policy-ip-2-ipseclocalin] action pass

[DeviceA-security-policy-ip-2-ipseclocalin] quit
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b. At # %4 RIS AT Host A 5 Host B 2 [H] i &
# JiC B 44 MRON trust-untrust B 22 2 SEIE RN, 48 Host A 15 i) Host B A4k SC AT I8,  AARCE
BRI .
[DeviceA-security-policy-ip] rule name trust-untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-zone trust
[DeviceA-security-policy-ip-3-trust-untrust] destination-zone untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-ip-subnet 10.1.1.0 24
[DeviceA-security-policy-ip-3-trust-untrust] destination-ip-subnet 10.1.2.0 24
[DeviceA-security-policy-ip-3-trust-untrust] action pass
[DeviceA-security-policy-ip-3-trust-untrust] quit
# e B A A untrust-trust (122 4 5GRE UL, {8 Host B 7 1] Host A iR ST,  BAKHED &
AT
[DeviceA-security-policy-ip] rule name untrust-trust
[DeviceA-security-policy-ip-4-untrust-trust] source-zone untrust
[DeviceA-security-policy-ip-4-untrust-trust] destination-zone trust
[DeviceA-security-policy-ip-4-untrust-trust] source-ip-subnet 10.1.2.0 24
[DeviceA-security-policy-ip-4-untrust-trust] destination-ip-subnet 10.1.1.0 24
[DeviceA-security-policy-ip-4-untrust-trust] action pass
[DeviceA-security-policy-ip-4-untrust-trust] quit
[DeviceA-security-policy-ip] quit

(6) BCLE IPsec ZAHESE, AL IPsec &I, (R4 E REIHIR

[DeviceA] ike proposal 1

[DeviceA-ike-proposal-1] authentication-method pre-share

[DeviceA-ike-proposal-1] encryption-algorithm aes-cbc-256

[DeviceA-ike-proposal-1] dh groupl4

[DeviceA-ike-proposal-1] authentication-algorithm sha256

[DeviceA-ike-proposal-1] quit

[DeviceA] ike keychain abc

[DeviceA-ike-keychain-abc] pre-shared-key address 2.2.3.1 255.255.255.0 key simple
123456 TESTplaté&!

[DeviceA-ike-keychain-abc] quit

[DeviceA] ike profile abc

[DeviceA-ike-profile-abc] keychain abc

[DeviceA-ike-profile-abc] proposal 1

[DeviceA-ike-profile-abc] local-identity address 2.2.2.1
[DeviceA-ike-profile-abc] match remote identity address 2.2.3.1 24
[DeviceA-ike-profile-abc] exchange-mode aggressive

[DeviceA-ike-profile-abc] quit
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(7)

[DeviceA] ipsec transform-set abc

[DeviceA-ipsec-transform-set-abc] esp encryption-algorithm aes-cbc-256
[DeviceA-ipsec-transform-set-abc] esp authentication-algorithm sha256
[DeviceA-ipsec-transform-set-abc] quit

[DeviceA] ipsec profile abc isakmp

[DeviceA-ipsec-profile-isakmp-abc] transform-set abc
[DeviceA-ipsec-profile-isakmp-abc] ike-profile abc
[DeviceA-ipsec-profile-isakmp-abc] quit

BC & IPsec FEIERE 1, FHT X7 ZERA HIRE AT IPsec 33

[DeviceA] interface tunnel 1

[DeviceA-Tunnell] tunnel protection ipsec profile abc

[DeviceA-Tunnell] quit

2. Bt & Device B

(1)

(2)

®3)

(4)

P B 5 1 1P Mk

# IR R E PRI E S, BESE DR 1P ht, BN ED R
<DeviceB> system-view

[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] ip address 10.1.2.1 255.255.255.0
[DeviceB-GigabitEthernetl/0/1] quit

W52 DA LD REC B H A O 1P bk, B B D IR

2% IPsec fEiE#: 1

[DeviceB] interface Tunnel 1

[DeviceB-Tunnell] ip address 3.3.3.2 255.255.255.0
[DeviceB-Tunnell] tunnel-protocol ipsec

[DeviceB-Tunnell] source 2.2.3.1

[DeviceB-Tunnell] destination 2.2.2.1

[DeviceB-Tunnell] quit

e . i A

AN LLgh S g 77 NRC B RS 5 B o SERRALM T, RS B A Dl R S Y % b c B
J7

#IEIRAR AL AR (5 S, BCE A, A2 EIE T Bk 1P il 2.2.3.2, SEhnfi
i AEAR ARG 0 e, BARECE D IRATT .

[DeviceB] ip route-static 2.2.2.1 24 2.2.3.2

#IERAE AP PR E S, BERSEE, BHERPIRESIN IPsec BB, A4
B IPsec FEiE#z 11°4 Tunnell, HEAARE LSRR,

[DeviceA] ip route-static 10.1.1.0 255.255.255.0 tunnel 1

Wi B e N 22 43

# VIR B PRI S R, R DI R 22 A, FARLE RIS .
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[DeviceB] firewall zone trust

[DeviceB-zone-trust] add interface GigabitEthernet 1/0/1

[DeviceB-zone-trust] quit

[DeviceB] firewall zone untrust

[DeviceB-zone-untrust] add interface GigabitEthernet 1/0/2

[DeviceB-zone-untrust] add interface Tunnel 1

[DeviceB-zone-untrust] quit

(5) MoE %4k

a. Mt & 24 KIS TAT Untrust 5 Local %238 A&, HI T 5% 2[R AT AT IPsec F%
S
# ML & 4 77N ipseclocalout F%2 45, f#f Device B 1] LL[n] Device A &% IPsec f%iE
ek, BARBCE DR .
[DeviceB] security-policy
[DeviceB-policy-security] rule name ipseclocalout
[DeviceB-policy-security-rule-ipseclocalout] source-zone local
[DeviceB-policy-security-rule-ipseclocalout] destination-zone untrust
[DeviceB-policy-security-rule-ipseclocalout] source-address 2.2.3.1 24
[DeviceB-policy-security-rule-ipseclocalout] destination-address 2.2.2.1 24
[DeviceB-policy-security-rule-ipseclocalout] action permit
[DeviceB-policy-security-rule-ipseclocalout] quit
# BB AN ipseclocalin )22 4 5 mEHUN, # Device B 7T AFZUCAI 4L 2E K H Device A [
IPsec FEIE PRS0, AR E A RIT
[DeviceB-policy-security] rule name ipseclocalin
[DeviceB-policy-security-rule-ipseclocalin] source-zone untrust
[DeviceB-policy-security-rule-ipseclocalin] destination-zone local
[DeviceB-policy-security-rule-ipseclocalin] source-address 2.2.2.1 24
[DeviceB-policy-security-rule-ipseclocalin] destination-address 2.2.3.1 24
[DeviceB-policy-security-rule-ipseclocalin] action permit
[DeviceB-policy-security-rule-ipseclocalin] quit

b. A B 74 SIS Ji4T Host B 5 Host A 22 8] F i &
# Jic B 44 MM trust-untrust )22 2 S0, 48 Host B 15 i) Host A B4R SC AT I8,  AAATCE
AT
[DeviceB-policy-security] rule name trust-untrust
[DeviceB-policy-security-rule-trust-untrust] source-zone trust
[DeviceB-policy-security-rule-trust-untrust] destination-zone untrust
[DeviceB-policy-security-rule-trust-untrust] source-address 10.1.2.0 24
[DeviceB-policy-security-rule-trust-untrust] destination-address 10.1.1.0 24
[DeviceB-policy-security-rule-trust-untrust] action permit
[DeviceB-policy-security-rule-trust-untrust] quit
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# Jic B 44 MO untrust-trust £ 22 2 SR, 48 Host A 15 i) Host B A4 SC AT i,  AAATCE
MBI
[DeviceB-policy-security] rule name untrust-trust
[DeviceB-policy-security-rule-untrust-trust] source-zone untrust
[DeviceB-policy-security-rule-untrust-trust] destination-zone trust
[DeviceB-policy-security-rule-untrust-trust] source-address 10.1.1.0 24
[DeviceB-policy-security-rule-untrust-trust] destination-address 10.1.2.0 24
[DeviceB-policy-security-rule-untrust-trust] action permit
[DeviceB-policy-security-rule-untrust-trust] quit
[DeviceB-policy-security] quit
(6) MCE IPsec Z4HELE, @57 IPsec B¥iE, {#37# ERH EHER

[DeviceB] ike proposal 1

[DeviceB-ike-proposal-1] authentication-method pre-share

[DeviceB-ike-proposal-1] encryption-algorithm aes-256

[DeviceB-ike-proposal-1] dh groupl4

[DeviceB-ike-proposal-1] authentication-algorithm sha2-256

[DeviceB-ike-proposal-1] quit

[DeviceB] ike peer abc

[DeviceB-ike-peer-abc] undo version 2

[DeviceB-ike-peer-abc] exchange-mode aggressive

[DeviceB-ike-peer-abc] pre-shared-key 123456TESTplat&!

[DeviceB-ike-peer-abc] ike-proposal 1

[DeviceB-ike-peer-abc] remote-address 2.2.2.1

[DeviceB-ike-peer-abc] quit

[DeviceB] ipsec proposal abc

[DeviceB-ipsec-proposal-abc] esp authentication-algorithm sha2-256

[DeviceB-ipsec-proposal-abc] esp encryption-algorithm aes-256

[DeviceB-ipsec-proposal-abc] quit

[DeviceB] ipsec profile abc

[DeviceB-ipsec-profile-abc] proposal abc

[DeviceB-ipsec-profile-abc] ike-peer abc

[DeviceB-ipsec-profile-abc] quit

(7) RBCE \Psec BEERLN, HITXFEA IR ELELT IPsec F24
[DeviceB] interface Tunnel 1
[DeviceB-Tunnell] ipsec profile abc

[DeviceB-Tunnell] quit
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1.5.4 ¥Rl &

DL EECE SRS, Device A 2 H3I5 Device B #4T IKE Wiri. 4 IKE VrRi5EHUE, Device A Fil
Device B L) IPsec mE#blREiE#E CI#0K up, BPAT LA 2 IR TR SR, 0F S 30R 43 52 i B it it
(&S AR

# i@ 1T display ip interface brief iy & W & A& B LRSI R -

<DeviceA> display ip interface brief

*down: administratively down

(s): spoofing (I1): loopback

Interface Physical Protocol 1P address/Mask VPN instance Description
GE1/0/1 up up 10.1.1.1/24 - -
GE1/0/2 up up 2.2.2.1/24 == ==
Tunl up up 3.3.3.1/24 == ==

# B3 display interface tunnel iy 4 7] # & FEIE RS U T »

<DeviceA> display interface Tunnel 1

Tunnell

Current state: UP

Line protocol state: UP

Description: Tunnell Interface

Bandwidth: 64 Kkbps

Maximum transmission unit: 1444

Internet address: 3.3.3.1/24 (primary)

Tunnel source 2.2.2.1, destination 2.2.3.1

Tunnel TTL 255

Tunnel protocol/transport IPsec/IP

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last clearing of counters: Never

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: O bytes/sec, 0 bits/sec, 0 packets/sec
Input: 0 packets, 0 bytes, O drops

Output: O packets, O bytes, O drops

# i3 display ipsec sa iy & 2 & Hh i £ T IPsec SA:

<DeviceA> display ipsec sa
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IPsec profile: abc
Alias: profile-abc
Mode: ISAKMP
Tunnel id: O
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Transmitting entity: Initiator
Path MTU: 1388
Tunnel:
local address/port: 2.2.2.1/500
remote address/port: 2.2.3.1/500
Flow:
sour addr: 0.0.0.0/0.0.0.0 port: O protocol: ip
dest addr: 0.0.0.0/0.0.0.0 port: O protocol: ip
[Inbound ESP SAs]
SPI: 2701952073 (0xal0c8449)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/3180
Max received sequence-number: O
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
[Outbound ESP SAs]
SPI1: 3607077598 (Oxd6ffa2de)
Connection 1D: 12884901889
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/3180
Max sent sequence-number: O
UDP encapsulation used for NAT traversal: N
Status: Active
# 1f Device A FHFAMIHbIETFT LA Ping i@ Device B i3 [ FA R Hihk -
<DeviceA> ping -a 10.1.1.1 10.1.2.1

Ping 10.1.2.1 (10.1.2.1) from 10.1.1.1: 56 data bytes, press CTRL_C to break
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155

56 bytes from 10.1.2.1: icmp_seqg=0 ttl=255 time=1.000 ms

56 bytes from 10.1.2.1: icmp_seg=1 ttl=255 time=1.000 ms

56 bytes from 10.1.2.1: icmp_seqg=2 ttl=255 time=0.000 ms

56 bytes from 10.1.2.1: icmp_seqg=3 ttl=255 time=1.000 ms

56 bytes from 10.1.2.1: icmp_seq=4 ttl=255 time=0.000 ms

--- Ping statistics for 10.1.2.1 -—-

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 0.000/0.600/1.000/0.490 ms

B E it

1. Device A
#
interface GigabitEthernetl/0/1
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/2
ip address 2.2.2.1 255.255.255.0
#
interface Tunnell mode ipsec
ip address 3.3.3.1 255.255.255.0
source 2.2.2.1
destination 2.2.3.1
tunnel protection ipsec profile abc
#
security-zone name Trust
import interface GigabitEthernetl/0/1
#
security-zone name Untrust
import interface GigabitEthernetl/0/2
import interface Tunnell
#
ip route-static 2.2.3.0 24 2.2.2.2
ip route-static 10.1.2.0 24 Tunnell
#
ipsec transform-set abc
esp encryption-algorithm aes-cbhc-256
esp authentication-algorithm sha256

#

46



ipsec profile abc isakmp
transform-set abc
ike-profile abc
#
ike profile abc
keychain abc
exchange-mode aggressive
local-identity address 2.2.2.1
match remote identity address 2.2.3.1 255.255.255.0
proposal 1
#
ike proposal 1
encryption-algorithm aes-cbc-256
dh groupl4
authentication-algorithm sha256
#
ike keychain abc
pre-shared-key address 2.2.3.1 255.255.255.0 key simple 123456TESTplat&!
#
security-policy ip
rule 1 name ipseclocalout
action pass
source-zone local
destination-zone untrust
source-ip-host 2.2.2.1
destination-ip-host 2.2.3.1
rule 2 name ipseclocalin
action pass
source-zone untrust
destination-zone local
source-ip-host 2.2.3.1
destination-ip-host 2.2.2.1
rule 3 name trust-untrust
action pass
source-zone trust
destination-zone untrust
source-ip-subnet 10.1.1.0 255.255.255.0
destination-ip-subnet 10.1.2.0 255.255.255.0
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rule 4 name untrust-trust

action pass

source-zone untrust

destination-zone trust

source-ip-subnet 10.1.2.0 255.255.255.0

destination-ip-subnet 10.1.1.0 255.255.255.0
#

2. Device B
#
ipsec proposal abc
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh groupl4
authentication-algorithm sha2-256
authentication-method pre-share
#
ike peer abc
undo version 2
exchange-mode aggressive
pre-shared-key 123456TESTplat&!
ike-proposal 1
remote-address 2.2.2.1
#
ipsec profile abc
ike-peer abc
proposal abc
#
interface GigabitEthernetl/0/1
ip address 10.1.2.1 255.255.255.0
#
interface GigabitEthernetl/0/2
ip address 2.2.3.1 255.255.255.0
#
interface Tunnell

ip address 3.3.3.2 255.255.255.0
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tunnel-protocol ipsec
source 2.2.3.1
destination 2.2.2.1
ipsec profile abc
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/2
add interface Tunnell
#
ip route-static 2.2.2.0 255.255.255.0 2.2.3.2
ip route-static 10.1.1.0 255.255.255.0 Tunnell
#
security-policy
rule name ipseclocalout
source-zone local
destination-zone untrust
source-address 2.2.3.0 mask 255.255.255.0
destination-address 2.2.2.0 mask 255.255.255.0
action permit
rule name ipseclocalin
source-zone untrust
destination-zone local
source-address 2.2.2.0 mask 255.255.255.0
destination-address 2.2.3.0 mask 255.255.255.0
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust

source-address 10.1.1.0 mask 255.255.255.0
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destination-address 10.1.2.0 mask 255.255.255.0

action permit

6 SEBRFIPsecRERIGIRINA NS 7 XM RIPIPVATRCHYIPsech%
ﬁ@ﬂa‘a‘éw (D ALEE)

1.6.1 &M~ mFARA

A % B & fE H3C Bl Kk K% F5000-AI160 ) E8371 fix A<, # KB kK K% USGG6600E K]
V600R007C20SPC500 i A< b #E47 e & A5 IE )

1.6.2 LHMER

Ak 4y 3 idit IPsec VPN 2 AAVEES, AW BEAATRK:
Device B. Device C /&N %o
M e Device A F1 &4 3 W% Device B. Device C Z [A] . IPsec BEIE, f i 2%
4.4.4.0124 5351 55 XM 4% 5.5.5.0/24 Fi1 6.6.6.0/24 2 [AIFIEHE AT 22 &0/
GAPVCR A ESP BN, % BERH 256 Hok: CBC iU AES ik, WIFEH KA 256
45 ) HMAC-SHA-256 #9% .

o IKE Py Ui 7 IPsec SA.

o IKE Wi R B =& AHINE 5, % 52K A 256 Lhgy CBC BT AES ik, NIEH

K 256 HEAFY HMAC-SHA-256 #i% .
. BB 2 Device A SR IPsec ‘24 kISR 772, 73 S M % Device B #1 DeviceC ¥ IPsec
2 g 7 e

[E|1-5 IPsec R HKRAEIEIR 5B EHME
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]
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1.6.3 B & S

1. i & Device A
(1) MERCIP ML
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(2)

®3)

(4)

# AR P PRI A S, BB SR 1P ikl BAAREL R

<DeviceA> system-view
[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ip address 1.1.1.1 255.255.255.0

[DeviceA-GigabitEthernetl/0/1] quit
ES %L PP IRELE HAbE: O 1P Hhhk, FEAKTCE D IR

He B A e el
AR LA S B (7 A B HE R SEBrdL b, T AR L A Lk 3 AH 1S F % P
Ji

# T AR L P P PR (5 S, BB AR S e, AR 28R 381 0 i I 5 1 6 1 73 SC I 2% £ T
— Bk IP ity 1.1.1.2, SERRAEA s URAA NG BLuiE, BARERCE BRI .

[DeviceA] ip route-static 2.2.2.0 24 1.1.1.2

[DeviceA] ip route-static 3.3.3.0 24 1.1.1.2

[DeviceA] ip route-static 5.5.5.0 24 1.1.1.2

[DeviceA] ip route-static 6.6.6.0 24 1.1.1.2

W B LN 22 43

# EARAE A I E RIS S, R DI R 22 43, FAARCE AP IR .
[DeviceA] security-zone name trust

[DeviceA-security-zone-Trust] import interface gigabitethernet 1/0/2
[DeviceA-security-zone-Trust] quit

[DeviceA] security-zone name untrust

[DeviceA-security-zone-Untrust] import interface gigabitethernet 1/0/1
[DeviceA-security-zone-Untrust] quit

We B 22 4= SR

a. Mt & 24 KIS TAT Untrust 5 Local %238 A&, HI T 5% 2 [A AT AT IPsec F%

18

# Il B 4 PR ipseclocaloutl 224 5, { Device A A LLIA) Device B X i% IPsec B&iE
i akoC, BARBCE DR .

[DeviceA] security-policy ip

[DeviceA-security-policy-ip] rule name ipseclocaloutl
[DeviceA-security-policy-ip-0O-ipseclocalout] source-zone local
[DeviceA-security-policy-ip-0O-ipseclocalout] destination-zone untrust
[DeviceA-security-policy-ip-0-ipseclocalout] source-ip-host 1.1.1.1
[DeviceA-security-policy-ip-0O-ipseclocalout] destination-ip-host 2.2.2.2
[DeviceA-security-policy-ip-0O-ipseclocalout] action pass

[DeviceA-security-policy-ip-0O-ipseclocalout] quit

# fic B 4N ipseclocalind )% 4= SEBE RN, {# Device A m] DLEZISCRIALHE K Device B
i) IPsec FEIE PR ¢, HAKECE ST

[DeviceA-security-policy-ip] rule name ipseclocalinl
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[DeviceA-security-policy-ip-1-ipseclocalinl] source-zone untrust
[DeviceA-security-policy-ip-1-ipseclocalinl] destination-zone local
[DeviceA-security-policy-ip-1-ipseclocalinl] source-ip-host 2.2.2.2
[DeviceA-security-policy-ip-1-ipseclocalinl] destination-ip-host 1.1.1.1
[DeviceA-security-policy-ip-1-ipseclocalinl] action pass
[DeviceA-security-policy-ip-1-ipseclocalinl] quit

# I & 4 R4 ipseclocalout2 1224 5, { Device A 7] LAIn] Device C K% IPsec f&iE
PhrkoC, BARBCE AR .

[DeviceA-security-policy-ip] rule name ipseclocalout2
[DeviceA-security-policy-ip-2-ipseclocalout2] source-zone local
[DeviceA-security-policy-ip-2-ipseclocalout2] destination-zone untrust
[DeviceA-security-policy-ip-2-ipseclocalout2] source-ip-host 1.1.1.1
[DeviceA-security-policy-ip-2-ipseclocalout2] destination-ip-host 3.3.3.3
[DeviceA-security-policy-ip-2-ipseclocalout2] action pass
[DeviceA-security-policy-ip-2-ipseclocalout2] quit

# e B 4 PRy ipseclocalin2 122 4 SIS L, il Device A W] LAEUSCFIAL 5K H Device C
[ IPsec BEIE P RTIR C, BAREE DRI

[DeviceA-security-policy-ip] rule name ipseclocalin2
[DeviceA-security-policy-ip-3-ipseclocal in2] source-zone untrust
[DeviceA-security-policy-ip-3-ipseclocalin2] destination-zone local
[DeviceA-security-policy-ip-3-ipseclocalin2] source-ip-host 3.3.3.3
[DeviceA-security-policy-ip-3-ipseclocalin2] destination-ip-host 1.1.1.1
[DeviceA-security-policy-ip-3-ipseclocalin2] action pass
[DeviceA-security-policy-ip-3-ipseclocalin2] quit

. e B 24 RIS TIAT Host A 5 Host B, Host C Z ][ &

# ML E A4 KON trust-untrustd ()22 2 SRIE AN, {8 Host A 717 Host B (kS rlil, HARHEC
BB,

[DeviceA-security-policy-ip] rule name trust-untrustl
[DeviceA-security-policy-ip-4-trust-untrustl] source-zone trust
[DeviceA-security-policy-ip-4-trust-untrustl] destination-zone untrust
[DeviceA-security-policy-ip-4-trust-untrustl] source-ip-subnet 4.4.4.0 24
[DeviceA-security-policy-ip-4-trust-untrustl] destination-ip-subnet 5.5.5.0 24
[DeviceA-security-policy-ip-4-trust-untrustl] action pass
[DeviceA-security-policy-ip-4-trust-untrustl] quit

# IC B A PR untrust-trustl 1) 224 58N, {1 Host B 1511 Host A Ffi SCATIE,  FAKEC
BB,

[DeviceA-security-policy-ip] rule name untrust-trustl
[DeviceA-security-policy-ip-5-untrust-trustl] source-zone untrust

[DeviceA-security-policy-ip-5-untrust-trustl] destination-zone trust
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[DeviceA-security-policy-ip-5-untrust-trustl] source-ip-subnet 5.5.5.0 24
[DeviceA-security-policy-ip-5-untrust-trustl] destination-ip-subnet 4.4.4.0 24
[DeviceA-security-policy-ip-5-untrust-trustl] action pass
[DeviceA-security-policy-ip-5-untrust-trustl] quit
# Ii & A4 PR trust-untrust2 (1224 SIS RN, fi Host A 15 i) Host C Ik SCHTiE, HARND
BB
[DeviceA-security-policy-ip] rule name trust-untrust2
[DeviceA-security-policy-ip-6-trust-untrust2] source-zone trust
[DeviceA-security-policy-ip-6-trust-untrust2] destination-zone untrust
[DeviceA-security-policy-ip-6-trust-untrust2] source-ip-subnet 4.4.4.0 24
[DeviceA-security-policy-ip-6-trust-untrust2] destination-ip-subnet 6.6.6.0 24
[DeviceA-security-policy-ip-6-trust-untrust2] action pass
[DeviceA-security-policy-ip-6-trust-untrust2] quit
# B E A FON untrust-trust2 122 2 5N, Al Host C 7 i) Host A f#kcscrTid,  FARRED
BRI .
[DeviceA-security-policy-ip] rule name untrust-trust2
[DeviceA-security-policy-ip-7-untrust-trust2] source-zone untrust
[DeviceA-security-policy-ip-7-untrust-trust2] destination-zone trust
[DeviceA-security-policy-ip-7-untrust-trust2] source-ip-subnet 6.6.6.0 24
[DeviceA-security-policy-ip-7-untrust-trust2] destination-ip-subnet 4.4.4.0 24
[DeviceA-security-policy-ip-7-untrust-trust2] action pass
[DeviceA-security-policy-ip-7-untrust-trust2] quit
[DeviceA-security-policy-ip] quit
(5) MCE IPsec ZAEill, PR dah i SO A % 2z A phil

# QI IPsec %4 g, Mimlc B % ERUSHUHETEMAE, BARESERNT.

[DeviceA] ipsec transform-set transforml

[DeviceA-ipsec-transform-set-transforml] encapsulation-mode tunnel

[DeviceA-ipsec-transform-set-transforml] protocol esp

[DeviceA-ipsec-transform-set-transforml] esp encryption-algorithm aes-cbc-256

[DeviceA-ipsec-transform-set-transforml] esp authentication-algorithm sha256

[DeviceA-ipsec-transform-set-transforml] quit

(6) MCHE IKE ZafEil, fREm&EHL. NERZ%. DH

# QI E IKE 2R, XU R DA —%ILIH) IKE 23R UCH B s, Bk

BeE A BRINE .

[DeviceA] ike proposal 1

[DeviceA-ike-proposal-1] authentication-method pre-share

[DeviceA-ike-proposal-1] encryption-algorithm aes-cbc-256

[DeviceA-ike-proposal-1] dh groupl4
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(7)

(8)

(9)

(10)

(11)

[DeviceA-ike-proposal-1] authentication-algorithm sha256

[DeviceA-ike-proposal-1] quit

L E IKE keychain, 5l s XU 48 H 1% HE B

# G IFACE 44 9 keyl ) IKE keychain, 187 5l 2.2.2.2 KXol B FL =% 8008
3L 123456 TESTplat&! .

[DeviceA] ike keychain keyl

[DeviceA-ike-keychain-keyl] pre-shared-key address 2.2.2.2 255.255.255.0 key simple
123456TESTplaté&!

[DeviceA-ike-keychain-keyl] quit

# B IFIC B 40N key2 | IKE keychain, fi57%€ 5l 0y 3.3.3.3 FR s s ) Pt == 35 B K
B3 123456 TESTplat&! .

[DeviceA] ike keychain key2

[DeviceA-ike-keychain-key2] pre-shared-key address 3.3.3.3 255.255.255.0 key simple
123456TESTplaté&!

[DeviceA-ike-keychain-key2] quit

fic & IKE profile, Z1E & 7 IKE SA FT RN % 454

[DeviceA] ike profile profilel

[DeviceA-ike-profile-profilel] keychain keyl

[DeviceA-ike-profile-profilel] keychain key2

[DeviceA-ike-profile-profilel] proposal 1

[DeviceA-ike-profile-profilel] match remote identity address 2.2.2.2 255.255.255.0
[DeviceA-ike-profile-profilel] match remote identity address 3.3.3.3 255.255.255.0
[DeviceA-ike-profile-profilel] quit

BC & IPsec 24 sRmgbiti, HI T8 IPsec %4 HIg

# QAL E 4 N templ [ IPsec A RIS, 51 %431 transform1

[DeviceA] ipsec policy-template templ 10

[DeviceA-ipsec-policy-template-templ-10] transform-set transforml
[DeviceA-ipsec-policy-template-templ-10] ike-profile profilel
[DeviceA-ipsec-policy-template-templ-10] quit

) Fil 44 s AR templ G5 — 2% IKE #3777 30122 4 5% mapl, 7 IPsec B4IE, {447
B R R

[DeviceA] ipsec policy mapl 1 isakmp template templ

PEBE R 91 IPsec 24 ims, WHE O EROW T (9

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] ipsec apply policy mapl

[DeviceA-GigabitEthernetl/0/1] quit

2. Bt & Device B

(1)

Fit B B2 11 1P Hhik
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# AR P PRI A S, BB SR 1P ikl BAAREL R

<DeviceB> system-view
[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] ip address 2.2.2.2 255.255.255.0
[DeviceB-GigabitEthernetl/0/1] quit
W52 UL LD REC B A O 1P bk, B B DR
(2) BEHSHMN
AT LA A Eh1 7 T B E 0o SRR e, AR L A 0k 3 A 7 ) 5 i 8
Ji
# T AR AL P AR (5 S, BB AR A e, AR 28R s 383 0o i ) 56 g 8 UL BT X 2% £
— Bk IP ity 2.2.2.3, SERRAEA] S LRAA NG SLuHE, BARRCEV BRI .
[DeviceB] ip route-static 4.4.4.0 24 2.2.2.3
[DeviceB] ip route-static 1.1.1.1 24 2.2.2.3
(3) MCELIIMAZAS.
# W IRAE A I BRI E R R R OIS R 224238,  BAATCE PR R .
[DeviceB] firewall zone untrust
[DeviceB-zone-untrust] add interface gigabitethernet 1/0/1
[DeviceB-zone-untrust] quit
[DeviceB] firewall zone trust
[DeviceB-zone-trust] add interface gigabitethernet 1/0/2
[DeviceB-zone-trust] quit
(4) HBoE LA
a. Mt & %4 KIKTAT Untrust 5 Local % 38 I e, HI T30 2 18] LU ST IPsec f&
1.
# WL B 4 P8 ipseclocalout 224 S, {§ Device B 7] LAn] Device A & i% IPsec &iE
ks, BARBCE DR .
[DeviceB] security-policy
[DeviceB-policy-security] rule name ipseclocalout
[DeviceB-policy-security-rule-ipseclocalout] source-zone local
[DeviceB-policy-security-rule-ipseclocalout] destination-zone untrust
[DeviceB-policy-security-rule-ipseclocalout] source-address 2.2.2.2 24
[DeviceB-policy-security-rule-ipseclocalout] destination-address 1.1.1.1 24
[DeviceB-policy-security-rule-ipseclocalout] action permit
[DeviceB-policy-security-rule-ipseclocalout] quit

# I & A PR ipseclocalin f22 4 S B KU, {8 Device B 7] LAZIURIAL K H Device A [
IPsec FEIE PRI SC, FARRCEDRIT

[DeviceB-policy-security] rule name ipseclocalin
[DeviceB-policy-security-rule-ipseclocalin] source-zone untrust

[DeviceB-policy-security-rule-ipseclocalin] destination-zone local
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(5)

(6)

[DeviceB-policy-security-rule-ipseclocalin] source-address 1.1.1.1 24

[DeviceB-policy-security-rule-ipseclocalin] destination-address 2.2.2.2 24

[DeviceB-policy-security-rule-ipseclocalin] action permit

[DeviceB-policy-security-rule-ipseclocalin] quit
b. At E 24 5% 4T Host B 5 Host A Z [8] i &
# e B A PRA trust-untrust )2 2 SEEE KU, {8 Host B U7 ] Host A ik SCATiE, BAANCE

IR,

[DeviceB-policy-security] rule name trust-untrust

[DeviceB-policy-security-rule-trust-untrust] source-zone trust

[DeviceB-policy-security-rule-trust-untrust] destination-zone untrust

[DeviceB-policy-security-rule-trust-untrust] source-address 5.5.5.0 24

[DeviceB-policy-security-rule-trust-untrust] destination-address 4.4.4.0 24

[DeviceB-policy-security-rule-trust-untrust] action permit

[DeviceB-policy-security-rule-trust-untrust] quit

# it B 2 FROA untrust-trust (%24 SRS KRN, 5 Host A 5 17] Host B Rk SCrTiE, BEARRCE

IR,

[DeviceB-policy-security] rule name untrust-trust

[DeviceB-policy-security-rule-untrust-trust] source-zone untrust

[DeviceB-policy-security-rule-untrust-trust] destination-zone trust

[DeviceB-policy-security-rule-untrust-trust] source-address 4.4.4.0 24

[DeviceB-policy-security-rule-untrust-trust] destination-address 5.5.5.0 24

[DeviceB-policy-security-rule-untrust-trust] action permit

[DeviceB-policy-security-rule-untrust-trust] quit

[DeviceB-policy-security] quit
fit & ACL, & X i ELRyr i EdEm
# ICE IPv4 =2 ACL 3000, & XCEALRYH T 5.5.5.0/24 21431 4.4.4.0/24 [ EHRE L -

[DeviceB] acl 3000

[DeviceB-acl-adv-3000] rule permit ip source 5.5.5.0 0.0.0.255 destination 4.4.4.0

0.0.0.255

[DeviceB-acl-adv-3000] quit

BCE IPsec % axfEill, Whiidsh et SO 25 Fhes 2 il
# @ IPsec AR, Wil B % RIS HFE S eMA, BRI EDSRUT.

[DeviceB] ipsec proposal tranl
[DeviceB-ipsec-proposal-tranl]
[DeviceB-ipsec-proposal-tranl]
[DeviceB-ipsec-proposal-tranl]
[DeviceB-ipsec-proposal-tranl]

[DeviceB-ipsec-proposal-tranl]

encapsulation-mode tunnel

transform esp

esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256

quit
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(7)

(8)

(9)

B E IKE 24323, fE & &k, NES %, DH

# QI E IKE ZA5RW, XU Rl /DA — % ILH) IKE 225U e ssl, Bk
BeE A BRINT .

[DeviceB] ike proposal 1

[DeviceB-ike-proposal-1] authentication-method pre-share
[DeviceB-ike-proposal-1] encryption-algorithm aes-256
[DeviceB-ike-proposal-1] dh groupl4

[DeviceB-ike-proposal-1] authentication-algorithm sha2-256
[DeviceB-ike-proposal-1] quit

Bl IKE X254k, faethmmial. IKE A, L, St (P bk,
[DeviceB] ike peer h3c

[DeviceB-ike-peer-h3c] exchange-mode main

[DeviceB-ike-peer-h3c] undo version 2

[DeviceB-ike-peer-h3c] ike-proposal 1

[DeviceB-ike-peer-h3c] pre-shared-key 123456TESTplat&!
[DeviceB-ike-peer-h3c] remote-address 1.1.1.1
[DeviceB-ike-peer-h3c] quit

Bl & IPsec 245, 7 IPsec BB, R4 EHiP IR

# Q2% IKE W 75 N IPsec 4 5kilg, 51 F /5 2 0R4 Bt i) ACL AT ) IPsec %
1R GIH IKE X &R, BARBCE S TRIT .

[DeviceB] ipsec policy usel 10 isakmp
[DeviceB-ipsec-policy-isakmp-usel-1] ike-peer h3c
[DeviceB-ipsec-policy-isakmp-usel-1] proposal tranl
[DeviceB-ipsec-policy-isakmp-usel-1] security acl 3000

[DeviceB-ipsec-policy-isakmp-usel-1] quit

(10) 7E#M LN IPsec ZAz5ing, X% O BRI E AT IR

[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] ipsec policy usel

[DeviceB-GigabitEthernetl/0/1] quit

3. Bt & Device C

(1)

()

fic B0 1P ik
# WA E PR EE, BESEOR IP bl BARESENT.

<DeviceC> system-view

[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] ip address 3.3.3.3 255.255.255.0
[DeviceC-GigabitEthernetl1/0/1] quit

H UL PP IR B A B O 1P bk, AR E D R

e . i A

57



AU A% T ARC B B R o SEPR M, T AR B A DLk FEAH L Y % e

77 e

# VAR AL B TR 15 S, P B A ARSI (B BTE X i 4 5C BE 25 AL BT R £ F) R

—k 1P bt 3.3.3.4, SCBRAEF b LB KLV e, BT B R T

[DeviceC] ip route-static 4.4.4.0 24 3.3.3.4

[DeviceC] ip route-static 1.1.1.1 24 3.3.3.4

(3) MEHLEOIMA LA,

# T ARYE AL W B RIS S, R I R 22 43, BARCE PSRN .

[DeviceC] firewall zone untrust

[DeviceC-zone-untrust] add interface gigabitethernet 1/0/1

[DeviceC-zone-untrust] quit

[DeviceC] firewall zone trust

[DeviceC-zone-trust] add interface gigabitethernet 1/0/2

[DeviceC-zone-trust] quit

(4) BB LR

a. fic B A RKIETIUT Untrust 5 Local 22438 [ i, Tt 2 1A T U ST IPsec F&
1.
# WL B 4 P8 ipseclocalout 222 5N, {# Device C 1] LA[A] Device A Ki% IPsec f%iE
s, BAARCE SR .
[DeviceC] security-policy
[DeviceC-policy-security] rule name ipseclocalout
[DeviceC-policy-security-rule-ipseclocalout] source-zone local
[DeviceC-policy-security-rule-ipseclocalout] destination-zone untrust
[DeviceC-policy-security-rule-ipseclocalout] source-address 3.3.3.3 24
[DeviceC-policy-security-rule-ipseclocalout] destination-address 1.1.1.1 24
[DeviceC-policy-security-rule-ipseclocalout] action permit

[DeviceC-policy-security-rule-ipseclocalout] quit

# B A FCON ipseclocalin {22 4 S, {3 Device C 7] LA ICRI AL #E K H Device A [
IPsec FEIE PRS0, AR E D RIT
[DeviceC-policy-security] rule name ipseclocalin
[DeviceC-policy-security-rule-ipseclocalin] source-zone untrust
[DeviceC-policy-security-rule-ipseclocalin] destination-zone local
[DeviceC-policy-security-rule-ipseclocalin] source-address 1.1.1.1 24
[DeviceC-policy-security-rule-ipseclocalin] destination-address 3.3.3.3 24
[DeviceC-policy-security-rule-ipseclocalin] action permit
[DeviceC-policy-security-rule-ipseclocalin] quit

b. At B 74 SIS 4T Host C 55 Host A 2 ] {3t
# i B 44 MRON trust-untrust (22 2 5K IEFN, Al Host C 15 i) Host A B4R ST i,  AARRCE
AT
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[DeviceC-policy-security] rule name trust-untrust
[DeviceC-policy-security-rule-trust-untrust] source-zone trust
[DeviceC-policy-security-rule-trust-untrust] destination-zone untrust
[DeviceC-policy-security-rule-trust-untrust] source-address 6.6.6.0 24
[DeviceC-policy-security-rule-trust-untrust] destination-address 4.4.4.0 24
[DeviceC-policy-security-rule-trust-untrust] action permit

[DeviceC-policy-security-rule-trust-untrust] quit

# Iic B A FR 0 untrust-trust 122 2 SIS EL I, A Host A 1 17] Host C R SCATIE,  FAARD &
BIRUTE o
[DeviceC-policy-security] rule name untrust-trust
[DeviceC-policy-security-rule-untrust-trust] source-zone untrust
[DeviceC-policy-security-rule-untrust-trust] destination-zone trust
[DeviceC-policy-security-rule-untrust-trust] source-address 4.4.4.0 24
[DeviceC-policy-security-rule-untrust-trust] destination-address 6.6.6.0 24
[DeviceC-policy-security-rule-untrust-trust] action permit
[DeviceC-policy-security-rule-untrust-trust] quit
[DeviceC-policy-security] quit
(5) FLE ACL. 5 Uik E (R SR
# ICE IPv4 =20 ACL 3000, & CELRY T/ 6.6.6.0/24 £4E1 M 4.4.4.0/24 HIEHE It -
[DeviceC] acl 3000

[DeviceC-acl-adv-3000] rule permit ip source 6.6.6.0 0.0.0.255 destination 4.4.4.0
0.0.0.255

[DeviceC-acl-adv-3000] quit

(6) MCE IPsec Al PRada i SO A 5 2z A il
# QI IPsec %4 g, Mimlc B % ERUSHUHETEMAE, BARESERNT.
[DeviceC] ipsec proposal tranl
[DeviceC-ipsec-proposal-tranl] encapsulation-mode tunnel
[DeviceC-ipsec-proposal-tranl] transform esp
[DeviceC-ipsec-proposal-tranl] esp authentication-algorithm sha2-256
[DeviceC-ipsec-proposal-tranl] esp encryption-algorithm aes-256
[DeviceC-ipsec-proposal-tranl] quit

(7) BCE IKE 225, fREmE %L MERZ%. DH
# QI E IKE 2R, XU R DA —%ILIH) IKE 23R UCH B s, Bk
BeE A BRINE .
[DeviceC] ike proposal 1
[DeviceC-ike-proposal-1] authentication-method pre-share
[DeviceC-ike-proposal-1] encryption-algorithm aes-256

[DeviceC-ike-proposal-1] dh groupl4
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[DeviceC-ike-proposal-1] authentication-algorithm sha2-256
[DeviceC-ike-proposal-1] quit

(8) HBCLE IKE X5, FREMRRR. IKE RAS . WL ZE, Xfi 1P Hilik.
[DeviceC] ike peer h3c
[DeviceC-ike-peer-h3c] exchange-mode main
[DeviceC-ike-peer-h3c] undo version 2
[DeviceC-ike-peer-h3c] ike-proposal 1
[DeviceC-ike-peer-h3c] pre-shared-key 123456TESTplat&!
[DeviceC-ike-peer-h3c] remote-address 1.1.1.1
[DeviceC-ike-peer-h3c] quit

(9) ME IPsec 224z Himg, @AT IPsec BEiE, {4072 B4 AR R
# QI — 5% IKE B 7 3N IPsec 45, 5 1 E0r4r AR i) ACL RIPT i () IPsec %
AU 51 IKE XFEEE, BARBCEZ R T .

[DeviceC] ipsec policy usel 10 isakmp
[DeviceC-ipsec-policy-isakmp-usel-1] ike-peer h3c
[DeviceC-ipsec-policy-isakmp-usel-1] proposal tranl
[DeviceC-ipsec-policy-isakmp-usel-1] security acl 3000
[DeviceC-ipsec-policy-isakmp-usel-1] quit

(10) e ERH] IPsec 224 5Emg, X% MBS AT (R
[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] ipsec policy usel

[DeviceC-GigabitEthernetl/0/1] quit

1.6.4 WEACE

# UL FRCESERUE, 9> 5.5.5.0/24 [a] 2 4% 4.4.4.0/24 K EEHRIERR, Kk Device
B Al Device A Z [A]iE47 IKE Hhid. IKE BIHPhiE H IPsec SA J5, Mk i85 45 327 W 2 1R 20
WAL K %23 IPsec SA IR .

# nE I T BonfE B E F) Device A b IKE 55— BoWh i i J5 4= i) IKE SA.
[DeviceA]ldisplay ike sa

IKE SA information :

Conn-1D Peer VPN Flag(s) Phase
RemoteType RemotelD

2 2.2.2.2:500 RDJA vl:2
1P 2.2.2.2
1 2.2.2.2:500 RDJA vli:1
1P 2.2.2.2
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Number of IKE SA : 2

Flag Description:
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

# LA W B (s B A A F Device A LR AR IPsec SA.

[DeviceA]ldisplay ipsec sa

ipsec sa information:

Interface: GigabitEthernetl/0/1

IPSec policy name: "mapl"

Sequence number : 1

Acl group -0

Acl rule : 0

Mode : Template
Connection 1D 12

Encapsulation mode: Tunnel

Holding time : 0d Oh 17m 2s
Tunnel local :1.1.1.1:500
Tunnel remote 1 2.2.2.2:500
Flow source 1 4.4.4.0/255.255.255.0 0/0-65535

Flow destination : 5.5.5.0/255.255.255.0 0/0-65535

[Outbound ESP SAs]
SP1: 200509728 (0xbf38920)
Proposal : ESP-ENCRYPT-AES-256 ESP-AUTH-SHA2-256-128
SA remaining key duration (kilobytes/sec): 10485760/2578

Max sent sequence-number: 5
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UDP encapsulation used for NAT traversal: N

SA encrypted packets (number/bytes): 4/336

[Inbound ESP SAs]
SPI: 191596935 (0xb6b8987)
Proposal : ESP-ENCRYPT-AES-256 ESP-AUTH-SHA2-256-128
SA remaining key duration (kilobytes/sec): 10485760/2578
Max received sequence-number: 1
UDP encapsulation used for NAT traversal: N
SA decrypted packets (number/bytes): 4/336
Anti-replay : Enable

Anti-replay window size: 1024

1.6.5 BEENXH

1. Device A
#
interface GigabitEthernetl/0/1
ip address 1.1.1.1 255.255.255.0
ipsec apply policy mapl
#
interface GigabitEthernetl/0/2
ip address 4.4.4.1 255.255.255.0
#
security-zone name Trust
import interface GigabitEthernetl/0/2
#
security-zone name Untrust
import interface GigabitEthernetl/0/1
#
ip route-static 2.2.2.0 24 1.1.1.2
ip route-static 3.3.3.0 24 1.1.1.2
ip route-static 5.5.5.0 24 1.1.1.2
ip route-static 6.6.6.0 24 1.1.1.2
#
ipsec transform-set transforml
esp encryption-algorithm aes-cbhc-256
esp authentication-algorithm sha256

#
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ipsec policy-template templ 10
transform-set transforml
ike-profile profilel
#
ipsec policy mapl 1 isakmp template templ
#
ike profile profilel
keychain keyl
keychain key2
match remote identity address 2.2.2.2 255.255.255.0
match remote identity address 3.3.3.3 255.255.255.0
proposal 1
#
ike proposal 1
encryption-algorithm aes-chc-256
dh groupl4
authentication-algorithm sha256
#
ike keychain keyl
pre-shared-key address 2.2.2.2 255.255.255.0 key simple 123456TESTplat&!
#
ike keychain key2
pre-shared-key address 3.3.3.3 255.255.255.0 key simple 123456TESTplat&!
#
security-policy ip
rule 0 name ipseclocaloutl
action pass
source-zone local
destination-zone untrust
source-ip-host 1.1.1.1
destination-ip-host 2.2.2.2
rule 1 name ipseclocalinl
action pass
source-zone untrust
destination-zone local
source-ip-host 2.2.2.2
destination-ip-host 1.1.1.1

rule 2 name ipseclocalout2
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action pass

source-zone local

destination-zone untrust

source-ip-host 1.1.1.1

destination-ip-host 3.3.3.3

rule 3 name ipseclocalin2

action pass

source-zone untrust

destination-zone local

source-ip-host 3.3.3.3

destination-ip-host 1.1.1.1

rule 4 name trust-untrustl

action pass

source-zone trust

destination-zone untrust

source-ip-subnet 4.4.4.0 255.255.255.0
destination-ip-subnet 5.5.5.0 255.255.255.0
rule 5 name untrust-trustl

action pass

source-zone untrust

destination-zone trust

source-ip-subnet 5.5.5.0 255.255.255.0
destination-ip-subnet 4.4.4_.0 255.255.255.0
rule 6 name trust-untrust2

action pass

source-zone trust

destination-zone untrust

source-ip-subnet 4.4.4.0 255.255.255.0
destination-ip-subnet 6.6.6.0 255.255.255.0
rule 7 name untrust-trust2

action pass

source-zone untrust

destination-zone trust

source-ip-subnet 6.6.6.0 255.255.255.0
destination-ip-subnet 4.4.4_.0 255.255.255.0

#

2. Device B
#
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acl number 3000
rule 5 permit ip source 5.5.5.0 0.0.0.255 destination 4.4.4.0 0.0.0.255
#
ipsec proposal tranl
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh groupl4
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer h3c
undo version 2
pre-shared-key 123456TESTplat&!
ike-proposal 1
remote-address 1.1.1.1
#
ipsec policy usel 10 isakmp
security acl 3000
ike-peer h3c
proposal tranl
#
interface GigabitEthernetl/0/1
ip address 2.2.2.2 255.255.255.0
ipsec policy usel
#
interface GigabitEthernetl/0/2
ip address 5.5.5.1 255.255.255.0
#
firewall zone trust
add interface GigabitEthernetl/0/2
#
firewall zone untrust

add interface GigabitEthernetl/0/1
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#

ip route-static 1.1.1.0 255.255.255.0 2.2.2.3

ip route-static 4.4.4.0 255.255.255.0 2.2.2.3

#

security-policy
rule name ipseclocalout
source-zone local
destination-zone untrust
source-address 2.2.2.0 mask 255.255.255.0
destination-address 1.1.1.0 mask 255.255.255.0
action permit
rule name ipseclocalin
source-zone untrust
destination-zone local
source-address 1.1.1.0 mask 255.255.255.0
destination-address 2.2.2.0 mask 255.255.255.0
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 5.5.5.0 mask 255.255.255.0
destination-address 4.4.4_.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 4.4.4.0 mask 255.255.255.0
destination-address 5.5.5.0 mask 255.255.255.0
action permit

#

return

3. Device C
#
acl number 3000
rule 5 permit ip source 6.6.6.0 0.0.0.255 destination 4.4.4.0 0.0.0.255
#
ipsec proposal tranl

esp authentication-algorithm sha2-256

66



esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh groupl4
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer h3c
undo version 2
pre-shared-key 123456TESTplat&!
ike-proposal 1
remote-address 1.1.1.1
#
ipsec policy usel 10 isakmp
security acl 3000
ike-peer h3c
proposal tranl
#
interface GigabitEthernetl/0/1
ip address 3.3.3.3 255.255.255.0
ipsec policy usel
#
interface GigabitEthernetl/0/2
ip address 6.6.6.1 255.255.255.0
#
firewall zone trust
add interface GigabitEthernetl/0/2
#
firewall zone untrust
add interface GigabitEthernetl/0/1
#
ip route-static 1.1.1.0 255.255.255.0 3.3.3.4
ip route-static 4.4.4.0 255.255.255.0 3.3.3.4
#

security-policy
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rule name ipseclocalout
source-zone local
destination-zone untrust
source-address 3.3.3.0 mask 255.255.255.0
destination-address 1.1.1.0 mask 255.255.255.0
action permit
rule name ipseclocalin
source-zone untrust
destination-zone local
source-address 1.1.1.0 mask 255.255.255.0
destination-address 3.3.3.0 mask 255.255.255.0
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 6.6.6.0 mask 255.255.255.0
destination-address 4.4.4_.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 4.4.4.0 mask 255.255.255.0
destination-address 6.6.6.0 mask 255.255.255.0
action permit

#

return

7 BERRAIPsecREREIER A RS 77 L E I IRIPIPVARIZAYIPsechX
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1.7.1 &R~ SRR A
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1.7.2 HMER
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M e Device A F1 &4 32 W% Device B. Device C Z [A . IPsec BEIE, f i 2%
4.4.4.0124 733 55y X M 4% 5.5.5.0/24 F1 6.6.6.0/24 2 [AI I EHEAT % &R

AR ESP MY, % H% R 256 HekF CBC #i0H) AES &k, NIESE R 256
471 HMAC-SHA-256 5% .

IKE Hi7E 77 5L IPsec SA.

IKE Bl R FH T = 3 B UGIE 77 5K, I SR 256 LRy CBC U AES ik, WIES
15K H 256 4R HMAC-SHA-256 5k .

SR O Device A KH IPsec 242 SIS ARAR 73, 43 3 M 5% Device B Al DeviceC X H IPsec
LA HEWE T

El1-6 IPsec &2 RMIERTTECELHWE

Enterprise Center

Branch

GE1/0/2

Untrust Device B Host B

GE1/0/2 GE1/0/1
4.4.4.1/24 RETIE 1.1.1.1/24
M >

] Device A
Host A

Trust

Internet Trust

GE1/0/2
" 6.6.6.1/24
Device C Host C

1.7.3 BGLELE

1. fii & Device A

(1)

(2)

FiC B 3 1 IP ik

# AR R P RRIE S, BESE DR 1P ht, AR EP R

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] ip address 1.1.1.1 255.255.255.0
[DeviceA-GigabitEthernetl1/0/1] quit

HZH UL PP URAL B A E: O 1P bk, AR E D R

e B A K

ARG A g T ARCE R E R o PR M, TR B A DLk FEA0 L % e
Ji

# BRI B PRI E R, BB AR, A s BIE X i X 50 e 2 AN 7 SR R
— Bk 1P HuhkTy 1.1.1.2, SEPREH] g DLAARA MG B ik, FAARE D RAR .

[DeviceA] ip route-static 2.2.2.0 24 1.1.1.2

[DeviceA] ip route-static 3.3.3.0 24 1.1.1.2

[DeviceA] ip route-static 5.5.5.0 24 1.1.1.2
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3)

(4)

[DeviceA] ip route-static 6.6.6.0 24 1.1.1.2

e B PN 22 4k

# T ARYE AL R RS S, R I R 22 4, BARCE AP IR .

[DeviceA] firewall zone trust

[DeviceA-zone-trust] add interface gigabitethernet 1/0/2

[DeviceA-zone-trust] quit

[DeviceA] firewall zone untrust

[DeviceA-zone-untrust] add interface gigabitethernet 1/0/1

[DeviceA-zone-untrust] quit

Hic B 22 4 SRms

a. fic B A RIETUT Untrust 5 Local 22438 [A] fRifi e, T e 2 (8] T U ST IPsec F&
1.
# ML & 4 PR ipseclocaloutl 245N, {# Device A A LLIA] Device B K i% IPsec f&iE
ks, BARBCE DR .

[DeviceA] security-policy

i

[DeviceA-policy-security] rule name ipseclocaloutl
[DeviceA-policy-security-rule-ipseclocaloutl] source-zone local
[DeviceA-policy-security-rule-ipseclocaloutl] destination-zone untrust
[DeviceA-policy-security-rule-ipseclocaloutl] source-address 1.1.1.1 24
[DeviceA-policy-security-rule-ipseclocaloutl] destination-address 2.2.2.2 24
[DeviceA-policy-security-rule-ipseclocaloutl] action permit

[DeviceA-policy-security-rule-ipseclocaloutl] quit

# M E A PR ipseclocalinl 122 4 SRBGHL N, A Device A 1] DLEISCRIALBE >R H Device B
{1 IPsec FEE VIR C, AARRCELERINT .

[DeviceA-policy-security] rule name ipseclocalinl
[DeviceA-policy-security-rule-ipseclocalinl] source-zone untrust
[DeviceA-policy-security-rule-ipseclocalinl] destination-zone local
[DeviceA-policy-security-rule-ipseclocalinl] source-address 2.2.2.2 24
[DeviceA-policy-security-rule-ipseclocalinl] destination-address 1.1.1.1 24
[DeviceA-policy-security-rule-ipseclocalinl] action permit

[DeviceA-policy-security-rule-ipseclocalinl] quit

# e B 7 FON ipseclocalout?2 142 4= 5N, 4 Device A AT LAA) Device C &% IPsec f%iE
o, RAERELS R,

[DeviceA-policy-security] rule name ipseclocalout2

i3

[DeviceA-policy-security-rule-ipseclocalout2] source-zone local
[DeviceA-policy-security-rule-ipseclocalout2] destination-zone untrust
[DeviceA-policy-security-rule-ipseclocalout2] source-address 1.1.1.1 24
[DeviceA-policy-security-rule-ipseclocalout2] destination-address 3.3.3.3 24
[DeviceA-policy-security-rule-ipseclocalout2] action permit

70



[DeviceA-policy-security-rule-ipseclocalout2] quit

# e & 4 PRy ipseclocalin2 122 4 SIS L, il Device A W] LA#USCFIAL 5K H Device C
[ IPsec BRIE PRI C, BARRE DR

[DeviceA-policy-security] rule name ipseclocalin2
[DeviceA-policy-security-rule-ipseclocal in2] source-zone untrust
[DeviceA-policy-security-rule-ipseclocalin2] destination-zone local
[DeviceA-policy-security-rule-ipseclocalin2] source-address 3.3.3.3 24
[DeviceA-policy-security-rule-ipseclocalin2] destination-address 1.1.1.1 24
[DeviceA-policy-security-rule-ipseclocalin2] action permit
[DeviceA-policy-security-rule-ipseclocalin2] quit

. e E 24 RIS TIAT Host A 5 Host B, Host C Z [A] )i &

# WC B A PR trust-untrustl 1) 224 5N, {1 Host A 1517 Host B Hfik SCATIE, FAK
BB,

[DeviceA-policy-security] rule name trust-untrustl
[DeviceA-policy-security-rule-trust-untrustl] source-zone trust
[DeviceA-policy-security-rule-trust-untrustl] destination-zone untrust
[DeviceA-policy-security-rule-trust-untrustl] source-address 4.4.4.0 24
[DeviceA-policy-security-rule-trust-untrustl] destination-address 5.5.5.0 24
[DeviceA-policy-security-rule-trust-untrustl] action permit

[DeviceA-policy-security-rule-trust-untrustl] quit

# B B A PN untrust-trustl 1222 SIS, Host B 1717 Host A [ ST AT,  HAARRC
fER - LU

[DeviceA-policy-security] rule name untrust-trustl
[DeviceA-policy-security-rule-untrust-trustl] source-zone untrust
[DeviceA-policy-security-rule-untrust-trustl] destination-zone trust
[DeviceA-policy-security-rule-untrust-trustl] source-address 5.5.5.0 24
[DeviceA-policy-security-rule-untrust-trustl] destination-address 4.4.4.0 24
[DeviceA-policy-security-rule-untrust-trustl] action permit

[DeviceA-policy-security-rule-untrust-trustl] quit

# M E AP trust-untrust2 ()22 KIS, 1 Host A Vi 1] Host C Ik SC AT,  HARHES
fER - LU

[DeviceA-policy-security] rule name trust-untrust2
[DeviceA-policy-security-rule-trust-untrust2] source-zone trust
[DeviceA-policy-security-rule-trust-untrust2] destination-zone untrust
[DeviceA-policy-security-rule-trust-untrust2] source-address 4.4.4.0 24
[DeviceA-policy-security-rule-trust-untrust2] destination-address 6.6.6.0 24
[DeviceA-policy-security-rule-trust-untrust2] action permit

[DeviceA-policy-security-rule-trust-untrust2] quit
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# i B 2 FCON untrust-trust2 )22 4 SR, Host C Ui [a] Host A 4R SC AT,  HAATC
EHADRIE .
[DeviceA-policy-security] rule name untrust-trust2
[DeviceA-policy-security-rule-untrust-trust2] source-zone untrust
[DeviceA-policy-security-rule-untrust-trust2] destination-zone trust
[DeviceA-policy-security-rule-untrust-trust2] source-address 6.6.6.0 24
[DeviceA-policy-security-rule-untrust-trust2] destination-address 4.4.4.0 24
[DeviceA-policy-security-rule-untrust-trust2] action permit
[DeviceA-policy-security-rule-untrust-trust2] quit
[DeviceA-policy-security] quit
(5) HBCHE IPsec AR, WhRddar Beh SO0 F A 2% 22 4 il
# QI IPsec 2242, Mumic B M2 ERWUSHHE T M, BAREDERNT.
[DeviceA ipsec proposal transforml
[DeviceA-ipsec-proposal-transforml] encapsulation-mode tunnel
[DeviceA-ipsec-proposal-transforml] transform esp
[DeviceA-ipsec-proposal-transforml] esp encryption-algorithm aes-256
[DeviceA-ipsec-proposal-transforml] esp authentication-algorithm sha2-256
[DeviceA-ipsec-proposal-transforml] quit
(6) HCE IKE 4R, e & k. MES %, DH
# QU IFACE IKE %441, X7 AR DA — % ILE R IKE 225 U R RIS, Ak
FCEDIRUTT .
[DeviceA] ike proposal 1
[DeviceA-ike-proposal-1] authentication-method pre-share
[DeviceA-ike-proposal-1] encryption-algorithm aes-256
[DeviceA-ike-proposal-1] dh groupl4
[DeviceA-ike-proposal-1] authentication-algorithm sha2-256
[DeviceA-ike-proposal-1] quit
(7) FCHE IKEXEE, fEhmti. IKE A, BOLsmed, st P il
[DeviceA] ike peer h3c
[DeviceA-ike-peer-h3c] exchange-mode main
[DeviceA-ike-peer-h3c] undo version 2
[DeviceA-ike-peer-h3c] ike-proposal 1
[DeviceA-ike-peer-h3c] pre-shared-key 123456TESTplat&!
[DeviceA-ike-peer-h3c] quit
(8) HCHE IPsec RIS, HTHIHE IPsec 45K

# QAL E 4N templ [ IPsec %Az SRR, 51 % 4= 3¢ transform1
[DeviceA] ipsec policy-template templ 10

[DeviceA-ipsec-policy-templet-templ-1] proposal transforml
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(9)

(10)

[DeviceA-ipsec-policy-templet-templ-1] ike-peer h3c
[DeviceA-ipsec-policy-templet-templ-1] quit

51 FH %24 S AR templ 1 — 2% IKE WS 7 XK 22 42 508 mapl, @07 IPsec fEiE, (/477
LTI B HE R

[DeviceA] ipsec policy mapl 1 isakmp template templ

R T 51 IPsec 22450, W4 E RS 3T R4

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] ipsec policy mapl

[DeviceA-GigabitEthernetl/0/1] quit

2. Bt & Device B

(1)

(2)

3)

(4)

fic B0 1P ik
#ARPEAM P RRIMEE, ESEON P b, HAREDRIT.

<DeviceB> system-view

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] ip address 2.2.2.2 255.255.255.0

[DeviceB-GigabitEthernetl/0/1] quit

B2 % UL PP IR B AR O 1P Hidik,  FARTC B AP IRE

W B A i

I LB A B ph1 7 TOIE B B Eh 5 05, SRR e, AR LA 0 3 A 6 5 i 8

77

# AR AL B A 1015 2., PO B AR A I, ARSI (B BITA X i I 5% B 4% AL B R 45 1) R

— Bk 1P HuhikOy 2.2.2.3, SEPREH] S DLAARA MG B viE, FAAREL R .

[DeviceB] ip route-static 4.4.4.0 24 2.2.2.3

[DeviceB] ip route-static 1.1.1.1 24 2.2.2.3

W B N 22 43

# BRI AL BRI E R, R DI R 22 4t FARCE IR .

[DeviceB] security-zone name untrust

[DeviceB-security-zone-Untrust] import interface gigabitethernet 1/0/1

[DeviceB-security-zone-Untrust] quit

[DeviceB] security-zone name trust

[DeviceB-security-zone-Trust] import interface gigabitethernet 1/0/2

[DeviceB-security-zone-Trust] quit

We B 22 4 S

a. Mo %4 KIKTHAT Untrust 5 Local 24382 IR i, I T3 # Z [ AT LA 57 IPsec f%
# ML & 4 77N ipseclocalout F%2 45, f#F Device B 1] LL[n] Device A k1% IPsec f%iE
ks, BARBCE RO .

[DeviceB] security-policy ip
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[DeviceB-security-policy-ip] rule name ipseclocalout
[DeviceB-security-policy-ip-1-ipseclocalout] source-zone local
[DeviceB-security-policy-ip-1-ipseclocalout] destination-zone untrust
[DeviceB-security-policy-ip-1-ipseclocalout] source-ip-host 2.2.2.2
[DeviceB-security-policy-ip-1-ipseclocalout] destination-ip-host 1.1.1.1
[DeviceB-security-policy-ip-1-ipseclocalout] action pass
[DeviceB-security-policy-ip-1-ipseclocalout] quit
# BB AN ipseclocalin )22 4 5 mEHUN, # Device B 7T AFZUSCRI 4L 2E 5K H Device A [
IPsec FEIE Pk S0, AR E D ERIT
[DeviceB-security-policy-ip] rule name ipseclocalin
[DeviceB-security-policy-ip-2-ipseclocalin] source-zone untrust
[DeviceB-security-policy-ip-2-ipseclocalin] destination-zone local
[DeviceB-security-policy-ip-2-ipseclocalin] source-ip-host 1.1.1.1
[DeviceB-security-policy-ip-2-ipseclocalin] destination-ip-host 2.2.2.2
[DeviceB-security-policy-ip-2-ipseclocalin] action pass
[DeviceB-security-policy-ip-2-ipseclocalin] quit

b. A B 74 SIS Ji4T Host B 5 Host A 22 8] F i &
# i B 44 MRON trust-untrust )22 2 SEIE RN, 48 Host B 15 i) Host A B4R SC AT I8,  AAATCE
WU
[DeviceB-security-policy-ip] rule name trust-untrust
[DeviceB-security-policy-ip-3-trust-untrust] source-zone trust
[DeviceB-security-policy-ip-3-trust-untrust] destination-zone untrust
[DeviceB-security-policy-ip-3-trust-untrust] source-ip-subnet 5.5.5.0 24
[DeviceB-security-policy-ip-3-trust-untrust] destination-ip-subnet 4.4.4.0 24
[DeviceB-security-policy-ip-3-trust-untrust] action pass
[DeviceB-security-policy-ip-3-trust-untrust] quit
# JiC B 44 MR untrust-trust £ 22 2 SEIE RN, 48 Host A 15 i) Host B A4 SC AT I8, ARG E
AT
[DeviceB-security-policy-ip] rule name untrust-trust
[DeviceB-security-policy-ip-4-untrust-trust] source-zone untrust
[DeviceB-security-policy-ip-4-untrust-trust] destination-zone trust
[DeviceB-security-policy-ip-4-untrust-trust] source-ip-subnet 4.4.4.0 24
[DeviceB-security-policy-ip-4-untrust-trust] destination-ip-subnet 5.5.5.0 24
[DeviceB-security-policy-ip-4-untrust-trust] action pass
[DeviceB-security-policy-ip-4-untrust-trust] quit
[DeviceB-security-policy-ip] quit

(5) ME ACL, & XHERIHIEIEI
# BCHE IPv4 =2 ACL 3000, & X E RS i1/ 5.5.5.0/24 (41T 4.4.4.0/24 I8 .
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(6)

(7)

(8)

(9)

(10)

[DeviceB] acl advanced 3000

[DeviceB-acl-ipv4-adv-3000] rule permit ip source 5.5.5.0 0.0.0.255 destination 4.4.4.0
0.0.0.255

[DeviceB-acl-ipv4-adv-3000] quit

BCE IPsec 224 Heidl, iy dah e ik ST A A 28 b 22 2 P AL

# QI IPsec 2242, Mumic B M 2 RS HHE T 2MA, BAREDERNT.
[DeviceB] ipsec transform-set tranl

[DeviceB-ipsec-transform-set-tranl] encapsulation-mode tunnel
[DeviceB-ipsec-transform-set-tranl] protocol esp
[DeviceB-ipsec-transform-set-tranl] esp encryption-algorithm aes-chc-256
[DeviceB-ipsec-transform-set-tranl] esp authentication-algorithm sha256
[DeviceB-ipsec-transform-set-tranl] quit

B IKE keychain, 25185 X057 1% 85 B

# QAL E 4% 4 keyl 1) IKE keychain, #55E Sl y 1.1.1.1 (5 s s A 0 Pl 3L =255 8 R
B3 123456 TESTplat&!.

[DeviceB] ike keychain keyl

[DeviceB-ike-keychain-keyl] pre-shared-key address 1.1.1.1 key simple 123456TESTplat&!
[DeviceB-ike-keychain-keyl] quit

B IKE $21L, & XU TET IKE Whid Bt i) 2 2250

# QIEIFICE IKE I 1, fe b= smyhAE 2t s, e,

[DeviceB] ike proposal 1

[DeviceB-ike-proposal-1] authentication-method pre-share

[DeviceB-ike-proposal-1] encryption-algorithm aes-cbc-256

[DeviceB-ike-proposal-1] dh groupl4

[DeviceB-ike-proposal-1] authentication-algorithm sha256

[DeviceB-ike-proposal-1] quit

Bl & IKE profile, 2954 IKE SA FT %24

[DeviceB] ike profile profilel

[DeviceB-ike-profile-profilel] keychain keyl

[DeviceB-ike-profile-profilel] proposal 1

[DeviceB-ike-profile-profilel] match remote identity address 1.1.1.1 255.255.255.0
[DeviceB-ike-profile-profilel] quit

Be & ISAKMP 77 sl 2 4 560E, 07 IPsec FEIE, {RYM 75 Z P47 BIEHRR

# QI IFBC E 44 9 mapl /) IPsec %4z 5%, 51 %4 5¢il tranl, 5IH] ACL 3000, JfiR%E
IPsec F&iE B0 stk Jy 1.1.1.1.

[DeviceB] ipsec policy mapl 10 isakmp

[DeviceB-ipsec-policy-isakmp-mapl-10] transform-set tranl

[DeviceB-ipsec-policy-isakmp-mapl-10] security acl 3000
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[DeviceB-ipsec-policy-isakmp-mapl-10] local-address 2.2.2.2
[DeviceB-ipsec-policy-isakmp-mapl-10] remote-address 1.1.1.1
[DeviceB-ipsec-policy-isakmp-mapl-10] ike-profile profilel

[DeviceB-ipsec-policy-isakmp-mapl-10] quit

(11) 7EEN LM IPsec ZAa5n%, X% O BRI E AT RS

[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] ipsec apply policy mapl
[DeviceB-GigabitEthernetl/0/1] quit

3. Bt & Device C

(1)

()

3)

(4)

fic B0 1P Hihk
#ARFEAME P RRIMELE, BESEON P b, HAREDRIT.

<DeviceC> system-view

[DeviceC] interface gigabitethernet 1/0/1

[DeviceC-GigabitEthernetl/0/1] ip address 3.3.3.3 255.255.255.0

[DeviceC-GigabitEthernetl/0/1] quit

B 2% UL PP IR B AR O 1P Hidik,  FARTC B AP IRE

W B A i

ARG AR T ARCE M B R o SCPr M, TR B A DLk FEAH L Y % i

77

# VAR AL B PRI 115 S, P B ARSI ey, AR (B BTE X i 4 5 B 25 AL R I 48 F)

—Bk 1P Huhik 7y 3.3.3.4, LRSI IS LLAARA MG I viE, FAAREL R .

[DeviceC] ip route-static 4.4.4.0 24 3.3.3.4

[DeviceC] ip route-static 1.1.1.1 24 3.3.3.4

W B N 22 43

# AEARIE AL BRI R R, R DI R 22 4t FARCE IR .

[DeviceC] security-zone name untrust

[DeviceC-security-zone-Untrust] import interface gigabitethernet 1/0/1

[DeviceC-security-zone-Untrust] quit

[DeviceC] security-zone name trust

[DeviceC-security-zone-Trust] import interface gigabitethernet 1/0/2

[DeviceC-security-zone-Trust] quit

We B 22 4 S

a. Mo %4 KIKTHAT Untrust 5 Local 24382 I8 A, I T3 # Z A AT A 57 IPsec f%
1.

# it B 4 77 ipseclocalout 22450, 1# Device C 1] LA[A] Device A Kk i% IPsec [%iE
ek, BARBCE AR .
[DeviceC] security-policy ip

[DeviceC-security-policy-ip] rule name ipseclocalout
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[DeviceC-security-policy-ip-1-ipseclocalout] source-zone local
[DeviceC-security-policy-ip-1-ipseclocalout] destination-zone untrust
[DeviceC-security-policy-ip-1-ipseclocalout] source-ip-host 3.3.3.3
[DeviceC-security-policy-ip-1-ipseclocalout] destination-ip-host 1.1.1.1
[DeviceC-security-policy-ip-1-ipseclocalout] action pass
[DeviceC-security-policy-ip-1-ipseclocalout] quit

# e B A KK ipseclocalin (22 A SRS HLI, { Device C 1] IZICFI ALK H Device A |
IPsec BEIE MR oC, BARECE AP IRUT
[DeviceC-security-policy-ip] rule name ipseclocalin
[DeviceC-security-policy-ip-2-ipseclocalin] source-zone untrust
[DeviceC-security-policy-ip-2-ipseclocalin] destination-zone local
[DeviceC-security-policy-ip-2-ipseclocalin] source-ip-host 1.1.1.1
[DeviceC-security-policy-ip-2-ipseclocalin] destination-ip-host 3.3.3.3
[DeviceC-security-policy-ip-2-ipseclocalin] action pass
[DeviceC-security-policy-ip-2-ipseclocalin] quit

b. Al # %4 KIS AT Host C 5 Host A 2 [A] (1) &=
# M B A4 FROA trust-untrust (22 2 58 RN, {8 Host C U7 ] Host A IR SCATE,  FUARL &
SRUT
[DeviceC-security-policy-ip] rule name trust-untrust
[DeviceC-security-policy-ip-3-trust-untrust] source-zone trust
[DeviceC-security-policy-ip-3-trust-untrust] destination-zone untrust
[DeviceC-security-policy-ip-3-trust-untrust] source-ip-subnet 6.6.6.0 24
[DeviceC-security-policy-ip-3-trust-untrust] destination-ip-subnet 4.4.4.0 24
[DeviceC-security-policy-ip-3-trust-untrust] action pass
[DeviceC-security-policy-ip-3-trust-untrust] quit
# Iic B A4 FR 0 untrust-trust (22 2 SIS AL, A Host A 17 11] Host C IR SCATIE,  FAARD &
SRRUE
[DeviceC-security-policy-ip] rule name untrust-trust
[DeviceC-security-policy-ip-4-untrust-trust] source-zone untrust
[DeviceC-security-policy-ip-4-untrust-trust] destination-zone trust
[DeviceC-security-policy-ip-4-untrust-trust] source-ip-subnet 4.4.4.0 24
[DeviceC-security-policy-ip-4-untrust-trust] destination-ip-subnet 6.6.6.0 24
[DeviceC-security-policy-ip-4-untrust-trust] action pass
[DeviceC-security-policy-ip-4-untrust-trust] quit
[DeviceC-security-policy-ip] quit

(5) HBCE ACL, & X Z R HIEHR IR
# lCE IPv4 FZt ACL 3000, & LCERYHIT M 6.6.6.0/24 ZAE T M 4.4.4.0/24 {14 -
[DeviceC] acl advanced 3000
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(6)

(7)

(8)

(9)

(10)

[DeviceC-acl-ipv4-adv-3000] rule permit ip source 6.6.6.0 0.0.0.255 destination 4.4.4.0
0.0.0.255

[DeviceC-acl-ipv4-adv-3000] quit

BCE IPsec 24, PR dab e ik SCAH T A 25 2z s Pp il

# QI IPsec Z4 g, Mimlc B % ERUSHUHETEMA, BAREDSERNT.
[DeviceC] ipsec transform-set tranl

[DeviceC-ipsec-transform-set-tranl] encapsulation-mode tunnel
[DeviceC-ipsec-transform-set-tranl] protocol esp
[DeviceC-ipsec-transform-set-tranl] esp encryption-algorithm aes-cbc-256
[DeviceC-ipsec-transform-set-tranl] esp authentication-algorithm sha256
[DeviceC-ipsec-transform-set-tranl] quit

L& IKE keychain, 5l 5 XU 48 H 1% HE B

# B IFIC B AN keyl (19 IKE keychain, $i55€ 5k oy 1.1.1.1 B i FH O PO = 3 90
3L 123456 TESTplat&! .

[DeviceC] ike keychain keyl

[DeviceC-ike-keychain-keyl] pre-shared-key address 1.1.1.1 key simple 123456TESTplat&!
[DeviceC-ike-keychain-keyl] quit

FCE IKE -1, & XXU7 3T IKE Wi PTf i) % e 240

# QIEIFICE IKE I 1, fE b= sm A2t s sEE. AR,

[DeviceC] ike proposal 1

[DeviceC-ike-proposal-1] authentication-method pre-share

[DeviceC-ike-proposal-1] encryption-algorithm aes-cbc-256

[DeviceC-ike-proposal-1] dh groupl4

[DeviceC-ike-proposal-1] authentication-algorithm sha256

[DeviceC-ike-proposal-1] quit

L& IKE profile, Z1E 57 IKE SA fi i 1455

[DeviceC] ike profile profilel

[DeviceC-ike-profile-profilel] keychain keyl

[DeviceC-ike-profile-profilel] proposal 1

[DeviceC-ike-profile-profilel] match remote identity address 1.1.1.1 255.255.255.0
[DeviceC-ike-profile-profilel] quit

BCE ISAKMP J5 A1) 22 A 50E, 307 IPsec FEIE, ORY 7 2P 4 (1A i

# QI IFBCE 4 9 mapl (1) IPsec % 4 5ilg, 51 % 49Eil tranl, 5/ ACL 3000, Jfik%E
IPsec F&iE % smbhik v 1.1.1.1,

[DeviceC] ipsec policy mapl 10 isakmp

[DeviceC-ipsec-policy-isakmp-mapl-10] transform-set tranl
[DeviceC-ipsec-policy-isakmp-mapl-10] security acl 3000
[DeviceC-ipsec-policy-isakmp-mapl-10] local-address 3.3.3.3
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[DeviceC-ipsec-policy-isakmp-mapl-10] remote-address 1.1.1.1
[DeviceC-ipsec-policy-isakmp-mapl-10] ike-profile profilel
[DeviceC-ipsec-policy-isakmp-mapl-10] quit

(11) e ERH] IPsec 224 5Emg, 8% MBS #EAT (R
[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] ipsec apply policy mapl

[DeviceC-GigabitEthernetl/0/1] quit

1.7.4 BERCE

# UL ERCESERUE, 9> 5.5.5.0/24 [a] 25 4% 4.4.4.0/24 K EEARIERR, Kk Device
B Al Device A Z [A]iE47 IKE thid. IKE BIHPhiE H IPsec SA J5, Ak iB-5 45 327 W 2 1R 20
TWALHK 2 3] IPsec SA IR .

# nEd T BonfE B A E F) Device A b IKE 55— BoWh i i J5 4= i) IKE SA.
[DeviceA]ldisplay ike sa

IKE SA information :

Conn-1D Peer VPN Flag(s) Phase
RemoteType RemotelD

2 2.2.2.2:500 RDJA v1:2
1P 2.2.2.2
1 2.2.2.2:500 RDJA vi:l
1P 2.2.2.2

Number of IKE SA : 2

Flag Description:
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

# ALE AN BN {E B A E F Device A L AR IPsec SA.

[DeviceA]ldisplay ipsec sa

ipsec sa information:
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Interface: GigabitEthernetl/0/1

IPSec policy name: "mapl"

Sequence number : 1

Acl group -0

Acl rule 0

Mode : Template
Connection 1D : 2

Encapsulation mode: Tunnel

Holding time : 0d Oh 17m 2s
Tunnel local ©1.1.1.1:500
Tunnel remote 1 2.2.2.2:500
Flow source 1 4.4.4.0/255.255.255.0 0/0-65535

Flow destination : 5.5.5.0/255.255.255.0 0/0-65535

[Outbound ESP SAs]
SP1: 200509728 (0xbf38920)
Proposal : ESP-ENCRYPT-AES-256 ESP-AUTH-SHA2-256-128

SA remaining key duration (kilobytes/sec): 10485760/2578

Max sent sequence-number: 5
UDP encapsulation used for NAT traversal: N

SA encrypted packets (number/bytes): 4/336

[Inbound ESP SAs]
SP1: 191596935 (0xb6b8987)
Proposal: ESP-ENCRYPT-AES-256 ESP-AUTH-SHA2-256-128

SA remaining key duration (kilobytes/sec): 10485760/2578

Max received sequence-number: 1

UDP encapsulation used for NAT traversal: N
SA decrypted packets (number/bytes): 4/336
Anti-replay : Enable

Anti-replay window size: 1024
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1.7.5 BEEMH

1. Device A
#
ipsec proposal transforml
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh groupl4
authentication-algorithm sha2-256
#
ike peer h3c
undo version 2
pre-shared-key 123456TESTplat&!
ike-proposal 1
#
ipsec policy-template templ 10
ike-peer h3c
proposal transforml
#
ipsec policy mapl 1 isakmp template templ
#
interface GigabitEthernetl/0/1
ip address 1.1.1.1 255.255.255.0
ipsec policy mapl
#
interface GigabitEthernetl/0/2
ip address 4.4.4.1 255.255.255.0
#
firewall zone trust
add interface GigabitEthernetl/0/2
#
firewall zone untrust
add interface GigabitEthernetl/0/1
#

ip route-static 2.2.2.0 255.255.255.0 1.1.1.2
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ip route-static 3.3.3.0 255.255.255.0 1.1.1.2
ip route-static 5.5.5.0 255.255.255.0 1.1.1.2
ip route-static 6.6.6.0 255.255.255.0 1.1.1.2
#
security-policy
rule name ipseclocaloutl
source-zone local
destination-zone untrust
source-address 1.1.1.0 mask 255.255.255.0
destination-address 2.2.2.0 mask 255.255.255.0
action permit
rule name ipseclocalinl
source-zone untrust
destination-zone local
source-address 2.2.2.0 mask 255.255.255.0
destination-address 1.1.1.0 mask 255.255.255.0
action permit
rule name ipseclocalout2
source-zone local
destination-zone untrust
source-address 1.1.1.0 mask 255.255.255.0
destination-address 3.3.3.0 mask 255.255.255.0
action permit
rule name ipseclocalin2
source-zone untrust
destination-zone local
source-address 3.3.3.0 mask 255.255.255.0
destination-address 1.1.1.0 mask 255.255.255.0
action permit
rule name trust-untrustl
source-zone trust
destination-zone untrust
source-address 4.4.4.0 mask 255.255.255.0
destination-address 5.5.5.0 mask 255.255.255.0
action permit
rule name untrust-trustl
source-zone untrust

destination-zone trust
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source-address 5.5.5.0 mask 255.255.255.0
destination-address 4.4.4_.0 mask 255.255.255.0
action permit

rule name trust-untrust2

source-zone trust

destination-zone untrust

source-address 4.4.4.0 mask 255.255.255.0
destination-address 6.6.6.0 mask 255.255.255.0
action permit

rule name untrust-trust2

source-zone untrust

destination-zone trust

source-address 6.6.6.0 mask 255.255.255.0
destination-address 4.4.4_.0 mask 255.255.255.0
action permit

#

2. Device B
#
interface GigabitEthernetl/0/1
ip address 2.2.2.2 255.255.255.0
ipsec apply policy mapl
#
interface GigabitEthernetl/0/2
ip address 5.5.5.1 255.255.255.0
#
security-zone name Trust
import interface GigabitEthernetl/0/2
#
security-zone name Untrust
import interface GigabitEthernetl/0/1
#
ip route-static 1.1.1.0 24 2.2.2.3
ip route-static 4.4.4.0 24 2.2.2.3
#
acl advanced 3000
rule O permit ip source 5.5.5.0 0.0.0.255 destination 4.4.4.0 0.0.0.255
#

ipsec transform-set tranl
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encapsulation-mode tunnel
protocol esp
esp encryption-algorithm aes-cbc-256
esp authentication-algorithm sha256
#
ipsec policy mapl 10 isakmp
transform-set tranl
security acl 3000
local-address 2.2.2.2
remote-address 1.1.1.1
ike-profile profilel
#
ike profile profilel
keychain keyl
match remote identity address 1.1.1.1 255.255.255.0
proposal 1
#
ike proposal 1
encryption-algorithm aes-cbc-256
dh groupl4
authentication-algorithm sha256
#
ike keychain keyl
pre-shared-key address 1.1.1.1 255.255.255.255 key simple 123456TESTplat&!
#
security-policy ip
rule 1 name ipseclocalout
action pass
source-zone local
destination-zone untrust
source-ip-host 2.2.2.2
destination-ip-host 1.1.1.1
rule 2 name ipseclocalin
action pass
source-zone untrust
destination-zone local
source-ip-host 1.1.1.1

destination-ip-host 2.2.2.2
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rule 3 name trust-untrust

action pass

source-zone trust

destination-zone untrust

source-ip-subnet 5.5.5.0 255.255.255.0
destination-ip-subnet 4.4.4_.0 255.255.255.0
rule 4 name untrust-trust

action pass

source-zone untrust

destination-zone trust

source-ip-subnet 4.4.4.0 255.255.255.0
destination-ip-subnet 5.5.5.0 255.255.255.0

#

3. Device C
#
interface GigabitEthernetl/0/1
ip address 3.3.3.3 255.255.255.0
ipsec apply policy mapl
#
interface GigabitEthernetl/0/2
ip address 6.6.6.1 255.255.255.0
#
security-zone name Trust
import interface GigabitEthernetl/0/2
#
security-zone name Untrust
import interface GigabitEthernetl/0/1
#
ip route-static 1.1.1.0 24 3.3.3.4
ip route-static 4.4.4.0 24 3.3.3.4
#
acl advanced 3000
rule O permit ip source 6.6.6.0 0.0.0.255 destination 4.4.4.0 0.0.0.255
#
ipsec transform-set tranl
encapsulation-mode tunnel
protocol esp

esp encryption-algorithm aes-cbc-256
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esp authentication-algorithm sha256
#
ipsec policy mapl 10 isakmp
transform-set tranl
security acl 3000
local-address 3.3.3.3
remote-address 1.1.1.1
ike-profile profilel
#
ike profile profilel
keychain keyl
match remote identity address 1.1.1.1 255.255.255.0
proposal 1
#
ike proposal 1
encryption-algorithm aes-cbc-256
dh groupl4
authentication-algorithm sha256
#
ike keychain keyl
pre-shared-key address 1.1.1.1 255.255.255.255 key simple 123456TESTplat&!
#
security-policy ip
rule 1 name ipseclocalout
action pass
source-zone local
destination-zone untrust
source-ip-host 3.3.3.3
destination-ip-host 1.1.1.1
rule 2 name ipseclocalin
action pass
source-zone untrust
destination-zone local
source-ip-host 1.1.1.1
destination-ip-host 3.3.3.3
rule 3 name trust-untrust
action pass

source-zone trust

86



destination-zone untrust
source-ip-subnet 6.6.6.0 255.255.255.0
destination-ip-subnet 4.4.4_.0 255.255.255.0
rule 4 name untrust-trust

action pass

source-zone untrust

destination-zone trust

source-ip-subnet 4.4.4.0 255.255.255.0

destination-ip-subnet 6.6.6.0 255.255.255.0

1.8 Mx5Mx BEKHAFIAREINIRIPIPVAIRCHIIPsechfiBlL & 25
15

1.8.1 ER SRR A

A %5 ) 7 /£ H3C B Kk % F5000-AI160 f) E8371 fix A<, £ N Bi kK USG6600E H]
V600R007C20SPC500 ffxAs - i3 47 e & AN 3G AL o

1.8.2 ¢AMEEK

7t Device A il Device B Z [H] g 7. — %% IPsec %, %f Host A FTEfFM (10.1.1.0/24) 5 HostB

FrfEf) ¥ (10.1.2.0/24) Z [AIMEHE ST 2R BARER AR

. Device B &N .

o HEIEAANREIERA.

o EAWICEM ESP VMY, WINEEEER 256 Ly CBC #izlH) AES ik, AIEEZER 256
EE 45 ) HMAC-SHA-256 #9%.

o FILJiE IPsec SA.
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E1-7 R3P IPv4 3R3CAY IPsec Fic & ¢A M E]

Untrust

Device A Device B

GE1/0/2

l I I 2.2.2.1/24

GE1/0/2
2.2.3.1/24

Internet

GE1/0/1
10.1.1.1/24

GE1/0/1
10.1.2.1/24

Trust Trust

Host A Host B
10.1.1.2/24 10.1.2.2/24

1.8.3 B & S5

1. i & Device A

(1) BCEREO P L
# AN E PR EE, BB IP bt BARESENT.

<DeviceA> system-view
[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ip address 10.1.1.1 255.255.255.0
[DeviceA-GigabitEthernetl1/0/1] quit
HZH L) D YRAC B AR D 1P Mk, FARECE DR
(2) MEFHSKH
RSP DA A 5 7 TR B e 5 SO e, R L P o A O B Eh
75
#IEIRAEH I P RRIE R, RERSHE, AR T B IP il 2.2.2.2, SLhrf
s LLRARE PG L e, BAKBCE LRI .
[DeviceA] ip route-static 10.1.2.0 24 2.2.2.2
[DeviceA] ip route-static 2.2.3.1 24 2.2.2.2
(3) MEHLIIMA LA,
# VEIRAE A W BRI E B R R VIS B 22 4038,  BAATCE PRI .
[DeviceA] security-zone name trust
[DeviceA-security-zone-Trust] import interface gigabitethernet 1/0/1
[DeviceA-security-zone-Trust] quit
[DeviceA] security-zone name untrust
[DeviceA-security-zone-Untrust] import interface gigabitethernet 1/0/2

[DeviceA-security-zone-Untrust] quit
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(4)

fic B 22 4 SR
a. BB %4 RIS AT Untrust 55 Local Z2 4382 (BRI &, HT%es 2 8 v] LT IPsec B%

S

# i B 4 P50 ipseclocalout )% 4 5 AE, {§ Device A F] LLIa] Device B Xi% IPsec f%iE
ik C, BARBCE DR .

[DeviceA] security-policy ip

[DeviceA-security-policy-ip] rule name ipseclocalout
[DeviceA-security-policy-ip-1-ipseclocalout] source-zone local
[DeviceA-security-policy-ip-1-ipseclocalout] destination-zone untrust
[DeviceA-security-policy-ip-1-ipseclocalout] source-ip-host 2.2.2.1
[DeviceA-security-policy-ip-1-ipseclocalout] destination-ip-host 2.2.3.1
[DeviceA-security-policy-ip-1-ipseclocalout] action pass

[DeviceA-security-policy-ip-1-ipseclocalout] quit

# I & 7 R4 ipseclocalin (22 4 5B KUN, {87 Device A W] LAZIURIALFEK H Device B )
IPsec BEIE MR oC, BHARECE AP IRUT

[DeviceA-security-policy-ip] rule name ipseclocalin
[DeviceA-security-policy-ip-2-ipseclocalin] source-zone untrust
[DeviceA-security-policy-ip-2-ipseclocalin] destination-zone local
[DeviceA-security-policy-ip-2-ipseclocalin] source-ip-host 2.2.3.1
[DeviceA-security-policy-ip-2-ipseclocalin] destination-ip-host 2.2.2.1
[DeviceA-security-policy-ip-2-ipseclocalin] action pass

[DeviceA-security-policy-ip-2-ipseclocalin] quit

. e B 24 IS TIAT Host A 5 Host B 22 [] ()37 &

# Tic B A 5O trust-untrust (1922 2 SRS EUN], % Host A 1514 Host B R4k SCrTaE,  FARRLE
SERUT

[DeviceA-security-policy-ip] rule name trust-untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-zone trust
[DeviceA-security-policy-ip-3-trust-untrust] destination-zone untrust
[DeviceA-security-policy-ip-3-trust-untrust] source-ip-subnet 10.1.1.0 24
[DeviceA-security-policy-ip-3-trust-untrust] destination-ip-subnet 10.1.2.0 24
[DeviceA-security-policy-ip-3-trust-untrust] action pass

[DeviceA-security-policy-ip-3-trust-untrust] quit

# Jic B 44 FX O untrust-trust ()22 4 SIS, {8 Host B 77 1] Host A ik SCATiE, BAKECE
SRRUE

[DeviceA-security-policy-ip] rule name untrust-trust
[DeviceA-security-policy-ip-4-untrust-trust] source-zone untrust
[DeviceA-security-policy-ip-4-untrust-trust] destination-zone trust
[DeviceA-security-policy-ip-4-untrust-trust] source-ip-subnet 10.1.2.0 24

[DeviceA-security-policy-ip-4-untrust-trust] destination-ip-subnet 10.1.1.0 24
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(5)

(6)

(7)

(8)

[DeviceA-security-policy-ip-4-untrust-trust] action pass
[DeviceA-security-policy-ip-4-untrust-trust] quit
[DeviceA-security-policy-ip] quit
5E SR BRI B
#BCE 1 IPv4 M2 ACL, 78 SCEGRS 79 10.1.1.0/24 %417/ 10.1.2.0/24 fI#E -
[DeviceA] acl advanced 3101

[DeviceA-acl-ipv4-adv-3101] rule permit ip source 10.1.1.0 0.0.0.255 destination
10.1.2.0 0.0.0-255

[DeviceA-acl-ipv4-adv-3101] quit

BCE IPsec 24 Heidl, iy dah e ik ST A8 A 8 b 22 4 WAL

# QI IPsec Z4 g, Mimlc B % ERUSHUHFETEMAE, BAREDERNT.
[DeviceA] ipsec transform-set tranl

[DeviceA-ipsec-transform-set-tranl] encapsulation-mode tunnel
[DeviceA-ipsec-transform-set-tranl] protocol esp
[DeviceA-ipsec-transform-set-tranl] esp encryption-algorithm aes-cbc-256
[DeviceA-ipsec-transform-set-tranl] esp authentication-algorithm sha256
[DeviceA-ipsec-transform-set-tranl] quit

Bl & IPsec 245, 7 IPsec BB, R4 EHiP IR

# UE— 2% F T30 IPsec e 4 ems, 31 A7 B (RGP SR ACL AT 5 ) IPsec 2241
W, FREX I 1P Mk, BAARE SRR,

[DeviceA] ipsec policy mapl 10 manual

[DeviceA-ipsec-policy-manual-mapl-10] security acl 3101
[DeviceA-ipsec-policy-manual-mapl-10] transform-set tranl
[DeviceA-ipsec-policy-manual-mapl-10] remote-address 2.2.3.1
[DeviceA-ipsec-policy-manual-mapl-10] sa spi outbound esp 12345
[DeviceA-ipsec-policy-manual-mapl-10] sa spi inbound esp 54321
[DeviceA-ipsec-policy-manual-mapl-10] sa string-key outbound esp simple abcdefg
[DeviceA-ipsec-policy-manual-mapl-10] sa string-key inbound esp simple gfedcba
[DeviceA-ipsec-policy-manual-mapl-10] quit

YERE_E R IPsec %44, X 1L HUI R HEAT (4

# {E 3211 GigabitEthernet1/0/2 L% IPsec &A%, HARRLE PRI T .

[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl1/0/2] ipsec apply policy mapl

[DeviceA-GigabitEthernetl/0/2] quit

2. Bt & Device B

(1)

fic B0 1P bk
# AN EE, BESEOR IP bt BEARESENT.

<DeviceB> system-view
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(2)

3)

(4)

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] ip address 10.1.2.1 255.255.255.0

[DeviceB-GigabitEthernetl/0/1] quit

B2 % UL PP IR B AR O 1P Hidik,  FARTC B AP PRI

W B A i

AR LA A B (7 A B HE R e SEBRdL b, T AR L A Lk A 8 F % P

Ji e

# AR AL R B PRI S 2, BCERSEH, AREBIERBCT —BE 1P il 2.2.3.2, SLpsfi

I g DL RARA M G e, BAARCE PRI .

[DeviceB] ip route-static 10.1.1.0 24 2.2.3.2

[DeviceB] ip route-static 2.2.2.1 24 2.2.3.2

e B FUINN 22 4k

# TEARYE AL W RIS S, R I R 22 4, BARCE AP IR .

[DeviceB] firewall zone trust

[DeviceB-zone-trust] add interface gigabitethernet 1/0/1

[DeviceB-zone-trust] quit

[DeviceB] firewall zone untrust

[DeviceB-zone-untrust] add interface gigabitethernet 1/0/2

[DeviceB-zone-untrust] quit

Hic B 22 4 SRS

a. fic B A KIETIUT Untrust 5 Local 22438 [R] (i, T e 2 [a) T U ST IPsec F%
1.
# JiL & 4 77N ipseclocalout 12245, f#f Device B 1] LL[n] Device A k1% IPsec f%iE
ks, BARBCE DR .
[DeviceB] security-policy
[DeviceB-policy-security] rule name ipseclocalout
[DeviceB-policy-security-rule-ipseclocalout] source-zone local
[DeviceB-policy-security-rule-ipseclocalout] destination-zone untrust
[DeviceB-policy-security-rule-ipseclocalout] source-address 2.2.3.1 32
[DeviceB-policy-security-rule-ipseclocalout] destination-address 2.2.2.1 32
[DeviceB-policy-security-rule-ipseclocalout] action permit
[DeviceB-policy-security-rule-ipseclocalout] quit
# LB 2 FRA ipseclocalin )22 4= 5K IS FUU, { Device B v LLE:ISCRI 4L 22K H Device A 1)
IPsec BEIE VMR C, BAARCE DRI .
[DeviceB-policy-security] rule name ipseclocalin
[DeviceB-policy-security-rule-ipseclocalin] source-zone untrust
[DeviceB-policy-security-rule-ipseclocalin] destination-zone local
[DeviceB-policy-security-rule-ipseclocalin] source-address 2.2.2.1 32

[DeviceB-policy-security-rule-ipseclocalin] destination-address 2.2.3.1 32
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[DeviceB-policy-security-rule-ipseclocalin] action permit
[DeviceB-policy-security-rule-ipseclocalin] quit

b. fd B 74 SIS Ji4T Host B 5 Host A 22 8] F I &
# IC B A4 FK 9 trust-untrust ) 22 & SEHN, 4 Host B V7 ] Host A 4R SCrTiE, HARKCE
AR
[DeviceB-policy-security] rule name trust-untrust
[DeviceB-policy-security-rule-trust-untrust] source-zone trust
[DeviceB-policy-security-rule-trust-untrust] destination-zone untrust
[DeviceB-policy-security-rule-trust-untrust] source-address 10.1.2.0 24
[DeviceB-policy-security-rule-trust-untrust] destination-address 10.1.1.0 24
[DeviceB-policy-security-rule-trust-untrust] action permit
[DeviceB-policy-security-rule-trust-untrust] quit
# Jic B 44 MO untrust-trust £ 22 2 SR, 48 Host A 15 i) Host B A4 SC AT i,  AAATCE
MBI
[DeviceB-policy-security] rule name untrust-trust
[DeviceB-policy-security-rule-untrust-trust] source-zone untrust
[DeviceB-policy-security-rule-untrust-trust] destination-zone trust
[DeviceB-policy-security-rule-untrust-trust] source-address 10.1.1.0 24
[DeviceB-policy-security-rule-untrust-trust] destination-address 10.1.2.0 24
[DeviceB-policy-security-rule-untrust-trust] action permit
[DeviceB-policy-security-rule-untrust-trust] quit
[DeviceB-policy-security] quit

(5) & X ERY B
#ECE N IPvA @4 ACL, & CEARY HT 10.1.2.0/24 41T 10.1.1.0/24 HIEHE R -
[DeviceB] acl 3101

[DeviceB-acl-adv-3101] rule permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0
0.0.0.255

[DeviceB-acl-adv-3101] quit

(6) MCE IPsec ZAxEill, PR da i SO A % 2z A il
# QI IPsec Z4 R, MM E K ZRWSHFEEeMA, RAEREDERNT.
[DeviceB] ipsec proposal tranl
[DeviceB-ipsec-proposal-tranl] encapsulation-mode tunnel
[DeviceB-ipsec-proposal-tranl] transform esp
[DeviceB-ipsec-proposal-tranl] esp authentication-algorithm sha2-256
[DeviceB-ipsec-proposal-tranl] esp encryption-algorithm aes-256
[DeviceB-ipsec-proposal-tranl] quit

(7) PCHE \Psec ZAXHNE, AL IPsec FEIE, (RIFTEZER FIEHRE R
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# Bl — 2 T 10520 IPsec e axsiims, 5| 2Ry B i iy ACL M 75 Y IPsec %442
W, FRE At A g i 1P ki, BARCE DR

[DeviceB] ipsec policy usel 10 manual
[DeviceB-ipsec-policy-manual-usel-10]
[DeviceB-ipsec-policy-manual-usel-10]
[DeviceB-ipsec-policy-manual-usel-10]
[DeviceB-ipsec-policy-manual-usel-10]
[DeviceB-ipsec-policy-manual-usel-10]
[DeviceB-ipsec-policy-manual-usel-10]
[DeviceB-ipsec-policy-manual-usel-10]
[DeviceB-ipsec-policy-manual-usel-10]

[DeviceB-ipsec-policy-manual-usel-10]

security acl 3101

proposal tranl

tunnel remote 2.2.2.1

tunnel local 2.2.3.1

sa spi inbound esp 12345

sa spi outbound esp 54321

sa string-key inbound esp abcdefg
sa string-key outbound esp gfedcba

quit

(8) fEREH ERIH IPsec 24 ilg, X0 iR & AT IRI
# 7E 311 GigabitEthernetl/0/2 LN IPsec 425N, HARKE DR .
[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl/0/2] ipsec policy usel

[DeviceB-GigabitEthernetl/0/2] quit

1.8.4 ¥rfc &

# DL FCE 52 RS, Device A il Device B 2 [A] ) IPsec FFiE L@ F T, ™ 10.1.1.0/24 51X
10.1.2.0/24 2 |81 55 A ks 52 2104 ) IPsec SA IR . AliEid PL R B n#E Device A T

LA IPsec SA.
[DeviceA] display ipsec sa

IPsec policy: mapl
Sequence number: 10
Alisa: mapl-10
Mode: Manual
Tunnel id: 549
Encapsulation mode: tunnel
Path MTU: 1443
Tunnel :
local address/port: 2.2.2.1/0

remote address/port: 2.2.3.1/0
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Flow:
as defined in ACL 3101
[Inbound ESP SA]
SPI1: 54321 (0x0000d431)
Connection ID: 1
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
No duration limit for this SA
[Outbound ESP SA]
SPI1: 12345 (0x00003039)
Connection ID: 2
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256

No duration limit for this SA

# Device B 2= N ) IPsec SA SRR IPv4 5, BB 05 Device A [d], IEANKE .

1.8.5 BEENH

1. Device A
#
interface GigabitEthernetl/0/1
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/2
ip address 2.2.2.1 255.255.255.0
ipsec apply policy mapl
#
security-zone name Trust
import interface GigabitEthernetl/0/1
#
security-zone name Untrust
import interface GigabitEthernetl/0/2
#
ip route-static 2.2.3.0 24 2.2.2.2
ip route-static 10.1.2.0 24 2.2.2.2
#
acl advanced 3101
rule O permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
#
ipsec transform-set tranl

encapsulation-mode tunnel
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protocol esp
esp encryption-algorithm aes-chc-256
esp authentication-algorithm sha256
#
ipsec policy mapl 10 manual
transform-set tranl
security acl 3101
remote-address 2.2.3.1
sa spi inbound esp 54321
sa string-key inbound esp simple gfedcba
sa spi outbound esp 12345
sa string-key outbound esp simple abcdefg
#
security-policy ip
rule 1 name ipseclocalout
action pass
source-zone local
destination-zone untrust
source-ip-host 2.2.2.1
destination-ip-host 2.2.3.1
rule 2 name ipseclocalin
action pass
source-zone untrust
destination-zone local
source-ip-host 2.2.3.1
destination-ip-host 2.2.2.1
rule 3 name trust-untrust
action pass
source-zone trust
destination-zone untrust
source-ip-subnet 10.1.1.0 255.255.255.0
destination-ip-subnet 10.1.2.0 255.255.255.0
rule 4 name untrust-trust
action pass
source-zone untrust
destination-zone trust
source-ip-subnet 10.1.2.0 255.255.255.0
destination-ip-subnet 10.1.1.0 255.255.255.0
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#

2. Device B
#
acl number 3101
rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#
ipsec proposal tranl
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ipsec policy usel 10 manual
security acl 3101
proposal tranl
tunnel local 2.2.3.1
tunnel remote 2.2.2.1
sa spi inbound esp 12345
sa string-key inbound esp abcdefg
sa spi outbound esp 54321
sa string-key outbound esp gfedcba
#
interface GigabitEthernetl/0/1
ip address 10.1.2.1 255.255.255.0
#
interface GigabitEthernetl/0/2
ip address 2.2.3.1 255.255.255.0
ipsec policy usel
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/2
#
ip route-static 10.1.1.0 255.255.255.0 2.2.3.2
ip route-static 2.2.2.0 255.255.255.0 2.2.3.2
#
security-policy

rule name ipseclocalout
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source-zone local
destination-zone untrust
source-address 2.2.3.1 mask 255.255.255.255
destination-address 2.2.2.1 mask 255.255.255.255
action permit
rule name ipseclocalin
source-zone untrust
destination-zone local
source-address 2.2.2.1 mask 255.255.255.255
destination-address 2.2.3.1 mask 255.255.255.255
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit

#

return
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