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1) WESERHIA IiLO 5 IP #tibifsa) iLO, MARFPRIIZLNER,

iLOS5

ProLiant

Firmware Version 2,81

2) 8T iLO 5 T Information -> Overview 3 Remote Console I, AL /5 Remote
Console EX A EHiZGAIRiEEHS; tBaJ7£ Remote Console & Media - iLO Integrated
Remote Console TREH{TIERE,

Information - iLO Overview [ JNONN:::] * 0 9 A 7

Overview  SecurityDashboard  Sessionlist  iLOEventlog  Infegrated Managementlog  Securitylog  Active Health System Log

Server iLO

Produt Name ProLiant DL360 Gen10 1B Address

ServerName ~ localno Link-Local IPvé Address  FES0=627

System ROM U32v2.78 (03/16/2023) ILO Hostname

‘System ROM Date 03/16/2023 iLO Dedicated Network Port Enabled

. US2v2.76 0210912025 Disab

Servar Serial Numbar L0 Virruai NG 16,1151

Product ID DL360GEN1O License Type iLO Advanced

LD RTEEY iLO Firmware Version 2.81Mar 07 2023 microSD Flash Memery Card  Not

Remots onsele £115 () ML Joavicosan | L0 Date/Time Tha Jun 1 11:28:46 2023 Connectionto HPE
Managed sy
AMS

« HTMLS Console
NET Console
Java Web Start Console

Wake-Up Monitor

iT: ASLANET Console 9flit4Ti5EE, SERRM At aliRIE B S S EGEEREEUEFIS,
2. MBEREHEFREIRIRA
2.1 1@ iLO 1EREUShRA
81 iLO 5 Taf Firmware & OS Software - Installed Firmware &E& XN EIEW-EHIEHIR
=,
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iLos
2.81Mar 07 2023

Firmware & OS Software - Installed Firmware

Information

System Information

Firmware & OS Software
iLO Federation

Remote Console & Media
Power & Thermal
Performance

iLO Dedicated Network Port

B vpasteFirmware

2, Upload to L0 Repesitory

I= Addsoauens

iLO Shared Network Port

Remote Support

Administration

Security HPE SN1600Q 32Gb 2p FC HBA
Management
HPE OneView

Lifecycle Management

T HitEHHEE el RE I,
2.2 j&@id BIOS & EHrhk AN
1) EFERFEET F9, #A BIOS 3,

HPE ProLiant

] Hewlett Packard Enterprise Development LP

0M U

Numbe
Installed System Memory: 16 GB. Available System Memory: 16 GB
» 10 total cores enabled.
Silver 4114 CPU @ 2.20GHz

Workload Profile:
Power Regulator Mode: Dynamic Power
ed Memory Protection Mode: Ad

ode :
SmartMemory authenticated in all populated

General Power Efficient Compute
ings
nced ECC Support

DIMM slots

Starting required devices. Please wait.

il0 5 IPu4:

il0 S TPub: FEBO JFF : FE3E :A38C

Intelligent Provisioning
2) {KiRi%ksE System Utilities -> System Information -> Firmware Information, &E&

XS MBS S -RAIERRAS.

m System Utilities

202356 H30H

Hyperthreading is

enabled

this may take a few moments....

@ Boot Menu

Hewlett Packard
Enterprise

Persistent
Memory
2 4

Secure Start  Smart Storage

Energy Pack
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HPE RESTHul Inteiligent Sea of Sensors
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Power Switch Virtual Drives Keyboard Help

HewlertPackard  SYStem Information

Enterprise

A System Utilities > System Information > Firmware Information >

HPE
ProLiant DL360 Gen10

Server SN:

m
ILO IPv4: 1 [_ i
iLO IPVG: F J 18
User Defauwic Urr

e
=

Select

Exit

Help

Load Dafaults
Save

Save and Exit

hip:ifwww. hpa com/igrel/ProLiantGen10UEFI Help

E O Changes Pending

1024 x 768
3. EM4ER

3.1 THESHEER

1)

Hewlett Packard Er

gl

BHFEE

Firmware Information

Server Platform Services (SPS) Firmware
Intelligent Platform Abstraction Data

Smart Storage Energy Pack Firmware 21
Intelligent Provisioning 3.81.2
Innovation Engine (IE) Firmware

i 2.5
| HPE Ethernet 1Gb 4-port 331i Adapter - NIC 202441
P A-FC 02.00.01

HPE Smart Array P408i-a SR Gen10 5.61
iLO Firmware

BiY HPE ERSZRXIWEL SR-RAIEIH, BTIERER Windows R, T & exe B4,

System ROM U32 2.78 3/16/2023
Redundant System ROM U32 2.76 2/9/2023
Power Management Controller Firmware 1.08
Power Management Controller Firmware Bootloader 1.1
System Programmable Logic Device 0x2E

4.1.4.901.0
16.5.0 Build 24

0.2.3.00

2.81

() Reboot Requirad

K40 EI] %) AES

QoA

HPE Broadcom NX1 Online Firmware Upgrade Utility for

Windows Server x64 Editions

This package contains the utilities and binaries for upgrading HPE ProLiant Broadcom NX1 Gigabit Ethernet NICs Boot code,

E'H’— (Firmware) B3 -
ZaS

PXE, UMP, NCSI, and CCM code running under Windows Server 2019 and Windows Server 2022.

v BEC THATH@

H
5.2.6.0
HA 8, 2022

WA, BFRFOERIE,
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1| payload json - igSs7s
MiHE) HEEE) B0 BN #EH)

F-EEH > cp050426 (1)

BFR "InstallDurationSec": 360
FW }
ja ]
zh-CN }’

[ bemnicfwupg.exe {

"DeviceName": "HP Ethernet 1Gb 4-port Adapter (22BE)",
"Target": "abbla447-382a-5a4f-14E4-1657103C22BE",
"Version™: "20.19.51",
"Firmwarelmages™: |

|% BMAPIa.dll
£] cp050426.xml
% cpgsetup.exe

[ HPWinFwUpgLib.dl {

) ibeay3adi / | "FileName": *.//FW//331i-4x1G-14E4-1657-103C-22BE.BIN", |
|%] libxml2.dlI "Order™ 1

¥ NICOFUT.chm / "Uefiflashable": true,

1% OnlineFWUparadedll "Type“: "Firmware",

« ] payloadjson "ResetRequired: true,

"DelayAfterinstallSec": 1,
"InstallDurationSec": 360

}
]
}
. kS / > kS .
3) 1RiE FileName ICRAVESIEFIESSTREIRI N B SR -RRIBENG S, 26179 xxx.bin,
MEEF » cp050426 (1) » FW v O L OEEF

HEIR &M A5 i) PN
:Ey 330i-2x1G-14E4-1665-103C-22BD.BIN 2021/12/13 5:57 BIN 3Z{& 512 KB
&5 331FLR-4x1G-14E4-1657-103C-169D.BIN 2021/12/13 5:57 BIN 3Z{& 512 KB
[g331I'—4X1G—14E4—1657—103C—22BE.B\N] 2021/12/13 5:57 BIN 32 512 KB
& 331T-4x1G-14E4-1657-103C-3383.BIN 2021/12/13 557 BIN 32{% 512 KB
& 332i-2x1G-14E4-165F-103C-22E8.BIN 2021/12/13 557 BIN 3Z{% 512 KB
::y 332T-2x1G-14E4-165F-103C-1786.BIN 2021/12/13 5:57 BIN 32t 512 KB
] firmware.json 2021/12/13 5:57 JSON 3215 1KB

3.2 BEHEEEIRSS 25
3.2.1 B iLO 5 imteishl e R E 4
1) J@iT Microsoft Edge M588& R iLO 5, 7£ Remote Console & Media - iLO
Integrated Remote Console THI%EE.NET Console,
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:!;?,:o,m, Remote Console & Media - ILO Integrated Remote Console OO & @ 9 A ?
Information Launch
System Information

Firmware & OS Software )|
General Inform
iLO Federation
re———— Bemote Cansol Stafus
Bemote Cansale Port

Power & Thermal

Performance NET Integrate
iLO Dedicated Network Port
1LO Shared Network Port o

Remote Support

Administration
Security
Management
HPE OneView

Lifecycle Management

HTMLS Inte

ar

Java Integrated Remote Console (Java IRC)

ystem KVM and control of Virtusl Media from 8

2) BiixiEEFIE Virtual Drives -> Folder & B4 FIEARMBIRIZ,

[ iLO Integrated Remote Conscle - Server: locz - O X

Power Switch

URL Removable Media
Image File CD-ROM/DVD
URL CD-ROM/DVD

Power Switch  Virtwal Drives  Keyboard Help

ek i
b E g

Mount Folder

]

Onelrive - Parsona

AT M)
No videa MES J B8
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3.2.2 @B U BEEEEUY

BB REREUGRI U BEARSSEE USB LIIRBIRDH,
3.2.3 EENEMHSUEHERT

1) EFERFERT F9, B BIOS &,

HPE ProLiant Hewlett Packard

Enterprise

Development LP

d in all populated DIMM slots

il0 5 TPu4: 10.10
il0 5 IPub: FEBO JFF : FE3E :A38C

m System Utilities Intelligent Provisioning @ Boot Menu @ Network Boot
2) #kiRi%ksE System Unilities -> Embedded Applications -> Firmware Update
-> Embedded LOM/Slot x: HPE xxxx xxGb x-port xxx Adapter - NIC,
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Power Switch Virtual Drives Keyboard Help

HewletPackard  Firmware Updates

Enterprise

A System Utilities > Embedded Applications > Select a device to update >

HPE Select a device to update
ProLiant DL360 Gen10
Server SN: ( System ROM

iLO IPv4: 10
iLO IPVE: FE Innovation Engine
User Default: OFF SPS Firmware (ME)
Intelligent Provisioning
I Embedded LOM 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC 5] I

Slot 1 : HPE SN1600Q 32Gb 2p FC HBA - FC
Embedded RAID 1 : HPE Smart Array P408i-a SR Gen10

Select
Exit

Help

Load Defaults
Save

Save and Exit

1024 x 768 [ u[>]s] & AES Ve®
it BRNRESER, BRI,

3) 7x Select a firmware file -> File Systems on Attached Media 3 ZE R
B4,
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Power Switch Virtual Drives Keyboard Help

Firmware Updates

Hewlett Packard
Enterprise

A System Utilities > Embedded Applications

HPE
ProLiant DL360 Gen10

Server SNt

F 2

> Select a devica to update > Firmware Update >

Firmware Update

Embedded LOM 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC

ILO IPv4: 1C
ILO IPvE: FE
User Default: OFF

| Select a firmware file |

Current Firmware Version:

20.18.31

Image Description

Enter:  Select
ESC

F1

F7

F10.

F12

oot Requirad

1024 x 768

iLO Int

Power Switch  Virtual Drives

Keyboard Help

w[u ]3]

HewlettPackard  SYStem Configuration

Enterprise

File Explorer

(Click to return)

t

D
HPE

File Explorer

ProLiant DL360 Gen10

Server SN: (

I File Systems on Attached Media [~] I

ILO IPv4: 10
iLO IPv6: FE
User Default: O+

Select

Exit

Help

Load Daefaulls
Save

S,
Save and Exit

hitp:/fvwww hpe com/gref/ProliantGen10UEFI-Help

(I —]
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O Changes Pending
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(@ iLO Integrated Remote Console - Server: locz
Power Switch Virtual Drives Keyboard Help

Hewienpackars - System Configuration
¢ E2Reser B Fiemeer
File Explorer

HPE

ProLiant DL360 Gen10

Server SN

ILO IPv4: 1

ILO IPVG: FI b Press ENTER to select

Usier Defauit OFF
| [ILO FOLDER] ILO Virtual USB 4 : iLO Virtual USB Key J

Select
Fxit

Help

Load Delaults
S

AN Gan 10UE FI Holp

anges Pending

DA Ve

1024 x 768 w[u[»]e]
i W TRERABSCPRMEAE N ERIEIR, AR iLO infEinhl Giksk, EUEEiLO Virtual
USB Key; &9 UENER, EEENRBIHAT U 2255807,

4) EEFEEE
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Power Switch Virtual Drives Keyboard Help

HewletPackard  SYStem Configuration

Enterprise

t li'l!sls’;g'gre' > File Explorer >

HPE File Explorer
ProLiant DL360 Gen10

Server SN: ¢ \ILO FOLDER]ILO Virtual USB 4 : ILO Virtual USB Key
ILO IPv4: 10

iLO IPvG: FE Press ENTER to select
User Default: OFF

330i-2x1G-14E4-1665-103C-22BD.BIN

331FLR-4x1G-14E4-1657-103C-169D.BIN

331T-4x1G-14E4-1657-103C-3383.BIN

332i-2x1G-14E4-165F-103C-22E8.BIN
Selact 332T-2x1G-14E4-165F-103C-1786.BIN
firmware. json

~ ot

Wipe/vwww hpe com/Gref/ProliantGen10UEF1 Help

1024 x 768 [ [>]9] & AES  Je®

5) EFhEENERESERIEIRE Firmware Update TUE, AT Selected firmware
file & B TEI%PRIEHSIY, 5652 Start firmware update, Fi%#E OK, BIFFA
B4 ST,
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iLO Integrated Remote Console - Server: locz ) = a X
Power Switch Virtual Drives Keyboard Help

HewletPackard  Firmware Updates

Enterprise

A System Utilities > Embedded Applications

HPE Firmware Update
ProLiant DL360 Gen10

Server SN

ILO IPv4: 1¢(

illJO lPVGrFI > Select a firmware file
ser Defaudt U Selected firmware file: 331i-4x1G-14E4-1657-103C-22BE. BIN|

Current Firmware Version: 20.18.31

Embedded LOM 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC

Image Description Ivram Image

| Start firmware update |

Entor Select

ESC Exit

F1: Help

F7 Load Defaults
F10: Save

F12 Save and Exn

Wip/iwww hpe com/gref/Prol lant Gen 10UEF) Help

[ —

1024 x 768 W[ u[>]3] @ A Ved®
iLO Integrated Remote Console - Server: locz : = a X

Power Switch Virtual Drives Keyboard Help

HewietPackard  Firmware Updates

Enterprise

ﬁ System Utiliies > Embedded Applications > Select a device to update

HPE Firmware Update
ProLiant DL360 Gen10

Server SN Embedded LOM 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC
IO IPv4: 1t

iILO IPV6: Fi 2 Select a firmware file
User Default OFF —— S——— -

657-103C-22BE.BIN
20.18.31

Q Information

Press ENTER to start frmware update. This process might take a few minutes

Select W I
Exit

Help
Load Defauts
Save
Save and Ext

t1p-/www. hpe. com/grel/Proliant Gen 10UE FI-Haip

1024 x 768 [ n[»]e] @ A Ve®
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iLO Integrated Remote Console - Server: locz ) - O X
Power Switch Virtual Drives Keyboard Help

HewletPackars  Firmware Updates

Enterprise

A System Utilities > Embedded Applications > Select a device to update > Firmware Update >

HPE Firmware Update
ProLiant DL360 Gen10

Server SN Embedded LOM 1 : HPE Ethernet 1Gb 4-port 3311 Adapter - NIC

ILO IPv4: 1t

iLO IPVE: Fi : Select a firmware file

User Defaultt OFF
Selected firmware file: 331i-4x1G-14E4-1657-103C-22BE.BIN
Current Firmware Version: 20.18.31

Updating ...

Updating

(10%)

Select
Exit

WD fovww hpe cx

1024 x 768 [ u[»]o] @ A Ve®
6) EF5eia, B8 “Firmware update completed successfully” &=, EHFE
Ak, = OK BPF],
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iLO Integrated Remote Console - Server: loca ; - ] X
Power Switch Virtual Drives Keyboard Help

Hewlett Packard Flfmware UpdateS

Enterprise

A System Utilities > Embedded Applications > Select a device to update > Firmware Update >

HPE Firmware Update
ProLiant DL360 Gen10

Server SN Embedded LOM 1 : HPE Ethernet 1Gb 4-port 3311 Adapter - NIC
ILO IPv4. 1t

iLO IPv6: FI > Select a firmware file

User Default OFF
B3311-4x1G-14E4-1657-103C-22BE.BIN

20.18.31

Q Information

Firmware update completed successfully.

Select K I
Exit
Help

4 Dofauits

Save and Exnt

1024 x 768 W[ u[»]e] & A Ve®
7) mRE OKIERESBEmEIRZE Embedded Applications TiE, “Reboot Required”

RrIRE, RPFEECRSH[AMEEREL
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iLO Integrated Remote Console - Server: locz ] - a X
Power Switch Virtual Drives Keyboard Help

HewletPackard  Firmware Updates

Enterprise

ﬁ System Utilities > Embedded Applications > Select a device to updata > Firmware Update >

HPE Embedded Applications
ProLiant DL360 Gen10

Server SN Embedded UEF! Shell
ILO IPv4: 1t Integrated Management Log (IML)
ILO IPvE: FI M

Active Health System Log

User Default: OFF
Firmware Update [5]
Embedded Diagnostics
Intelligent Provisioning

Select

Exit

Help

Load Defauits
Save

Save and Exit

1024 x 768 W[ u[>]o] & AES Ve®
8) EIniEIEHI a7/ 75 Power Switch FFxi%1% Reset, iLO 5 TaHE Power FFxi%k
1% Reset, EIKILIRSSESSLINREIRE, RISCIERS.
4. WBEEHEHERIRA
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