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1) NWESERHIA iLO 6 IP itibif5a) iLO, MARFPRIIELNER,

iLO6 -

ProLiant

EMHEZR1.52

©2002-2025 Heurlett Packard Enterprise Development LP

FHRFRE

2) @it iLO 6 Ta@E Information -> Overview f§ Remote Console IR, ZE AL R/ Remote
Console EX ] EHiZSAIRiEEHS; tBaJ7E Remote Console & Media - iLO Integrated
Remote Console TREIH{TIERE,

Remote Console & Media - iLO Integrated Remote Console ®0H & 09 A 7

Launch  VirwalMedia  HotKeys  Security

General Information

Remate Censole Statuz Ensbied
Remate Consale Port 17990

NET Integrated Remaote Console (NET IRC)

e access 1o The sysrem KVM and cantrol of Virtual Power and Media from 2 single consale buslt on the Microsoft NET Framework

of the NET Framawork |

iy inchaded In your perating system. The NET Framework s & jlable at the Microsoft Download Conter. The NET IRC requires the NET Framewark

lickOnce, Hewlen-Packard Emerprise recommends Microsoft Edge, which supports ClickOnice,

NET Console

[ HTMLS5 Integrated Remote Console

The HTMLS IRC provides remote access o the system KVM and control of Virtual Media from a single console fhat runs in a supported browser,

NET Console

s s | IR
Wake-Up Monitor

Standalone remote console (HPLOCONS)
iE: AXLANET Console Al TiRAE, SEFRN A AIRIEESFEIREREREEESIE.
2. MEEMHEHBIRRA

2.1 Bt iLO ieEEFIRA
81T iLO 6 TaE Firmware & OS Software - Installed Firmware &% System ROM higAs, Ep
739 BIOS EWHARA.
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iLos . . " P
520 132005 Firmware & OS Software - Installed Firmware OB O v 0w A

Firmware

Updats Firmwars

Upload o iLO Repository

bW

Lifecycle Management

it BftEHMER D ELTREEA.,
2.2 j&@id BIOS & EEHrhk AN

1) FEFERFERT F9, HA BIOS X,
HPE ProLiant o s

Hewlett Packard
Enterprise

_..-_-‘_'..'-- e

:s enabled. Hyperthreading is enabled

wroughput Compute
High Performance
: Advanced ECC Support

Disabled
in all populated DIMM slots.

152 wait. this may take a few moments.

il0 6 IPu4:
il 6 IPub:

m System Utilities F10| Intelligent Prouvisioning

[F" Boot Menu (F12] Network Boot

it BfeREHAILIEZ BIOS EfhRAR.

2) {kiRi%ksE System Utilities -> System Information -> Firmware Information, &%&

System ROM hiA, BP9 BIOS B4R,

202312529 H



H3C

HFURREERSE

Hewlett Packard
Enterprise

System Information

£ | Esc | EETiRS

A System Utilities > System Information > Firmware Information >

HPE Firmware Information

ProLiant DL380 Gen11

Server SN:
O IPv4: -
O IPVE:
User Default: OFF
Secure Boot: Disabled
System ROM: US54 v1.46 (09/26/2023)

Select

Exit

Help

Load Defaults
Save

Save and Exit

http://www.hpe.com/support/UEFIGen11-UG-en

[ system rRom

US54 1.46 9/26/2023

Redundant System ROM

System Programmable Logic Device
Server Platform Services (SPS) Firmware
Intelligent Platform Abstraction Data
Smart Storage Energy Pack Firmware
Intelligent Provisioning

Embedded Video Controller

PCle Riser 1 Programmable Logic Device
PCle Riser 2 Programmable Logic Device
Intel VROC NVMe Controller

Processor 1 S3M CFR Uncommitted ReviD
Processor 1 S3M CFR Committed ReviD

Processor 1 PUcode CFR Uncommitted RevIiD

Processor 1 PUcode CFR Committed RevIiD
Processor 2 S3M CFR Uncommitted ReviD
Processor 2 S3M CFR Committed RevID

Processor 2 PUcode CFR Uncommitted ReviD

Processor 2 PUcode CFR Committed RevIiD
Trusted Platform Module (TPM)
HPE NS204i-u Gen11 Boot Controller

O Reboot Required

US54 1.48 10/19/2023
Oox11

6.0.4.75 (05/09/2023)
7.0.0 Build 27

0.70

4.20.11

25

0x10

0x10

8.0.0.4006

0x0

Ox1E

0x0

0x3B000020

0x0

Ox1E

0x0

0x3B000020

1.612
1.2.14.1009

iE: Redundant System ROM 73 BIOS BYFTRIRAS. SNRES ROM EFHEMEERIR,
N&EERATRES ROM, REERFAIFURESR ROM B, F2ERXE.
3. EEH
3.1 FESHBER
1) @id HPE BEMIERIIRARSS25RT BIOS B4, BNkiR{ER Windows R&E, T exe Ef4

.

=
Hewlett Packard
Enterprise

== Support Center

Find a version

Genll (U54) Servers

pirase ecpirement

Recommended

anent provides updated

e servers from a

Release Notes

Online ROM Flash Component for Windows x64 - HPE ProLiant ML350/DL360/DL380

prorted Op Additior

e need for the user fo be physically pr

Important  Instaliation Instructions Enhancements  Fuces

oo
88

a ®ae &

Printable Version

Component allows the user o update firmware o

End User License Agreements:
The MIT Licenss Agreement

UEFI EDKZ License
2libs End User Licenss Agraement

HPE Software License Agreement 1,

Upgrade Requirements

Impartant:
Impertant Notes:
Mone

Deliverable Nome:

HPE DL380 Gen11/ML350 Genl1/DL

Openssl. Licence Agreement, Version 0.0.8

PNG Graphics File Format Softwars End User License Agresment

Hewlett-Packard End User License Areement

Recommanded - HPE recommends wsars update 1o this version 3t their satliest comvenince,

Bl :=zies2A
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Download Software

Files

2 of the Hewlett Packard Enternise Software License Agresment. Note:Sarme software recuires  vaid warranty, cutient Hewlert Packard Enterprae 5poort contrac,
and sevices oblained from HPE will not be used in connech

[ Oy r—— How o verify downloads

@ e o3
@ SHA2S6 Checksum: 6ca7d

<pOSET96_partlcompsig (2.1KE)
(B 5HAS6 Checksum: 193cd15c2b74d9996d3db2c92228decdc 258434 84d948728432d640355abbSa

2) ¥ exe AHEEYE, KRB xxx.signed.flash 3244,
4% cp05879%.exe

rea

|Z] cp058798.xml

% cpqsetup.exe
LICENSE.txt

| payloadjson
] Secureflashs4.dl
| ] Us4 1.48 10 19 2023.signed.flash
3.2 BEHEHEIRSS 25
3.2.1 @8 iLO 6 imiE=H e EREN Ut
1) @ Microsoft Edge NI5E88% R iLO 6, £ Remote Console & Media - iLO
Integrated Remote Console TaE#%E.NET Console,

Remote Console & Media - iLO Integrated Remote Console 0B O 09 45 ?

Launch Virtual Media Hot Keys Security
System Information
General Information

Bemota Console Status Enabled Firmware Information

Remote Console Port 17990 ProLiant DL380 Gen11
System ROM US4 1,46 92612023
} Redundant System ROM US4 148 101972023
Logk Dvics o1
NET Integrated Remote Consol Server Patorm Sarvices (59'5) Firmwars 60475 souz023)
neligent Plaform Abskacion Date 7008uM27
The NET IRC provides remote access o the systemn KVM an ‘Smart Storage Energy Pack Firmware or
Inteliigent Provisoning 4200
Enbacdded Video Contoser 28
PCia s 1 Programmatle Log Devin o e NeT R requices e NET Framemonc
PCia Rise 2 Programmale Lo Devics o
Il VROC Mo Controlr s004008
e R s T O T . Processor 1 S3M CFR Uncommilied ReviD. o0
Launch Net IRC from a browser tha supports CickOnce. Hewier-Packal Erei 1B Co8 (st (e
As 3 workaround select one of the following instead: Preosmr § Pcds COR Uspununtied Rovi) O,
s Procassc 1 P Uicode GFR Cammitd RovD p——"
+ HTMLS Remote console Processor 2 S3M GFR Uncommited ReviD
* Integrated NET IRC application with another browser Processor 2 S3M CFR Committed ReviD e
« Standalone NET IRC application available from wwwhpe.com
Trusted Platiorm Module (TPM)

" 1o HPE NS204-u Gen11 Boot Controller
NET Console

HTMLS Integrated Remote Cond

The HTMLS IRC provides remote access fo the system KVM and control of Virtusl Media from a single consale that runs in 2 supported browser

Standalone remote console (HPLOCONS)
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2) BHmtEEHlE Virtual Drives -> Folder 3k E{FRTEARMEER R,
M) iLO Integrated Remote Console - Server: loca - O X

Power Switch|| Virtual Drives | Keyboard Help

Removable Media
Image File CD-ROM/DVD

¥ URL CD-ROM/DVD

Power Switch  Wirtual Drives  Keyboard Help

i

o

Mount Falder

ConeDrive - Personal

cpd32048

SRR
Nea widea KEC < Be

3.2.2 B U REEEEUY
EREBRFEEMRI U 23RS 28 USB OiRBIRNA,
3.3 RN E S F T
3.3.1 SEENEMESS
1) EFFNBERFAERZT F9, #A BIOS K&,
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HPE ProlLiant = [ec] wmmaamme Hewlett Packard

Enterprise

(C) Copyright 1 2023 Hewlett Packard Enterprise Development LP
HPE ProLiant DL3E

System ROM Uersiny 4 A6 (09/2¢

Serial Number

Installed System Memory: 256 GB., Available System Memory: 256 GI

Processor (s) :tecte 64 total cores enabled. Hyperthreading is enabled
Proc 1: Intel ) Gold 64541
Proc 2: Intel m(R) Gold &
UPI Speed: 16 GT/<

file: General Throughput Compute
ulator Mode: Static High Performance
d Memory Protection Mode: Advanced ECC Support
: Firmware F
Secure Boot: Disal
Server Configuration Lock: Disabled
HPE Memory authent ic ! populated DIMM slot

Starting required devices ase s is may take a few moment

ilL0 6 TPuv4:
il 6 IPvb:

m System Utilities F10| Intelligent Provisioning F11 | Boot Menu F12 | Netuwork Boot

2) HRiERE System Unilities -> Embedded Applications -> Firmware Update ->
System ROM,

Hewlett Packard Firmware Updates

Enterprise

A System Utilities > Embedded Applications > Select a device to update >

HPE Select a device to update
ProLiant DL380 Gen11

Server SN S SE——— CAUTION: A Trusted Platform Module (TPM) is detected in this system.

iLOIPv4: ' ] Failure to perform proper OS encryption procedures results in loss of

iLOIPvG: | [ n . i 5 access to data if the recovery key is not available. The recommended procedure

User Default: OFF for Microsoft Windows(R) BitLocker(TM) is to suspend BitLocker prior to

Secure Boot: Disabled Syﬁ(em ROM or Op(t,iog BRCI)_M ﬁkrmware ﬁalsrr:‘. M;you do not Iha\:je zoylr recovery key
3 or have not suspended BitlLocker, cancel this firmware upload. Failure to

SYEE UM DA VEESG (USEca0-3) follow these instructions can resultin loss of access to your data.

System ROM
Storage Slot 16 NVMe Drive 0 : HPE NS204i-u Gen11 Boot Controller

Slot 1 : Broadcom P210tep NetXtreme-E Dual-port 10GBASE-T Ethernet PCle
Adapter - NIC

OCP Slot 14 : Broadcom NetXtreme-E Dual 10Gb SFP+ OCP 3.0 Ethernet - NIC
Slot 6 : HPE SN1610E 32Gb 2P FC HBA - FC
Slot 4 : HPE MR416i-p Gen11

hitp://www_hpe.com/support/UEFIGen11-UG-en

3) 7x Select a firmware file -> File Systems on Attached Media ##kZEEEAIE
43244,

i
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Hewlett Packard Firmware Updates & ? Q

Enterprise

M System Utilities > Embedded Applications > Select a device to update > Firmware Update >

HPE Firmware Update
ProLiant DL380 Gen11

Server SN
iLO IPv4 £

iLO IPv6: Select ware fil

User Default: OFF

System ROM

by & Selected firmware file:

Secure Boot: Disabled

System ROM: U54 v1.46 (09/26/2023) Image Version: U54 v1.46 (09/26/2023)
Image Attributes: Updateable, In-Use

Image Description System BIO!

Select

Exit

Help

Load Defauilts
Save

Save and Exit

Inttp://vww. hpe.com/support/UEFIGen11-UG-en

L3
Hewlett Packard System Configuration

Enterprise

¢ Shlwee
HPE File Explorer
ProLiant DL380 Gen11

[Fie Systems on Atiached Medin LI

Server SN
ILO IPv4 Network Location
iLO IPvG
User Default OFF

ecure Boot: Disabled

5 sm ROM: US4 v1.46 (09/26/2023)

Load Defaults
Save
Save and Exit

Pt/ wwww hpe com/support/UE FIGen T 1-UG-en
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Hewlett Packard System Configuration

Enterprise

T =8 =EROIE > File Explorer >

HPE File Explorer
ProlLiant DL380 Gen11

Server SN @

iLO IPv4 @
iLO IPVv6. Press ENTER to select.

User Default: OFF
Secure Boot: Disabled

System ROM: US4 vl 46 (09/26/2023) [GPT] Storage Slot 16 NVMe Drive 0 : HPE NS204i-u Gen11 Boot Controller
[GPT] Siot 4 : HPE MR416i-p Gen11 - Logical Drive 238
[ILO FOLDER]ILO Virtual USB 4 : ILO Virtual USB Key

Select
Exit

Help

Load Defaults
Save
=

hittp://www.hpe.com/support/UEFIGen11-UG-en

4) E: WERIESCAREE N RIER, G0 L0 miEEdlaiEs, FEiEE Lo
Virtual USB Key; &1 U BZNR, EFEMRBILA U ZE:5807.
5) IEEEEMHSM,

Hewlett Packard System Configuration

Enterprise

t @Jg&)‘(‘aln?rer > File Explorer >

HPE File Explorer
ProLiant DL380 Gen11

~ \[iLO FOLDER]iLO Virtual USB 4 : iLO Virnual USB Key
Server S
iLO IPy
iLO IPv: Press ENTER to select.
User De
e Boot: Disabled

S| ROM: U54 v1.46 (09/26/2023
m ViAol ) cp058796.xml

cpgsetup.exe
LICENSE.txt
payload.json
SECUREFL.dI

Enter: Select u54_1.48.FLA

ESC:  Exit

F1 Help

F7 Load Defaults
F10 Save

F12 Save and Exit

Ihttp://www.hpe com/support/ UEFIGen11-UG-en

Exit O Changes Pending

3.3.2 [EU4EHT
1) SEPEESUEEESERERZE Firmware Update TE, AT Selected firmware
file &R #RIEPRIEHSE, 1%54% Start firmware update, %R OK, BIFHA
B4 EHT.
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o
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Hewlett Packard Firmware Updates » F ? Q

Enterprise

ﬁ System Utilities > Embedded Applications > Select a device to update > Firmware Update >

HPE Firmware Update
ProLiant DL380 Gen11
Server SN 0

iLO IPv4 u
iLO IPv6 Select a firmware file

System ROM

User Default: OFr cal A i =

Secure Boot: Disabled | f'rf“ware file: u54_1.48.FLA |

System ROM: U54 v1.46 (09/26/2023) Image Version: U54 v1.46 (09/26/2023)
Image Attributes: Updateable, In-Use
Image Description System BIOS

Start firmware update

Select

Exit

Hel,

Load Defaults
Save

Save and Exit

ending (O Reboot Required

Hewlett Packard Firmware Updates K ? Q

Enterprise

ﬁ System Utilities > Embedded Applications > Select a device to update > Firmware Update >

HPE Firmware Update
ProLiant DL380 Gen11

Server SN ]
iLO IPv4: |

iLO IPv6:

User Default: OFF
Secure Boot: Disabled u54_1.48.FLA
System ROM: U54 v1.46 4 v1.46 (09/26/2023)
Updateable, In-Use

System ROM

BIOS

° Information

Press ENTER to start firmware update. This process might take a few minutes...

Select

Exit

Help

Load Defauits
Save

Save and Exit

O Reboot Required

F10mm H 12}
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2)

3)

Hewlett Packard Firmware Updates F ? Q

Enterprise

ﬁ System Utilities > Embedded Applications > Select a device to update > Firmware Update >

HPE Firmware Update
ProLiant DL380 Gen11
Server SN: |

iLO IPv4: |
iLO IPv6 Select a firmware file

LaErRiE Al AR Selected firmware file: u54_1.48.FLA

Secure Boot: Disabled
System ROM: U54 v1.46 (09/26/2023) US54 v1.46 (09/26/2023)
Updateable, In-Use

System ROM

Updating ...

system BIOS

Updating ... (1%)

Select
Exit
Help

Load Defaults
Save
Save and Exit

http://www.hpe.com/support/UEFIGen11-UG-en

I} O Changes Pending (O Reboot Required

BEF5efa, %58 “Firmware update completed successfully” &7, EM4E
WAIh, =& OKEPH],

[
Hewlett Packard Firmware Updates F ? Q

Enterprise

ﬁ System Utilities > Embedded Applications > Select a device to update > Firmware Update >

Firmware Update

System ROM

HPE
ProLiant DL380 Gen11

Server SN: il

iLO IPv4 |

iLO IPv6:

User Default: OFF

Secure Boot: Disabled u54_1.48.FLA
System ROM: U54 v1.46 (09/26/2023) US54 v1.46 (09/26/2023)
Updateable, In-Use

system BIOS

° Information

Firmware update completed successfully.

Select

Ext [
Help

Load Defaults
Save

Save and Exit

http://www. hpe.com/support/UEFIGen11-UG-en

|I] O Changes Pending (O Reboot Required

mts OKIB £ B#EEZE Embedded Applications TUE, “Reboot Required”
RS, RIPEEEERSSSAEEIRERL.

FNmHEI2RT
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Hewlett Packard Embedded Applications

Enterprise

M System Utilities > Embedded Applications >

Embedded Applications

Embedded UEFI Shell
Embedded iPXE

HPE
ProLiant DL380 Gen11

Server SI I
iLO IPv4 |
iLO IPv6

User Default: OFF BIOS Event Log

Secure Boot: Disabled
System ROM: U54 v1.46 (09/26/2023) integrated Management Log (1ML)
Active Health System Log

Firmware Update 5]

Embedded Diagnostics

Intelligent Provisioning

Select

Exit

Help

Load Defaults
Save

Save and Exit

http://www. hpe.com/support/UEFIGen11-UG-en

[ e | OchangesPending '@ Reboot Required

4) B SE L5 Power Switch FFi%#E Reset, iLO 6 TafE Power FF&ik
1% Reset, BIKIZARSSEESCIARRIRRE, YOISCHIESS,
4. WBERBEHEHREIRE
533 < 2. ieEEHEFBIRINRA>5E—, TREFHFEEIILO 6 8 BIOS AN NHEEEH

[ERIBEMRRA, LAISIEERT R SR,

Bl :=zies2A ER2HHERA



