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> ANRETERE HPE IRS2EARZRS MMER Lights-Out Online Configuration Utility T Bt
17ILO 1BXECERYGE, FHLA DL380 Genl11 BRS5ES I TECE S ik A,
> ANXEERTF Gen 9/Gen 10/Gen 10 Plus/Gen 11 fg5528.

> B

Bl x=6mm 17 #20R



H3C

HFURRERENSE

AEPRER (BEF @, RHRAIRESE) XMFSE0, BB ESBIRERIRERIA
SRR,
RIEAEHAEIUER, BLARRISITRA .

—. BEHES
1. T Lights-Out Online Configuration Utility TH
>  Windows &z : HPE Lights-Out Online Configuration Utility for Windows x64
Editions
> Linux TEggiE: HPE Lights-Out Online Configuration Utility for Linux
(AMDG64/EM64T)
> VMware T&iiiiE: HPE EHERZEE, ZEBET1LE
2. XML BASZ {4
TEEERE: HPE Lights-Out XML PERL Scripting Sample for Linux

=. BT R
1. THEERSG
1.1 @I =7 SSH TRip[ZES (Linux, VMware ESXi)

Terminal Sessions View Xserver Tools Games Settings Macros Help

LIRS SR S : ® B v B & »© 0

J——

Session  Servers Tools Games  Sessions  View Split MultiExec Tunneling Packages Settings Help

Quick connect.. A4
- M

¥

[sl loain as: root
B¢ root@ion.12. 's password:

[root@root ~J# |}

Sessions

1.2 B iR magE =7 RDP TEifaZ&S% (Windows Server)
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B ok % % & B B Y B A »° @

Session Servers Tools Gomes  Sessions View Spit MultExec Tunnelng Packages Settings Help

X Detachtab @ Toggle scaing  :% Fulsaeen & Ft to window size Set connection password ¥ Hde bar X Dsconnect

Sessions 3/

N Macros o Tools

2. ¥5 Lights-Out Online Configuration Utility TEYRFEIRFE T
2.1 Windows Server
B U B8 HEEIIRE T
U BIEANRSRE, RS TEELERR.
2.2 Linux
221 BE UBBEXHEREIRET
UBZENIRSHE, ERE MEE mount idiEE,
222 BIIHE=7 SSH TESHREFRIREA T

I A [%]e 1
f=tal = [root@localhost ~
I =@ » 666
£ B

1

gen10+2022

ilo4 2012

ilod4 2016

ilod

linux-LOsamplescripts6.00.0
& cp063854.exe
[& hponcfg-6.1.0-0.x86_64.rpm
B linux-LOsamplescripts6.00.0.tg7

2.3 VMware ESXi
TEHF HPE EHICEEZE VMware ESXi R4, RATSEH hponcfg TH, TEFHH
T,
3. %%k Lights-Out Online Configuration Utility
3.1 Windows Server

1) WEETRFER, _RE%E.
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$ sas x

BECH SR 209NE, WHE T TR TSR, BRI T RES 1515
AR ETML

HPE Lights-Out Online Configuration Utility a

for Windows x64 Editions

t component contains the HPE Lights-Out Online
Configuration Utility which is a command line utility

2) &&E=fE, WiHizfT Lights-Out Online Configuration Utility TR,

Windows Server

[iLo] HPE Lights-Out Online Configura...

: .

Windows
E B mmTs BEanRE PowerShell ISE

HPE System Tools

Intel

Administrator |

L3

Windows PowerShell
Windows =20

Windows Mi#

Windows $S#MEA

D
B
& Windows STETH
O]

3.2 Linux
1) rpm -ivh hponcfg-6.1.0-0.x86 64.rpm &% hponcfg,

[rootld lhost boyal# rpm -ivh hponcfg-6.1. 4.rpm
bt hponcfg 6.1.0-8.x86_64.rpm: ZEV4 RSA/S Signature, ) Tdc3z : NOKEY
########################## HA#AAHE [100%

#####11'_############################ [100%]
&, hponcfg-6.1.0-0.x86_64 E

2) hponcfg E}Eﬁ;l%ﬂﬁﬁ xml AT R, tar -xvf linux-LOsamplescripts6.00.0.tgz j#
1TREE.

Bl x=6mm 547 #2007



H3C

HFURRERENSE

[root@localhost . .]# tar -xvf linux-LOsamplescripts6.00.0.tgz
linux-LOsamplescriptsh.B0.0. T
L0 _perl xml.pdf

vspcontig.pl

locfg.pl

hponcfg_reformat.xs1

Abort Directory test.xml

Add Federation Group.xml

add sso_rec.xml

add User.xml
Administrator reset pw.xml
Cert_Request.xml
Change_Password. xml
Clear_AHS_Data.xml

Clear EventlLog.xml

Clear IML.xml
Computer Lock Config.xml

3.3 VMware ESXi
HPE EFNRGZER VMware ESXi &%, ESH<HE hponcfg TR, THEIIMLE,
REEE XML XX EHENNBRTRIE, (BTLAER linux B xml )
4. ECE iLO IP bk
4.1 Windows Server

1) M5 Network, j%# Standard Network Settings, ©Ji#17 iLO HIHEE,
m HPE Lights-Out Online Configuration Utility — x

Summary | Networl-cl User Settings About
| Standard Network Settings | ~

Advanced Network Settings \ary

Blade related Network Settings

iLO Name demoilo
iLO Armware version il 6 1.68
iLlO Frmware Date Apr 24 Z025
ilLO IP Address

IPv6 Address
-
SLAAC 3
Prenix Length 64
Status ACTIVE
IPv6 Stateless Address Enabled
AutoConfiguration nablLe
Server UUID 35323550-3433—4E43-5833-313730313650
Server Model ProlLiant DL380 Genll
System ROM 2.60 04/22/2025

~

2) FBiLOIP Address, iLO Subnet Mask (F){##%3) & iLO Gateway IP Address (¥
X) (B R ERIXT N,
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m HPE Lights-Out Online Configuration Utility = b4

Summary Network User Settings About

Standard Network Setlings

IFv4 IPv6

Enable DHCP O Enable @ Disable -

iLO IP Address E e

iLO Subnet Mask : e

iLO Gateway IP Address lap 12 1@a+

iLO DNS Name demoilo

iLO Mac Address a3 76

Network interface Adapter (®) Enable () Disable
Transceiver Speed Autoselect @) Ye= ) Weo

4.2 Linux 5 VMware ESXi
1) vim Mod_ Network Settlngs xml &Z& Mod Network Settlngs RIS,

2) % IPiH_J,iJJ: BRSPS PR S %E’JX]‘F‘ iii’,iJJ:

<D0 1u1n NAME internal.com”/>
3) #47 hponcfg -f Mod Network Settlngs me IREYER Script succeeded FRRE
TR,
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t ,al# vim Mod Network Settings.xml
st b al4 hponcfg -T Mod_| NetworP ettings.xml
‘t= Dut On]'lne O tgur gt Lo o

i 5 Hewlett Packard Enterprise Development LP
type = iL0 6 Driver name = hpilo

d - ENCLOSURE_IP_ ENABLE -->
<! nt1nu1ng W of the script --=
<INFORM JHCP is currently di , enable DHCP to use any DHCP setting.=</INFORM=
script s

This system is capable of management by HPE Compute Ops Management. Learn more

[ERA 1.08

,E Linux 5§ VMware ESXi EAXERE, A3ZLA Linux 95, VMware (£ Vi fgiEX
A, ./hponcfg HhfTas<.
5. IN/MBRMESFRFEZE
5.1 Windows Server
51.1 HINBFE%E8
1) /i User, #H{TRAPIVEXRIE.
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HPE Lights-Out Online Configuration Utility —
Summary  Network | User | Settings About

User Accounts

User Name superadmin

User Login superadmin

test
newtest Password

admin

Configure iLO Settings Allow

Apply

2) s Add TR,

Summary Network User Settings About

User Accounts

User Name superadmin
User Login superadmin

test
ol Password

admin

Apply

3) AMEHTRARERNEIRE, FERFPISIRIEE, fAExT Apply.
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HPE Lights-Out Online Configuration Utility —
Summary Network User Settings About
User Accounts
Select User User Name ltestl l
superadmin User Login ltestl l
test
newtest Password l."..".."...' ]
admin
Confirm Password |."..'.."..". |
M-‘risl:r User B Allow
Remote Console 1 Allow
Access
| Add | Virtual Power and ] Allow
| \iew/Maodifv |
- Virtual Media ] Allow
. Delete | Configure iLO Settings [ iAllow!
Apply
4) 34 User added successfully BIZ2REIHAVHE, mdiERE.
Summary Network User Settings About
User Accounts
Select User Ui Mian [testl l
superadmin User Login [testl l
test
newtest Password I.....‘.. I
admin
Confirm Password I......‘. I
Administer User s
Accounts x
Remote Console
Access
‘ Add Virtual Power and
Reset User added successfully.
Wierer /Minclite Virtual Media
i Nelete Configure iLO Settings
=

5) FFeUZERI.
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5.1.2

Bl x=6mm

HPE Lights-Out Online Configuration Utility

Summary

Network

User Settings

About

HFURREERSE

User Accounts

Select User

testl

|

newtest
admin

HPEiLO 6

1.68 Apr 24 2025

Information

System Information

HPE Compute Ops Management
Firmware & OS Software

iLO Federation

Remote Console & Media

Power & Thermal

Performance

iLO Dedicated Network Port

iLO Shared Network Port

Remote Support

Security
Management

Lifecycle Management

MR P& ED

Overview  Security D

User Name
User Login
Password

Administer User
Account
Remote
Access

Reset
Virtual Media

Confirm Password

s
Console
Virtual Power and

superadmin

superadmin

System ROM
System ROM Date
Redundant System ROM
Server Serial Number
Product ID

wuio

Remote Console

Y T e S

Integrated Manas

ProLiant DL380 Gen11

locathost huswei- Scom.com

iLO Hostname

ILO Virtual NIC
Licanse Type

s
3 IPv6 Address

iLO Dedicated Network Port
iLO Shared Network Port

Mon Jun 16 21:54:38

urity Log

Active Health System Log

Configure iLO Settings All ow
Apply
Administration - User Administration
User Administration Directory Groups Boot Order Licensing Key Manager Language Firmware Verification
Local Users
Login Name User Name Stafus —El I:l (') éj E; ﬁ &e & = I'_E,',.
O superadmin superadmin QEnabled ¢ ¢ & & & & & & 4 &
| O testl testl QEnabled ¢ & & X & & X X X |
O newtest testname @Enabled ¢ X « & X & & X X X
O admin admin Onibled o & o & o & ¥ & & &
Service
Login Name User Name Stafus —E| I:l (D éj E« ﬁ 8@ & @
D test test Otnabled ¢ & & o & & & & & X

Status

demollasnternatcom iLO Health
Enatied iLO Security
Disabled Server Powsr
UID Indicator
1L Advanced Platform RAS Policy
1.68 Apr 26 2025 Trusted Platform Module
Module Type

microSD Flash Memory Card
Connaction fo HPE
Managed By

AMS

© @ 0 %

® UID BLINK
Fiemware First
Present: Enabled
TPM 2.0

Not Supported
Not reqistered

HPE Compute Ops Management

Not avaitable

100 207
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1) User RE T ISFEEMRAIAF, /5 Delete,
HPE Lights-Out Online Configuration Utility - >
Summary Network |User| Settings About
User Accountis
Select User User Name test
superadmin User Login test
testl
Password
new!:est
admin Confirm Password
Administer User Allow
Accounts
Remote Console A11 ow
Access
| Add | Virtual Power and All ow
| View/Maodifv |
- Virtual Media Al ow
M Configure iLO Settings Allow
Apply

2) RER.

I —_ la.._ : e
iccounts | Confirm Deletion

leset Are you sure you want to delete the user 'test'?
firtual Medi

onfigure il

2v) =

3) 3 User deleted successfully filB&RRINAGEE, mEiAE.

Bl 5628 H113 3205
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4) test FHFP MR,

HPE Lights-Out Online Configuration Utility —

- 20256827 H

User Accounts
Select User Dhise Shanas Test
superadmin User Login test
testl
test Password
new!:est
adnin Confirm Password
Administer User
Accounts X
Remote Console
Access
[ Add Virtual Power and
| Reset User deleted successfully.
= Virtual Media
| Delete Configure iLO Setting!

Summary Network

User Settings About

User Accounts

superadmin

User Name superadmin
User Login superadmin

512 #2071
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1.68 Apr 24 2025

513 EXAFEEH

1)

2) FILUHTRFE. BRLURSIRMEN, =T Apply 1232,

- 202556 5 27 H

Administration - User Administration

H3C

HFURREERSE

Information User Administration Directory Groups Boot Order Licensing Key Manager Language Firmware Verification
System Information
HPE Compute Ops Management Local USEI’S
Firmware & OS Software
iLO Federation Login Name User Name Stafus —E| |:| (D éj E‘; ﬁ ,_Q‘,e & = I'ﬁ,'.
FEmEE LoEE L R O superadmin superadmin Oibled ¢ & o & & ¥ & & & &
Froer iz | test1 testl OFnabled ¢ & «# & X & & X X X
i O newtest testname Otnabled ¢ X o o X o & X X X
iLO Dedicated Network Port D admin 2dmin Otabled @ o o & & & & & & &
iLO Shared Network Port
Remote Support
Administration
Security
Management
Lifecycle Management
N, g & . .
User FE T EFEEIENAIBR, K View/Modify,
@ HPE Lights-Out Online Configuration Utility —
Summary Network | User | Settings About
User Accounis
Select User User N testl
User Login testl
newtest Password
admin
Confirm Password
Administer User Allow
Accounts
Remote Console a11
Access
Adid Virtual Power and A1l ow
Reset
View /Modifv :
Virtual Media all
Nelete Configure iLO Settings Allow
Apply

130 #20m]
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HPE Lights-Out Online Configuration Utility —
Summary Network User Settings About
User Accountis
Select User P It est123 I
suEeradmin User Login [test123 l
newtest Change Password
in
Password I.......’ |
Confirm Password I........ ]
Administer User [ Allow
Accounts
Access
View /Maodifv Virtual Power and D Allow
Reset
Nelete Virtual Media (] Allow
Configure iLO Settings Allow
Anrnlwv
3) SRAHEXRINANRER, REHE.
Summary Network User Settings About
~
User Accounts
Select User Ve Mo [t est123 ]
suEeradmin User Login Itest123 ]
n;wnpest Change Password
a in
Password I........ ]
Confirm Password [........ J
Administer User X
Accounts
Add Remote Console
Access
View /Modifv Virtual Power and User Settings were modified Successfully.
Delete Virtual Media
Configure iLO Setting
v
< >

4) RFPRERBERA.
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HFUBREENSE
@ HPE Lights-Out Online Configuration Utility — x
Summary Network User Settings About
USEer Accounts
Select User User Name superadmin

suEeradm1n User Login superadmin

B = Password

ad.ln).n
Confirm Password
Administer User 1 :
Accounts
Remote Console
Access
Virtual Power and

View /Modifv
- Virtual Media
Nelete Configure iLO Settings
Apply
HPEILO & Administration - User Administration [ BNONN:IN - I 3 A
User Administration Directory Groups Boat Orde: Licensing Key Manager Language Firmware Verification

(@  The Administer User Accounts privilege is required to add/modify user permissions.
You can only view your own local account and change your password.

Local Users
oginMame Usertiame Ssaws 2 J O g B & & 4 i
superadmin superadmin ® Enabled 3 o o s s ' 4 r'd 4 '
[T Testiz3 test123 Oiuted v 4 X & X &4 X X x x|
newtest testname Octnabled ¢ X ¥ # X 4 & X X X
admin admin Obnabled o o o F S F & & & &

5.2 Linux 5 VMware ESXi

5.2.1

IIJ\JJD}EEF' g Z\ﬁ%

1) vim Add User.xml, && Add_User IAIZ/4,

[rﬂﬂt@ .]# vim Add User.xml

2) {227 ADD_USER F=/N&EI, #HTRFRZERIEIE.

- 202556 5 27 H

USER_NAME: gl iLO F3F; USER_LOGIN: &R iLO P&,
iLO AFETS.

PASSWORD:

15 3

201
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psi bova]# vim Add User.xml
boyal#|hponcfg - Add User.xml
ut online C onﬁguratmn ut1 Lity
Version 6.1.0 D: 125 (c) 20 )25 Hewlett Pacl-ard Enterprise Development LP
Firmware Re = 1.68 Dewvi A iL0 6 Driver name = hpilo
Script s

4) &ZE iLO 71 User Administration, FFHRINALLD.

HPEiLO &

1.68 Apr 24 2025

Information User Administration Directory Groups Boot Order Licensing Key Manager Language Firmware Verification

System Information

Administration - User Administration

HPE Compute Ops Management LOCB| USEI’S
Firmware & OS Software
iLO Federation Login Name User Name Status —El I:l C) éj E ﬁ’ 81’ Iﬁ, = @
e e S O superadmin superadmin Oinbled ¢ & & & & o & & & &
Power & Thermal O testlogin testname Oftnabled ¢ & X X X o X X X X |
Performance O admin admin Othabed o o o o & & & & o o
iLO Dedicated Network Port
iLO Shared Network Port Service
Remote Support
Administration LoginName ~ UserName saus 2] L1 (O gl B & & 4 B B
Security

O test test Qthabled o o & o« & & & & & X

Management

Lifecycle Management
5) fERFEERFERILO,

- 20256 27 H 16T 20T
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ﬁ%ﬁ ?

HPEiLO 6

Transform Server Management

This system is capable of management by HPE Compute Ops Management. Learn more

Informatien - ILO Overview

® 0P O * A

Server iLO Status

Product Hame 1P Acidress Server Health k=3
Server Nama LinkeLocal IPwé Addrass Hasith LED -
System ROM LD Hostname mailainternalcom 1LO Haalth

System ROM Date ILO Dadicated Natwork Pory Ensbled ILO Sacurity

Redundant System ROM 5 LO Shared etwerk Part Disabled Server Power

Servar Serial Humbar ST ILO Virrual MIC UID Indicator

Produet ID Licanse Type Platform RAS Policy

vuio ILO Firmwars Version 1 Trusted Platform Modula

Remate Cansale HIMUS[E! MET ILO Date/Time Tue Jun 1 Module Type

microSD Flash Memary Card
Connaction 1o HPE

Managed By HPE Compute 0y
ams

HPE Compute Ops Management

Connaction Status Artrvztion Key Bequired

iE: Linux 5 VMware ESXi EA48E, A3ZLA Linux A%, VMware {$F3 Vi 83
7, ./hponcfg HiiT@m<,
522 MBRAFEED
1) vim Delete User.xml, && Delete User A4,
[root@localhost

2) {5 Delete USER ¥R, #3FMSHIMEL.

U ':IFFE_Tr-. EN —
DELETE_USER

3) #1147 hponcfg -f Delete User.xml, iR[E{ER Script succeeded FREITHIN.

- 20256 27 H 177 #20]
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51 1# vim Delete User,xml
st 1# hponcfg -t Delet
ut Online Comitgorattormr ottty
Version 6.1. E : (c) 28 5 Hewlett Packard Enterprise Development LP

Firmware Rewi . ( 3 i1L0 6 Driver name = hpilo
Script su

HPEILO &

1.68 Apr 24 2025

Informatien User Administration Directory Groups Boot Order Licensing Key Manager Language Firmware Verification

System Information

Administration - User Administration

HPE Compute Ops Management LOCa| USGI’S

Firmware & OS Software

iLO Federation LoginName  UserName  Sfatus 2008 E & & 4& &
Remote Console & Media I:l superadmin superadmin Oabled ¢ o & & & & & & &
Power & Thermal O admin admin Oknibled o ¥ o & & & & & & &
Performance

iLO Dedicated Network Port; S e FVI ce

iLO Shared Network Port

Remote Support LoginName  UserName sSmarus 2 LI O 8] B & & & 3
Administration O test Test Oknabled o & o« & & & & & & X

Security

e

Lifecycle Management

i¥: Linux 5 VMware ESXi EA&EE, AIZLA Linux A3, VMware {8 Vi g5
7, ./hponcfg HifTap<.
5.2.3 [EMFBRRAZE

1) vim Mod User.xml, &% Mod_User A4,

</RI -
MOD_USER USER LOGIN : H@j&R%; USER NAME value: SR & ;
USER LOGIN value: $r&5%; PASSWORD value: 515

- 20256 27 H 187 20T
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3)

4)

5)

6)

7

20256 27 H

#17 hponcfg -f Mod User.xml, jR[EWER Script succeeded FRz1THIN.

3 ]# auim Mod lleaor wml
]# hponcfg -f Mod_User.xml

Hewlett Packard Enterprise Development LP
0 6 Driver name = hpilo

Script su

AP & R BB HT AL,

HPEILO 6

1.68 Apr 24 2025

Information User Administration Directory Groups Boot Order Licensing Key Manager Language Firmware Verification

System Information
HPE Compute Ops Management Loca‘ USerS

Firmware & OS Software

Administration - User Administration

iLO Federation Login Name User Name Status _El I:l (D 53 E; ﬁ 81" & @
ez CaEle s i O superadmin superadmin Othabled o o & o o o o & & &
Power & Thermal ™ newtes testname Oenabied v X ¥ 4 X & 4 X X X |
Performance O admin admin Onibled ¢ o & & & & & & & &
iLO Dedicated Network Port
iLO Shared Network Port Ser\/ice
Remote Support
Administration Login Name ~ User Name  Stafus A0ODaEgBELELABEE
Security

D test test QEnabled @ & ¥ & & & & & & X

Management

Lifecycle Management

#1117 hponcfg -f Add User.xml, R[E|ER Script succeeded FRRE1THII.
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[root@lc . Jj# hpoﬁc%g
Oneine

Hewlett Packard Enterprise Development LP
ver name = hpilo

@ ?
HPE iLO 6

INFORMATIONAL

’_LI ’V

1) Gl - Y

m

TESTLOGIN

Log In

en - English

Transform Server Management

Simplify. achieve real-fime visibility and efortiessly handie numercus servers with ease.

capable of management by HPE Compute Ops Managemen. Learn more

HPEILO &

L680e 24 205 L JON- - I 4 a7

Jnasti testlogin

m Information

Logeut
Server iLO Status sessos
Praduct Name 1P Address 3 Server Health Semings Lf
Server Name Link-Local IPvé Address FE Health LED -n
System ROM 1LO Hestname o 1L Health

System ROM Dare 1LO Dadicated Narwork Port ded 1LO Sscuriry

Redundant System ROM 1LO Shared Network Port Server Powar

Server Serial Humber 1L Virtual NIC UIB Indicator

Praduct ID License Type Platform RAS Policy

o 35323 L Firmuare Varsion 3 s Trusted Platform Moduls

Bemete Console HIMLEE) NET LD Date/Time ve J Madule Type

micraSD Flash Memory Card

Security Cannaction fa HPE
Mansged By HPE Computs Op:

Management s

Lifecycle Management

iE: Linux 5 VMware ESXi EAHERE, 4~3LA Linux 95, VMware {§F8 Vi 88X
7, ./hponcfg Hii78<,

\

- 202556 5 27 H 252010 #20m



