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1. TARIRS
1.1 @8 iLO5 BRimEEHIaiha RS
181d iLO5 M Information > Overview Y Remote Console %17, 5 TAE A /5 Remote
Console =X B[S AInfEEFHE; tErJ7£ Remote Console & Media - iLO Integrated
Remote Console TAEH{TI%R,

iLO5 L
2100815 2090 Remote Console & Media - iLO Integrated Remote Console ® © 9 &/ 7
Information Launch Virtual Media Hot Keys Security

System Information

Firmware & OS Software

iLO Federation .NET Console

Remote Console & Media

Fouer& Therms! HTMLS Integrated Remote Console
ILO Dedicated Network Port

The HTMLS IRC provides remote access to the system KVM and control of Virtual Media from a single conscle that runs in a supported
iLO Shared Network Port b
[OWSET.

Security

E— Java Integrated Remote Console (Java IRC)

Lifecycle Management

Remote Support

Administration

|

The Java IRC provides remote access to the system KVM and control of Virtual Power and Media from a Java Web Start console or applet-
based console. Hewlett-Packard Enterprise recommends using the latest version of the Java™ Runtime Environment. This version of iLO was
tested with JRE version 8 update 121.

Note: On Linux systems with OpenJDK, you must use the Java Applet option with a browser that supparts a Java plug-in.

iE: AIZLANET Console Jaflif{TinBA, SChRM At AIRIEE S RRIGEERIETH A,
1.2 BE% =7 SSH TRIARRS
Terminal Sessions View Xserver Tools Games Settings Macros Help

& % b s x ® EHE v E & £ 0

Session  Servers  Tools Games  Sessions  View Split  MultiExec Tunneling Packages Settings Help

Quick connect.. A4
|

¥l (<l 10ain as: root
[y root@le.12. 's password:

[root@root ~J# |

Sessions
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2.1 JSH Shell #i&@T Web Client BEHHFFRIRA T
2.1.1 ERS TG SSHIEE S Enabled,

Troubleshoot ing Mode Options SSH Support

Disable ESXi Shell SS5H is Enabled

Disable SSH

Modify ESXi Shell and SSH timeouts Chani,e current state of SSH

Modify DCUI idle timeout
Restart Management Agents

<Up/Doun> Select <Enter> Change <Esc» Exit
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3. EFEY
3.1 IBEEHEHEIRIMRA
3.1.1 @i iLO5 MEREHRZA
i@id iLO5 Tam Firmware & OS Software - Installed Firmware &EFTEF4 HBA

=

REMHRAS.

TNE [ ag =10 T RARA 12T hX A ANITT
Embedded Device HPE Smart Storage Battery 01 0.60 @ Enabled
Embedded Device HPE Smart Array 5100i SR Gen10 2.04-0 Unknown
Embedded LOM HPE Ethernet 1Gb &4-port 331i Adapter - NIC 20.24.41 @ Enabled
Embedded RAID HPE Smart Array P408i-a SR Gen10 B 6.52 @ Enabled
PCI-ESlot 1 HPE SN1600Q 32Gb 2p FC HBA 00 Unknown

iE: ILO5 EE HBA REMNHEEREERA.
3.1.2 BERGALSRERRA
BEXNIRS HBA -RRIENH

#esxcli storage san fc list

[root@localhost:~] esxcli storage san fc list
Adapter: vmhbal
Port ID: 000000
Node Name:
Port Name:
Speed: 0 Gbps
Port Type: LPort

Port State: LINK

Model Description: HPE SN1600Q 32Gb 2p FC HBA
Hardware Version: BK3210407-22 D

OptionROM Version: 3.64

Firmware Version: 9.12.02 (d0d5)

Driver Name: glnativefc

22.0

DriverVersion: 4.1.22.0
3.2 BE RS < EMEG
3.2.1 HBA KEWFEiHEE
VMware HBA REHHEERFMHETUIE,
1) 1&—: FEEETHT CPXXXXXX_ VMw.zip BTHITSC 4,

B8 cros4s65.zip
THE w0 TEES WEEO) ERN  EER)

M &= 0 Rk

EEE : = BZ  E= | pess iR sEEes

B8 CPos4665.zip - ZIP LB, RIS 5,249,240 T
25
T
= README .txt
& CPO54665.xml

| | CPD54665.¥mfile
| | CP054665.vmexetd
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2) &K= EGHEEHEE CPXXXXXX VMw.zip BIHIT304,

8 crosess2.zip
B w0 TEE HEER0Q BEEN EEH

=52

=i EEE ded == il = B BE | oEEsE BB SEEE

‘M CPO66652.zip - ZIP FEEESzE, A 12,126,602 5
==

|M CPO66652_ VMw.zip |

_|payload,json
| CPO66652_BUILD 3.data

& CP0B6652.xml
|| CPOBBES2 wmifile
|| CPOBBES2 vmexebd

BT CPXXXXXX.vmexe AT T> 4 B hE1 4

1)

2)

fRIEE4aE.

# unzip CPXXXXXX.zip

[root@localhost:/tmp] unzip CPO55605.z1ip
Archive: CP055605.zip
inflating: CP055605_BUILD_1.data
inflating: CP055605.vmexe

inflating: CPE55605.vmexe64
inflating: CPE55605.vmfile
inflating: CP0O55605_VMw.z1p
inflating: CPE55605.xml

ST BRI TR ES.
#chmod +x CPXXXXXX.vmexe64
#./CPXXXXXX.vmexe64

lhost:/tmp] chmod +x CPO55605.vmexe64
lhost:/tmp] ./CPB55605.vmexe6d
Starting Smart Component...
argv[0]=[./hpsetup]
Calling OEMFLASHER.DOFLASH()...
Calling oem_do_discovery with_files
m_oDiscoveryHeader.m_sDiscoveryFile=[/tmp/QLOGIC_FC_HBA_DISC.xml]
m_sFirmwareBinDir=[./Flash/]
Vendor Return Code for discovery={0} [The installation of the deliverable was successful. MNo reboot was required. D1
scovery was successful]
Load Component XML[./CP055605.xml]
Calling xmlParseFile to Update Discovery Data.
Update type=[QLOGIC]
Update alt_name=[HPE Firmware Flash for QLogic Fibre Channel Host Bus Adapters]
Update version=
Update product_id=[HPE SN1600Q 32Gb Dual Port Fibre Channel Host Bus Adapter]

Saving Discovery Data

Calling xmlParseFile to Load Discovery Data
Load xml successful; Fet g Discovered Data...
No. of devices

No. of FW Items for device[0]=
KAAKKIARRARR kA hhkkhhkhkhkhhhhhhhkhkkk

Calling oem_do_full_flash_PCI

Firmware=[./Flash/bk020001.bin] Forcelnstall=

PCI Bus= Device= Function=

Vendor Return Code ={1} [The installation of the deliverable was successful. A reboot is required for the deliverabl
e to be enabled]

ok ok kK ok ko ko ok ok ok ok K

SC Return Code for Discovery={1} [The installation of the deliverable was successful. A reboot is required for the d
eliverable to be enabled]

Ending flasher ...

SCEXE_SUCCESS_REBOOT: - ->1

i FEHSEERRSSREER.
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BT CPXXXXXX_VMw.zip BTHTSU SEEE
1) BTEAY CPxxxxxx.zip BATHEELE, MRESEIREIFREE .

2)

3)

4)

#unzip CPXXXXXX.zip
[root@localhost:/tmp] unzip CPO59845.z1p
Archive: CP059845.z1p
inflating: CPO59845 BUILD 2.data
inflating: CPO59845.vmexe
inflating: CPO59845.vmexebd

inflating: CPO59845.vmfile
inflating: CPO59845 VMw.z1p
inflating: CPO59845. xml
inflating: payload. json

XA HAT SRR AT 147304 CP059845 VMw.zip, BIIERINEEIT--no-
sig-check,

#chmod +x CPXXXXXX VMw.zip

#esxcli software component apply-d <#B3FEEEE > CPXXXXXX VMw.zip

[root@localhost:/tmp] esxcli software component apply -d /tmp/CP859845 VMw.z1ip
Installation Result
Components Installed: Smart-Component-CP859845 2024.09.081.2-7.0.0.15843807
Components Removed:

Components Skipped:
Message: Operation finished successfully.
Reboot Required: f

il --no-sig-check iB: Bypasses acceptance level verification,including
signing.Use of this option poses a large security risk and will result in a
SECURITY ALERT warning being displayed in vSphere Web Client (£eid#5=45!
WIE, BESRNIE. FRLERESTHRREARNZEXE, FSTE vSphere Web
Clientimh R "REER" EE)

MRS, HETHITXHER/opt/Smart_Component/CPXXXXXX, FF&A
BT CPXXXX BREZFRARE, BALUEE find (sSEXKBRME.

#find / -name CPXXXXXX

[root@ alhost:/opt/Smart _Component/CPO59845] find / -name CPB59845

Jopt/Smart_Component/CPO53845

%) HBA -SRTHTSIH CPXOOOX B, HEBSFRAEMTRE, TLIE

i./setup 8%./Execute Component T4,
#cd /opt/Smart_ Component/CPxxxxxx
#./Execute Component -s
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:/opt] 1s

:/opt] cd /opt/Smart_Component/CP059845

:/opt/Smart_Component/CP059845] find / ame CP059845
/opt/Smart_Component/CP059845

t:/opt/Smart_Component/CP059845] 1s
CP059845_BUILD_2.data Readme.t fla ] X payload. json
Ex t omp t i reference. xml

ecute onent € 3 \ es.txt he tu
[root@ :/opt/Smart_Component/CP059845]| ./Execute_Component

Command [ ./Execute_Component ]
Number of parameters passed in [ 1 ]
The parameters are [ -s
1s: *,.vmcfg: such file or directory
./determine_which_0S.sh: Do nothing - environment already set ug
leaving ./determine_which_0S.sh in /opt/Smart_Component/CP059845 ...
execute hpsetup with parameters [ ]

Smart Component...
./hpsetup]
argv s]
Calling OEMFLASHER.DOFLASH()...
Calling oem_do_discovery with_files
m_oDiscoveryHeader.m_sDiscoveryFile=[/tmp/QLOGIC_FC_HBA_DISC.xml]
m_sFirmwareBinDir=[./Flash/]
Vendor Return Code for discovery={0} [The installation of the deliverable was s sful. reboot was required. Discovery was s
Load Component XML[./CP059845.xml]
Calling xmlParseFile to Update Discovery Data.
type=[QLOGIC]
alt_name=[HPE Firmware Flash for QLogic Fibre Channel Host Bus Adapters]
version=
product_id=[HPE SN1600Q 32Gb Dual Port Fibre Channel Host Bus Adapter]
Saving Discovery Data
Calling xmlParseFile to Load Discovery Data
Load xml ful; Fetching Discovered Data...
. of devices
. of FW Items for device
Calling oem_do_full_flash_PCI
Firmware=[./Flash/bk020401.bin] Forcelnstall=
PCI Bus= Device= Function=
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