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Advisory: HPE MegaRAID Storage Administrator (MRSA) Software or Storage Command

Line Interface (StorCLI) Tools on Servers Running Microsoft Windows - Blue Screen of
Death (BSOD) and Unexpected Reboot if S100i Gen10 or SR100i Gen10 Plus is Enabled.

DESCRIPTION

Online MegaRAID Storage Administrator (MRSA) Software version 8.8.12.0 (or later) or the
Software and Storage Command Line Interface (StorCLI) tools update version 7.2812.0 (or later)
on the HPE ProLiant Gen10 or Gen10 Plus servers produces the Blue Screen of Death (BSOD)
and unexpectedly reboots if the server enables the HPE S100i Gen10 or the HPE SR100i Gen10
Plus Software RAID.

Example of Online MRSA Software Error:


https://support.hpe.com/hpesc/public/docDisplay?docId=a00146775en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=a00146775en_us&docLocale=en_US
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SCOPE
Any HPE ProLiant Gen10 or Gen10 Plus servers that enable HPE S100i Gen10 or SR100i Gen10
Plus Software RAID that updates MRSA to v8.8.12.0 (or later) or the StorCLI tool to v7.2812.0 (or

later).

Software RAID:

HPE S100i Gen10 Software RAID

HPE SR100i Gen10 Plus Software RAID

Controllers:

HPE MR216i-a Gen10 Plus x16 Lanes without Cache NVMe/SAS 12G Controller (P26325-B21)
HPE MR216i-p Gen10 Plus x16 Lanes without Cache NVMe/SAS 12G Controller (P26324-B21)
HPE MR416i-a Gen10 Plus x16 Lanes 4GB Cache NVMe/SAS 12G Controller (P26279-B21)
HPE MR416i-p Gen10 Plus x16 Lanes 4GB Cache NVMe/SAS 12G Controller (P06367-B21)
HPE Smart Array P824i-p Controller (HPESMRTARRP824i-pPRE)

HPE Smart Array P824i-p MR Gen10 (24 Internal Lanes/4GB Cache/CacheCade) 12G SAS PCle
Controller (870658-B21)

HPE Smart Array P824i-p Special Controller (870659-B21, P44219-B21)

RESOLUTION

This issue will be resolved by the vendor in a future release of Online MegaRAID Storage
Administrator (MRSA) Software and StorCLI tools. This advisory will be updated when a
solution is available.

Please note that the MRSA software and StorCLI tools cannot be reverted to an earlier version,
and an OS re-install is the only solution at this time.

As a workaround, do not update MRSA to version 8.8.12.0 (or later) or the StorCLI tools to
version 7.2812.0 (or later) if the server enables the HPE S100i Gen10 or the HPE SR100i Gen10
Plus Software RAID.

If this issue has already occurred, reinstall the OS.
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HPE MegaRAID Storage Administrator for Windows 64-bit (HPE MRSA for Gen10 Plus and Gen11
Controllers)

HRE—MRA
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8.10.120
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8.8.12.0
10 18 202:

8.6.18.0(D)
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= FRER p--L EFEHER E=
8.6.120 s 108 18,206 FHO AR

The HPE MRSA Storage Administrator (HPE MRSA) software is a web-based application that enables multiple users to perform monitoring, maintaining, troubleshooting, and configurat
products. The MRSA graphical user interface (GUI) makes it easy for you 10 view the existing server hardware configuration. It also helps you to create and manage storage configuratior

of the contraller cards, virtual drives, and drives on the controller. You can use the software fo perform system maintenance tasks, such as updating the controller firmware. The software

controllers and configure the virtual drives and drives on the controller. You can easily create new storage configurations and modify the configuration:

Mk EIRHEicE EE  2ERE  mEneE

End User License Agreements:
HP! FFaTHhiY
o Ledt e ]

Upgrade Requirement:
Recommended - HPE recommends users update fo this version at their earliest convenience.

Important:
| + Please do not update MR controller FW/MRSA/StorCLI if systems installed both SR100i and MR controllers.

HPE MegaRAID Storage Administrator StorCLI for Windows 64-bit (for Gen10P and Genl1

HEE)
a2
e

Al

e

Controllers)
— A
RS LI RTE
X v
7.3011.0.0(8)
jepeo

7.3011.0.0
1 28,2008
7.2812.0.4
7.2613.0.0(C)

7.2613.0.0(8)

ET FEER =EEN
7.2812.0.0 b= 105 18,2024

£

StorCLIis a command line interface that enables multiple users to perform maintaining, troubleshooting, and configuration functions for the MegaRAID® Gen10P and Gen11 controller products. It also helps you to create

on the controller, You can use the CLI 1o perfarn

and manage storage configurations. StorCLI can display the status of the controller cards, virtual drives, and ystem maintenance tasks, such as updating the

controller firmware, This tool enables you o monitor the controllers and configure the virtual drives and drives on the contreller, You can easily create new storage configurations and modify the configurations.
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HPE! 1
BEREHEPITANNY

Upgrade Requirement:
Recommended - HPE recommends users update to this version af their earliest convenience.

I

Important:
- P MR controller LI if systems insralled both SR100i and MR controllers.

X$RIAY MR216i-a. MR216i-p. MR416i-a. MR416i-p f&51 52.28.3-5681 EHAARA R LA E,

BHIT "WRKEFRISRE 7 S100i F] MR (7R, REEH MR [EFI-RAIEH.

MRSA #1 StorCLI #4" HIEZERRT,

Firmware Package - HPE MR216i-a Gen10 Plus Tri Mode Controller

HEI—MEA

BETRINRERS, LIERTH
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i
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S

52.30.3-5917
17 24,2025

52.28.3-5681(B)
15 24,2025
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10/ 18,2024
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X v |
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Universal Firmware PLDM file for the HPE MR216i-a Gen10 Plus Tri Mode Controller

RRAB  EITHRBRICE EE O e EEhEE BRREm

End User License Agreements:
HPERRMEFRTHMY SR1hR
OpensSLiFAMY, KR 0.9.8
UEFI EDK2 1D

Upgrade Requirement:
Recommended - HPE recommends users update fo this version at their earliest convenience.

Important:
« This firmware version to be used on HPE MR21éi-a Gen10 Plus Controller.
« Please do not update MR controller FW/MRSA/StorCLI if systems installed both SR100i and MR controllers.
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HPE MegaRAID Storage Administrator for Windows 64-

2
bit (HPE MR SA for Gen10 Plus and Gen11 Controllers)
#ea:[88120]

$2HR
The HPE MRSA Storage Administrator (HPE MRSA) software is a web-
based application that enables multiple users to perform monitoring, v ESE
- o x
< e localhost WwiP-e

@ MR Storage Administrator

[Hewlett Packard

Enterprise

1 Controller on this server 4 OS Windows Server 2016 10.0.14293
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View All
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Actions
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ProLiant DL380 Gen10
Plus
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MR 280 Embedded Storage : HPE SR 100i Gen10+ SW RAID
RE518: Storage Slot 12 : HPE MR4 16l-a Gen10+
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R ROM: U46 v2.24 (10/04/2024)
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HPE MegaRAID Storage Administrator for Windows 64-  ~
bit (HPE MR SA for Gen10 Plus and Gen11 Controllers) &
EE: 810120

The HPE MRSA Storage Administrator (HPE MRSA) software Is 3 web-
based application that enables multiple users to perform monitoring, v =H)
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HPE MegaRAID Storage Administrator for Windows 64- ~
bit (HPE MR SA for Gen10P and Gen11 Controllers)
Med=: 8.6.18.0
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The HPE MRSA Storage Administrator (HPE MRSA) software is a web-
based application that enables multiple users to performm monitoring, v 3]
— [m] =<
e & http://localhost:2463 /ui/server/index.htm O ~ &

& MR Storage Administrator *
MR Storage
Hewlett PackardAdministrator’®°#0soeee
Enterprise

9 Select Controller Server Settings « - 2

Copyright ® 2023 by
Broadcom Inc. All Rights Reserved
1 Controller on this server

<~ OS windows Server 2016

10.0.14393
S & &
View Al

) Download Support Log
Controllers
CRITICAL NEEDS ATTENTION OPTIMAL
N
1 Controller is Optimal

& PCl Slot: 12 HPE MR416i-a Gen10+ 53134

Actions
1 Arrays, 1 Logical Drives, 7 Drives and Energy Pack

Configured Capacity 3.273 TiBof 8.511 Show Evenes
TiB

< Configure
Serial Number SAS Address Driver Version
50 7.716.03.00 Update
Firmware
Version

52303-5917
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HPE MegaRAID Storage Administrator for Windows 64- ~
bit (HPE MRSA for Gen10P and Gen11 Controllers)

pRA: 8.6.18.0 12HR
The HPE MRSA Storage Administrator (HPE MRSA) software is a web-
based application that enables multiple users to perform monitoring, v =]
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HPE MegaRAID Storage Administrator StorCLI for ~
Windows 64-bit (for Gen10P and Gen11 Controllers)

Med~: 7.3011.0.0 1RHR
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HPE MegaRAID Storage Administrator StorCLI for Windows
64-bit (for Gen10P and Genl1 Controllers)
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HPE MR Storage Administrator
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HPE MegaRAID Storage Administrator StorCLI for Windows

64-bit (for Gen10P and Gen11 Controllers)
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! r e letwork  Device Inventory :

Device Inventory

o0 0.70 ® Enabled
Unknewn

Unknewn

Unlenown

UBM2 BC BP
UBMZ 120
uBMZ

BRI REM AR ERNG, REULUEREER, REANEFHSINERE

HPE_MR416i-a_Genl10P_52.30.3-5917_A.fwpkg (7.2 MB)

SHA256 TAr3GHL: aefaclbeb4cc4033162191df5ae63ba0d33b0cdd2d67ecab2ce823eaac21ec30
SBOM: HPE_MR416i-a_Gen10P_52.30.3-5917_A.fwpkg.shom.zip (75 KB) &

® Firmware Update
Flashing Firmware Image, please wait ...

583 Flashing Image ...

’I‘ Location Product Name Product Version Firmware Version Status
Box=3 UBM6 1.00 © Enabled
Box=3 UBM6 1.00 © Enabled
Embedded Device HPE Smart Storage Battery 01 0.70 © Enabled
Embedded Device HPE SR100i Gen10+ SW RAID A 03.01.04.027 © Enabled
Embedded SATA Embedded SATA Controller #1 N/A Unknown
Embedded SATA Embedded SATA Controller #2 N/A Unknown
OCP 3.0 Slot 10 Intel Eth Adptr [350T4 OCPv3 K53978-004 1.3310.0 © Enabled
Slot=12:Port-1:Box-2 8 SFF 126 x1SAS UBM2 BC BP 1.20 © Enabled
Slot=12:Port-1:Box-2 8 SFF 126 x1SAS UBM2 BC BP 1.20 © Enabled

2:Port=2:Box=1 8 SFF 12G x15AS5 UBM2 BC BP 120 @ Enabled
2:Port=2:Box=1 8 SFF 126G x1SAS UBM2 BC BP 120 © Enabled
|5rorags Slof 12 HPE MR416i-2 Gen10+ [ 52.30.3-5917 © Enabled

3. {#F ilorest R FHREYREHE, RHIMIER

8 SFF 12G x15AS UBM2 BC BP. 1.20 © Enabled
8 SFF 12G x15AS UBM2 BC BP 120 © Enabled
Slot=121 2:Box=1 8 SFF 12G x1SAS UBM2 BC BP 1.20 © Enabled
Slot=12:Port=2:Box=1 8 SFF 12G x15AS UBM2 BC BP 120 @ Enabled
Storage Slot 12 HPE MR416i-a Gen10+ 0B 52.30.3-5917 @ Enabled

4. SPP SFKEES
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Step 3

Deployment

Deployment

localhost  Deployment completed [N CSAARE.
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HASMRIGR.

(1) ERRPEEMIRE, LERTTIZITRANERA StorCLI TER, BH#ERAILIER
£, THEEERRG, WAL EREANRRATE, TEBIERRFRHR.

(2) MR, SEEIZERT RIZIDMAYRMA StorCLI TERY, BFRAILUERFER, T
mEEAS, WARAELENINRRATR, SEETERRAHR.

3. (NFAERFEFIREYS, F2SHERFRERF.



