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#

sslvpn ip address-pool sslvpnpool 10.150.0.10 10.150.0.200
#

sslvpn gateway gw

ip address 140.206.62.12 port 4430

service enable

#

sslvpn context ctxip

gateway gw domain domainip
ip-tunnel interface SSLVPN-AC1
ip-tunnel address-pool sslvpnpool mask 255.255.255.0
ip-route-list rtlist
include 6.6.6.0 255.255.255.0
include 7.7.7.0 255.255.255.0
include 8.8.8.0 255.255.255.0
include 10.6.0.0 255.255.0.0
include 10.7.0.0 255.255.0.0
include 10.9.0.0 255.255.0.0
include 10.10.0.0 255.255.255.0
include 10.10.1.0 255.255.255.0
include 10.150.0.0 255.255.255.0
include 172.29.0.0 255.255.0.0
policy-group resourcegr
filter ip-tunnel acl 3939
ip-tunnel access-route ip-route-list rtlist
policy-group resourcegrp
filter ip-tunnel acl 3939
ip-tunnel access-route ip-route-list rtlist
service enable
#
Mzt1: BE@iTEEmPE ESSL VPNS, $XBYZ10.150.0.114thiik, ping 10.9.240.215 (ARIIRSSEE) &
i, ping 10.10.1.138 (FWESEMEtIL) wILLIE, HIZHTRIQEE.
Mhzt2: kIS Eping —a 10.150.0.1 (SSL-AC[]) 10.9.240.215 (FIMIARS3E) wILAE
<WT2-MDFT-FW-M>ping -a 10.150.0.13 10.9.240.215
Ping 10.9.240.215 (10.9.240.215) from 10.150.0.13: 56 data bytes, press CTRL_C to break
56 bytes from 10.9.240.215: icmp_seq=0 ttl=62 time=1.828 ms
56 bytes from 10.9.240.215: icmp_seq=1 ttl=62 time=1.483 ms
56 bytes from 10.9.240.215: icmp_seq=2 ttI=62 time=1.596 ms
56 bytes from 10.9.240.215: icmp_seq=3 ttI=62 time=1.504 ms
56 bytes from 10.9.240.215: icmp_seq=4 ttI=62 time=1.426 ms
mi3: maimix, RWISRNMR R, IPSRgEE IoutboundSHNE, BIXIENREEE
Hza, FFRFEE
<WT2-MDFT-FW-M>dis qos po interface FortyGigE 1/0/3
Interface: FortyGigE1/0/3
Direction: Inbound
Policy: test2
Classifier: test2
Matched : 0 (Packets) O (Bytes)
5-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :


https://zhiliao.h3c.com/questions/catesDis/239
https://zhiliao.h3c.com/User/other/26797

If-match acl 3992
Behavior: test2
Filter enable: Permit

Interface: FortyGigE1/0/3
Direction: Outbound
Policy: test1
Classifier: test1
Matched : 16 (Packets) 1248 (Bytes)
5-minute statistics:
Forwarded: 0/8 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match acl 3991
Behavior: test1
Filter enable: Permit
lixk4: debug ip+aspf packetREEBRFIUTER:
*Jan 2 17:25:09:645 2020 WT2-MDFT-FW-M IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = SSLVPN-AC1
version = 4, headlen = 20, tos = 0
pktlen = 60, pktid = 61590, offset = 0, ttl = 64, protocol = 1
checksum = 34176, s = 10.150.0.10, d = 10.9.240.1
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface SSLVPN-AC1.
Payload: ICMP
type = 8, code = 0, checksum = 0x48e4.

*Jan 2 17:25:09:645 2020 WT2-MDFT-FW-M IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = Vlan-interface934
version = 4, headlen = 20, tos = 0
pktlen = 60, pktid = 61590, offset = 0, ttl = 63, protocol = 1
checksum = 34432, s = 10.150.0.10, d = 10.9.240.1
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface SSLVPN-AC1 at interface Vlan-interface934.
Payload: ICMP
type = 8, code = 0, checksum = 0x48e4.
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#

interface Vlan-interface934

ip address 10.10.1.130 255.255.255.248

ospf authentication-mode simple cipher $c$3$WIKS5XOEeX0ZCkPVw8eEcqw83/0ILus2DA==
ospf bfd enable

ip policy-based-route user

bfd min-transmit-interval 500

bfd min-receive-interval 500

bfd detect-multiplier 7

#

#

policy-based-route user permit node 50
if-match acl 3013

apply next-hop 140.206.62.9 track 1

#

#

acl advanced 3013

description T2-Free-1

rule 1 permit ip source 10.9.96.0 0.0.15.255
rule 2 permit ip source 10.9.112.0 0.0.15.255
rule 3 permit ip source 10.9.176.0 0.0.15.255



rule 4 permit ip source 172.29.240.0 0.0.15.255
rule 5 permit ip source 10.9.240.0 0.0.3.255
rule 6 permit ip source 10.150.0.0 0.0.0.255

#
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