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R1:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname R1

[R1]acl basic 2000

[R1-acl-ipv4-basic-2000]rule 0 permit source any
[R1-acl-ipv4-basic-2000]quit

[R1]int gi 0/1

[R1-GigabitEthernet0/1]des <connect to ISP>
[R1-GigabitEthernet0/1]ip address 202.1.100.2 30
[R1-GigabitEthernet0/1]nat outbound 2000
[R1-GigabitEthernet0/1]quit

[R1]ip route-static 0.0.0.0 0.0.0.0 202.1.100.1
[R1]local-user weijianing class network

New local user added.
[R1-luser-network-weijianing]password simple weijianing
[R1-luser-network-weijianing]service-type ppp
[R1-luser-network-weijianing]quit

[R1]domain name system
[R1-isp-system]authentication ppp local
[R1-isp-system]quit


https://zhiliao.h3c.com/questions/catesDis/42
https://zhiliao.h3c.com/questions/catesDis/515
https://zhiliao.h3c.com/questions/catesDis/12
https://zhiliao.h3c.com/questions/catesDis/239
https://zhiliao.h3c.com/questions/catesDis/37
https://zhiliao.h3c.com/questions/catesDis/943
https://zhiliao.h3c.com/User/other/45926

[R1]ip pool weijianing 192.168.10.2 192.168.10.254

[R1]ip pool weijianing gateway 192.168.10.1

[R1]int Virtual-Template 1

[R1-Virtual-Template1]ip address 192.168.10.1 255.255.255.0
[R1-Virtual-Template1]ppp authentication-mode pap domain system
[R1-Virtual-Template1]remote address pool weijianing
[R1-Virtual-Template1]quit

[R1]int gi 0/0

[R1-GigabitEthernet0/0]pppoe-server bind virtual-template 1
[R1-GigabitEthernet0/0]quit

ISP:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISPJint gi 0/1

[ISP-GigabitEthernet0/1]des <connect to R1>
[ISP-GigabitEthernet0/1]ip address 202.1.100.1 30
[ISP-GigabitEthernet0/1]quit

[ISPJint gi 0/0

[ISP-GigabitEthernet0/0]des <connect to R2>
[ISP-GigabitEthernet0/0]ip address 202.2.100.1 30
[ISP-GigabitEthernet0/0]quit

[ISP]

SWi1:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname SW1
[SW1]vlan 100
[SW1-vlan100]quit

[SW1]int vlan 100
[SW1-Vlan-interface100]ip address 172.16.100.1 24
[SW1-Vlan-interface100]quit
[SWH]int gi 1/0/1
[SW1-GigabitEthernet1/0/1]port link-type access
[SW1-GigabitEthernet1/0/1]port access vlian 100
[SW1-GigabitEthernet1/0/1]quit

[SW1]int gi 1/0/2

[SW1-GigabitEthernet1/0/2]port link-mode route
[SW1-GigabitEthernet1/0/2]des <connect to R2>
[SW1-GigabitEthernet1/0/2]ip address 10.0.0.1 30
[SW1-GigabitEthernet1/0/2]quit

[SW1]ip route-static 0.0.0.0 0.0.0.0 10.0.0.2

[SWH]ip http enable

[SW1]ip https enable

[SWH]local-user admin

New local user added.

[SW1-luser-manage-admin]password simple admin
[SW1-luser-manage-admin]service-type http https
[SW1-luser-manage-admin]authorization-attribute user-role network-admin
[SW1-luser-manage-admin]quit

SSL VPN:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname SSL_VPN

[SSL_VPN]int gi 1/0/2
[SSL_VPN-GigabitEthernet1/0/2]des <connect to R2>
[SSL_VPN-GigabitEthernet1/0/2]ip address 10.0.0.5 30
[SSL_VPN-GigabitEthernet1/0/2]quit

[SSL_VPN]ip route-static 0.0.0.0 0.0.0.0 10.0.0.6



[SSL_VPN]security-zone name Untrust
[SSL_VPN-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[SSL_VPN-security-zone-Untrust]quit

[SSL_VPN]acl basic 2000
[SSL_VPN-acl-ipv4-basic-2000]rule 0 permit source any
[SSL_VPN-acl-ipv4-basic-2000]quit

[SSL_VPN]

[SSL_VPN]zone-pair security source trust destination untrust
[SSL_VPN-zone-pair-security-Trust-Untrust]packet-filter 2000
[SSL_VPN-zone-pair-security-Trust-Untrust]quit

[SSL_VPN]

[SSL_VPN]zone-pair security source untrust destination trust
[SSL_VPN-zone-pair-security-Untrust-Trust]packet-filter 2000
[SSL_VPN-zone-pair-security-Untrust-Trust]quit

[SSL_VPN]

[SSL_VPN]zone-pair security source trust destination local
[SSL_VPN-zone-pair-security-Trust-Local]packet-filter 2000
[SSL_VPN-zone-pair-security-Trust-Local]quit

[SSL_VPN]

[SSL_VPN]zone-pair security source local destination trust
[SSL_VPN-zone-pair-security-Local-Trust]packet-filter 2000
[SSL_VPN-zone-pair-security-Local-Trust]quit

[SSL_VPN]

[SSL_VPN]zone-pair security source untrust destination local
[SSL_VPN-zone-pair-security-Untrust-Local]packet-filter 2000
[SSL_VPN-zone-pair-security-Untrust-Local]quit

[SSL_VPN]

[SSL_VPN]zone-pair security source local destination untrust
[SSL_VPN-zone-pair-security-Local-Untrust]packet-filter 2000
[SSL_VPN-zone-pair-security-Local-Untrust]quit

[

R2:

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3C]sysname R2

[R2]int gi 0/0
[R2-GigabitEthernet0/0]des <connect to SW1>
[R2-GigabitEthernet0/0]ip address 10.0.0.2 30
[R2-GigabitEthernet0/0]quit
[R2]ip route-static 172.16.100.0 255.255.255.0 10.0.0.1
[R2]int gi 0/1
[R2-GigabitEthernet0/1]des <connect to SSL_VPN>
[R2-GigabitEthernet0/1]ip address 10.0.0.6 30
[R2-GigabitEthernet0/1]quit
[R2]acl basic 2000
[R2-acl-ipv4-basic-2000]rule 0 permit source any
[R2-acl-ipv4-basic-2000]quit

[R2]int gi 0/2

[R2-GigabitEthernet0/2]des <connect to ISP>
[R2-GigabitEthernet0/2]ip address 202.2.100.2 30
[R2-GigabitEthernet0/2]nat outbound 2000
[R2-GigabitEthernet0/2]quit

[R2]ip route-static 0.0.0.0 0.0.0.0 202.2.100.1
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[SSL_VPN]acl advanced 3000

[SSL_VPN-acl-ipv4-adv-3000]rule 0 permit tcp source any destination any
[SSL_VPN-acl-ipv4-adv-3000]quit

[SSL_VPN]

[SSL_VPN]

[SSL_VPN]sslvpn gateway james

[SSL_VPN-sslvpn-gateway-james] ip address 10.0.0.5
[SSL_VPN-sslvpn-gateway-james]service enable
[SSL_VPN-sslvpn-gateway-james]quit

[SSL_VPN]sslvpn context james

[SSL_VPN-sslvpn-context-james]gateway james domain james
[SSL_VPN-sslvpn-context-james]url-list S5820
[SSL_VPN-sslvpn-context-james-url-list-S5820] heading web
[SSL_VPN-sslvpn-context-james-url-list-S5820]url S5820-https url-value https://10.0.0.1
[SSL_VPN-sslvpn-context-james-url-list-S5820]url S5820-http url-value http://10.0.0.1
[SSL_VPN-sslvpn-context-james-url-list-S5820]quit
[SSL_VPN-sslvpn-context-james] policy-group url
[SSL_VPN-sslvpn-context-james-policy-group-url]resources url-list S5820
[SSL_VPN-sslvpn-context-james-policy-group-url]filter web-access acl 3000
[SSL_VPN-sslvpn-context-james-policy-group-url]service enable
[SSL_VPN-sslvpn-context-james]quit

[SSL_VPN]

[SSL_VPN]

[SSL_VPN]local-user james class network

New local user added.

[SSL_VPN-luser-network-james]password simple james



[SSL_VPN-luser-network-james]service-type sslvpn
[SSL_VPN-luser-network-james]authorization-attribute user-role network-operator
[SSL_VPN-luser-network-james]authorization-attribute sslvpn-policy-group url
[SSL_VPN-luser-network-james]quit
[SSL_VPN]

R2 L2TP LNSKHAE S :

[R2]local-user james class network

New local user added.
[R2-luser-network-james]password simple james
[R2-luser-network-james]service-type ppp
[R2-luser-network-james]quit

[R2]ip pool james 172.16.10.2 172.16.10.254
[R2]ip pool james gateway 172.16.10.1

[R2]domain name system
[R2-isp-system]authentication ppp local
[R2-isp-system]quit

[R2]int Virtual-Template 1

[R2-Virtual-Template1]ip address 172.16.10.1 255.255.255.0
[R2-Virtual-Template1]ppp authentication-mode chap domain system
[R2-Virtual-Template1]remote address pool james
[R2-Virtual-Template1]quit

[R2]i2tp enable

[R2]I2tp-group 1 mode Ins
[R2-12tp1]undo tunnel authentication
[R2-12tp1]tunnel name LNS
[R2-12tp1]allow 12tp virtual-template 1
[R2-12tp1]quit

BB

AR LR TFFVPNEER:, 1IREEXSEC
S VPN EE Bt (s |
O #E (=2 (BEs [#= |

BRIt EN = 1P Mk O microseft. com 3
157.54.0.1+ 3ffe:1234::1111) (H):

FmEE

E%E%ﬁﬁ#%&%iﬁﬁs Windows AIELARZEIETILA

Internet

CkiEE—riEE O

HxEEENERNER . EEEEENRLSR.

[ me [ mA |




= VPN EEEHE

B |@E | E2

VEH ZERIT):
[#F TPsec BIE 2 EREEDIY L2TE/TFSec) -

x)

o]

[z

#= |

HRNE 0):
(RN CRENEhALER
ST
© BEAY BASHRIEHL ) €

Bt &)
© FRirERIEE I E)

[CI IR FAF) O
FREEF SRRIE CHAE) ()
[FMicrosoft CHAF MEdE 2 (MS-CHAR +2)(C)
E ;A Windows A
DEfﬂEEgg’]&\; dows BFEFFMED (22

[ |

A

BMABPE. B, [EaER

K. GBI VPN B

AP james
ERE): 99090
12k

AT ER P RIERFENED Q)

0 A2EW
B AR A EALALA, ()
[(Ego | mE | BRo |[ #Z#ho |

(5 vensmns IR =)
AR
&
(R AN Miniport (LZTF)
=gl vin
Sz CHAP
e )
[l PEF ZEHHENG Fifl
E i IPwe Mt 172.16.10.4
BRE2E IPwa Mt 172.16.10. 1
HAF IATE 3 wr ER
TEFRRIERIEEES B
Edttiit 192, 168.10.2
Biriht 202.2.100.2
BEELTPRERRIEES:




3. B=MEEER

ERBCERIRISH, 1LL2TP VPNIRSIIRAIFFURSTERSSL VPNE, ZRILIESSL VPNRIKHA
THIRER

ROFCE KA

[R2]acl basic 2001

[R2-acl-ipv4-basic-2001]rule 0 permit source 172.16.10.0 0.0.0.255

[R2-acl-ipv4-basic-2001]quit

[R2]policy-based-route james permit node 1
[R2-pbr-james-1]if-match acl 2001
[R2-pbr-james-1]apply next-hop 10.0.0.5
[R2-pbr-james-1]quit

[R2]int Virtual-Template 1
[R2-Virtual-Template1]ip policy-based-route james
[R2-Virtual-Template1]quit
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