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0
FWA1 Loopback 2 | 3::1 64 vpn-nrt TERNIEE
0
Loopback 0 | 1.1.1.1 32 vpn-rt TEAvpn-rt router-id
Loopback 1 | 2.2.2.2 32 vpn-nrt fEAvpn-nrt router-i
d
VLAN 400 | 1::2 64 vpn-rt BEX
VLAN500 [1:2 64 vpn-nrt BEX
Loopback 1 | 4::1 64 vpn-rt (RN
0
FW2 Loopback 2 | 5::1 64 vpn-nrt yuig
0
Loopback 0 | 3.3.3.3 32 vpn-rt fEAvpn-rt router-id
Loopback 1 [ 4.4.4.4 32 vpn-nrt TEAvpn-nrt router-i
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BELSE
FW1:
sys

System View: return to User View with Ctrl+Z.

[H3C]sysname FW1

#BUEEVPNSLHI, $EERDIE. RTE

[FW1]ip vpn-instance vpn-rt
[FW1-vpn-instance-vpn-rt]route-distinguisher 100:1
[FW1-vpn-instance-vpn-rtjvpn-target 100:1
[FW1-vpn-instance-vpn-rt]quit

[FW1]ip vpn-instance vpn-nrt
[FW1-vpn-instance-vpn-nrt]route-distinguisher 200:1
[FW1-vpn-instance-vpn-nrtlvpn-target 200:1
[FW1-vpn-instance-vpn-nrt]quit

[FW1]acl ipv6 basic 2001

[FW1-acl-ipv6-basic-2001]rule O permit source any
[FW1-acl-ipv6-basic-2001]rule 1 permit source any vpn-instance vpn-rt
[FW1-acl-ipv6-basic-2001]rule 2 permit source any vpn-instance vpn-nrt
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FW1-acl-ipv6-basic-2001]quit

FW1]zone-pair security source trust destination untrust
FW1-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Trust-Untrust]quit

FWH1]zone-pair security source untrust destination trust
FW1-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]zone-pair security source trust destination local
FW1-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]zone-pair security source local destination trust
FW1-zone-pair-security-Local-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]zone-pair security source untrust destination local
FW1-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]zone-pair security source local destination untrust
FW1-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Untrust]quit

FW1]zone-pair security source trust destination trust
FW1-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
FW1-zone-pair-security-Trust-Trust]quit

FW1]zone-pair security source untrust destination untrust
FW1-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Untrust]quit

FW1]vian 400

FW1-vlan400]quit

FW1]vlan 500

FW1-vlan500]quit

FW1]int vlan 400

FW1-Vlan-interface400]ip binding vpn-instance vpn-rt //#5VLANESEZVPNL/]
FW1-Vlan-interface400]des

FW1-Vlan-interface400]ipv6 address 1::1 64
FW1-Vlan-interface400]quit

FWH1]int vlan 500

FW1-Vlan-interface500]ip binding vpn-instance vpn-nrt
FW1-Vian-interface500]des

FW1-Vlan-interface500]ipv6 address 1::1 64
FW1-Vian-interface500]quit

FWH1]int gi 1/0/2

FW1-GigabitEthernet1/0/2]port link-mode bridge
FW1-GigabitEthernet1/0/2]port link-type trunk
FW1-GigabitEthernet1/0/2]undo port trunk permit vian 1
FW1-GigabitEthernet1/0/2]port trunk permit vian 400 500
FW1-GigabitEthernet1/0/2]quit

FW1]int loopback 10

FW1-LoopBack10]ip binding vpn-instance vpn-rt
FW1-LoopBack10]ipv6 address 2::1 64
FW1-LoopBack10]quit

FW1Jint loopback 20

FW1-LoopBack20]ip binding vpn-instance vpn-nrt
FW1-LoopBack20]ipv6 address 3::1 64
FW1-LoopBack20]quit

FW1]int loopback 0

FW1-LoopBackO0]ip binding vpn-instance vpn-rt
FW1-LoopBackO]ip address 1.1.1.1 32
FW1-LoopBackO0]quit

FW1]int loopback 1

FW1-LoopBack1]ip binding vpn-instance vpn-nrt
FW1-LoopBack1]ip address 2.2.2.2 32
FW1-LoopBack1]quit

FW1]security-zone name Untrust
FW1-security-zone-Untrust]import interface LoopBack 0
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FW1-security-zone-Untrust]import interface LoopBack 1



[FW1-security-zone-Untrust]import interface vlan 400
[FW1-security-zone-Untrust]import interface vian 500
[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/2 vlan 400 500
[FW1-security-zone-Untrust]quit
[FW1]security-zone name Trust
[FW1-security-zone-Trust]import interface LoopBack 10
[FW1-security-zone-Trust]import interface LoopBack 20
[FW1-security-zone-Trust]quit

[FW1]isis 10 vpn-instance vpn-rt /44ISISHZ4FEZIVPNLH)
[FW1-isis-10]network 10.0000.0000.0001.00
[FW1-isis-10]is-level level-1
[FW1-isis-10]address-family ipv6 unicast
[FW1-isis-10-ipv6]import-route direct
[FW1-isis-10-ipv6]quit

[FW1-isis-10]quit

[FW1]Jisis 20 vpn-instance vpn-nrt
[FW1-isis-20]network-entity 10.0000.0000.0001.00
[FW1-isis-20]is-level level-1
[FW1-isis-20]address-family ipv6 unicast
[FW1-isis-20-ipv6]import-route direct
[FW1-isis-20-ipv6]quit

[FW1-isis-20]quit

[FW1]int LoopBack 10

[FW1-LoopBack10]isis ipv6 enable 10
[FW1-LoopBack10]quit

[FW1]int vian 400

[FW1-Vlan-interface400]isis ipv6 enable 10
[FW1-Vlan-interface400]quit

[FW1]int loopback 20

[FW1-LoopBack20]isis ipv6 enable 20
[FW1-LoopBack20]quit

[FW1]int vian 500

[FW1-Vlan-interface500]isis ipv6 enable 20
[FW1-Vlan-interface500]quit

FW2:

sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW2

[FW2]ip vpn-instance vpn-rt
[FW2-vpn-instance-vpn-rtJroute-distinguisher 100:1
[FW2-vpn-instance-vpn-rtjvpn-target 100:1
[FW2-vpn-instance-vpn-rt]quit

[FW2]ip vpn-instance vpn-nrt
[FW2-vpn-instance-vpn-nrt]route-distinguisher 200:1
[FW2-vpn-instance-vpn-nrtlvpn-target 200:1
[FW2-vpn-instance-vpn-nrt]quit

[FW2]acl ipv6 basic 2001

[FW2-acl-ipv6-basic-2001]rule 0 permit source any
[FW2-acl-ipv6-basic-2001]rule 1 permit source any vpn-instance vpn-rt
[FW2-acl-ipv6-basic-2001]rule 2 permit source any vpn-instance vpn-nrt
[FW2-acl-ipv6-basic-2001]quit

[FW2]zone-pair security source trust destination untrust
[FW2-zone-pair-security-Trust-Untrust]packet-filter ipvé 2001
[FW2-zone-pair-security-Trust-Untrust]quit

[FW2]zone-pair security source untrust destination trust
[FW2-zone-pair-security-Untrust-Trust]packet-filter ipvé 2001
[FW2-zone-pair-security-Untrust-Trust]quit

[FW2]zone-pair security source trust destination local
[FW2-zone-pair-security-Trust-Local]packet-filter ipv6 2001
[FW2-zone-pair-security-Trust-Local]quit

[FW2]zone-pair security source local destination trust
[FW2-zone-pair-security-Local-Trust]packet-filter ipv6 2001

[

FW2-zone-pair-security-Local-Trust]quit



FW2]zone-pair security source untrust destination local
FW2-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
FW2-zone-pair-security-Untrust-Local]quit

FW2]zone-pair security source local destination untrust
FW2-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
FW2-zone-pair-security-Local-Untrust]quit

FW2]zone-pair security source trust destination trust
FW2-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
FW2-zone-pair-security-Trust-Trust]quit
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[FW2]zone-pair security source untrust destination untrust
[FW2-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Untrust]quit
[FW2]vlan 400

[FW2-vlan400]quit

[FW2]vlan 500

[FW2-vlan500]quit

[FW2]int vlan 400

[FW2-Vlan-interface400]ip binding vpn-instance vpn-rt
Some configurations on the interface are removed.
[FW2-Vlan-interface400]des
[FW2-Vlan-interface400]ipv6 address 1::2 64
[FW2-Vlan-interface400]quit

[FW2]int vlan 500

[FW2-Vlan-interface500]ip binding vpn-instance vpn-nrt
Some configurations on the interface are removed.
[FW2-Vian-interface500]des
[FW2-Vlan-interface500]ipv6 address 1::2 64
[FW2-Vlan-interface500]quit

[FW2]int LoopBack 10

[FW2-LoopBack10]ip binding vpn-instance vpn-rt
Some configurations on the interface are removed.
[FW2-LoopBack10]ipv6 address 4::1 64
[FW2-LoopBack10]quit

[FW2]int loopback 20

[FW2-LoopBack20]ip binding vpn-instance vpn-nrt
Some configurations on the interface are removed.
[FW2-LoopBack20]ipv6 address 5::1 64
[FW2-LoopBack20]quit

[FW2]int loopback 0

[FW2-LoopBackO]ip binding vpn-instance vpn-rt
Some configurations on the interface are removed.
[FW2-LoopBackO]ip address 3.3.3.3 32
[FW2-LoopBack0]quit

[FW2]int loopback 1

[FW2-LoopBack1]ip binding vpn-instance vpn-nrt
Some configurations on the interface are removed.
[FW2-LoopBack1]ip address 4.4.4.4 32

[FW2-LoopBack1]quit

[FW2]int gi 1/0/2

[FW2-GigabitEthernet1/0/2]port link-mode bridge
[FW2-GigabitEthernet1/0/2]des

[FW2-GigabitEthernet1/0/2]port link-type trunk
[FW2-GigabitEthernet1/0/2Jundo port trunk permit vian 1
[FW2-GigabitEthernet1/0/2]port trunk permit vian 400 500
[FW2-GigabitEthernet1/0/2]quit

[FW2]security-zone name Trust

[FW2-security-zone-Trust]import interface LoopBack 10
[FW2-security-zone-Trust]import interface LoopBack 20
[FW2-security-zone-Trust]quit

[FW2]security-zone name Untrust

[FW2-security-zone-Untrust]import interface LoopBack 0
[FW2-security-zone-Untrust]import interface LoopBack 1
[FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/2 vlan 400 500
[FW2-security-zone-Untrust]import interface vlan 400



[FW2-security-zone-Untrust]import interface vian 500
[FW2-security-zone-Untrust]quit

[FW2]isis 10 vpn-instance vpn-rt
[FW2-isis-10]network-entity 10.0000.0000.0002.00
[FW2-isis-10]is-level level-1
[FW2-isis-10]address-family ipv6 unicast
[FW2-isis-10-ipv6]import-route direct
[FW2-isis-10-ipv6]quit

[FW2-isis-10]quit

[FW2]isis 20 vpn-instance vpn-nrt
[FW2-isis-20]network-entity 10.0000.0000.0002.00
[FW2-isis-20]is-level level-1
[FW2-isis-20]address-family ipv6 unicast
[FW2-isis-20-ipv6]import-route direct
[FW2-isis-20-ipv6]quit

[FW2-isis-20]quit

[FW2]int loopback 10

[FW2-LoopBack10]isis ipv6 enable 10
[FW2-LoopBack10]quit

[FW2]int vlan 400

[FW2-Vlan-interface400]isis ipv6 enable 10
[FW2-Vlan-interface400]quit

[FW2]int loopback 20

[FW2-LoopBack20]isis ipv6 enable 20
[FW2-LoopBack20]quit

[FW2]int vlan 500

[FW2-Vlan-interface500]isis ipv6 enable 20
[FW2-Vlan-interface500]quit

st :
TEFW 18 loopback 10/EJ9iR, T VPNBEPINGIEFW2floopback 10, PINGASEFW2AYloopback 20

FEFW1{sEHloopback 20/E/9iR, HVPNAEPINGIEFW2fdloopback20, PINGAEFW2fYloopback 10

FEFW2{#loopback 10{E/9iE, #VPNAEPINGIEFW1#Yloopback 10, PINGZREFW1HAYloopback 20
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