MSRi&% V7 LHipsecEF 2t ZRkNATZEN

2020-02-20 &%=

EELESalL]

ipsec F HNAT

1144 1112 Iz 2222

Geot G0t GE_02 Ge_on 10.1.21

10111 RTA NAT RTB

echunl GE_00

10.1.1.2
10.1.2.2
GE_0/t

GE_01
(1]

PCA PCB

MSRi& & EipsecEFF BN FMNATIIAMAE S, REHRESIFARIpIngIRI IR E, MHELS
mEEAREVSRESTUREN, REHELRE, BIfEREpseclHEEFEZEZAIERT, WS
BARRE XD RIXWSRE.

DT

SCIERER:

(1) BEEEEBEINATSIE, NATRMUEESIEERIEIR, 52, PCATEs10.1.1.0 d10.1.2.009#RZ
. KIEBRTA, EANERTASRTBZIEZE  ZipsechfiE, FrlA, RTALSIRSGHITESE, HEEM
s1.1.1.1 d2.2. 2 209RSZ, ENATIBRAIXARTB, MINATIRESGIRSIR A TEEHaREs2.2.2.1 d
2222, RiX4ERTB, ERTBLH{THRIIEE, BARIXEPCB, FEMIME, EREMRXBEXEFN.
ETERIETUEZNRAIEELZUDP_READY, ZIAINAT sessionfUELATIE, XIRAZIMUIRHIE
KA IEIZRIARIE60s.,

(2) ike safflipsec safEfBIEREEY, LWEHKREHAEER, MABBEEERIZE, KIANATS
mEEENY, —BFE, XENE, BERERIFEEVHR, BmARARES&XSRE

. MEEEERX. FEt, ERTALMEAN, EEENipseciRNRETMZE, BREIEIINAT-Kee
paliveiRSZ, HRTABHAMERIAIXLARTB,


https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/questions/catesDis/37
https://zhiliao.h3c.com/User/other/53428

2060 15478.611281 2.2.2.2 Lol ESP 158 ESP (SPI=0x70c01a95)

2079 15497.375734  1.1.1.1 2.2.2.2 UDPENCAP 43 NAT-keepalive

(3) REEEHIRRENF, ipsecAkeepalive FdpdEARIRBEFTEINEERY. ARG ST
&I

ike nat-keepalive f3<FIsRECEMXTiRA&IE nat-keepalive HRIZHIRTIENEFR.

undo ike nat-keepalive < RAEREREE R,

(@]

ike nat-keepalive seconds

undo ike nat-keepalive

(ErEtER]

X AIE nat-keepalive HRIZAIRTENEIRE /92088, //BIAR/INFNAT sessionZ{LATEIE0sHY

(2]

seconds: FEEMXTiHAE nat-keepalive IRXAIATEIEMNE, BUESBEINS ~300, E{I9%D,
[ERES]
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#sys

ip route-static 2.2.2.0 24 1.1.1.2
ip route-static 10.1.2.0 24 1.1.1.2
acl advanced 3000

rule o permit ip source 10.1.1.0 0.0.0.255 dest 10.1.2.0 0.0.0.255
qu
ipsec transform-set t1

enca-mode tunnel
protocol esp
esp encry 3des-cbc
esp authen md5
qu
ike keychain k1

pre-shared-key address 2.2.2.2 24 key simple h3c
qu
ike profile p1

keychain k1

exchange-mode aggressive
local-identity fqdn rta
match remote identity address 2.2.2.2 24



qu
ipsec policy m1 1 isakmp
security acl 3000
transform-set t1
ike-profile p1
remote-add 2.2.2.2
qu
intg 0/1
ipsec apply policy m1
qu
NATIREECE :
sys
acl advanced 3000
rule 0 permit ip source 1.1.1.1 0
qu
intg 0/2
nat outbound 3000
RTB:
sys
ip route-static 1.1.1.0 24 2.2.2.1
ip route-static 10.1.1.0 24 2.2.2.1
acl advanced 3000
rule 0 permit ip source 10.1.2.0 0.0.0.255 dest 10.1.2.0 0.0.0.255
qu
ipsec transform-set t1
enca-mode tunnel
protocol esp
esp encry 3des-cbc
esp anthen md5quike keychain k1
pre-shared-key address 2.2.2.1 24 key simple h3c
qu
ike profile p1
keychain k1
exchange-mode aggressive
local-identity address 2.2.2.2
match remote identity fqdn rta
qu
ipsec policy-template tem1 1
security acl 3000
ike-profile p1
transform-set t1
local-address 2.2.2.2 I XN BFENRMREFEAANE, XEFERNEERER
EREA, FrLAZENremote-address 2.2.2.1, tB@NATAEREAIMEEquipsec policy n1 1 isakm
p template tem1int g 0/1 ipsec apply policy n1qu
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