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SWi1:

sys

System View: return to User View with Ctrl+Z.
[H3C]sysname SW1

[SWH]int gi 1/0/1

[SW1-GigabitEthernet1/0/1]port link-mode route
[SW1-GigabitEthernet1/0/1]des
[SW1-GigabitEthernet1/0/1]ip address 10.0.0.5 30
[SW1-GigabitEthernet1/0/1]quit

[SW1]Jip route-static 0.0.0.0 0.0.0.0 10.0.0.6
[SW1]local-user admin

New local user added.
[SW1-luser-manage-admin]password simple admin
[SW1-luser-manage-admin]service-type telnet
[SW1-luser-manage-admin]authorization-attribute user-role network-admin
[SW1-luser-manage-admin]quit

[SW1ltelnet server enable

[SW1]line vty 0 4
[SW1-line-vty0-4]authentication-mode scheme
[SW1-line-vty0-4]protocol inbound all
[SW1-line-vty0-4]quit

ISP:


https://zhiliao.h3c.com/questions/catesDis/239
https://zhiliao.h3c.com/questions/catesDis/943
https://zhiliao.h3c.com/questions/catesDis/721
https://zhiliao.h3c.com/User/other/45926

System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISP]Jint gi 0/2

[ISP-GigabitEthernet0/2]des
[ISP-GigabitEthernet0/2]ipv6 address 1::2 64
[ISP-GigabitEthernet0/2]quit

[ISP]int gi 0/0

[ISP-GigabitEthernet0/0]des
[ISP-GigabitEthernet0/0]ipv6 address 2::2 64
[ISP-GigabitEthernet0/0]quit

[ISP]

R1:

sys

System View: return to User View with Ctrl+Z.
[H3C]sysname R1

[R1]int gi 0/0

[R1-GigabitEthernet0/0]ip address 192.168.1.1 24
[R1-GigabitEthernet0/0]quit

[R1]int gi 0/2

[R1-GigabitEthernet0/2]des
[R1-GigabitEthernet0/2]ipv6 address 1::1 64
[R1-GigabitEthernet0/2]quit

[R1]ipv6 route-static :: 0 1::2

R1 IPV4 over IPVEREXBECE -

[R1]int tunnel 0 mode ipv6
[R1-TunnelOJip address 123.0.0.1 30
[R1-TunnelO]source 1::1
[R1-TunnelO]destination 2::1
[R1-Tunnel0Jundo shutdown

[R1-TunnelO]quit

[R1]ip route-static 10.0.0.0 255.255.255.0 123.0.0.2
[R1]

R2:

sys

System View: return to User View with Ctrl+Z.
[H3C]sysname R2

[R2]int gi 0/1
[R2-GigabitEthernet0/1]des
[R2-GigabitEthernet0/1]ip address 10.0.0.6 30
[R2-GigabitEthernet0/1]quit
[R2]int gi 0/2
[R2-GigabitEthernet0/2]des
[R2-GigabitEthernet0/2]ip address 10.0.0.2 30
[R2-GigabitEthernet0/2]quit

[R2]int gi 0/0

[R2-GigabitEthernet0/0]des
[R2-GigabitEthernet0/0]ipv6 address 2::1 64
[R2-GigabitEthernet0/0]quit

[R2]ipv6 route-static :: 0 2::2

R2 SRESERERIPV4 over IPVORHEE B m:

[R2]acl basic 2000
[R2-acl-ipv4-basic-2000]rule 0 permit source 192.168.1.0 0.0.0.255
[R2-acl-ipv4-basic-2000]quit
[R2]policy-based-route james permit node 1
[R2-pbr-james-1]if-match acl 2000
[R2-pbr-james-1]apply next-hop 10.0.0.1
[R2-pbr-james-1]quit

[R2]int Tunnel 0 mode ipv6
[R2-Tunnel0Jip address 123.0.0.2 30
[R2-Tunnel0]source 2::1
[R2-TunnelO]destination 1::1



R2-TunnelOJip policy-based-route james

[
[R2-Tunnel0Jundo shutdown
[R2-TunnelO0]quit

[R2]ip route-static 192.168.1.0 255.255.255.0 123.0.0.1

FW1:

sys

System View: return to User View with Ctrl+Z.

H3Clsysname FW1

FWA1Jint gi 1/0/2

FW1-GigabitEthernet1/0/2]des

FW1-GigabitEthernet1/0/2]ip address 10.0.0.1 30
FW1-GigabitEthernet1/0/2]quit

FW1]ip route-static 0.0.0.0 0.0.0.0 10.0.0.2

FW1]security-zone name trust

FW1-security-zone-Trust]import interface GigabitEthernet 1/0/2
FW1-security-zone-Trust]quit

FW1]acl basic 2001

FW1-acl-ipv4-basic-2001]rule 0 permit source any
FW1-acl-ipv4-basic-2001]quit

FW1]
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[FW1]zone-pair security source trust destination untrust
[FW1-zone-pair-security-Trust-Untrust]packet-filter 2001
[FW1-zone-pair-security-Trust-Untrust]quit
[FW1]

[FW1]zone-pair security source untrust destination trust
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FW1-zone-pair-security-Untrust-Trust]packet-filter 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

FWH1]zone-pair security source trust destination local

=

FW1-zone-pair-security-Trust-Local]packet-filter 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]

FW1]zone-pair security source local destination trust

=

FW1-zone-pair-security-Local-Trust]packet-filter 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]

FW1]zone-pair security source untrust destination local

=

FW1-zone-pair-security-Untrust-Local]packet-filter 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]

FW1]zone-pair security source local destination untrust

=

FW1-zone-pair-security-Local-Untrust]packet-filter 2001
FW1-zone-pair-security-Local-Untrust]quit

FW1 SSL VPNXEEEM:

[FW1]acl advanced 3000

[FW1-acl-ipv4-adv-3000]rule 0 permit tcp source any destination any
[FW1-acl-ipv4-adv-3000]quit

[FW1]sslvpn context james

[FW1-sslvpn-context-james]gateway james domain james
[FW1-sslvpn-context-james]port-forward-item james
[FW1-sslvpn-context-james-port-forward-item-james]local-port 2323 local-name 127.0.0.23 remote-se
rver 10.0.0.5 remote-port 23
FW1-sslvpn-context-james-port-forward-item-james]port-forward list
FW1-sslvpn-context-james-port-forward-listJresources port-forward-item james
FW1-sslvpn-context-james-port-forward-list]quit
FW1-sslvpn-context-james]policy-group james

[
[
[
[
[FW1-sslvpn-context-james-policy-group-james]resources port-forward list
[FW1-sslvpn-context-james-policy-group-james]filter tcp-access acl 3000
[FW1-sslvpn-context-james-policy-group-james]quit
[FW1-sslvpn-context-james]service enable

[

FW1-sslvpn-context-james]quit



[FWH1]local-user james class network

New local user added.
[FW1-luser-network-james]password simple james
[FW1-luser-network-james]service-type sslvpn

]

]

[FW1-luser-network-james]authorization-attribute user-role network-operator

[FW1-luser-network-james]authorization-attribute sslvpn-policy-group james
]

[FW1-luser-network-james]quit
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