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[FW] interface GigabitEthernet 1/0/1

[FW-GigabitEthernet1/0/1]ip address 192.168.1.1 24

[FW-GigabitEthernet1/0/1] interface GigabitEthernet 1/0/2

[FW-GigabitEthernet1/0/2]ip address 1.1.1.1 24

[FW-GigabitEthernet1/0/2]quit
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[RT]Jinterface GigabitEthernet 0/1

[RT-GigabitEthernet0/0lip address 1.1.1.2 24

[RT-GigabitEthernet0/0]quit

[RT]interface GigabitEthernet 0/2

[RT-GigabitEthernet0/1]ip address 10.10.1.1 24

[RT-GigabitEthernet0/1]quit
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ip route-static 0.0.0.001.1.1.2
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[FW]security-zone name trust

[FW -security-zone-Trust] import interface GigabitEthernet 1/0/1

[FW -security-zone-Trust]quit

[FW]security-zone name untrust

[FW -security-zone-Untrust] import interface GigabitEthernet 1/0/2

[FW -security-zone-Untrust]quit

[FW]security-policy ip

[FW -security-policy-ip]rule name web

[FW -security-policy-ip-0-web]source-zone trust

[FW -security-policy-ip-0-web]destination-zone untrust

[FW -security-policy-ip-0-web]source-zone untrust

[FW -security-policy-ip-0-web]destination-zone trust

[FW -security-policy-ip-0-web]action pass

[FW -security-policy-ip-0-web]source-zone local

[FW -security-policy-ip-0-web]destination-zone local
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[FW]acl basic 2000
[FW-acl-ipv4-basic-2000]rule permit source 192.168.1.0 0.0.0.255

[FW-acl-ipv4-basic-2000]quit

[FW]nat address-group 1

[FW-address-group-1] address 20.20.10.1 20.20.10.1
[FW-address-group-1]quit

[FW]interface GigabitEthernet 1/0/2
[FW-GigabitEthernet1/0/2]nat outbound 2000 address-group 1
[FW-GigabitEthernet1/0/2]quit
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[FW]interface GigabitEthernet 1/0/2

[FW-GigabitEthernet1/0/2] nat server protocol icmp global current-interface inside 192.168.1.2

[FW-GigabitEthernet1/0/2]quit
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C:\Users\H3C>ping 10.10.1.2
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3kE 10.10.1.2 EIS: =75=32 Af[E<1ms TTL=128
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[FW]display nat all

NAT address group information:

Totally 1 NAT address groups.

Address group ID: 1

Port range: 1-65535

Address information:

Start address End address

20.20.10.1 20.20.10.1

NAT outbound information:

Totally 1 NAT outbound rules.

Interface: GigabitEthernet1/0/2

ACL: 2000

Address group ID: 1

Port-preserved: N NO-PAT: N Reversible: N

NAT counting: 0

Config status: Active

NAT internal server information:

Totally 1 internal servers.

Interface: GigabitEthernet1/0/2

Protocol: 1(ICMP)

Global IP/port: 1.1.1.1/---



Local IP/port : 192.168.1.2/---

NAT counting : 0

Config status : Active

NAT logging:
Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled

Port-block-assign : Disabled

Port-block-withdraw : Disabled

Alarm : Disabled

NAT mapping behavior:

Mapping mode : Address and Port-Dependent

ACL -

Config status: Active

NAT ALG:

DNS : Enabled

FTP : Enabled

H323 : Disabled

ICMP-ERROR : Enabled

ILS : Disabled

MGCP : Disabled

NBT : Disabled

PPTP : Enabled

RTSP : Enabled

RSH : Disabled

SCCP : Disabled

SIP : Disabled

SQLNET : Disabled



TFTP : Disabled

XDMCP  : Disabled

Static NAT load balancing:  Disabled
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[FW]display nat session verbose

Slot 1:

Initiator:

Source  IP/port: 192.168.1.2/260

Destination IP/port: 10.10.1.2/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/1

Source security zone: Trust

Responder:

Source  IP/port: 10.10.1.2/3

Destination IP/port: 20.20.10.1/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/2

Source security zone: Untrust

State: ICMP_REPLY

Application: ICMP

Rule ID: 0

Rule name: web

Start time: 2018-09-08 05:53:03 TTL: 29s

Initiator->Responder: 5 packets 420 bytes

Responder->Initiator: 5 packets 420 bytes

Initiator:



Source  IP/port: 10.10.1.2/246

Destination IP/port: 1.1.1.1/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/2

Source security zone: Untrust

Responder:

Source  IP/port: 192.168.1.2/246

Destination IP/port: 10.10.1.2/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/1

Source security zone: Trust

State: ICMP_REPLY

Application: ICMP

Rule ID: 0

Rule name: web

Start time: 2018-09-08 05:53:01 TTL: 27s

Initiator->Responder: 5 packets 420 bytes

Responder->Initiator: 5 packets 420 bytes

Total sessions found: 2
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[FW]display session table ipv4 verbose

Slot 1:

Initiator:

Source  IP/port: 10.10.1.2/247

Destination IP/port: 1.1.1.1/2048



DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/2

Source security zone: Untrust

Responder:

Source  IP/port: 192.168.1.2/247

Destination IP/port: 10.10.1.2/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/1

Source security zone: Trust

State: ICMP_REPLY

Application: ICMP

Rule ID: 0

Rule name: web

Start time: 2018-09-08 05:55:57 TTL: 29s

Initiator->Responder: 5 packets
Responder->Initiator: 5 packets
Initiator:

Source  IP/port: 192.168.1.2/261

Destination IP/port: 10.10.1.2/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/1

Source security zone: Trust

Responder:

Source  IP/port: 10.10.1.2/4

Destination IP/port: 20.20.10.1/0

420 bytes

420 bytes



DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/2

Source security zone: Untrust
State: ICMP_REPLY
Application: ICMP
Rule ID: 0
Rule name: web
Start time: 2018-09-08 05:55:56 TTL: 27s
Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes
Total sessions found: 2
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debugging nat packet
terminal monitor
The current terminal is enabled to display logs.
terminal debugging
The current terminal is enabled to display debugging logs.
*Sep 8 06:09:49:049 2018 FW NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/2-out-config) Protocol: ICMP

192.168.1.2: 262 -  10.10.1.2: 2048(VPN: 0) ------ >

20.20.10.1: 5- 10.10.1.2: 2048(VPN: 0)
*Sep 8 06:09:49:065 2018 FW NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/2-in-session) Protocol: ICMP

10.10.1.2: 5- 20.20.10.1: O(VPN: Q) ------ >

10.10.1.2: 262- 192.168.1.2: O(VPN: 0)

*Sep 8 06:09:55:440 2018 FW NAT/7/COMMON: -COntext=1;



PACKET: (GigabitEthernet1/0/2-in-config) Protocol: ICMP

10.10.1.2: 255 - 1.1.1.1: 2048(VPN: 0) ------ >

10.10.1.2: 255- 192.168.1.2: 2048(VPN: 0)

*Sep 8 06:09:55:441 2018 FW NAT/7/COMMON: -COntext=1;

PACKET: (GigabitEthernet1/0/2-out-session) Protocol: ICMP

192.168.1.2: 255 - 10.10.1.2:  O(VPN: 0) ------ >

1.1.1.1: 255 - 10.10.1.2:  O(VPN: 0)
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