(% F1060 GRE VPNEAEL/HMECE M|

GRE VPN  H3CHEHIEE FRF 2020-02-28 &F

LELEYSEL
& EL ]
Ge_0n E GE_0i
2024100.0/30 202.2.100.0/30
192.168.1.0/24 GE_o GE 02

17216..0/24 (vl
GE_Y GE_on =

: ' BE_wa -
< FW1

tunmel : 123.0.0.0/30 |

A2
AL

HRRE

AREHIRFAHIC HCLIEHIZRAIF10603RIEHIGRE VPNEBYEKELE, MMFIINNEMNSERINEFRES
BTBRBEIRR. FW1SFW25 38R EAMAIEAIRE, RENATHIEERAIRSS. 97 AM1FIR
M2BEEFINAT R IMRIBHTIES, FEILRAGRE VPNJRSLHL,

BELE

. IRIEREILNEIERRECE IPiBiE
. FWIEEENAT, HEEZNABEIERISP
. FW2ECENAT, HEEZIARBEIERISP
. FW15FW2837GRE VPNRSE

S WD =

BCE R

FMEREL (EiMERE) -
ISP:
<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISPJint gi 0/0

[ISP-GigabitEthernet0/0]des <connect to FW1>
[ISP-GigabitEthernet0/0]ip address 202.1.100.1 30
[ISP-GigabitEthernet0/0]quit

[ISPJint gi 0/1

[ISP-GigabitEthernet0/1]des <connect to FW2>
[ISP-GigabitEthernet0/1]ip address 202.2.100.1 30
[ISP-GigabitEthernet0/1]quit

FW1:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW1

[FW1]int gi 1/0/3

[FW1-GigabitEthernet1/0/3]ip address 192.168.1.1 24
[FW1-GigabitEthernet1/0/3]quit

[FWH1]acl basic 2000

[FW1-acl-ipv4-basic-2000]rule O permit source any
[FW1-acl-ipv4-basic-2000]quit

[FWH1]int gi 1/0/2

[FW1-GigabitEthernet1/0/2]des <connect to ISP>
[FW1-GigabitEthernet1/0/2]ip address 202.1.100.2 30
[FW1-GigabitEthernet1/0/2]nat outbound 2000
[FW1-GigabitEthernet1/0/2]quit

[FW1]security-zone name Trust
[FW1-security-zone-Trust]import interface GigabitEthernet 1/0/3
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FW1-security-zone-Trust]quit
FW1]security-zone name Untrust
FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/2

FW1-security-zone-Untrust]quit

FW1]ip route-static 0.0.0.0 0.0.0.0 202.1.100.1
FW1]acl basic 2001

FW1-acl-ipv4-basic-2001]rule 0 permit source any
FW1-acl-ipv4-basic-2001]quit

FW1]

FW1]zone-pair security source trust destination untrust

=

FW1-zone-pair-security-Trust-Untrust]packet-filter 2001
FW1-zone-pair-security-Trust-Untrust]quit

FW1]

FW1]zone-pair security source untrust destination trust

=

FW1-zone-pair-security-Untrust-Trust]packet-filter 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

FW1]zone-pair security source trust destination local

=

FW1-zone-pair-security-Trust-Local]packet-filter 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]

FW1]zone-pair security source local destination trust

=

FW1-zone-pair-security-Local-Trust]packet-filter 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]

FW1]zone-pair security source untrust destination local

=

FW1-zone-pair-security-Untrust-Local]packet-filter 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]

FWH1]zone-pair security source local destination untrust

=
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[FW1-zone-pair-security-Local-Untrust]packet-filter 2001
[

FW1-zone-pair-security-Local-Untrust]quit

Fw2:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW2

[FW2]int gi 1/0/3
[FW2-GigabitEthernet1/0/3]ip address 172.16.1.1 24
[FW2-GigabitEthernet1/0/3]quit
[FW2]acl basic 2000
[FW2-acl-ipv4-basic-2000]rule O permit source any
[FW2-acl-ipv4-basic-2000]quit
[FW2]int gi 1/0/2
[FW2-GigabitEthernet1/0/2]des <connect to ISP>
[FW2-GigabitEthernet1/0/2]ip address 202.2.100.2 30
[FW2-GigabitEthernet1/0/2]nat outbound 2000
[FW2-GigabitEthernet1/0/2]quit
[FW2]ip route-static 0.0.0.0 0.0.0.0 202.2.100.1
[FW2]security-zone name Trust

[FW2-security-zone-Trust]import interface GigabitEthernet 1/0/3
[FW2-security-zone-Trust]quit

[FW2]security-zone name Untrust
[FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW2-security-zone-Untrust]quit

[FW2]acl basic 2001

[FW2-acl-ipv4-basic-2001]rule O permit source any
[FW2-acl-ipv4-basic-2001]quit

[FW2]

[FW2]zone-pair security source trust destination untrust
[FW2-zone-pair-security-Trust-Untrust]packet-filter 2001
[FW2-zone-pair-security-Trust-Untrust]quit

[FW2]



[FW2]zone-pair security source untrust destination trust
[FW2-zone-pair-security-Untrust-Trust]packet-filter 2001
FW2-zone-pair-security-Untrust-Trust]quit

FW2]

FW2]zone-pair security source trust destination local
FW2-zone-pair-security-Trust-Local]packet-filter 2001
FW2-zone-pair-security-Trust-Local]quit

FW2]

FW?2]zone-pair security source local destination trust

FW2-zone-pair-security-Local-Trust]packet-filter 2001
[FW2-zone-pair-security-Local-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination local
[FW2-zone-pair-security-Untrust-Local]packet-filter 2001
[FW2-zone-pair-security-Untrust-Local]quit

[FW2]

[FW2]zone-pair security source local destination untrust
[FW2-zone-pair-security-Local-Untrust]packet-filter 2001
[FW2-zone-pair-security-Local-Untrust]quit
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FW1:

[FW1]int Tunnel 0 mode gre

[FW1-TunnelO]ip address 123.0.0.1 30
[FW1-TunnelO]source 202.1.100.2
[FW1-TunnelO]destination 202.2.100.2
[FW1-TunnelO]quit

[FW1]ip route-static 172.16.1.0 255.255.255.0 123.0.0.2
[FW1]security-zone name Untrust
[FW1-security-zone-Untrust]import interface Tunnel 0
[FW1-security-zone-Untrust]quit

FwW2:

[FW2]int Tunnel 0 mode gre

[FW2-TunnelOlip address 123.0.0.2 30
[FW2-TunnelO]source GigabitEthernet 1/0/2
[FW2-TunnelO]description 202.1.100.2
[FW2-TunnelO]quit

[FW2]ip route-static 192.168.1.0 255.255.255.0 123.0.0.1
[FW2]security-zone name Untrust
[FW2-security-zone-Untrust]import interface Tunnel 0
[FW2-security-zone-Untrust]quit
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