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FW2:
<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW2

[FW2]acl basic 2001

[FW2-acl-ipv4-basic-2001]rule O permit source any
[FW2-acl-ipv4-basic-2001]quit

[FW2]

[FW2]zone-pair security source trust destination untrust
[FW2-zone-pair-security-Trust-Untrust]packet-filter 2001
[FW2-zone-pair-security-Trust-Untrust]quit

[FW2]

[FW2]zone-pair security source untrust destination trust
[FW2-zone-pair-security-Untrust-Trust]packet-filter 2001
[FW2-zone-pair-security-Untrust-Trust]quit

[FW2]

[FW2]zone-pair security source trust destination local
[FW2-zone-pair-security-Trust-Local]lpacket-filter 2001
[FW2-zone-pair-security-Trust-Local]quit

[FW2]

[FW2]zone-pair security source local destination trust
[FW2-zone-pair-security-Local-Trust]packet-filter 2001
[FW2-zone-pair-security-Local-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination local
[FW2-zone-pair-security-Untrust-Local]packet-filter 2001
[FW2-zone-pair-security-Untrust-Local]quit

[FW2]

[FW2]zone-pair security source local destination untrust
[FW2-zone-pair-security-Local-Untrust]packet-filter 2001
[FW2-zone-pair-security-Local-Untrust]quit

[FW2]vlan 10

[FW2-vlan10]quit

[FW2]int gi 1/0/2

[FW2-GigabitEthernet1/0/2]port link-mode bridge
[FW2-GigabitEthernet1/0/2]port link-type access
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[FW2-GigabitEthernet1/0/2]port access vian 10
[FW2-GigabitEthernet1/0/2]quit

[FW2]security-zone name Trust

[FW2-security-zone-Trust]import interface GigabitEthernet 1/0/2 vlan 10
[FW2-security-zone-Trust]quit

FW2 R A KR ER:

FW2]Jint Bridge-Aggregation 1

FW2-Bridge-Aggregationi]quit

FW2]Jint range gi 1/0/3 to gi 1/0/4

FW2-if-range]port link-mode bridge

FW2-if-range]port link-aggregation group 1

FW2-if-range]quit

FW2]int Bridge-Aggregation 1

FW2-Bridge-Aggregationi]port link-type trunk
FW2-Bridge-Aggregationi]undo port trunk permit vian 1
FW2-Bridge-Aggregationi]port trunk permit vian 10
FW2-Bridge-Aggregationi]quit

FW2]security-zone name Untrust

FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/3 vlan 10
FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/4 vian 10
FW2-security-zone-Untrust]import interface Bridge-Aggregation 1 vian 10
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FW2-security-zone-Untrust]quit

FW1:

<H3C>sys

System View: return to User View with Ctrl+Z.
H3C]sysname FW1

FW1]vian 10

FW1-vlan10]quit

FWH1]int gi 1/0/2

FW1-GigabitEthernet1/0/2]port link-mode bridge
FW1-GigabitEthernet1/0/2]port link-type access
FW1-GigabitEthernet1/0/2]port access vlan 10
FW1-GigabitEthernet1/0/2]quit

FWH1]int vian 10

FW1-Vlan-interface10]ip address 192.168.10.1 24
FW1-Vlan-interface10]quit

FW1]acl basic 2001

FW1-acl-ipv4-basic-2001]rule 0 permit source any
FW1-acl-ipv4-basic-2001]quit

FW1]

FW1]zone-pair security source trust destination untrust

=

FW1-zone-pair-security-Trust-Untrust]packet-filter 2001
FW1-zone-pair-security-Trust-Untrust]quit
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FW1]zone-pair security source untrust destination trust
FW1-zone-pair-security-Untrust-Trust]packet-filter 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

FW1]zone-pair security source trust destination local

=

FW1-zone-pair-security-Trust-Local]packet-filter 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]

FW1]zone-pair security source local destination trust

=

FW1-zone-pair-security-Local-Trust]packet-filter 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]

FW1]zone-pair security source untrust destination local

=

FW1-zone-pair-security-Untrust-Local]packet-filter 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]

FW1]zone-pair security source local destination untrust

=

FW1-zone-pair-security-Local-Untrust]packet-filter 2001



[FW1-zone-pair-security-Local-Untrust]quit

[FW1]security-zone name Trust

[FW1-security-zone-Trust]import interface GigabitEthernet 1/0/2 vlan 10
[FW1-security-zone-Trust]quit

FW1 Z B REXRBEER:

[FW1]int Bridge-Aggregation 1

[FW1-Bridge-Aggregationi]quit

[FW1]int range gi 1/0/3 to gi 1/0/4

[FW1-if-range]port link-mode bridge

[FW1-if-range]port link-aggregation group 1

[FW1-if-range]quit

[FW1]int Bridge-Aggregation 1

[FW1-Bridge-Aggregationi]port link-type trunk
[FW1-Bridge-Aggregationi]undo port trunk permit vian 1
[FW1-Bridge-Aggregationi]port trunk permit vian 10
[FW1-Bridge-Aggregationi]quit

[FWH1]security-zone name Untrust

[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/3 vlan 10
[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/4 vlan 10
[FW1-security-zone-Untrust]import interface Bridge-Aggregation 1
[FW1-security-zone-Untrust]import interface Bridge-Aggregation 1 vlan 10
[FW1-security-zone-Untrust]import interface vlan 10
[FW1-security-zone-Untrust]quit
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