(" F1060 basic NATHARVHRIFL ELI0

NAT  H3CHEHEE FBHRFT 2020-03-07 &3

LELEYSEL

]

. 202,1.100.0/28
[ | 202.103.224.0/24
v —— H)
e G501 GEMA GE_00 . N

ISP [ mEn
g K

192168.1.0/24  192.168.2.0/24

[GE_n1

{AmiLRA :

ZRSLEGSRFAH3C HCLAEHABEAIF 1060F5 X iEskiEH basic NATERVEMELELL, HMFIINGEEEN
EIRINEFE TGRSR, FWIEARMEHARSE, MEREANNZS, EREEERERN
WIS NI RAR S, PIRIERIBE] T 202.1.100.2-202.1.100. 509 /itbiE, E202.1.100.2F8
FE5HNNERER, 202.1.100.3-202.1.100.5 /L5 RGO,

EESR
1. RARMES I NE ERRECE IPHbiL
2, FW1ECENATHENIAER, HECEFIARSHRISEIMN

FEXEN

HEBIAR

U R R B2 K basic NATXREEE =, IFMAILSE, SRSB4 !
ISP:

sys

System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISPJint gi 0/1

[ISP-GigabitEthernet0/1]ip address 202.103.224.254 24
[ISP-GigabitEthernet0/1]quit

[ISP]Jint gi 0/0

[ISP-GigabitEthernet0/0]des

[ISP-GigabitEthernet0/0]ip address 202.1.100.1 28
[ISP-GigabitEthernet0/0]quit

[ISP]

FW1:

sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW1

[FWH1]acl basic 2001

[FW1-acl-ipv4-basic-2001]rule O permit source any
[FW1-acl-ipv4-basic-2001]quit

[FW1]

[FW1]zone-pair security source trust destination untrust
[FW1-zone-pair-security-Trust-Untrust]packet-filter 2001
[FW1-zone-pair-security-Trust-Untrust]quit

[FW1]

[FW1]zone-pair security source untrust destination trust
[FW1-zone-pair-security-Untrust-Trust]packet-filter 2001
[FW1-zone-pair-security-Untrust-Trust]quit

[FW1]
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FW1]zone-pair security source trust destination local
FW1-zone-pair-security-Trust-Local]packet-filter 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]

=

FWH1]zone-pair security source local destination trust
FW1-zone-pair-security-Local-Trust]packet-filter 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]

=

FW1]zone-pair security source untrust destination local
FW1-zone-pair-security-Untrust-Local]packet-filter 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]
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[FW1]zone-pair security source local destination untrust
[FW1-zone-pair-security-Local-Untrust]packet-filter 2001
[FW1-zone-pair-security-Local-Untrust]quit

[FW1]int gi 1/0/2

[FW1-GigabitEthernet1/0/2]ip address 192.168.1.1 24
[FW1-GigabitEthernet1/0/2]quit

[FW1]int gi 1/0/3

[FW1-GigabitEthernet1/0/3]ip address 192.168.2.1 24
[FW1-GigabitEthernet1/0/3]quit

[FW1]int gi 1/0/4

[FW1-GigabitEthernet1/0/4]des

[FW1-GigabitEthernet1/0/4]ip address 202.1.100.2 28
[FW1-GigabitEthernet1/0/4]quit

[FW1]ip route-static 0.0.0.0 0.0.0.0 202.1.100.1
[FW1]security-zone name Trust

[FW1-security-zone-Trust]import interface GigabitEthernet 1/0/2
[FW1-security-zone-Trust]import interface GigabitEthernet 1/0/3
[FW1-security-zone-Trust]quit

[FWH1]security-zone name Untrust
[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/4
[FW1-security-zone-Untrust]quit

FW1 basic NAT KBRS m:

[FW1]acl basic 2000

[FW1-acl-ipv4-basic-2000]rule 0 permit source any
[FW1-acl-ipv4-basic-2000]quit

[FW1]nat address-group 1

[FW1-address-group-1]address 202.1.100.3 202.1.100.5
[FW1-address-group-1]quit

[FWH1]int gi 1/0/4

[FW1-GigabitEthernet1/0/4]nat outbound 2000 address-group 1 no-pat
[FW1-GigabitEthernet1/0/4]quit
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