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Web_server:

|

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname web_server

[web_server]int gi 1/0/1
[web_server-GigabitEthernet1/0/1]port link-mode route
[web_server-GigabitEthernet1/0/1]des <connect to FW1>
[web_server-GigabitEthernet1/0/1]ip address 10.0.0.2 30
[web_server-GigabitEthernet1/0/1]quit

[web_server]ip route-static 0.0.0.0 0.0.0.0 10.0.0.1
[web_serverlip http enable

[web_serverlip https enable

[web_server]local-user admin

New local user added.
[web_server-luser-manage-admin]password simple admin
[web_server-luser-manage-admin]service-type http https
[web_server-luser-manage-admin]authorization-attribute user-role network-admin
[web_server-luser-manage-admin]quit

[web_server]

ISP:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISPJint gi 0/1

[ISP-GigabitEthernet0/1]ip address 172.16.2.1 24
[ISP-GigabitEthernet0/1]quit

[ISPJint gi 0/0

[ISP-GigabitEthernet0/0]des <connect to FW1>
[ISP-GigabitEthernet0/0lip address 172.16.1.1 28
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[ISP-GigabitEthernet0/0]quit

FW1:

<H3C>sys

System View: return to User View with Ctrl+Z.
H3C]sysname FW1

FW1]acl basic 2001

FW1-acl-ipv4-basic-2001]rule 0 permit source any
FW1-acl-ipv4-basic-2001]quit

FW1]zone-pair security source trust destination untrust
FW1-zone-pair-security-Trust-Untrust]packet-filter 2001
FW1-zone-pair-security-Trust-Untrust]quit
FW1]zone-pair security source untrust destination trust
FW1-zone-pair-security-Untrust-Trust]packet-filter 2001
FW1-zone-pair-security-Untrust-Trust]quit
FW1]zone-pair security source trust destination local
FW1-zone-pair-security-Trust-Local]packet-filter 2001
FW1-zone-pair-security-Trust-Local]quit
FW1]zone-pair security source local destination trust
FW1-zone-pair-security-Local-Trust]packet-filter 2001
FW1-zone-pair-security-Local-Trust]quit
FW1]zone-pair security source untrust destination local
FW1-zone-pair-security-Untrust-Local]packet-filter 2001
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[FW1-zone-pair-security-Untrust-Local]quit

[FW1]zone-pair security source local destination untrust
[FW1-zone-pair-security-Local-Untrust]packet-filter 2001
[FW1-zone-pair-security-Local-Untrust]quit
[FW1]zone-pair security source trust destination trust
[FW1-zone-pair-security-Trust-Trust]packet-filter 2000
[FW1-zone-pair-security-Trust-Trust]quit
[FW1]int gi 1/0/3
[FW1-GigabitEthernet1/0/3]des <connect to web_server>
[FW1-GigabitEthernet1/0/3]ip address 10.0.0.1 30
[FW1-GigabitEthernet1/0/3]quit
[FW1]security-zone name Trust
[FW1-security-zone-Trust]limport interface GigabitEthernet 1/0/3
[FW1-security-zone-Trust]quit

[FW1]int gi 1/0/5
[FW1-GigabitEthernet1/0/5]ip address 192.168.1.1 24
[FW1-GigabitEthernet1/0/5]quit
[FW1]security-zone name Trust
[FW1-security-zone-Trust]import interface GigabitEthernet 1/0/5
[

FW1-security-zone-Trust]quit

FW1 NATERBENAT serveri@ it & :
[FW1]acl basic 2000

[FW1-acl-ipv4-basic-2000]rule 0 permit source any
[FW1-acl-ipv4-basic-2000]quit

[FW1]int gi 1/0/4

[FW1-GigabitEthernet1/0/4]des <connect to ISP>

[FW1-GigabitEthernet1/0/4]ip address 172.16.1.2 28
[FW1-GigabitEthernet1/0/4]nat server protocol tcp global current-interface 80 in
side 10.0.0.2 80

[FW1-GigabitEthernet1/0/4]nat server protocol tcp global current-interface 443 i
nside 10.0.0.2 443

FW1-GigabitEthernet1/0/4]nat outbound 2000

FW1-GigabitEthernet1/0/4]quit

FW1]Jip route-static 0.0.0.0 0.0.0.0 172.16.1.1

FW1]security-zone name Untrust

FW1-security-zone-Untrust]quit
FW1]int range gi 1/0/3 gi 1/0/5

[
[
[
[
[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/4
[
[
[FW1-if-range]nat hairpin enable



[FW1-if-range]quit
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BEFWIRINATRRMSA:
[FW1]dis nat session verbose
Slot 1:

Total sessions found: 0

[FW1]dis nat session verbose

Slot 1:

Initiator:
Source  IP/port: 192.168.1.2/52238
Destination IP/port: 172.16.1.2/443
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/4
Source security zone: Untrust

Responder:
Source  IP/port: 10.0.0.2/443
Destination IP/port: 192.168.1.2/52238
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Trust

State: TCP_ESTABLISHED

Application: HTTPS

Rule ID: 0

Rule name:

Start time: 2020-04-11 16:14:03 TTL: 596s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes
Initiator:

Source  IP/port: 192.168.1.2/52241
Destination IP/port: 172.16.1.2/443
DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)

Inbound interface: GigabitEthernet1/0/4



Source security zone: Untrust
Responder:
Source  IP/port: 10.0.0.2/443
Destination IP/port: 192.168.1.2/52241
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Trust
State: TCP_ESTABLISHED
Application: HTTPS

Rule ID: 0

Rule name:

Start time: 2020-04-11 16:14:03 TTL: 596s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes
Initiator:

Source  IP/port: 192.168.1.2/52230
Destination IP/port: 172.16.1.2/443
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/4
Source security zone: Untrust
Responder:
Source  IP/port: 10.0.0.2/443
Destination IP/port: 192.168.1.2/52230
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Trust
State: TCP_ESTABLISHED
Application: HTTPS

Rule ID: 0

Rule name:

Start time: 2020-04-11 16:14:03 TTL: 596s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes
Initiator:

Source  IP/port: 192.168.1.2/52237
Destination IP/port: 172.16.1.2/443
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/4
Source security zone: Untrust
Responder:
Source  IP/port: 10.0.0.2/443
Destination IP/port: 192.168.1.2/52237
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Trust
State: TCP_ESTABLISHED
Application: HTTPS

Rule ID: 0

Rule name:

Start time: 2020-04-11 16:14:03 TTL: 596s
Initiator->Responder: 0 packets 0 bytes

Responder->Initiator: 0 packets 0 bytes



Initiator:
Source  IP/port: 192.168.1.2/52233
Destination IP/port: 172.16.1.2/443
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/4
Source security zone: Untrust

Responder:
Source  IP/port: 10.0.0.2/443
Destination IP/port: 192.168.1.2/52233
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Trust

State: TCP_ESTABLISHED

Application: HTTPS

Rule ID: 0

Rule name:

Start time: 2020-04-11 16:14:03 TTL: 596s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes
Initiator:

Source  IP/port: 192.168.1.2/52231
Destination IP/port: 172.16.1.2/443
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/4
Source security zone: Untrust
Responder:
Source  IP/port: 10.0.0.2/443
Destination IP/port: 192.168.1.2/52231
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Trust
State: TCP_ESTABLISHED
Application: HTTPS

Rule ID: 0

Rule name:

Start time: 2020-04-11 16:14:03 TTL: 596s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 6
[FW1]
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