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System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISPJint gi 0/1

[ISP-GigabitEthernet0/1]ip address 202.103.224.254 24
[ISP-GigabitEthernet0/1]quit

[ISP]int gi 0/0

[ISP-GigabitEthernet0/0]des <connect to FW1>
[ISP-GigabitEthernet0/0]ip address 202.1.100.1 28
[ISP-GigabitEthernet0/0]quit

SWi1:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname SW1

[SWH]int gi 1/0/1

[SW1-GigabitEthernet1/0/1]port link-mode route
[SW1-GigabitEthernet1/0/1]des <connect to FW1>
[SW1-GigabitEthernet1/0/1]ip address 10.0.0.2 30
[SW1-GigabitEthernet1/0/1]quit

[SW1]ip route-static 0.0.0.0 0.0.0.0 10.0.0.1
[SW1]ip http enable

[SW1]ip https enable

[SW1]local-user admin

New local user added.
[SW1-luser-manage-admin]password simple admin
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[SW1-luser-manage-admin]service-type http https
[SW1-luser-manage-admin]authorization-attribute user-role network-admin
[SW1-luser-manage-admin]quit

FW1:

<H3C>sys

System View: return to User View with Ctrl+Z.
H3C]sysname FW1

FW1]acl basic 2001

FW1-acl-ipv4-basic-2001]rule 0 permit source any
FW1-acl-ipv4-basic-2001]quit

FW1]

FW1]zone-pair security source trust destination untrust
FW1-zone-pair-security-Trust-Untrust]packet-filter 2001
FW1-zone-pair-security-Trust-Untrust]quit

FW1]

=

FW1]zone-pair security source untrust destination trust
FW1-zone-pair-security-Untrust-Trust]packet-filter 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

=

FW1]zone-pair security source trust destination local
FW1-zone-pair-security-Trust-Local]packet-filter 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]
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[FW1]zone-pair security source local destination trust
[FW1-zone-pair-security-Local-Trust]packet-filter 2001
[FW1-zone-pair-security-Local-Trust]quit
[FW1]
[FW1]zone-pair security source untrust destination local
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FW1-zone-pair-security-Untrust-Local]packet-filter 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]

FW1]zone-pair security source local destination untrust

=

FW1-zone-pair-security-Local-Untrust]packet-filter 2001
FW1-zone-pair-security-Local-Untrust]quit

FW1]

FW1]zone-pair security source trust destination trust

=

FW1-zone-pair-security-Trust-Trust]packet-filter 2001
FW1-zone-pair-security-Trust-Trust]quit

FWH1]int gi 1/0/4

FW1-GigabitEthernet1/0/4]ip address 192.168.1.1 24
FW1-GigabitEthernet1/0/4]quit

FWH1]int gi 1/0/3

FW1-GigabitEthernet1/0/3]des <connect to SW1>
FW1-GigabitEthernet1/0/3]ip address 10.0.0.1 30
FW1-GigabitEthernet1/0/3]quit

FW1]security-zone name trust

FW1-security-zone-Trust]import interface GigabitEthernet 1/0/3
FW1-security-zone-Trust]import interface GigabitEthernet 1/0/4
FW1-security-zone-Trust]quit

FW1 SXEINATRSBECE AR

FW1]acl basic 2000

FW1-acl-ipv4-basic-2000]rule 0 permit source any

FW1-acl-ipv4-basic-2000]quit

FWH1]int gi 1/0/2

FW1-GigabitEthernet1/0/2]des <connect to ISP>

FW1-GigabitEthernet1/0/2]ip address 202.1.100.2 28

FW1-GigabitEthernet1/0/2]nat outbound 2000

FW1-GigabitEthernet1/0/2]nat server protocol tcp global 202.1.100.3 80 inside 10.0.0.2 80
FW1-GigabitEthernet1/0/2]nat server protocol tcp global 202.1.100.3 443 inside10.0.0.2 443
FW1-GigabitEthernet1/0/2]quit

FW1]ip route-static 0.0.0.0 0.0.0.0 202.1.100.1
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[FWH1]acl basic 2002



[FW1-acl-ipv4-basic-2002]rule 0 permit source 192.168.1.0 0.0.0.255
[FW1-acl-ipv4-basic-2002]quit
[FW1]int gi 1/0/3
[FW1-GigabitEthernet1/0/3]nat outbound 2002
[FW1-GigabitEthernet1/0/3]nat server protocol tcp global 202.1.100.3 80 inside 10.0.0.2 80
[FW1-GigabitEthernet1/0/3]nat server protocol tcp global 202.1.100.3 443 inside 10.0.0.2 443
[FW1-GigabitEthernet1/0/3]quit
[FWH1]security-zone name Untrust
[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW1-security-zone-Untrust]quit

[FW1]int gi 1/0/4
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FW1-GigabitEthernet1/0/4]nat outbound 2002
FW1-GigabitEthernet1/0/4]nat server protocol tcp global 202.1.100.3 80 inside 10.0.0.2 80
FW1-GigabitEthernet1/0/4]nat server protocol tcp global 202.1.100.3 443 inside 10.0.0.2 443
FW1-GigabitEthernet1/0/4]quit
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B BIER: CAWindows\system32\cmd.exe (B

Ininistrator.USER-281 98518872

HIRIPCEE(sEFI A /ItEEE10.0.0. 215 IAWEBPR S 28SW1 :

AR PCEEFERIFMMELE202.1.100.315 ] WEBJRSSEESW 1 :

BHEFWIBINATERER:
[FW1]dis nat server

NAT internal server information:
Totally 6 internal servers.
Interface: GigabitEthernet1/0/2

Protocol: 6(TCP)

Global IP/port: 202.1.100.3/80
Local IP/port : 10.0.0.2/80
NAT counting : 0

Config status : Active

Interface: GigabitEthernet1/0/2
Protocol: 6(TCP)
Global IP/port: 202.1.100.3/443
Local IP/port : 10.0.0.2/443
NAT counting : 0
Config status : Active

Interface: GigabitEthernet1/0/3
Protocol: 6(TCP)
Global IP/port: 202.1.100.3/80
Local IP/port : 10.0.0.2/80
NAT counting : 0
Config status : Active



Interface: GigabitEthernet1/0/3
Protocol: 6(TCP)
Global IP/port: 202.1.100.3/443
Local IP/port : 10.0.0.2/443
NAT counting : 0
Config status : Active

Interface: GigabitEthernet1/0/4
Protocol: 6(TCP)
Global IP/port: 202.1.100.3/80
Local IP/port : 10.0.0.2/80
NAT counting : 0
Config status : Active

Interface: GigabitEthernet1/0/4
Protocol: 6(TCP)
Global IP/port: 202.1.100.3/443
Local IP/port : 10.0.0.2/443
NAT counting : 0
Config status : Active

[FW1]
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