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ISP:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISPJint gi 0/0

[ISP-GigabitEthernet0/0]des <connect to FW1>
[ISP-GigabitEthernet0/0]ip address 10.0.0.1 30
[ISP-GigabitEthernet0/0]quit

[ISPJint gi 0/1

[ISP-GigabitEthernet0/1]des <connect to FW2>
[ISP-GigabitEthernet0/1]ip address 10.0.0.5 30
[ISP-GigabitEthernet0/1]quit

SWi:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname SW1

[SWH]int gi 1/0/1

[SW1-GigabitEthernet1/0/1]port link-mode route
[SW1-GigabitEthernet1/0/1]des <connect to FW2>
[SW1-GigabitEthernet1/0/1]ipv6 address 2::2 64
[SW1-GigabitEthernet1/0/1]quit

[SW1]ipv6 route-static :: 0 2::1

FW1:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW1
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FWH1]acl ipv6 basic 2001

FW1-acl-ipv6-basic-2001]rule 0 permit source any
FW1-acl-ipv6-basic-2001]quit

FW1]

FW1]zone-pair security source trust destination untrust
FW1-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Trust-Untrust]quit

FW1]

FW1]zone-pair security source untrust destination trust

=

FW1-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

FW1]zone-pair security source trust destination local

=

FW1-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW1-zone-pair-security-Trust-Local]quit
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FW1]zone-pair security source local destination trust
FW1-zone-pair-security-Local-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]

FW1]zone-pair security source untrust destination local

=

FW1-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]

FW1]zone-pair security source local destination untrust

=

FW1-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Untrust]quit

FW1]

FW1]zone-pair security source trust destination trust

=

FW1-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
FW1-zone-pair-security-Trust-Trust]quit
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FW1]acl basic 2002

FW1-acl-ipv4-basic-2002]rule 0 permit source any
FW1-acl-ipv4-basic-2002]quit

FW1]

FW1]zone-pair security source trust destination untrust
FW1-zone-pair-security-Trust-Untrust]packet-filter 2002
FW1-zone-pair-security-Trust-Untrust]quit

FW1]

=

FW1]zone-pair security source untrust destination trust
FW1-zone-pair-security-Untrust-Trust]packet-filter 2002
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

=

FW1]zone-pair security source trust destination local
FW1-zone-pair-security-Trust-Local]packet-filter 2002

FW1]
FW1]zone-pair security source local destination trust

=

FW1-zone-pair-security-Local-Trust]packet-filter 2002
FW1-zone-pair-security-Local-Trust]quit

FWA1]

FW1]zone-pair security source untrust destination local

=

FW1-zone-pair-security-Untrust-Local]packet-filter 2002
FW1-zone-pair-security-Untrust-Local]quit

FW1]

FW1]zone-pair security source local destination untrust

=

FW1-zone-pair-security-Local-Untrust]packet-filter 2002
FW1-zone-pair-security-Local-Untrust]quit

FW1]

FW1]zone-pair security source trust destination trust
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[FW1-zone-pair-security-Trust-Trust]packet-filter 2002
[FW1-zone-pair-security-Trust-Trust]quit
[FW1]

[FW1]zone-pair security source untrust destination untrust
[FW1-zone-pair-security-Untrust-Untrust]packet-filter 2002
[FW1-zone-pair-security-Untrust-Untrust]quit
[FW1]zone-pair security source untrust destination untrust
[FW1-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
[FW1-zone-pair-security-Untrust-Untrust]quit
[FW1]int gi 1/0/3
[FW1-GigabitEthernet1/0/3]ipv6 address 1::1 64
[FW1-GigabitEthernet1/0/3]quit
[FWH1]int gi 1/0/2
[FW1-GigabitEthernet1/0/2]des <connect to ISP>
[FW1-GigabitEthernet1/0/2]ip address 10.0.0.2 30
[FW1-GigabitEthernet1/0/2]quit

[FW1]ip route-static 0.0.0.0 0.0.0.0 10.0.0.1

[FWH1]security-zone name trust

[FW1-security-zone-Trust]import interface GigabitEthernet 1/0/3
[FW1-security-zone-Trust]quit

[FWH1]security-zone name Untrust
[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW1-security-zone-Untrust]quit
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[FW1]int Tunnel 0 mode ipv6-ipv4
[FW1-TunnelOlipv6 address 3::1 64
[FW1-TunnelO]source GigabitEthernet 1/0/2
[FW1-TunnelO]destination 10.0.0.6
[FW1-TunnelO]quit

[FW1]ipv6 route-static 2:: 64 3::2

[FW1]security-zone name Untrust
[FW1-security-zone-Untrust]import interface Tunnel 0
[FW1-security-zone-Untrust]quit

FW2:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW2
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[FW2]acl ipv6 basic 2001

[FW2-acl-ipv6-basic-2001]rule O permit source any
[FW2-acl-ipv6-basic-2001]quit

[FW2]

[FW2]zone-pair security source trust destination untrust
[FW2-zone-pair-security-Trust-Untrust]packet-filter ipvé 2001
[FW2-zone-pair-security-Trust-Untrust]quit

[FW2]

[FW2]zone-pair security source untrust destination trust
[FW2-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Trust]quit

[FW2]

[FW2]zone-pair security source trust destination local
[FW2-zone-pair-security-Trust-Local]packet-filter ipv6 2001
[FW2-zone-pair-security-Trust-Local]quit

[FW2]

[FW2]zone-pair security source local destination trust
[FW2-zone-pair-security-Local-Trust]packet-filter ipvé 2001
[FW2-zone-pair-security-Local-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination local
[FW2-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Local]quit



[FW2]

[FW2]zone-pair security source local destination untrust
[FW2-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
[FW2-zone-pair-security-Local-Untrust]quit

[FW2]

[FW2]zone-pair security source trust destination trust
[FW2-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
[FW2-zone-pair-security-Trust-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination untrust
[FW2-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
[

FW2-zone-pair-security-Untrust-Untrust]quit
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FW2]Jacl basic 2002

FW2-acl-ipv4-basic-2002]rule 0 permit source any
FW2-acl-ipv4-basic-2002]quit

FW2]

FW2]zone-pair security source trust destination untrust
FW2-zone-pair-security-Trust-Untrust]packet-filter 2002
FW2-zone-pair-security-Trust-Untrust]quit

FW2]

FW2]zone-pair security source untrust destination trust
FW2-zone-pair-security-Untrust-Trust]packet-filter 2002
FW2-zone-pair-security-Untrust-Trust]quit

FW2]

FW2]zone-pair security source trust destination local
FW2-zone-pair-security-Trust-Local]packet-filter 2002
FW2-zone-pair-security-Trust-Local]quit

FW2]

FW2]zone-pair security source local destination trust
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[FW2-zone-pair-security-Local-Trust]packet-filter 2002
[FW2-zone-pair-security-Local-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination local
[FW2-zone-pair-security-Untrust-Local]packet-filter 2002
[FW2-zone-pair-security-Untrust-Local]quit

[FW2]

[FW2]zone-pair security source local destination untrust
[FW2-zone-pair-security-Local-Untrust]packet-filter 2002
[FW2-zone-pair-security-Local-Untrust]quit

[FW2]

[FW2]zone-pair security source trust destination trust
[FW2-zone-pair-security-Trust-Trust]packet-filter 2002
[FW2-zone-pair-security-Trust-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination untrust
[FW2-zone-pair-security-Untrust-Untrust]packet-filter 2002
[

FW2-zone-pair-security-Untrust-Untrust]quit

[FW2]int gi 1/0/3
[FW2-GigabitEthernet1/0/3]ipv6 address 2::1 64
[FW2-GigabitEthernet1/0/3]quit
[FW2]int gi 1/0/2
[FW2-GigabitEthernet1/0/2]des <connect to ISP>
[FW2-GigabitEthernet1/0/2]ip address 10.0.0.6 30
[FW2-GigabitEthernet1/0/2]quit

[FW2]ip route-static 0.0.0.0 0.0.0.0 10.0.0.5

[FW2]security-zone name Untrust
[FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW2-security-zone-Untrust]quit

[FW2]security-zone name Trust

[FW2-security-zone-Trust]limport interface GigabitEthernet 1/0/3
[FW2-security-zone-Trust]quit
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[FW2]Jint Tunnel 0 mode ipv6-ipv4
[FW2-TunnelOlipv6 address 3::2 64
[FW2-TunnelO]source GigabitEthernet 1/0/2
[FW2-TunnelO]destination 10.0.0.2
[FW2-TunnelO]quit

[FW2]ipv6 route-static 1:: 64 3::1

[FW2]security-zone name Untrust
[FW2-security-zone-Untrust]import interface Tunnel 0
[FW2-security-zone-Untrust]quit

IPV6F M 11IESIPV6itbiL

0 it s =
REsEEEEs -
FEREEFRIEE )

B & 0

ZBF IHCE B

IFwd Mt 192, 185, 200. 22

TP+ PR 255, 255, 255. 0

FSELREE 202083 HTH 14:28:31

L EARAE 202083 HTH 22:28:31

1P BRiAFIE 192, 165,200, 1

IFw4 DHCF RESR 192. 168, 200. 1

IP+4 DNS BRESR 192. 168, 200. 1

8.8.8.6 =

IF+4 WIS AREse
28 FetBIOS ove .. 2

IFvE Mt 1::3

A IPE Ml £eB0: 5545:Bbed: e25f: 351
IF+6 BRAE 1::1

1P+ IHS FREae

4 m 3

IPV6FM1BIPCEILAPINGIEIPVEFR2HISW :

B BES: C\Windows\system32\cmd.exe (S -
R 11

poration. 1% 5+_|| FITF

ER-20198518MA >ping

rator . USER-201968518HA >

IPV6FRI2HISW 1t AT PINGIEIPV6F R 1AIPC :

RSE36-20_3 F1060_1 SSEZOVE-S4GS




DREBFWT. FW2RIBSEIRT:

DRIEEFWI, FW2RIIPVEERHER, IEZINERIEEH:

Zilt, F10602ZIPV6 OVER IPV4§%iE s RYE WFL B 225 2 5ehk!



	F1060 IPV6 OVER IPV4典型组网配置案例
	组网及说明
	配置步骤
	配置关键点


