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SWi1:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname SW1

[SW1]int gi 1/0/1

[SW1-GigabitEthernet1/0/1]port link-mode route
[SW1-GigabitEthernet1/0/1]des <connect to FW2>
[SW1-GigabitEthernet1/0/1]ipv6 address 2::2 64
[SW1-GigabitEthernet1/0/1]quit

[SW1]ipv6 route-static :: 0 2::1
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ISP:

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3C]sysname ISP

[ISPlipv6 dhcp prefix-pool 1 prefix 3::/64 assign-len 64

[ISP]ipv6 dhcp pool 1

[ISP-dhcp6-pool-1]network 3::/64

[ISP-dhcp6-pool-1]gateway-list 3::2

[ISP-dhcp6-pool-1]prefix-pool 1 preferred-lifetime 86400 valid-lifetime 259200
[ISP-dhcp6-pool-1]quit

[ISP]int gi 0/0

[ISP-GigabitEthernet0/0]des <connect to FW1>

[ISP-GigabitEthernet0/0]ipv6 address 3::2 64

[ISP-GigabitEthernet0/0]ipv6 dhcp select server

[ISP-GigabitEthernet0/0]ipv6 dhcp server allow-hint preference 255 rapid-commit
[ISP-GigabitEthernet0/0Jundo ipv6 nd ra halt

[ISP-GigabitEthernet0/0]ipv6 nd autoconfig managed-address-flag
[ISP-GigabitEthernet0/0]ipv6 nd autoconfig other-flag
[ISP-GigabitEthernet0/0]quit

[ISPJint gi 0/1
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ISP-GigabitEthernet0/1]des <connect to FW2>
ISP-GigabitEthernet0/1]ipv6 address 4::2 64
ISP-GigabitEthernet0/1]quit

ISPJipv6 route-static 1:: 64 3::1

ISP]ipv6 route-static 2:: 64 4::1

ISP]dhcp enable

FW2:

<H3C>sys

System View: return to User View with Ctrl+Z.
H3Clsysname FW2

FW2]acl ipv6 basic 2001

FW2-acl-ipv6-basic-2001]rule 0 permit source any
FW2-acl-ipv6-basic-2001]quit

FW2]zone-pair security source trust destination untrust
FW2-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
FW2-zone-pair-security-Trust-Untrust]quit

FW2]

FW2]zone-pair security source untrust destination trust
FW2-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
FW2-zone-pair-security-Untrust-Trust]quit

FW2]

FW2]zone-pair security source trust destination local
FW2-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW2-zone-pair-security-Trust-Local]quit

FW2]

FW?2]zone-pair security source local destination trust
FW2-zone-pair-security-Local-Trust]packet-filter ipv6 2001
FW2-zone-pair-security-Local-Trust]quit

FW2]

FW2]zone-pair security source untrust destination local
FW2-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
FW2-zone-pair-security-Untrust-Local]quit

FW2]

FW2]zone-pair security source local destination untrust
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[FW2-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
[FW2-zone-pair-security-Local-Untrust]quit

[FW2]

[FW2]zone-pair security source trust destination trust
[FW2-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
[FW2-zone-pair-security-Trust-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination untrust
[FW2-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Untrust]quit

[FW2]int gi 1/0/3

[FW2-GigabitEthernet1/0/3]des <connect to SW1>
[FW2-GigabitEthernet1/0/3]ipv6 address 2::1 64
[FW2-GigabitEthernet1/0/3]quit

[FW2]int gi 1/0/2

[FW2-GigabitEthernet1/0/2]des <connect to ISP>
[FW2-GigabitEthernet1/0/2]ipv6 address 4::1 64
[FW2-GigabitEthernet1/0/2]quit

[FW2]ipv6 route-static :: 0 4::2

[FW2]security-zone name Untrust
[FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW2-security-zone-Untrust]quit

[FW2]security-zone name Trust
[FW2-security-zone-Trust]import interface GigabitEthernet 1/0/3
[

FW2-security-zone-Trust]quit
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[FW2]acl ipv6 advanced 3000
[FW2-acl-ipv6-adv-3000]rule 0 permit ipv6 source 2:: 64 destination 1:: 64



FW2-acl-ipv6-adv-3000]quit

FW2]Jike identity fqdn fw2

FW2]Jike keychain james

FW2-ike-keychain-james]pre-shared-key hostname fw1 key simple james
FW2-ike-keychain-james]quit

FW2]ike proposal 1

FW2-ike-proposal-1]quit

FW2]ike profile james

FW2-ike-profile-james]keychain james

FW2-ike-profile-james]proposal 1

FW2-ike-profile-james]match remote identity fqdn fw1

]
]
]
FW2-ike-profile-james]exchange-mode aggressive
FW2-ike-profile-james]quit

FW2]Jipsec transform-set james
FW2-ipsec-transform-set-james]protocol esp
FW2-ipsec-transform-set-james]encapsulation-mode tunnel
FW2-ipsec-transform-set-james]esp authentication-algorithm md5
FW2-ipsec-transform-set-james]esp encryption-algorithm des-cbc
FW2-ipsec-transform-set-james]quit

FW2Jipsec ipv6-policy-template james 1
FW2-ipsec-ipv6-policy-template-james-1]security acl ipvé 3000
FW2-ipsec-ipv6-policy-template-james-1]transform-set james
FW2-ipsec-ipv6-policy-template-james-1]ike-profile james
FW2-ipsec-ipv6-policy-template-james-1]quit

FW2]Jipsec ipv6-policy james 1 isakmp template james

FW2]Jint gi 1/0/2

FW2-GigabitEthernet1/0/2]ipsec apply ipv6-policy james
FW2-GigabitEthernet1/0/2]quit

FW1:

<H3C>sys

System View: return to User View with Ctrl+Z.
H3C]sysname FWA1

FW1]acl ipv6 basic 2001

FW1-acl-ipv6-basic-2001]rule 0 permit source any
FW1-acl-ipv6-basic-2001]quit

FW1]zone-pair security source trust destination untrust
FW1-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Trust-Untrust]quit

FW1]

FW1]zone-pair security source untrust destination trust

=

FW1-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

FW1]zone-pair security source trust destination local

=

FW1-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]

FW1]zone-pair security source local destination trust

=

FW1-zone-pair-security-Local-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]

FW1]zone-pair security source untrust destination local

=

FW1-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Local]quit

FW1]

FWH1]zone-pair security source local destination untrust

=

FW1-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Untrust]quit

FW1]

FW1]zone-pair security source trust destination trust

=

FW1-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
FW1-zone-pair-security-Trust-Trust]quit
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[FW1]zone-pair security source untrust destination untrust
[FW1-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
[FW1-zone-pair-security-Untrust-Untrust]quit

[FW1]int gi 1/0/3

[FW1-GigabitEthernet1/0/3]ipv6 address 1::1 64
[FW1-GigabitEthernet1/0/3]quit

[FW1]int gi 1/0/2

[FW1-GigabitEthernet1/0/2]des <connect to ISP>
[FW1-GigabitEthernet1/0/2]ipv6 address dhcp-alloc
[FW1-GigabitEthernet1/0/2]quit

[FW1]ipv6 route-static :: 0 3::2

[FW1]security-zone name Trust
[FW1-security-zone-Trust]import interface GigabitEthernet 1/0/3
[FW1-security-zone-Trust]quit

[FW1]security-zone name Untrust
[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW1-security-zone-Untrust]quit
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[FW1]acl ipv6 advanced 3000

[FW1-acl-ipv6-adv-3000]rule 0 permit ipv6 source 1:: 64 destination 2:: 64
[FW1-acl-ipv6-adv-3000]quit

[FW1]ike identity fqdn fw1

[FW1-ike-keychain-james]pre-shared-key address ipv6 4::1 64 key simple james
[FW1-ike-keychain-james]quit

[FW1]ike proposal 1

[FW1-ike-proposal-1]quit

[FW1]ike profile james

[FW1-ike-profile-james]keychain james

[FW1-ike-profile-james]proposal 1

[FW1-ike-profile-james]match remote identity address ipv6 4::1 64
[FW1-ike-profile-james]exchange-mode aggressive

[FW1-ike-profile-james]quit

[FW1lipsec transform-set james

[FW1-ipsec-transform-set-james]protocol esp
[FW1-ipsec-transform-set-james]encapsulation-mode tunnel

[FW1-ipsec-transform-set-james]esp authentication-algorithm md5

]
]
]
[FW1-ipsec-transform-set-james]esp encryption-algorithm des-cbc
[FW1-ipsec-transform-set-james]quit

[FW1]ipsec ipv6-policy james 1 isakmp
[FW1-ipsec-ipv6-policy-isakmp-james-1]security acl ipvé 3000
[FW1-ipsec-ipv6-policy-isakmp-james-1]ike-profile james
[FW1-ipsec-ipv6-policy-isakmp-james-1]transform-set james
[FW1-ipsec-ipv6-policy-isakmp-james-1]remote-address ipv6 4::1
[FW1-ipsec-ipv6-policy-isakmp-james-1]quit

[FW1]int gi 1/0/2

[FW1-GigabitEthernet1/0/2]ipsec apply ipv6-policy james
[FW1-GigabitEthernet1/0/2]quit
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