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SWi1:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname SW1

[SWH]int gi 1/0/1

[SW1-GigabitEthernet1/0/1]port link-mode route
[SW1-GigabitEthernet1/0/1]des <connect to FW2>
[SW1-GigabitEthernet1/0/1]ipv6 address 2::2 64
[SW1-GigabitEthernet1/0/1]quit

[SW1]ipv6 route-static :: 0 2::1

ISP:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname ISP

[ISP]Jint gi 0/0

[ISP-GigabitEthernet0/0]des <connect to FW1>
[ISP-GigabitEthernet0/0]ipv6 address 3::2 64
[ISP-GigabitEthernet0/0]quit

[ISP]Jint gi 0/1

[ISP-GigabitEthernet0/1]des <connect to FW2>
[ISP-GigabitEthernet0/1]ipv6 address 4::2 64
[ISP-GigabitEthernet0/1]quit

FW1:
<H3C>sys
System View: return to User View with Ctrl+Z.
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H3C]sysname FW1

FW1]acl ipv6 basic 2001

FW1-acl-ipv6-basic-2001]rule 0 permit source any
FW1-acl-ipv6-basic-2001]quit

FWH1]zone-pair security source trust destination untrust
FW1-zone-pair-security-Trust-Untrust]packet-filter ipvé 2001
FW1-zone-pair-security-Trust-Untrust]quit

FW1]

=

FW1]zone-pair security source untrust destination trust
FW1-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Trust]quit

FW1]

=

FW1]zone-pair security source trust destination local
FW1-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW1-zone-pair-security-Trust-Local]quit

FW1]

=

FW1]zone-pair security source local destination trust
FW1-zone-pair-security-Local-Trust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Trust]quit

FW1]
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[FW1]zone-pair security source untrust destination local
[FW1-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
[FW1-zone-pair-security-Untrust-Local]quit
[FW1]
[FW1]zone-pair security source local destination untrust
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FW1-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Local-Untrust]quit

FW1]

FW1]zone-pair security source trust destination trust

=

FW1-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
FW1-zone-pair-security-Trust-Trust]quit

FW1]

FW1]zone-pair security source untrust destination untrust

=

FW1-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
FW1-zone-pair-security-Untrust-Untrust]quit

FW1]int gi 1/0/3

FW1-GigabitEthernet1/0/3]ipv6 address 1::1 64
FW1-GigabitEthernet1/0/3]quit

FWH1]int gi 1/0/2

FW1-GigabitEthernet1/0/2]des <connect to ISP>
FW1-GigabitEthernet1/0/2]ipv6 address 3::1 64
FW1-GigabitEthernet1/0/2]quit

FW1]ipv6 route-static :: 0 3::2

FWH]security-zone name Untrust
FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/2
FW1-security-zone-Untrust]quit

FW1]security-zone name Trust
FW1-security-zone-Trust]import interface GigabitEthernet 1/0/3
FW1-security-zone-Trust]quit

FW1 IPV6 GRE OVER IPSECELE %42
[FW1]int Tunnel 0 mode gre ipv6
[FW1-TunnelOlipv6 address 5::1 64
[FW1-TunnelO]source 3::1
[FW1-TunnelO]destination 4::1
[FW1-TunnelO]quit

[FW1]ipv6 route-static 2:: 64 5::2
[FW1]security-zone name Untrust
[FW1-security-zone-Untrust]import interface Tunnel 0
[FW1-security-zone-Untrust]quit

[FW1]acl ipv6 advanced 3000

[FW1-acl-ipv6-adv-3000]rule 0 permit ipv6 source 1:: 64 destination 2:: 64
[FW1-acl-ipv6-adv-3000]quit

[FW1]ike keychain james



FW1-ike-keychain-james]pre-shared-key address ipv6 5::2 64 key simple james
FW1-ike-keychain-james]quit

FW1]ike proposal 1

FW1-ike-proposal-1]quit

FWH]ike profile james

FW1-ike-profile-james]keychain james
FW1-ike-profile-james]proposal 1

FW1-ike-profile-james]match remote identity address ipv6 5::2 64
FW1-ike-profile-james]quit

FW1lipsec transform-set james
FW1-ipsec-transform-set-james]protocol esp
FW1-ipsec-transform-set-james]encapsulation-mode tunnel
FW1-ipsec-transform-set-james]esp authentication-algorithm md5
FW1-ipsec-transform-set-james]esp encryption-algorithm des-cbc
FW1-ipsec-transform-set-james]quit

FWH]ipsec ipv6-policy james 1 isakmp
FW1-ipsec-ipv6-policy-isakmp-james-1]security acl ipv6 3000
FW1-ipsec-ipv6-policy-isakmp-james-1]ike-profile james
FW1-ipsec-ipv6-policy-isakmp-james-1]transform-set james
FW1-ipsec-ipv6-policy-isakmp-james-1]remote-address ipv6 5::2
FW1-ipsec-ipv6-policy-isakmp-james-1]quit

FWH1]int Tunnel 0 mode gre ipv6

FW1-TunnelOlipsec apply ipv6-policy james

FW1-TunnelO]quit

Fw2:

<H3C>sys

System View: return to User View with Ctrl+Z.
H3C]sysname FW2

FW2]acl ipv6 basic 2001

FW2-acl-ipv6-basic-2001]rule 0 permit source any
FW2-acl-ipv6-basic-2001]quit

FW2]zone-pair security source trust destination untrust
FW2-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
FW2-zone-pair-security-Trust-Untrust]quit

FW2]

FW2]zone-pair security source untrust destination trust
FW2-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
FW2-zone-pair-security-Untrust-Trust]quit

FW2]

FW2]zone-pair security source trust destination local
FW2-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW2-zone-pair-security-Trust-Local]quit

FW2]

FW2]zone-pair security source local destination trust

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[FW2-zone-pair-security-Local-Trust]packet-filter ipvé 2001
[FW2-zone-pair-security-Local-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination local
[FW2-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Local]quit

[FW2]

[FW2]zone-pair security source local destination untrust
[FW2-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
[FW2-zone-pair-security-Local-Untrust]quit

[FW2]

[FW2]zone-pair security source trust destination trust
[FW2-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
[FW2-zone-pair-security-Trust-Trust]quit

[FW2]

[FW2]zone-pair security source untrust destination untrust
[

FW2-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001



[FW2-zone-pair-security-Untrust-Untrust]quit
[FW2]int gi 1/0/3
[FW2-GigabitEthernet1/0/3]ipv6 address 2::1 64
[FW2-GigabitEthernet1/0/3]quit
[FW2]int gi 1/0/2
[FW2-GigabitEthernet1/0/2]des <connect to ISP>
[FW2-GigabitEthernet1/0/2]ipv6 address 4::1 64
[FW2-GigabitEthernet1/0/2]quit
[FW2]ipv6 route-static :: 0 4::2
[FW2]security-zone name Untrust
[FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW2-security-zone-Untrust]quit

[FW2]security-zone name Trust

[FW2-security-zone-Trust]import interface GigabitEthernet 1/0/3
[FW2-security-zone-Trust]quit

FW2 IPV6 GRE OVER IPSECECE&EXi#Em :

FW2]int Tunnel 0 mode gre ipv6

FW2-TunnelQJipv6 address 5::2 64

FW2-TunnelO]source 4::1

FW2-TunnelO]destination 3::1

FW2-TunnelO]quit

FW2]ipv6 route-static 1:: 64 5::1

FW2]security-zone name Untrust

FW2-security-zone-Untrust]import interface Tunnel 0
FW2-security-zone-Untrust]quit

FW2]Jacl ipv6 advanced 3000

FW2-acl-ipv6-adv-3000]rule 0 permit ipv6 source 2:: 64 destination 1:: 64
FW2-acl-ipv6-adv-3000]quit

FW2]Jike keychain james

FW2-ike-keychain-james]pre-shared-key address ipv6 5::1 key simple james
FW2-ike-keychain-james]quit

FW2]ike proposal 1

FW2-ike-proposal-1]quit

FW2]ike profile james

]
FW2-ike-profile-james]proposal 1
FW2-ike-profile-james]match remote identity address ipv6 5::1 64
FW2-ike-profile-james]quit
FW2]Jipsec transform-set james
FW2-ipsec-transform-set-james]protocol esp
FW2-ipsec-transform-set-james]encapsulation-mode tunnel
FW2-ipsec-transform-set-james]esp authentication-algorithm md5
FW2-ipsec-transform-set-james]esp encryption-algorithm des-cbc
FW2-ipsec-transform-set-james]quit
FW2]Jipsec ipv6-policy james 1 isakmp
FW2-ipsec-ipv6-policy-isakmp-james-1]security acl ipv6 3000
FW2-ipsec-ipv6-policy-isakmp-james-1]transform-set james
FW2-ipsec-ipv6-policy-isakmp-james-1]ike-profile james
FW2-ipsec-ipv6-policy-isakmp-james-1]remote-address ipv6 5::1
FW2-ipsec-ipv6-policy-isakmp-james-1]quit
FW2]int Tunnel 0 mode gre ipv6
FW2-TunnelOlipsec apply ipv6-policy james
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[FW2-ike-profile-james]keychain james
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[FW2-TunnelO]quit
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DEIEBFWI. FW2MIPVesE, HaIEZIREAESH:
[FW1]dis ipv6 routing-table

Destinations : 11

Destination: ::/0
NextHop :3::2
Interface : GE1/0/2

Destination: ::1/128
NextHop :::1
Interface : InLoop0O

Destination: 1::/64
NextHop
Interface : GE1/0/3

Routes : 11

Protocol : Static
Preference: 60
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0



Destination: 1::1/128
NextHop :::1
Interface : InLoop0

Destination: 2::/64
NextHop :5::2
Interface : Tun0

Destination: 3::/64
NextHop
Interface : GE1/0/2

Destination: 3::1/128
NextHop :::1
Interface : InLoop0

Destination: 5::/64
NextHop
Interface : TunO

Destination: 5::1/128
NextHop :::1
Interface : InLoop0O

Destination: FE80::/10
NextHop
Interface : InLoop0O

Destination: FF00::/8
NextHop

Interface : NULLO
[FW1]

[FW2]dis ipv6 routing-table

Destinations : 11 Routes : 11

Destination: ::/0
NextHop :4:2
Interface : GE1/0/2

Destination: ::1/128
NextHop :::1
Interface : InLoop0O

Destination: 1::/64
NextHop :5::1
Interface : TunO

Destination: 2::/64
NextHop
Interface : GE1/0/3

Destination: 2::1/128
NextHop :::1
Interface : InLoop0O

Destination: 4::/64
NextHop
Interface : GE1/0/2

Destination: 4::1/128
NextHop :::1

Protocol : Direct
Preference: 0
Cost :0

Protocol : Static
Preference: 60
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Static
Preference: 60
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Static
Preference: 60
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0



Interface : InLoop0

Destination: 5::/64
NextHop
Interface : TunO

Destination: 5::2/128
NextHop :::1
Interface : InLoop0

Destination: FE80::/10
NextHop
Interface : InLoop0

Destination: FF00::/8
NextHop

Interface : NULLO
[FW2]
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Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0
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