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1.1 ERFERET

AZHREAFUNWX1804H, WX2510H, WX3010H, WX3508H, WX5540HZEWX18H, WX25H, W
X30H, WX35H, WX55HZRFIHIAC,

BEEIAWANCOTHE, LANC#HER192.168.0.100,

1.2 BEEFERNETIAHER

ToLREBINERESSID: 1xf5, FTLkEERNEaREN192.168.39.0/24/ERip, M*vlan39fdipitziit: 192.168
.39.1/24, BELHNEEAFNE—SEIIALRE. NEHERadiusizs3e8 (10.88.142.171/24) 12
BEAIERRSS, WX3510H{HEEEIRFES02.1XINIE, FHEATEMBSHIMKIRE, BFim@EidiEAdotix/12
3456IXAMSERBHHTNIEER, BUEEEFIHFIAPZ BSIRIRSRAS02. IXSNANESZRE
SRR SRR ZE, LUMCIAAAIRSSSS, ipiiiit2: 10.88.142.171,

2 {HRIE
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SERELE

3.1 EXEIEHEE EREEXVLANRI R EEO YL
FEAC EECEMRXVLANKR S R EERTtEE, FrRuErI Rz,
BUEEVLAN29 R ERIRIAIVLANEEC, FRiZiEOREIPIt, FEdhepiRSS, fEARAPRIETRvIan,
system-view

[H3C] vlan 29

[H3C-vlan29] quit

[H3C] interface Vlan-interface 29

[H3C-Vlan-interface29] ip address 192.168.29.1 24
[H3C-Vlan-interface29] quit

#JFFEDHCPARSS 281088

[H3C]dhcp enable

#ECEMIEVIan29, 43BC192.168.29.0/24RER

[H3C]dhcp server ip-pool 29

[H3C-dhcp-pool-29]network 192.168.29.0 mask 255.255.255.0
#OTEUMXFIDNSIRSS S8l RIXE192.168.29.1, DNSPRSZSEE114.114.114.114,
[H3C-dhcp-pool-29]gateway-list 192.168.29.1
[H3C-dhcp-pool-29]dns-list 114.114.114.114
[H3C-dhcp-pool-29]quit

#ELBEACSAPEIEREOXIS Fvian29,

[H3C] interface GigabitEthernet 1/0/10

[H3C- GigabitEthernet 1/0/10]port access vlan 29

[H3C- GigabitEthernet 1/0/10]quit

AP AC: 10.88. 142. 142 FE%a%: 10.88. 142. 171

BERVLANSOREIRIAIVLANEEC], FHooiziEBCEIPibiE, FF=dhepiRSS, ClientSERIZVLANEEN
s

system-view

[H3C] vlan 39

[H3C-vlan39] quit

[H3C] interface Vlan-interface 39
[H3C-Vlan-interface39] ip address 192.168.39.1 24
[H3C-Vlan-interface39] quit
#FTIEDHCPiRSS 88 Th8E

[H3C]dhcp enable

#ECE B EvIan39, 45ER192.168.39.0/24MER
[H3C]dhcp server ip-pool 39


https://zhiliao.h3c.com/questions/catesDis/165
https://zhiliao.h3c.com/questions/catesDis/191
https://zhiliao.h3c.com/User/other/22630

[H3C-dhcp-pool-39]network 192.168.39.0 mask 255.255.255.0
#OECMXFIDNSRSS 2t WX2192.168.39.1, DNSHRSSEEE114.114.114.114,
[H3C-dhcp-pool-39]gateway-list 192.168.39.1
[H3C-dhcp-pool-39]dns-list 114.114.114.114
[H3C-dhcp-pool-39]quit

3.2 EEERADIUSHE

# BeBEradiustAIE, Bl Eradius RS 2EAYIPHBIE, RUSAR: radiusiR S ARIERIIFIbLE,
[H3C] radius scheme 1x
#ECERADIUSIR=IENERIE LT 2RSSR ELRIEEA.
[H3C-radius-1x] primary authentication 10.88.142.171 key simple 123456
[H3C-radius-1x] primary accounting 10.88.142.171 key simple 123456
#ELERIXLERADIUSHRSS 2RO AR B AEH ISP,
[H3C-radius-rs1] user-name-format without-domain

[H3C-radius-rs1] nas-ip 10.88.142.142

[H3C-radius-rs1] quit

#FBERADUIS session controlIEE,

[H3C] radius session-control enable

3.3 BEIAMES

HEUERE N IXEIISPIFHHAEINE,

[H3C] domain 1x

#73dot1 x A EREAAANIEFS R ARADIUS,

[H3C-isp-1x] authentication lan-access radius-scheme 1x

#73dot1 x A EREAAAIZIL AT ARADIUS,

[H3C-isp-1x] authorization lan-access radius-scheme 1x

#/3dot1 x FAFECEAAALTE 5 IRADIUS,

[H3C-isp-1x] accounting lan-access radius-scheme 1x

#HEE NS THRAFPRETIE 1528, RETIMIEIRNAERRE 10245775,
[H3C-isp-1x] authorization-attribute idle-cut 15 1024

[H3C-isp-1x] quit

3.4 EEE802.1XAIE

#IELE802. I XRARINIESEHEAP,

[H3C] dot1x

[H3C] dot1x authentication-method eap

3.5 EBEAP_EiEMNTLIRS

#HRUBR TR R X, FRFNTEIRSIERME.,

[H3C] wlan service-template 1x

#ECESSIDA1X,

[H3C-wlan-st-1x] ssid 1x

HILB T ELIRSSIERVLAN /39,

[H3C-wlan-st-1x] vlan 39

HILBESMNESZREEEN/9802.1X,

[H3C-wlan-st-1x] akm mode dot1x

#ECECCMPAINEEM, ERSNARL(EETTE.

[H3C-wlan-st-1x] cipher-suite ccmp

[H3C-wlan-st-1x] security-ie rsn

#EEBRFIENNEER7802.1X,

[H3C-wlan-st-1x] client-security authentication-mode dot1x

# B E802. 1 XA ERTAIE 9 1%,

[H3C-wlan-st-1x] dot1x domain 1x

HERETTEIRSS AR,

[H3C-wlan-st-1x] service-template enable

[H3C-wlan-st-1x] quit

#BUEEAP, BLEAPEFRI9ap10, BISEFRIAEWAS320-SI, HEEFFIS
219801A1B38197E00NWP, 127R: IAMRIESCIRAIAPESISRIES
[H3C] wlan ap ap10 model WA5320-SI

[H3C-wlan-ap-ap10] serial-id 219801A1B38197E0ONWP

##t \Radio 141,

[H3C-wlan-ap-ap10] radio 1

#E LIRSS IENR 1 x4BE R radio 1, FHITEEIR.
[H3C-wlan-ap-office-radio-1] service-template 1x
[H3C-wlan-ap-office-radio-1] radio enable
[H3C-wlan-ap-ap10-radio-1] quit

[H3C-wlan-ap-ap10] quit

3.6 BeEEFIRTRSSEEEE
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3.9 CISLEERISE
FREBBIER X TCESS, MH— N ERRAIERRE, BEMNIAEKS: dot1x/1234561ETIAIEEABER

Windows g4 2 hg oo
B EHAHAIE mEAERER.
WRAEERR
E dotix ] 2 fAEEEEMTREARE)
| = =

RImIE TR EIRENEI192.168.39.200itkE, 7EAC EEEZ iR FERIN
display wlan client
Total number of clients: 1

MAC address User name AP name R IP address  VLAN



e4b3-1899-4436 dot1x ap10 1192.168.39.2 39

dis wlan client verbose

Total number of clients: 1

MAC address : e4b3-1899-4436

IPv4 address :192.168.39.2

IPv6 address :N/A

Username :dot1x

AID 12

AP ID : 81

AP name 1ap10

Radio ID 1

SSID T1x

BSSID : 542b-de99-5760

VLAN ID 139

Sleep count 10

Wireless mode :802.11ac

Channel bandwidth : 80MHz

SM power save : Disabled

Short Gl for 20MHz : Supported

Short Gl for 40MHz : Supported

Short Gl for 80MHz : Supported

Short Gl for 160/80+80MHz : Not supported

STBC RX capability : Supported

STBC TX capability : Supported

LDPC RX capability : Not supported

SU beamformee capability : Supported

MU beamformee capability : Not supported

Beamformee STS capability :N/A

Block Ack :N/A

Supported VHT-MCS set :NSS10,1,2,3,4,5,6,7,8,9
NSS20,1,2,3,4,5,6,7,8,9

Supported HT MCS set :0,1,2,38,4,5,6,7,
8,9,10, 11,12, 13, 14,
15

Supported rates 16,9, 12, 18, 24, 36,
48, 54 Mbps

QoS mode : WMM

Listen interval 1250

RSSI 10

Rx/Tx rate :0/0

Authentication method : Open system

Security mode :RSN

AKM mode :802.1X

Cipher suite : CCMP

User authentication mode :802.1X

Authorization ACL ID N/A

Authorization user profile :N/A

Roam status :N/A

Key derivation : SHA1

PMF status :N/A

Forwarding policy name :N/A

Online time : 0days Ohours Ominutes 19seconds

FT status : Inactive

dis dot1x connection
Total connections: 1

User MAC address : e4b3-1899-4436
AP name 1apl10

Radio ID 1

SSID T1x

BSSID : 542b-de99-5760

Username :dot1x



Authentication domain ~ : 1x

IPv4 address 1192.168.39.2
Authentication method  : EAP
Initial VLAN 139
Authorization VLAN 139

Authorization ACL number : N/A
Authorization user profile : N/A

Termination action : Default

Session timeout period  : 86401 s

Online from :2020/01/10 14:41:18
Online duration :0h Om 26s
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