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acl advanced name deny-virus
step 10
rule 0 deny tcp destination-port eq 4899
rule 1 deny udp destination-port eq 4899
rule 2 deny udp destination-port eq 22
rule 20 deny tcp destination-port eq 9996
rule 30 deny tcp destination-port eq 135
rule 40 deny tcp destination-port eq 136
rule 50 deny tcp destination-port eq 137
rule 60 deny tcp destination-port eq 138
rule 70 deny tcp destination-port eq 139
rule 80 deny tcp destination-port eq 445
rule 90 deny udp destination-port eq 135
rule 100 deny udp destination-port eq 2425
rule 110 deny tcp destination-port eq 2425
rule 120 deny udp destination-port eq 136
rule 130 deny udp destination-port eq netbios-ns
rule 140 deny udp destination-port eq netbios-dgm
rule 150 deny udp destination-port eq netbios-ssn
rule 160 deny udp destination-port eq 445
rule 170 deny udp destination-port eq 1434
rule 180 permit ip
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