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ip vpn-instance yibkan

description k(£ Sk
route-distinguisher 1000:1

vprn-—target 1000:1 export-extcommunity
vpn-target 1000:1 import-extcommunity
#

ip vpn-instance guahao

description #+Ue BAOTIRL O° Aok
route-distinguisher 2000:2

ypn-target 2000:2 export-extcommunity
vprn—target 2000:2 import-extcommuanity

ip vpn-instance weighﬁngju

description st ARA% ok
route-distinguisher 3000:3

vprn—target 3000:3 export-extcommunity
vpn-target 3000:3 import-extcommunity
#

ip vpn-instance nonghang

description #tho)W)a D+
route-distinguisher 4000:4

vpn-target 4000:4 export-extcommunity
vprn-—tarzet 4000:4 import-extcommunity

ip wvpn-instance internal

description ##A0] pekk
route-distinguisher 10000:1

vprn—tarzet 10000:1 export-extcommunity
vpn-target 10000:1 import-extcommunity

ip vpn-instance caizheng

description “caizheng”
route-distinguisher 5000:5

vpn-target 5000:5 export-extcommunity
vprn—tarzet 5000:5 import-extcommunity
#
acl number 2997

wd Root id 1

vd vibao id 2
allocate interface Vlan-interface250
allocate interface Vlan-interface25l
allocate interface Vlan-interface252
allocate vlan 250 to 252

wd guahao id 3
allocate interface Vlan-interfaceZ53
allocate interface Vlan-interface255
allocate vlan 253 255

wd weishengju id 4
allocate interface Vlan-interfaceZ58
allocate interface Ylan-interfacef29
allocate vlan 256 620

vd nonghang id 5
allocate interface Ylan-interfaceld(
allocate interface Vlan-interface257
allocate vlan 150 257

vd internal id &

allocate interface
allocate interface
allocate interface

Vlan-interfacell
Virtual -Template0
Virtual-Templatel

allocate vlan 11

wvd caizheng id 7

allocate interface Vlan-interface25s
allocate interface Vlan-interface259
allocate vlan 258 to 259

#

zone name Management id 0O

priority 100

import interface GigabitEthernet0/0
zone name Local id

priority 100

zone name Trust id 2

priority 85

import interface GigabitEthernet0/4 vlan 1 to 10 13 to 149 151 to 187 189 to 240 254 260 to 628 G30 to 4004

import interface Vlan-interfacel(
import interface ¥lan-interfacel(0
zone name DNZ id
priority 50
zone name Untrust id 4
priority &
import interface GigabitEthernet0/1
import interface GigabitEthernet0/3
import interface Wlan-interface9
import interface Vlan-interfacel183
import interface Vlan-interfacel89
import interface Vlan-interface2fl
switchto vd vibao
zong name yibaotrust id 1
priority 85
import interface Vlan-interface2B0
zong name yibaountrust id 2
priority &
import interface Vlan-interface2bl
import interface Vlan-interface252
switchto vd guahao
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%j import interface ¥lan-interfacesbl
switchto vd guahao

zone name guahaotrust id 1

priority 35

import interface Vlan-interface2bh

zone name guahamuntrust id

priority 5

import interface Vlan-interface2b3
switchto wd weishengju

zone name weishengjutrust id 1

priority 85

import interface Vlan-interface2bf

zone name welshengjmmtrust id 2
priority 5

import interface Vlan-interfacef29
switchto vd nonghang

zone name nonghangtrust id 1

priority 35

import interface Vlan-interfacelb0

zone name nonghanguntrust id

priority 5

import interface GigabitEthernet0/10 wlan 150 257
import interface Vlan-interface2S7
switchto wd internal

zone name internaltrust id 1

priority 35

import interface Vlan-interfacell

import interface Virtual-Template(

zone name internaluntrust id 2

priority 5

switchto vd calzheng

zone name trust id 1

priority 85

import interface Vlan-interface2bd

zone name untrust id

priority 5

import interface Vlan-interface2bd
switchto vd Root

object network subnet 122. 24455 154/0.0.0.7
subnet 122, 244, 55,154 0.0.0.7

object network subnet 172, 17.70.2/0.0.0.0
subnet 172, 17.70.2 0.0.0.0

object network subnet 192. 163.0.0/0.0.0.255
subnet 192, 168. 0.0 0.0.0. 255

object network subnet 192,168, 1. 222/0.0.0.0
subnet 192, 168. 1.222 0.0.0.0

object network subnet 192. 168.2.8/0.0.0.0
subnet 192, 168.2.9 0.0.0.0

zone name Nanagemsnt id 0

ip virtual-reassembly

zone name Local id 1

ip wirtual-reassembly

zone name Trust id 2

ip virtual-reassembly

zone name DNZ id 3

ip virtual-reassembly

zone name [ntrust id 4

ip virtual-reassembly

interzone source Trust destination Untrust

zone name Local 1d 1
4 ip wirtual-reassembly
zone name Trust id 2
ip virtual-reassembly
zone name DNZ 1d 3
ip virtual-reassembly
zone name Untrust id 4
ip wirtual-reassembly
interzone source Trust destination Untrust
session log enable acl 3001
interzone source Untrust destination Trust
rule 0 permit
source-ip any_address
destination-ip any_address
service any_service
rule enable
switchto vd vibao
zone name yikbaotrust id 1
ip virtual-reassembly
zone name yibaountrust id 2
ip virtual-reassembly
switchto vd guahano
zone name guahaotrust id 1
ip virtual-reassembly
Zohe name guahaommtrust id 2
ip virtual-reassembly
switchto vd welshenzju
zone name welshengjutrust id 1
ip virtual-reassembly
zohe name welshengjuuntrust id 2
ip virtual-reassembly
switchto vd nonghang
zone name nonghangtrust id 1
ip virtual-reassembly
zohe name honghanguntrust id 2
ip virtual-reassembly
interzone source nonghanguntrust destinatlion nonghangtrust
switchto vd internal
zone name internaltrust id 1
ip virtual-reassembly
zone name internaluntrust id 2
ip wirtual-reassembly
switchto vd calzheng
zone name trust id 1
ip virtual-reassembly
zone name untrust id 2
ip wirtual-reassembly

ip route-static 0.0.0.0 0.0.0.0 122, 227.55. 153
ip route-static 10.0.0.0 285.0.0.0 10.3.1. 189
ip route-static 36.128.0.0 255.102.0.0 223.94. 89.1
ip route-static 39, 128.0,0 255,192, 0.0 223,94, 89,1
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#
sysname F5020
#

context Admin id 1
#

context guahao id 3

context start

allocate interface ¥lan-interfaceZ53 share
allocate interface Vlan-interface255 share

context weishengju id 4

context start

allocate interface Vlan-interfaceZB8 share
allocate interface ¥lan-interfaceB29 share

context nonghang id &

context start

allocate interface GigabitEthernetl/0/10 share
allocate interface Vlan-interfacelB0 share
allocate interface ¥lan-interface2Zb? share

context internal id &
context start
allocate interface Vlan-interfacell share

context caizheng id 7
context start
allocate interface Vlan-interface258 to Vlan-interface2B0 share

context Root id 8
context start

context yibao id 9
context start
allocate interface Vlan-interface2®0 to Vlan-interface252 share

ip vpn-instance caizheng
route-distinguisher 5000:5
description “caizheng”

vpn—target 5000:5 import-extcommuunity
vpn-—target 5000:5 export-extcommunity

ip vpn-instance suahao
route-distinguisher 2000:2

description dekkip DAOTTIOW! 07 Aok
vpn-—target 2000:2 import-extcommunity
vpn-—target 2000:2 export-extcommunity

ip vpn-instance internal
route-distinguisher 10000:1
description ekt i0[ okokk

vpn-target 10000:1 import-extcommunity
vpn—target 10000:1 export-extcommunity
#
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vpn-—target 10000:1 import-extcommunity
vpn—target 10000:1 export-extcommunity

ip vpn-instance nonghang
route-distinguisher 4000:4
description #ttRo)We birHe

vpn-target 4000:4 import-extcommunity
vpn-—target 4000:4 export-extcommunity

ip vpn-instance weishengju
route-distinguisher 3000:3
description ] AROU 4+

vpn—target 3000:3 import-extcommunity
vpn-target 3000:3 export-extcommuni ty

ip wvpn-instance yibao
route-distinguisher 1000:1
description #(lit Sk

vpn—target 1000:1 import-extcommunity
vpn—target 1000:1 export-extcommunity

irf mac-address persistent timer
irf auto-update enable
undo irf link-delay
irf member 1 pricority 1
#
ospf 1 router-id 192, 160. 3. 238 vpn-instance vyibao
area 0.0.0.0
network 192,69 2.0 0.0, 0. 255
network 192, 150, 13,0 0.0, 0. 28%
network 192, 160, 5. 224 0.0.0. 15
#
ospf 2 router-id 172, 16.50. 2 vpn-instance nonghang
vpn-instance-capabllity simple
area 0.0.0.0
network 172, 16.50.0 0.0.0.3
network 192, 168. 20,00 0.0.0.3

ospf 3 router-id 172, 16. 8. 2 wvpn-instance internal
area 0.0.0.0
network 172, 16.5.0 0.0.0.
network 192, 168, 99.0 0.0,
#

f=2"~]

. 255



security-zone name Local

security-zone name Trust

import interface Vlan-interfacell

import interface ¥lan-interfacelQQ

import interface GigabitEthernetl/0/4 wlan 1 to 10 13 to 149 151 to 187 189 to 249 254 260 to 628 630 to 4094
import interface GigabitBEthernet1/0/9 wlan 10 to 11 100 133 150 247 250 253 255 to 256 259 G99

#

security-zone name DMZ
#

security-zone name Untrust

import interface GigabitEthernet1/0/1
import interface GigabitEthernet1/0/3
import interface ¥lan-interfaced
import interface ¥lan-interfacel88
import interface ¥lan-interfacel89

#

security-zone name Nanagement
import interface GigabitEthernet1/0/0
#

security-zone name yibaotrust
import interface ¥lan-interface250

security-zone name yibaountrust
import interface ¥lan-interface2bl
import interface ¥lan-interface252

zone-palr security source Local destination Trust
object-policy apply ip Local-Trust
#

zone-pair security source Local destination Untrust
okject-policy apply ip Local-Untrust
#

zone-palr security source Trust destination Untrust
object-policy apply ip Trust-Untrust
packet-filter 3002

#

zone-pair security source Untrust destination Local
object-policy apply ip Untrust-Local
#

zone-pair security source Untrust destination Trust
object-policy apply ip Untrust-Trust
#

zone-palr security source yibaotrust destination Local
cbject-policy apply ip yibaotrust-vibaountrust
#

zone-pair security source yibaotrust destination yibaountrust
object-policy apply ip vibaotrust-yibaountrust
#

zone-pair security source yibaountrust destination yibaotrust
cbject-policy apply ip yibaountrust-yibaotrust
#
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object-policy ip Local-Trust
rule 0 pass

#
object-policy ip Local-Tntrust
rule 0 pass

object-policy ip Trust-Untrust
rule 0 pass

object-policy ip Untrust-Local
rule 0 pass

object-policy ip Untrust-Trust
rule 0 pass

object-policy ip vibaotrust-yibaountrust
rule 0 pass vrf vibao

#
object-policy ip vibaountrust-yibaotrust
rule 0 pass

security-zone name Local
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