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nat address-group 2
address 1.1.1.1 1.1.1.1
address 2.2.2.22.2.2.2
address 3.3.3.3 3.3.3.3
#
nat static outbound 11.11.11.11 1.1.1.1
#
interface GigabitEthernet1/0/2
port link-mode route
combo enable copper
ip address 10.10.10.10 255.255.255.0
nat outbound 3099 address-group 2
nat static enable
#
interface GigabitEthernet1/0/3
port link-mode route
combo enable copper
ip address 11.11.11.1 255.255.255.0
#
interface GigabitEthernet1/0/4
port link-mode route
combo enable copper
ip address 22.22.22.1 255.255.255.0
#
interface GigabitEthernet1/0/5
port link-mode route
combo enable copper
ip address 33.33.33.1 255.255.255.0
#
interface GigabitEthernet1/0/6
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port link-mode route

combo enable copper

ip address 44.44.44.1 255.255.255.0
#

interface GigabitEthernet1/0/7

port link-mode route

combo enable copper

ip address 55.55.55.1 255.255.255.0
#

security-zone name Trust

import interface GigabitEthernet1/0/3
import interface GigabitEthernet1/0/4
import interface GigabitEthernet1/0/5
import interface GigabitEthernet1/0/6
import interface GigabitEthernet1/0/7
#

security-zone name DMZ

#

security-zone name Untrust

import interface GigabitEthernet1/0/2
#

acl advanced 3099

rule 0 deny ip source 11.11.11.110
rule 5 permit ip

#

#

security-policy ip

rule 0 name tong

action pass
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[H3C-GigabitEthernet1/0/2]dis nat sess v
Slot 1:
Initiator:
Source  IP/port: 11.11.11.11/156
Destination IP/port: 10.10.10.11/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Trust

|

Responder:
Source  IP/port: 10.10.10.11/156
Destination IP/port: 1.1.1.1/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Untrust
State: ICMP_REPLY
Application: ICMP
Rule ID: 0
Rule name: tong
Start time: 2020-03-25 20:44:59 TTL: 28s
Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes

[H3C-GigabitEthernet1/0/2]dis nat sess v
Slot 1:
Total sessions found: 0

EthERAER R LAE Lt B thaekie1.1.1.1:
[H3C-GigabitEthernet1/0/2]dis nat sess v



Slot 1:

Initiator:
Source  IP/port: 44.44.44.44/153
Destination IP/port: 10.10.10.11/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/6
Source security zone: Trust

Responder:
Source  IP/port: 10.10.10.11/1
Destination IP/port: 2.2.2.2/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Untrust

State: ICMP_REPLY

Application: ICMP

Rule ID: 0

Rule name: tong

Start time: 2020-03-25 20:46:58 TTL: 22s

Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes
Initiator:

Source  IP/port: 33.33.33.33/153
Destination IP/port: 10.10.10.11/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/5
Source security zone: Trust

Responder:
Source  IP/port: 10.10.10.11/1
Destination IP/port: 1.1.1.1/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Untrust

State: ICMP_REPLY

Application: ICMP

Rule ID: 0

Rule name: tong

Start time: 2020-03-25 20:46:54 TTL: 18s

Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes
Initiator:

Source  IP/port: 22.22.22.22/153

Destination IP/port: 10.10.10.11/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/4

Source security zone: Trust
Responder:

Source  IP/port: 10.10.10.11/1

Destination IP/port: 3.3.3.3/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet1/0/2



Source security zone: Untrust
State: ICMP_REPLY
Application: ICMP
Rule ID: 0
Rule name: tong
Start time: 2020-03-25 20:46:51 TTL: 15s

Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes
Initiator:

Source  IP/port: 55.55.55.55/153
Destination IP/port: 10.10.10.11/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/7
Source security zone: Trust
Responder:
Source  IP/port: 10.10.10.11/2
Destination IP/port: 2.2.2.2/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Untrust
State: ICMP_REPLY
Application: ICMP
Rule ID: 0
Rule name: tong
Start time: 2020-03-25 20:47:02 TTL: 26s
Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes

Total sessions found: 4
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dis sess tab ipv4 v
Slot 1:
Initiator:
Source  IP/port: 1.1.1.1/61890
Destination IP/port: 10.10.10.11/22
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Trust
Responder:
Source  IP/port: 10.10.10.11/22
Destination IP/port: 1.1.1.1/61890
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: InLoopBack0
Source security zone: Local
State: TCP_ESTABLISHED
Application: SSH
Rule ID: 0
Rule name: tong
Start time: 2020-03-26 20:19:11 TTL: 1179s
Initiator->Responder: 32 packets 3349 bytes
Responder->Initiator: 31 packets 3717 bytes

Initiator:



Source  IP/port: 2.2.2.2/1025
Destination IP/port: 10.10.10.11/22
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Trust

Responder:
Source  IP/port: 10.10.10.11/22
Destination IP/port: 2.2.2.2/1025
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: InLoopBack0
Source security zone: Local

State: TCP_ESTABLISHED

Application: SSH

Rule ID: 0

Rule name: tong

Start time: 2020-03-26 20:24:36 TTL: 1194s

Initiator->Responder: 29 packets 3277 bytes
Responder->Initiator: 28 packets 3817 bytes
Initiator:

Source  IP/port: 1.1.1.1/1024
Destination IP/port: 10.10.10.11/22
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Trust

Responder:
Source  IP/port: 10.10.10.11/22
Destination IP/port: 1.1.1.1/1024
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: InLoopBack0
Source security zone: Local

State: TCP_ESTABLISHED

Application: SSH

Rule ID: 0

Rule name: tong

Start time: 2020-03-26 20:21:32 TTL: 1183s

Initiator->Responder: 34 packets 3558 bytes
Responder->Initiator: 33 packets 4077 bytes
Initiator:

Source  IP/port: 2.2.2.2/1024
Destination IP/port: 10.10.10.11/22
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Trust
Responder:
Source  IP/port: 10.10.10.11/22
Destination IP/port: 2.2.2.2/1024
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: InLoopBack0
Source security zone: Local
State: TCP_ESTABLISHED



Application: SSH

Rule ID: 0

Rule name: tong

Start time: 2020-03-26 20:22:58 TTL: 1184s

Initiator->Responder: 31 packets 3357 bytes
Responder->Initiator: 30 packets 3921 bytes
Initiator:

Source  IP/port: 3.3.3.3/1024
Destination IP/port: 10.10.10.11/22
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Trust
Responder:
Source  IP/port: 10.10.10.11/22
Destination IP/port: 3.3.3.3/1024
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: InLoopBack0
Source security zone: Local
State: TCP_ESTABLISHED
Application: SSH
Rule ID: 0
Rule name: tong
Start time: 2020-03-26 20:19:03 TTL: 1180s
Initiator->Responder: 38 packets 3713 bytes
Responder->Initiator: 37 packets 4285 bytes

Total sessions found: 5
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