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1 BEERRIRA

1.1 ERAN~ERET

ANZHREATFUIF1000-A-G2, F1000-S-G2, F100-M-G2, F100-S-G2%F1000-X-G2, F100-X-G2&
FURIBE K A,

1.2 EREERREMAYHE

RIS HEE—AaESEEEHEMHO, ZREBEMNIPSEC VPNIEEEFER, ERMEST
MR SRR TGS MERSURER VPN TIRE, RADZRE—MMMEOEHRIEZ
BIVPNAVSAHRTEIER FOFrEMERECEIPSEC VPNSEEIEIE,

IPHIE R A ARG R RN -

R HNEBEEO b/ ZPS REREO POttt/ ERD
SERRE KIS 0/2 2.2.2.2/30 2221 01 9.9.9.1/24
ERBE KIS 0/2 2.2.2.1/30 2222 01 1.1.1.2/30
EBITHEAL 0N 1.1.1.1/30 1.1.1.2 0/2 8.8.8.1/24

2 ARIE

Internet

#0001
IP:1.1.1.1

IP:8.8.8.1 MIEEEL: 9.9.9.0/24

MIFfEEL: 8.8.8.0124

SEELE

3.1 FElRBAAIE EMETE

FokiE EMECEIBESE2.3.2 B BN EFREE Pt EMECE A #HTEE, A REXIIPSEC
VPNECEFTN R,

E REBIEAEF100-C-G2HVersion 7.1.064, Release 9510P08R A it 1Tl & #1321EHT,
3.2 SEEO&RS

#PHKIEO/ 28 OE S HEN2.2.2.2/30, 0/1#ZOE B tb1r9.9.9.1/24

system-view

[H3Clinterface GigabitEthernet 0/2

[H3C-GigabitEthernet0/2]ip address 2.2.2.2 255.255.255.252

[H3C-GigabitEthernet0/2]iquit

[H3Clinterface GigabitEthernet 0/1

[H3C-GigabitEthernet0/1]ip address 9.9.9.1 255.255.255.0

[H3C-GigabitEthernet0/1]iquit

3.3 EERMEIEIPSEC BT IR & SRRIEIIE

#BUEZIPSECRIRXER, FITITECIPSECEERE,

system-view

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000] rule 0 permit ip source 9.9.9.0 0.0.0.255 destination 8.8.8.0 0.0.0.255
[H3C-acl-ipv4-adv-3000]quit

#BliEacl 3888IARRTES NN BT HEFRIPSECKELRAMHMNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule 0 deny ip source 9.9.9.0 0.0.0.255 destination 8.8.8.0 0.0.0.255
[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.4 BERMEIERIPSECERS4RIN

#HINEFLEENGE H3des-che, INEEEIZE M5,

[H3Clipsec transform-set 1


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/29727

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1]esp authentication-algorithm md5
[H3C-ipsec-transform-set-1]quit

3.5 SENEBERIKERSRIN

HIKELZIRINEIARTAIEZEE fshal, INEZEEIADES-CBC, DHLEANDHT, FRLUAEEEENGFTE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.6 SRFMEBRIKERZLESH

#EURIKERRTH, MHHESHEMIRENANIP, BiEiRE /9123456,
[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 2.2.2.1 key simple 123456
[H3C-ike-keychain-1]quit

3.7 SENEBEIKERZSIER

#EBIKERSHEZE, BAImithiE, Ximithlik. keychain, proposalKEXEE.
[H3C]ike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]local-identity address 2.2.2.2

[H3C-ike-profile-1]match remote identity address 2.2.2.1
[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.8 BERMEIRIPSECR LR

#BlZ2IPSECR LM 11Gtransform-set, acl, ike-profile, ZNimitbiit, ittt RELGEESE,
H3Clipsec policy 1 1 isakmp
H3C-ipsec-policy-isakmp-GE1/0/3-1]transform-set 1
H3C-ipsec-policy-isakmp-1-1]security acl 3000

[
[
[
[H3C-ipsec-policy-isakmp-1-1]local-address 2.2.2.2
[H3C-ipsec-policy-isakmp-1-1]remote-address 2.2.2.1

[H3C-ipsec-policy-isakmp-1-1]ike-profile 1

[H3C-ipsec-policy-isakmp-1-1]quit

3.9 SERMSMNRIIECIEEIPSECSERSTHINATINS SRS

[H3Clinterface GigabitEthernet 0/2

[H3C-GigabitEthernet0/2]ipsec apply policy 1

[H3C-GigabitEthernet0/2]nat outbound 3888

[H3C-GigabitEthernet0/2]quit

3.10 SEMUEEHERE

[H3C] ip route-static 0.0.0.0 0 2.2.2.1

3.11 SEMUEIEVRFLH]

system-view

[H3Clip vpn-instance 1

[H3C-vpn-instance-1]quit

3.12 SEMUISEEPIRZZIEAY0/1 IEO4EEVPNSEF)

#15ERIREE MIRIEOSEE Y PNLFIFH B E kit

H3Clinterface GigabitEthernet0/1

H3C-GigabitEthernet0/1]ip binding vpn-instance 1

H3C-GigabitEthernet0/1]ip address 1.1.1.2 255.255.255.0

H3C-GigabitEthernet0/1]quit

HREE0/2 9 2 MO AGBE VPN REC E ik

[H3Clinterface GigabitEthernet0/2

[H3C-GigabitEthernet0/2]ip address 2.2.2.1 255.255.255.252

[H3C-GigabitEthernet0/2]quit

3.13 SEMUEIZEIPSEC] BT ICECE 53 ERAENIR

#BUZIPSECRIB AR, FATILACIPSECEE.

system-view

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000] rule 0 permit ip vpn-instance 1 source 8.8.8.0 0.0.0.255 destination 9.9.9.0 0
.0.0.255

[H3C-acl-ipv4-adv-3000]quit

#BliZacl 3888YAFRFES NN FEFHEFRIPSECKELRAMHMNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule 0 deny ip vpn-instance 1 source 8.8.8.0 0.0.0.255 destination 9.9.9.0 0.0
.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

[
[
[
[



3.14 SEMUEIRIPSECRLIRIN

#HINEFEENZE H3des-cbe, INEEENZE Imd5,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1]esp authentication-algorithm md5
[H3C-ipsec-transform-set-1]quit

3.15 FEBUEIRIKERZLIRIY

HIKELZSIRINEVARIAIEZEE 9shal, INEZEEIADES-CBC, DHAADH1, FILAEERBHREE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.16 SEMUEIEIKEZLZA

#RURIKERTH, MHHESREMMIRENANIP, BiHikE /9123456,
[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 2.2.2.2 key simple 123456
[H3C-ike-keychain-1]quit

3.17 SEMUEIBIKERSIER

HOBIKELZ SAESE, 1EAUREHE, umibit, keychain, proposalsKEAEEE,
[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]local-identity address 2.2.2.1

[H3C-ike-profile-1]match remote identity address 2.2.2.2
[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]inside-vpn vpn-instance 1

[H3C-ike-profile-1]quit

3.18 FEBMEIEIPSECELHRAE

#BZEIPSECZ 25 115 transform-set, acl, ike-profile. ZNimithtit, IJumitbitREBAFESE,
H3Clipsec policy 1 1 isakmp
H3C-ipsec-policy-isakmp-GE1/0/3-1]transform-set 1
H3C-ipsec-policy-isakmp-1-1]security acl 3000

[
[
[
[H3C-ipsec-policy-isakmp-1-1]local-address 2.2.2.1
[H3C-ipsec-policy-isakmp-1-1]remote-address 2.2.2.2
[H3C-ipsec-policy-isakmp-1-1]ike-profile 1
[H3C-ipsec-policy-isakmp-1-1]quit

3.19 ZERUSMMIECIIE FAIPSECERIEFINAT NS HEIRRAR

[H3Clinterface GigabitEthernet 0/2

[H3C-GigabitEthernet0/2]ipsec apply policy 1
[H3C-GigabitEthernet0/2]nat outbound 3888
[H3C-GigabitEthernet0/2]quit

3.20 % MEEMES

[H3C] ip route-static 0.0.0.0 0 2.2.2.2

[H3C] ip route-static vpn-instance 1 8.8.8.0 24 1.1.1.1

[H3C] ip route-static vpn-instance 1 9.9.9.0 24 2.2.2.2 public

3.21 RINEE

HEIEHNATFEVPNLG), FEIERECE PR BEEEIE
[H3Clinterface GigabitEthernet0/1

[H3C-GigabitEthernet0/1]ip address 1.1.1.1 255.255.255.252
[H3C-GigabitEthernet0/1]quit

[H3Clinterface GigabitEthernet0/2

[H3C-GigabitEthernet0/2]ip address 8.8.8.1 255.255.255.0
[H3C-GigabitEthernet0/2]quit

HIEMECE

ip route-static 0.0.0.001.1.1.2

3.22 (RFELE

[H3C]save force

3.23 FHELSIE

#ND ML (8.8.8.8) pingSEbELin (9.9.9.9) FILAEREpingi#;

ping 9.9.9.9

Ping 9.9.9.9 (9.9.9.9) from 8.8.8.8: 56 data bytes, press CTRL_C to break
56 bytes from 9.9.9.9: icmp_seq=0 ttl=254 time=2.000 ms

56 bytes from 9.9.9.9: icmp_seq=1 ttl=254 time=1.000 ms

56 bytes from 9.9.9.9: icmp_seq=2 ttl=254 time=1.000 ms

56 bytes from 9.9.9.9: icmp_seq=3 ttl=254 time=3.000 ms

56 bytes from 9.9.9.9: icmp_seq=4 ttl=254 time=1.000 ms



--- Ping statistics for 9.9.9.9 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/1.600/3.000/0.800 ms
%Feb 13 14:56:39:918 2020 H3C PING/6/PING_STATISTICS: Ping statistics for 9.9.9.9: 5 packet(s)
transmitted, 5 packet(s) received, 0.0% packet loss, round-trip min/avg/max/std-dev =
1.000/1.600/3.000/0.800 ms.
#HEId T S1TERdisplay ke sar] LABERIBKERS HRDIRESE keI Z 58K
dis ike sa
Connection-ID Remote Flag DOI

48 2222 RD IPsec
#@iddisplay ipsec sar]LABEIIPSEC SARAIRT.
display ipsec sa

Interface: Vlan-interface100

IPsec policy: 1
Sequence number: 1
Mode: ISAKMP
Tunnel id: 1
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN: 1
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 2.2.2.1
remote address: 2.2.2.2
Flow:
sour addr: 8.8.8.8/255.255.255.0 port: 0 protocol: ip
dest addr: 9.9.9.9/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3115739214 (0xb9b6684e)
Connection ID: 4294967298
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2339
Max received sequence-number: 5
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 141198058 (0x086a82ea)
Connection ID: 4294967299
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2339
Max sent sequence-number: 5
UDP encapsulation used for NAT traversal: N
Status: Active

BCEXER

3.24 REFER

3.24.1 IKE Keychain[§AEE;5RINVPNELH|

fEECEike keychainBl [FEIAZERINVPNILAI, w5 ike keychainiZiilVPNLGIIKEMEIISIESLEIAR
ERTCIEENAY I, SEVPNEIZEM,

3.24.2 XFIEHPE



DIAIREILINSEFHSIEH, LI AKIAARRE:

1. HERSESERERIE 7 NRE SO RV EHRREZII MR K ;

[H3C] ip route-static 0.0.0.0 0 2.2.2.2

2, IEREEHFIEMVPNSLE]1 S B A9HEHEA9.9.9. 0BT LIS TR & B AR T4 &, HAPREHEE
FEY public’ A ERSE.

[H3C] ip route-static vpn-instance 1 9.9.9.0 24 2.2.2.2 public

3. ENRAFMRAEIE B FEEE— VPN SRR R 23T,

[H3C] ip route-static vpn-instance 1 8.8.8.0 24 1.1.1.1
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