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sysname fenzhi

#

interface GigabitEthernet1/0/2

ip address 192.168.2.1 255.255.255.0

tcp mss 1024 /AEEEEMtcp mss PilEEEespiRLEIRIGI A A SEW I TS ATIE T
ipsec apply policy fenzhi //AfEFEipsec 5&

#

interface GigabitEthernet1/0/3

ip address 172.16.1.1 255.255.255.0

#

security-zone name Trust

import interface GigabitEthernet1/0/3

#

security-zone name Untrust

import interface GigabitEthernet1/0/2

#

ip route-static 0.0.0.0 0 192.168.2.2

#

acl advanced 3000 //ZE Xipsec B &l

rule 0 permit ip source 172.16.1.0 0.0.0.255 destination 172.16.2.0 0.0.0.255
#

security-policy ip /KRS E, LRI EE

rule 0 name permit

action pass

#

ipsec transform-set fenzhi /Bt Eipsec TRV

esp encryption-algorithm 3des-coc /BLEMNY (FREESP) REANZEL
esp authentication-algorithm md5 //ERE MY SRFRIINZES %

#

ipsec policy fenzhi 1 isakmp //€liEipseciRig

transform-set fenzhi /4gxEipsec ZEIEIN

security acl 3000 /AEERSGE

remote-address 200.0.0.2 /A8 EipsechFiExT Uit

ike-profile fenzhi //{g5Eike-profile

#


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/14236

ike identity user-fqdn fenzhi /Ed &ike user-fgdn

#

ike profile fenzhi /Bt Bike-profile, FREREEIE
keychain fenzhi /AEERBIIHEZEZHIAERERRYkeychain
local-identity user-fgdn fenzhi ¥§EZiR user-fadn

match remote identity user-fqdn zongbu 1§EXTiRuser-fqdn
proposal 1 /i85 ike &YX

#

ike proposal 1 /EcEikeRiX

encryption-algorithm 3des-cbc /A8 EiketRINERIINEEL
dh group2 /Ag5EikeSE—MN ERE AN SR FRAIdN ARSI S 2
authentication-algorithm md5 /A4S EiketZ2IN FRARAIEE X
#

ike keychain fenzhi /EcEike keychain

pre-shared-key address 0.0.0.0 0.0.0.0 key simple 111111 //E¢&ike keychainfytt=274H
#

ike nat-keepalive 10 /EREMXTif&IEnat keepalivelz3ZEFE
DXHOEHERE:

interface GigabitEthernet0/0

ip address 192.168.2.2 255.255.255.0

#

interface GigabitEthernet0/1

ip address 200.0.0.1 255.255.255.0

nat static enable

#

nat static outbound 192.168.2.1 100.100.100.100
SEBB K IRECE -

sysname zongbu

#

interface GigabitEthernet1/0/2

ip address 200.0.0.2 255.255.255.0

tcp mss 1024

ipsec apply policy zongbu

#

interface GigabitEthernet1/0/3

ip address 172.16.2.1 255.255.255.0

#

security-zone name Trust

import interface GigabitEthernet1/0/3

#

security-zone name Untrust

import interface GigabitEthernet1/0/2

#

ip route-static 0.0.0.0 0 200.0.0.1

#

acl advanced 3005

rule 0 permit ip source 172.16.2.0 0.0.0.255 destination 172.16.1.0 0.0.0.255
#

security-policy ip

rule 0 name permit

action pass

#

ipsec transform-set zongbu

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

ipsec policy zongbu 10 isakmp

transform-set zongbu

security acl 3005

remote-address 100.100.100.100

ike-profile zongbu

#

ike identity user-fqdn zongbu

#



ike profile zongbu

keychain zongbu

match remote identity user-fqdn fenzhi
proposal 2

#

ike proposal 2

encryption-algorithm 3des-cbc

dh group2

authentication-algorithm md5

#

ike keychain zongbu

pre-shared-key address 0.0.0.0 0.0.0.0 key simple 111111
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