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RERR ASE EXERID =
FWA 65001 100
FW2 65002 100
FW3 65003 100
FW4 200 JEBRERIR
IPHIERLY -
REER VLANEO 1Pttt FRBSIABLIESR | &E
Loopback 0 1.1.1.1 32 Router-id
FWA Loopback 1 4::1 64 IPV6 Router-id
Loopback 10 8::1 64 LSS
Gl 1/0/3 1:1 64
Loopback 0 2222 32 Router-id
W Loopback 1 5:1 64 IPV6 Router-id
Loopback 10 9:1 64 LSS
Gl 1/0/2 2:1 64
Loopback 0 3.3.3.3 32 Router-id
Loopback 1 6::1 64 IPV6 Router-id
FW3 Gl 1/0/3 1:2 64
Gl 1/0/2 2:2 64
Gl 1/0/4 3:1 64
Loopback 0 4444 32 Router-id
Loopback 1 7:1 64 IPV6 Router-id
Fw4 Loopback 100 | 10::1 64 LSS
Gl 1/0/4 3:2 64
FW1:
<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW1

[FW1]acl ipv6 basic 2001
[FW1-acl-ipv6-basic-2001]rule O permit source any
[FW1-acl-ipv6-basic-2001]quit


https://zhiliao.h3c.com/questions/catesDis/734
https://zhiliao.h3c.com/questions/catesDis/943
https://zhiliao.h3c.com/User/other/45926

[FW1]zone-pair security source trust destination untrust
[FW1-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
[FW1-zone-pair-security-Trust-Untrust]quit
[FW1]zone-pair security source untrust destination trust
[FW1-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
[FW1-zone-pair-security-Untrust-Trust]quit
[FW1]zone-pair security source trust destination local
[FW1-zone-pair-security-Trust-Local]packet-filter ipv6 2001
[FW1-zone-pair-security-Trust-Local]quit
[FW1]zone-pair security source local destination trust
[FW1-zone-pair-security-Local-Trust]packet-filter ipv6 2001
[FW1-zone-pair-security-Local-Trust]quit
[FW1]zone-pair security source untrust destination local
[FW1-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
[FW1-zone-pair-security-Untrust-Local]quit
[FW1]zone-pair security source local destination untrust
[FW1-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
[FW1-zone-pair-security-Local-Untrust]quit
[FW1]zone-pair security source trust destination trust
[FW1-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
[FW1-zone-pair-security-Trust-Trust]quit
[FW1]zone-pair security source untrust destination untrust
[FW1-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
[FW1-zone-pair-security-Untrust-Untrust]quit
[FW1]int loopback 0
[FW1-LoopBackO]ip address 1.1.1.1 32
[FW1-LoopBack0]quit

[FW1]int loopback 1
[FW1-LoopBack1]ipv6 address 4::1 64
[FW1-LoopBack1]quit

[FW1]int loopback 10
[FW1-LoopBack10]ipv6 address 8::1 64

[FW1-LoopBack10]quit

[FWH1]int gi 1/0/3

[FW1-GigabitEthernet1/0/3]port link-mode route
[FW1-GigabitEthernet1/0/3]des <connect to FW3>
[FW1-GigabitEthernet1/0/3]ipv6 address 1::1 64
[FW1-GigabitEthernet1/0/3]quit

[FW1]bgp 65001

[FW1-bgp-default]router-id 1.1.1.1

[FW1-bgp-default]confederation id 100 /48EEXEEID
[FW1-bgp-defaultjconfederation peer-as 65002 65003 /48EELER
[FW1-bgp-default]peer 1::2 as-number 65003
[FW1-bgp-defaultjaddress-family ipv6 unicast
[FW1-bgp-default-ipv6]peer 1::2 enable
[FW1-bgp-default-ipv6]network 8:: 64

[FW1-bgp-default-ipv6]network 4:: 64

[FW1-bgp-default-ipv6]quit

[FW1-bgp-default]quit

[FW1]security-zone name Untrust

[FW1-security-zone-Untrust]import interface GigabitEthernet 1/0/3
[FW1-security-zone-Untrust]quit

[FW1]security-zone name Trust

[FW1-security-zone-Trust]import interface LoopBack 1
[FW1-security-zone-Trust]import interface LoopBack 10
[FW1-security-zone-Trust]quit

[FW1]

FW2:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW2

[FW2]acl ipv6 basic 2001
[FW2-acl-ipv6-basic-2001]rule O permit source any



[FW2-acl-ipv6-basic-2001]quit

[FW2]zone-pair security source trust destination untrust
[FW2-zone-pair-security-Trust-Untrust]packet-filter ipvé 2001
[FW2-zone-pair-security-Trust-Untrust]quit

[FW2]zone-pair security source untrust destination trust
[FW2-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Trust]quit

[FW2]zone-pair security source trust destination local
[FW2-zone-pair-security-Trust-Local]packet-filter ipv6 2001
[FW2-zone-pair-security-Trust-Local]quit

[FW2]zone-pair security source local destination trust
[FW2-zone-pair-security-Local-Trust]packet-filter ipv6 2001
[FW2-zone-pair-security-Local-Trust]quit

[FW2]zone-pair security source untrust destination local
[FW2-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Local]quit

[FW2]zone-pair security source local destination untrust
[FW2-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
[FW2-zone-pair-security-Local-Untrust]quit

[FW2]zone-pair security source trust destination trust
[FW2-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
[FW2-zone-pair-security-Trust-Trust]quit

[FW2]zone-pair security source untrust destination untrust
[FW2-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
[FW2-zone-pair-security-Untrust-Untrust]quit

[FW2]int loopback 0

[FW2-LoopBackO]ip address 2.2.2.2 32
[FW2-LoopBack0]quit

[FW2]int loopback 1

[FW2-LoopBack1]ipv6 address 5::1 64
[FW2-LoopBack1]quit

[FW2]int loopback 10

[FW2-LoopBack10]ipv6 address 9::1 64
[FW2-LoopBack10]quit

[FW2]int gi 1/0/2

[FW2-GigabitEthernet1/0/2]port link-mode route
[FW2-GigabitEthernet1/0/2]des <connect to FW3>
[FW2-GigabitEthernet1/0/2]ipv6 address 2::1 64
[FW2-GigabitEthernet1/0/2]quit

[FW2]bgp 65002

[FW2-bgp-default]router-id 2.2.2.2
[FW2-bgp-default]confederation id 100
[FW2-bgp-default]confederation peer-as 65001 65003
[FW2-bgp-default]peer 2::2 as-number 65003
[FW2-bgp-defaultjaddress-family ipv6 unicast
[FW2-bgp-default-ipv6]peer 2::2 enable
[FW2-bgp-default-ipv6]network 5:: 64
[FW2-bgp-default-ipv6]network 9:: 64
[FW2-bgp-default-ipv6]quit

[FW2-bgp-default]quit

[FW2]security-zone name Untrust
[FW2-security-zone-Untrust]import interface GigabitEthernet 1/0/2
[FW2-security-zone-Untrust]quit

[FW2]security-zone name Trust
[FW2-security-zone-Trust]import interface LoopBack 1
[FW2-security-zone-Trust]import interface LoopBack 10
[FW2-security-zone-Trust]quit

[FW2]

FW3:

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]sysname FW3

[FW3]acl ipv6 basic 2001



FW3-acl-ipv6-basic-2001]rule 0 permit source any
FW3-acl-ipv6-basic-2001]quit

FWa3]zone-pair security source trust destination untrust
FW3-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
FW3-zone-pair-security-Trust-Untrust]quit

FW3]zone-pair security source untrust destination trust
FW3-zone-pair-security-Untrust-Trust]packet-filter ipvé 2001
FW3-zone-pair-security-Untrust-Trust]quit

FW3]zone-pair security source trust destination local
FW3-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW3-zone-pair-security-Trust-Local]quit

FW3]zone-pair security source local destination trust
FW3-zone-pair-security-Local-Trust]packet-filter ipv6 2001
FW3-zone-pair-security-Local-Trust]quit

FW3]zone-pair security source untrust destination local
FW3-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
FW3-zone-pair-security-Untrust-Local]quit

FWa3]zone-pair security source local destination untrust
FW3-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
FW3-zone-pair-security-Local-Untrust]quit

FW3]zone-pair security source trust destination trust
FW3-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
FW3-zone-pair-security-Trust-Trust]quit

FW3]zone-pair security source untrust destination untrust
FW3-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
FW3-zone-pair-security-Untrust-Untrust]quit

FWaJint loopback 0

FW3-LoopBackO0]ip address 3.3.3.3 32
FW3-LoopBackO0]quit

FW3]Jint loopback 1

FW3-LoopBack1]ipv6 address 6::1 64
FW3-LoopBack1]quit

FW3lJint gi 1/0/3

FW3-GigabitEthernet1/0/3]port link-mode route
FW3-GigabitEthernet1/0/3]des <connect to FW1>
FW3-GigabitEthernet1/0/3]ipv6 address 1::2 64
FW3-GigabitEthernet1/0/3]quit

FW3lint gi 1/0/2

FW3-GigabitEthernet1/0/2]port link-mode route
FW3-GigabitEthernet1/0/2]des <connect to FW2>
FW3-GigabitEthernet1/0/2]ipv6 address 2::2 64
FW3-GigabitEthernet1/0/2]quit

FWa3]int gi 1/0/4

FW3-GigabitEthernet1/0/4]port link-mode route
FW3-GigabitEthernet1/0/4]ipvé address 3::1 64
FW3-GigabitEthernet1/0/4]des <connect to FW4>
FW3-GigabitEthernet1/0/4]quit

FW3]bgp 65003

FW3-bgp-default]router-id 3.3.3.3
FW3-bgp-default]confederation id 100
FW3-bgp-default]confederation peer-as 65001 65002
FW3-bgp-default]peer 1::1 as-number 65001
FW3-bgp-default]peer 2::1 as-number 65002
FW3-bgp-default]peer 3::2 as-number 200
FW3-bgp-default]address-family ipv6 unicast
FW3-bgp-default-ipv6]peer 1::1 enable
FW3-bgp-default-ipv6]peer 2::1 enable
FW3-bgp-default-ipv6]peer 3::2 enable
FW3-bgp-default-ipv6]network 6:: 64
FW3-bgp-default-ipv6limport-route direct
FW3-bgp-default-ipv6]quit

FW3-bgp-default]quit

FW3]security-zone name Untrust
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FW3-security-zone-Untrust]import interface GigabitEthernet 1/0/4



FW3-security-zone-Untrust]quit
FWa3]security-zone name Trust

[
[
[FW3-security-zone-Trust]import interface GigabitEthernet 1/0/3
[FW3-security-zone-Trust]import interface GigabitEthernet 1/0/2
[FW3-security-zone-Trust]import interface LoopBack 1

[

FW3-security-zone-Trust]quit

FW4:

<H3C>sys

System View: return to User View with Ctrl+Z.
H3Clsysname FW4

FW4]acl ipv6 basic 2001

FW4-acl-ipv6-basic-2001]rule 0 permit source any
FW4-acl-ipv6-basic-2001]quit

FW4]zone-pair security source trust destination untrust
FW4-zone-pair-security-Trust-Untrust]packet-filter ipv6 2001
FW4-zone-pair-security-Trust-Untrust]quit

FW4]zone-pair security source untrust destination trust
FW4-zone-pair-security-Untrust-Trust]packet-filter ipv6 2001
FW4-zone-pair-security-Untrust-Trust]quit

FW4]zone-pair security source trust destination local
FW4-zone-pair-security-Trust-Local]packet-filter ipv6 2001
FW4-zone-pair-security-Trust-Local]quit

FW4]zone-pair security source local destination trust
FW4-zone-pair-security-Local-Trust]packet-filter ipv6 2001
FW4-zone-pair-security-Local-Trust]quit

FW4]zone-pair security source untrust destination local
FW4-zone-pair-security-Untrust-Local]packet-filter ipv6 2001
FW4-zone-pair-security-Untrust-Local]quit

FW4]zone-pair security source local destination untrust
FW4-zone-pair-security-Local-Untrust]packet-filter ipv6 2001
FW4-zone-pair-security-Local-Untrust]quit

FW4]zone-pair security source trust destination trust
FW4-zone-pair-security-Trust-Trust]packet-filter ipvé 2001
FW4-zone-pair-security-Trust-Trust]quit

FW4]zone-pair security source untrust destination untrust
FW4-zone-pair-security-Untrust-Untrust]packet-filter ipv6 2001
FW4-zone-pair-security-Untrust-Untrust]quit

FW4]int loopback 0

FW4-LoopBackOlip address 4.4.4.4 32
FW4-LoopBackO0]quit

FW4Jint loopback 1

FW4-LoopBack1]ipvé address 7::1 64

FW4-LoopBack1]quit

FW4]int loopback 100

FW4-LoopBack100]ipv6 address 10::1 64
FW4-LoopBack100]quit

FW4lint gi 1/0/4

FW4-GigabitEthernet1/0/4]port link-mode route
FW4-GigabitEthernet1/0/4]des <connect to SW3>
FW4-GigabitEthernet1/0/4]ipv6 address 3::2 64
FW4-GigabitEthernet1/0/4]quit

FW4]bgp 200

FW4-bgp-default]router-id 4.4.4.4

FW4-bgp-default]peer 3::1 as-number 100
FW4-bgp-default]address-family ipv6 unicast
FW4-bgp-default-ipv6]peer 3::1 enable
FW4-bgp-default-ipv6]network 7:: 64
FW4-bgp-default-ipv6]network 10:: 64
FW4-bgp-default-ipv6]quit

FW4-bgp-default]quit

FW4]security-zone name Untrust
FW4-security-zone-Untrust]import interface GigabitEthernet 1/0/4

FW4-security-zone-Untrust]quit



[FW4]security-zone name Trust
[FW4-security-zone-Trust]import interface LoopBack 100
[FW4-security-zone-Trust]import interface LoopBack 1
[FW4-security-zone-Trust]quit

[FW4]

-
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DEBEBEFWI, FW2, FW3, FW4HIBGPLBEEER:



PRIEEFWI, FW2, FW3, FW4HIIPVEIREZ:
<FW1xdis ipv6 routing-table

Destinations : 16

Destination: ::1/128
NextHop :::1
Interface : InLoop0O

Destination: 1::/64
NextHop
Interface : GE1/0/3

Destination: 1::1/128
NextHop :::1
Interface : InLoop0

Destination: 2::/64
NextHop :1:2
Interface : GE1/0/3

Destination: 3::/64
NextHop :1::2
Interface : GE1/0/3

Destination: 4::/64
NextHop
Interface : Loop1

Destination: 4::1/128
NextHop :::1

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0



Interface : InLoop0

Destination: 5::/64
NextHop :2:1
Interface : GE1/0/3

Destination: 6::/64
NextHop :1:2
Interface : GE1/0/3

Destination: 7::/64
NextHop :3::2
Interface : GE1/0/3

Destination: 8::/64
NextHop
Interface : Loop10

Destination: 8::1/128
NextHop :::1
Interface : InLoop0

Destination: 9::/64
NextHop :2::1
Interface : GE1/0/3

Destination: 10::/64
NextHop :3::2
Interface : GE1/0/3

Destination: FE80::/10

NextHop
Interface : InLoop0O

Destination: FF00::/8
NextHop

Interface : NULLO
<FW1>

<FW2>dis ipv6 routing-table

Destinations : 16

Destination: ::1/128
NextHop :::1
Interface : InLoop0O

Destination: 1::/64
NextHop :2::2
Interface : GE1/0/2

Destination: 2::/64
NextHop
Interface : GE1/0/2

Destination: 2::1/128
NextHop :::1
Interface : InLoop0O

Destination: 3::/64
NextHop :2::2
Interface : GE1/0/2

Destination: 4::/64

Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255

Cost :0

Protocol : BGP4+



NextHop :1:1
Interface : GE1/0/2

Destination: 5::/64
NextHop
Interface : Loop1

Destination: 5::1/128
NextHop :::1
Interface : InLoop0

Destination: 6::/64
NextHop :2::2
Interface : GE1/0/2

Destination: 7::/64
NextHop :3::2
Interface : GE1/0/2

Destination: 8::/64
NextHop :1::1
Interface : GE1/0/2

Destination: 9::/64
NextHop
Interface : Loop10

Destination: 9::1/128
NextHop :::1
Interface : InLoop0

Destination: 10::/64
NextHop :3::2
Interface : GE1/0/2

Destination: FE80::/10

NextHop
Interface : InLoop0

Destination: FF00::/8
NextHop

Interface : NULLO
<Fw2>

[FW3]dis ipv6 routing-table

Destinations : 17

Destination: ::1/128
NextHop :::1
Interface : InLoop0

Destination: 1::/64
NextHop
Interface : GE1/0/3

Destination: 1::2/128
NextHop :::1
Interface : InLoop0O

Destination: 2::/64
NextHop
Interface : GE1/0/2

Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0



Destination: 2::2/128
NextHop :::1
Interface : InLoop0

Destination: 3::/64
NextHop
Interface : GE1/0/4

Destination: 3::1/128
NextHop :::1
Interface : InLoop0

Destination: 4::/64
NextHop :1:1
Interface : GE1/0/3

Destination: 5::/64
NextHop :2:1
Interface : GE1/0/2

Destination: 6::/64
NextHop
Interface : Loop1

Destination: 6::1/128
NextHop :::1
Interface : InLoop0

Destination: 7::/64
NextHop :3::2
Interface : GE1/0/4

Destination: 8::/64
NextHop :1::1
Interface : GE1/0/3

Destination: 9::/64
NextHop :2::1
Interface : GE1/0/2

Destination: 10::/64
NextHop :3::2
Interface : GE1/0/4

Destination: FE80::/10
NextHop
Interface : InLoop0

Destination: FF00::/8
NextHop

Interface : NULLO
[FW3]

[FW4]dis ipv6 routing-table

Destinations : 16 Routes : 16

Destination: ::1/128
NextHop :::1
Interface : InLoop0

Destination: 1::/64
NextHop :3::1
Interface : GE1/0/4

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0



Destination: 2::/64
NextHop :3:1
Interface : GE1/0/4

Destination: 3::/64
NextHop
Interface : GE1/0/4

Destination: 3::2/128
NextHop :::1
Interface : InLoop0

Destination: 4::/64
NextHop :3:1
Interface : GE1/0/4

Destination: 5::/64
NextHop :3::1
Interface : GE1/0/4

Destination: 6::/64
NextHop :3::1
Interface : GE1/0/4

Destination: 7::/64
NextHop
Interface : Loop1

Destination: 7::1/128
NextHop :::1
Interface : InLoop0O

Destination: 8::/64
NextHop :3::1
Interface : GE1/0/4

Destination: 9::/64
NextHop :3::1
Interface : GE1/0/4

Destination: 10::/64
NextHop
Interface : Loop100

Destination: 10::1/128
NextHop :::1
Interface : InLoop0

Destination: FE80::/10
NextHop
Interface : InLoop0

Destination: FF00::/8
NextHop

Interface : NULLO
[FW4]

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : BGP4+
Preference: 255
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0

Protocol : Direct
Preference: 0
Cost :0
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