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version 5.20, Release 2209P21, Standard

sysname IPSec

acl number 3001

rule 0 permit ip source 10.10.10.10 0 destination 20.20.20.20 0
rule 5 deny ip

acl number 3002

rule 0 permit ip source 10.10.10.10 0 destination 30.30.30.30 0
rule 5 deny ip

acl number 3003

rule 0 permit ip source 10.10.10.10 O destination 40.40.40.40 0
rule 5 deny ip

ike proposal 1

encryption-algorithm aes-cbc 128

sa duration 28800

ike peer 1

proposal 1

pre-shared-key cipher $c$3$1+SFRrfPojx/CBya4Jm68VVsxLY=
remote-address 2.2.2.2

local-address 1.1.1.1

ike peer 2

proposal 1

pre-shared-key cipher $c$3$nH3DI7gxrRRbVJEB+IUxm5ha24M=
remote-address 3.3.3.3

local-address 1.1.1.1

ike peer 3

proposal 1

pre-shared-key cipher $c$3$nMF7zBCyKiJ9/Ix/szEDM46mLRg=
remote-address 4.4.4.4

local-address 1.1.1.1

ipsec proposal cd
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esp authentication-algorithm shat
esp encryption-algorithm aes 128
#

ipsec policy cd 1 isakmp

security acl 3001

ike-peer 1

proposal cd

#

ipsec policy cd 2 isakmp

security acl 3002

ike-peer 2

proposal cd

#

ipsec policy cd 3 isakmp

security acl 3003

ike-peer 3

proposal cd

interface LoopBackO
ip address 10.10.10.10 255.255.255.255
#
interface GigabitEthernet0/0
port link-mode route
ip address 1.1.1.1 255.255.255.0
ipsec policy cd
ospf 1
area 0.0.0.0
network 1.1.1.0 0.0.0.255
#
ip route-static 0.0.0.0 0.0.0.0 1.1.1.2
DX
version 5.20, Release 2209P15
sysname branch 1
acl number 3000
rule 0 permit ip source 20.20.20.20 0 destination 10.10.10.10 0
ike proposal 1
encryption-algorithm aes-cbc 128
sa duration 28800
#
ike peer 1
proposal 1
pre-shared-key cipher $c$3$G/puASrWbfhoRyZIBAYKOMkiBFo=
remote-address 1.1.1.1
local-address 2.2.2.2
ipsec proposal 1
esp authentication-algorithm shat
esp encryption-algorithm aes 128
#
ipsec policy 1 1 isakmp
security acl 3000
ike-peer 1
proposal 1
interface Ethernet0/0
port link-mode route
ip address 2.2.2.2 255.255.255.0
ipsec policy 1
interface LoopBack0
ip address 20.20.20.0 255.255.255.255
#
ospf 1
area 0.0.0.0
network 2.2.2.0 0.0.0.255
#
ip route-static 0.0.0.0 0.0.0.0 2.2.2.1
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<IPSec>display ike sa

total phase-1 SAs: 3

connection-id peer flag phase doi
1 2222 RD|ST 1 IPSEC
3 8338 RD 1 IPSEC
5 4.4.4.4 RD 1 IPSEC
2 2222 RD|ST 2 IPSEC
4 &8383 RD 2 IPSEC
6 4444 RD 2 IPSEC
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<IPSec>ping -a 10.10.10.10 20.20.20.20
PING 20.20.20.20: 56 data bytes, press CTRL_C to break
Reply from 20.20.20.20: bytes=56 Sequence=1 ttl=255 time=6 ms
Reply from 20.20.20.20: bytes=56 Sequence=2 ttl=255 time=6 ms
Reply from 20.20.20.20: bytes=56 Sequence=3 tI=255 time=5 ms
Reply from 20.20.20.20: bytes=56 Sequence=4 tI=255 time=5 ms
Reply from 20.20.20.20: bytes=56 Sequence=5 ttl=255 time=5 ms
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<IPSec>ping -a 10.10.10.10 30.30.30.30
PING 30.30.30.30: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
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<IPSec>ping -a 10.10.10.10 40.40.40.40
PING 40.40.40.40: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
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<IPSec>ping -a 10.10.10.10 30.30.30.30
PING 30.30.30.30: 56 data bytes, press CTRL_C to break
Reply from 30.30.30.30: bytes=56 Sequence=1 ttl=255 time=2 ms
Reply from 30.30.30.30: bytes=56 Sequence=2 ttl=255 time=2 ms
Reply from 30.30.30.30: bytes=56 Sequence=3 ttl=255 time=2 ms
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<IPSec>ping -a 10.10.10.10 40.40.40.40
PING 40.40.40.40: 56 data bytes, press CTRL_C to break
Reply from 40.40.40.40: bytes=56 Sequence=1 ttl=255 time=2 ms
Reply from 40.40.40.40: bytes=56 Sequence=2 ttl=255 time=2 ms
Reply from 40.40.40.40: bytes=56 Sequence=3 ttl=255 time=2 ms
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	MSR路由器IPSec VPN总部使用节点方式建立隧道出现只能与第一个节点通信问题的解决方法

