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1. EFHIERRRT: BEAXITILAfEConware V7 RAMKIRE FEME TEEIE iR, BalLIEE i
B TE®4, fsecurity CRTEHTHIERS, B@IIFTP, TFTP_E{EZEComware V7Kg L.
FfilAsecurity CRT/fll, HHATHISBXIRIHICE.

(1) 7ECRTHYItoolst=B, i%E#FECreat Public Key:

g 10.88.8.49 - SecureCRT

EEiIe Edit View Options Transfer Script Too[s|ﬂelp

CHBER R # F Clear Screen _ | % Keymap Editor...
E | 1088849 I Create Public Key... I

Convert Private Key to OpenSSH Format...
Export Public Key from Certificate...

(2) XEFRANEERSATTUATTLIA:

Key Generation Wi

Select the type of public key to generate. Most servers
support DSA keys. MNany servers may not support RS54
kevs.

Kew RS54 hd

KE—#F®|T-%fw>| [ @mHE |

(3) XEMNRIZARINBRPIEEFPA0ET, ABIxumeng:


https://zhiliao.h3c.com/questions/catesDis/728
https://zhiliao.h3c.com/User/other/4063

Enter a passphrase which protects yvour encrypted private
key. The passphrase is optional, but if it is not used,
the private key will not be encrypted (not recommended).

Passphrase: *9 0000

Confirm *00008

Enter a comment that will be displayed when you are
asked for your passphrase. It will be stored with your

Comment : poE=

KEt—#®|T-%fw>| [ mHE |

Choose a directory and filename for the private key.
The public key will use the same directory and

s PP T T P PR s

@ Standard Public Key and VanDyke Private Key

") OpenSSH Key format
Private key
C:\Users\x15237\Desktop\Identity E]

Public key
C:\Users\x15237\Desktop\Identity. pub

After exiting the Wizard, upload the public key file to
the appropriate folder on your SSH server. See help or
refer to your SSH server documentation for more

ki@ = ][ BE |

(4) BEER—NRIFN— AR

Identity.pub

Identity

2 1REMECE :
(2) BEMEWT (FEEIE dentity pubiXMNESNEIRE L. )
#
interface GigabitEthernet1/0/1
port link-mode route
combo enable copper
ip address 192.168.56.10 255.255.255.0
#
line vty 0 4
authentication-mode scheme INEEINIEEZIAAAINIE
user-role network-operator
protocol inbound ssh  /ASEREHILRIRIEA AN ASSH
#
public-key peer test import sshkey identity.pub IELFtest I BRE X AR EATHE. Identity.pub
HttpSNENRE ERIREM.
#
ssh server enable
ssh user xumeng service-type all authentication-type password-publickey assign publickey test

IIXBEZE+AHINEST, B ARFxumeng D E— B4R A Htest



#

local-user xumeng class manage

password simple admin

service-type ssh

authorization-attribute user-role network-operator

#
3 BREAIHRE:
(1) MBI EEPHEEANER: REEDEpulickeyEIIAIPasswordiEIT
Quick Connect \L‘
Osmsessionpbickeysetng [ o] || sroocek
Gobal setlings
® use identity or certificate file ST ‘ 192.166.56.10 ‘
| s ‘DI Port: Firenall:
- Username: ‘xumeng ‘

() Use a certificate from your personal CAPI store or & PKCS #11 provider DLL

[eart ] o | | [
Properties.
Certificate to use: | <Try al certicates> |- [l Keyboard Interactive
[] Password

[ Get username from certificate: ‘cammn Name vl | ‘ [l Gssart
[¥]Use certificate as raw SSH2 key (server does not suppart X, 508)
Fingerprint: [[]show quick connect on startup [w] Save session
SHA-2: b 50:03:39:21 Mopenina tab
SHA-1: 1 50:2b:41:71:ab:d3
o [ ] [ |

<] n I [>]

[create 1dentity Fie...| [ Upload | [Export Publickey... | [Change Passphrase... |

(2) XEFEIR: EXERNNEHFABHEZES, AZREEIxumengXMER:

Enter a passphrase to decrypt g ﬁvahe I-oe‘for lII
xumeng @192, 168, 56. 10.

Comment:

Passphrase: | | | | skip |

(3) FEIR: XERENRRELENA Iocal-userfIfFExumengfl&iBadmin:

xumeng @192, 168.56. 10 requires a password. lII
Flease enter a password now,

Username: | xumeng

Password: |0.0"

[W] 5ave password

(4) IERERIFE, REEMAIT:
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HEERETHKE, FRLIHHTERE, BREAEBNS, S REREANNEMEENHENS
15, BURBMANNRIEE LHEENocal-userIKSBFIES, XBHIRASRE. FRNE, =
LAZE Fsecurity CRTEYSMINE LEMIZESHRTNE . ERBNGRIE., 1ZZ2E+MBA R
RV, BRENEFENTE.
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