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1. BEERR

? HEACLRERERNRS, WHEMXLEEIAGLE

? #EIAGLEEPORTALIAMERADIUSHZE, domain,

? TEIAGLEE®MPortal Server: EERWeb Server, PortaliAiEServer, HFEFR
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2. FEBSR
(1) ACEHEERER: (B8)
(2) IAGEHIEERER:

dis cur

#

version 5.20, Release 7510P06
#

sysname IAG

#

super password level 3 cipher X7A'-%9#+WZ2/3:L02.;;!Q!!
#

configure-user count 8

#

domain default enable system


https://zhiliao.h3c.com/questions/catesDis/193
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#

portal server real ip 10.176.1.140 url http://10.176.1.140/wlan/index.php  //&&portal AiE s

erver

portal server redirect_url ip 10.1.1.13 url http://10.1.1.13  //E&E=EEwWeb server
portal free-rule 1 source any destination ip 10.176.1.140 mask 255.255.255.255  //Fais

i@portal real server

portal free-rule 2 source any destination ip 211.136.17.107 mask 255.255.255.255  /fxi@

DNS

portal free-rule 3 source any destination ip 10.0.0.3 mask 255.255.255.255 /i@

portal device-id 0004.0431.431.00

#

radius scheme isp

server-type extended

primary authentication 10.176.1.138 1645
primary accounting 10.176.1.138 1646

/lEBAC NAME

/Iportaliradiussssg

key authentication cipher abQuGU4cQTpZL8rzyG52eg==
key accounting cipher abQuGU4cQTpZL8rzyG52eg==

timer realtime-accounting 3
user-name-format keep-original
nas-ip 123.9.9.1
retry stop-accounting 10
#
aaa nas-id profile mobile
nas-id 0010043143100460 bind vian 200
nas-id 0011043143100460 bind vlan 201
nas-id 0012043143100460 bind vlan 202
#
domain real
authentication portal radius-scheme isp
authorization portal radius-scheme isp
accounting portal radius-scheme isp
access-limit disable
state active
idle-cut enable 15 10000
self-service-url disable
#
dhcp server ip-pool userclient_dhcp_server
network 10.0.0.0 mask 255.255.255.0
gateway-list 10.0.0.3
dns-list 211.137.58.20 211.136.17.107
expired day 0 hour 1
#
user-group system
#
interface NULLO
#
interface GigabitEthernet0/1
port link-mode route
#
interface GigabitEthernet0/2
port link-mode route
#
interface GigabitEthernet0/3
port link-mode route
#
interface GigabitEthernet0/4
port link-mode route
#
interface Ten-GigabitEthernet0/0
port link-mode route
#
interface Ten-GigabitEthernet0/0.300
ip address 123.9.9.1 255.255.255.248
#

/Iportalggdomainis;

/NSt

/Inas-ipEn


http://10.176.1.140/wlan/index.php

interface Ten-GigabitEthernet0/0.2 /liag. acigi#lactprsiEizn
vlan-type dot1q vid 2
ip address 192.168.3.100 255.255.255.0

#
interface Ten-GigabitEthernet0/0.200 IR0
vlan-type dot1q vid 200 to 207 221 [liEsviangess
ip address 10.0.0.2 255.255.255.0 /[E &SPt
arp authorized enable /isgEsERarp
arp send-gratuitous-arp interval 60000 /[EERZarpREER
dhcp update arp /[EEERarp
portal server redirect_url method direct /fEEEEREUrl, JEportak iEmmE
portal domain real /[EEportalBasiAEs:
portal nas-id-profile mobile /lgseportal nas-id-profile
portal nas-port-type wireless
portal nas-ip 123.9.9.1 /ligzportal nas-ip
access-user detect type arp retransmit 5 interval 30 /e RPN
#
wlan mobility-group 1 mREgHE

member ip 192.168.3.1
source ip 192.168.3.100
authentication-mode MD5 123456
mobility-group enable
#
ip route-static 0.0.0.0 0.0.0.0 123.9.9.4
#
undo info-center enable
#
snmp-agent
snmp-agent local-engineid 800063A203000FE2000001
snmp-agent community read "%dsU!!
snmp-agent community write "%dsU!!
snmp-agent sys-info version all
snmp-agent target-host trap address udp-domain 221.9.0.11 params securityname public
v2c
#
nga schedule cl2topo ping start-time now lifetime 630720000
#
arp timer aging 1440
#
load xml-configuration
#
user-interface con 0
idle-timeout 35791 0
user-interface aux 0
user-interface vty 0 4
authentication-mode scheme
#

return
3. BEEXER
(1) IAG L#HTECE
# BCE M/ Portal Server: PortaliAilFServer. EEXE[AWeb Server,
[IAG] portal server real ip 10.176.1.140 url http:/10.176.1.140/wlan/index.php
[IAG] portal server redirect_url ip 10.1.1.13 url http://10.1.1.13
# FEifNPortallAilFServerZlPortal B Z &,
[IAG] portal free-rule 1 source any destination ip 10.176.1.140 mask 255.255.255.255
# Blli#radius77 5 systemFHNENEL.
[IAG] radius scheme isp
# BREPEAPIAIE/T2RRADIUSERSS 250 IPHEAE,
[IAG-radius-isp] primary authentication 10.176.1.138 2645

[IAG-radius-isp] primary accounting 10.176.1.138 2646



# EEEDevice SIAMF/iT22RADIUS IR S 88X EIR AT =24,
[IAG-radius-isp] key authentication 88----89

[IAG-radius-isp] key accounting 88----89

MR B KIERADIUSIR S FRIRIEIE

[IAG-radius-isp] nas-ip 123.9.9.1

# BCE RIXLERADIUSIRSS BRI P B EHIRE.
[IAG-radius-isp] user-name-format without-domain

[IAG-radius-isp] quit

# B tHrea I NI,

[IAG] domain real

# Bt Bportal B EEFIRADIUS 5 EsystemiE TIAIE. #3212, it#&.
[IAG-isp-real] authentication portal radius-scheme isp
[IAG-isp-real] authorization portal radius-scheme isp

[IAG-isp-real] accounting portal radius-scheme isp

# RIZIS S I BN PREITIRE.

[IAG-isp-real] access-limit disable

# EsRBETINEE, FHEEERSEENARTREEET 155, HESNRER
F10000 ByteRSMITDHTEZER., (WEEIUREIRERAE SHEMHRER—E
)

[IAG-isp-real] idle-cut enable 15 10000
[IAG-isp-real] quit

# 5 E Hsystem MR ERIISPE,. MNRAFESRAINIKERMHISPHE, RASICERT
ZERERIISPI.

[IAG] domain default enable real

# BIEETGO/0.2008 2 U EAMLSSRR, FHENZIE.

[IAG] interface Ten-GigabitEthernet 0/0.200

#ECE I ARV LANZRES

[IAG-Ten-GigabitEthernet0/0.200] vlan-type dot1q vid 200 to 207 221
#ECE I im I AISCIPBAE

[IAG-Ten-GigabitEthernet0/0.200] ip address 10.0.0.1 255.255.255.0
#EC BRI ARPFISR ZEARP RIXIRIMR

[IAG-Ten-GigabitEthernet0/0.200] arp authorized enable
[IAG-Ten-GigabitEthernet0/0.200] arp send-gratuitous-arp interval 60000
[IAG-Ten-GigabitEthernet0/0.200] dhcp update arp

#Eg B portalEExEFserver

[IAG-Ten-GigabitEthernet0/0.200] portal server redirect_url method direct
[IAG-Ten-GigabitEthernet0/0.200] portal domain real
[IAG-Ten-GigabitEthernet0/0.200] portal nas-id-profile mobile
[IAG-Ten-GigabitEthernet0/0.200] portal nas-port-type wireless
[IAG-Ten-GigabitEthernet0/0.200] portal nas-ip 123.9.9.1
[IAG-Ten-GigabitEthernet0/0.200] access-user detect type arp retransmit 5 interval 30
#ECBWLANE54E

[IAG] wlan mobility-group 1

#ECERIPIHBIE

[IAG-wlan-mg-1] source ip 192.168.3.100

#IMERFER R

[IAG-wlan-mg-1] member ip 192.168.3.1

#ECEIACT P B NIERRE (FT1%)



[IAG-wlan-mg-1] authentication-mode MDS5 simple 123456
#FFBIACTPIRSS
[IAG-wlan-mg-1] mobility-group enable
[IAG-wlan-mg-1] quit
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