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Portal 9 FEE BT :

radius scheme portal

primary authentication 172.X.X.253

primary accounting 172.X.X.253

key authentication cipher $c$3$5jlgF2ZY0MbHWGKx/MAKWLWBuU1FuGIU=

key accounting cipher $c$3$nI0OLVsSE8ReppFfnSISE09UPrjjge6o=

user-name-format without-domain

nas-ip 172.X.X.251

#

domain portal

authorization-attribute idle-cut 15 1024

authentication portal radius-scheme portal

authorization portal radius-scheme portal

accounting portal radius-scheme portal

#

portal host-check enable

portal free-rule 0 destination ip 172.X.X.0 255.255.255.0

portal free-rule 1 destination ip X.X.X.66 255.255.255.255

portal free-rule 2 destination ip X.X.X.X 255.255.255.255
#
portal web-server portal

url http://172.X.X.253/cid/8264/portal.html

url-parameter bssid ssid

url-parameter redirect original-url

url-parameter staip source-address

url-parameter stamac source-mac

url-parameter vlan1 vlan
#
portal server portal

ip 172.X.X.253 key cipher $c$3$Wqd9HodvO33bkT8gNBSqeZcU5icxESo=

(2) TEACLEHTIMEDH:
Ipertal
I Tiae Surte Destination Protocel Letgth Info

1052 2020-05-07 15:26:30.617720 172 S} 172, 1 portal 90 PORTAL REQ AUTH (Serfios5219
60 PORTAL ACK_AUTH (Serhos5219)

1053 2000-05-07 15:26:30.621230 172 51 172, D) portal
1056 2020-05-07 15:26:39,640060 172 IS} 172 B! portal 79 PORTAL REQ_LOGOUT (Serio=5219
1057 2000-05-07 15:26:39,641345 172 51 172, 3 portal 60 PORTAL ACK_LOGOUT (SerMo=5219)
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RadiusfdebuglE&.:
Debugging radius all:
May 7 15:10:06:136 2020 To&PORTAL/7/FSM: User-SM [172.X.X.100]: State changed from Initial to
Authenticating.
*May 7 15:10:06:136 2020 F5£5RADIUS/7/EVENT:
Got RADIUS server info successfully.
*May 7 15:10:06:136 202072 RADIUS/7/EVENT:
Created request context successfully.
*May 7 15:10:06:136 2020 To&kRADIUS/7/EVENT:
Created request packet successfully, dstIP: 172.X.X.2583, dstPort: 1812, VPN instance: --(public), soc
ketFd: 85, pktID: 16.
*May 7 15:10:06:137 2020 F5£cRADIUS/7/EVENT:
Added packet socketfd to epoll successfully, socketFd: 85.
*May 7 15:10:06:137 2020 RADIUS/7/EVENT:
Mapped PAM item to 7o&2RADIUS attribute successfully.
*May 7 15:10:06:137 2020 F5&:RADIUS/7/ERROR:
Failed to fill RADIUS attribute in packet. /iEFEradius/E MM
*May 7 15:10:06:137 2020 F5£5RADIUS/7/ERROR:
Failed to compose request packet. IIFGENRERE
*May 7 15:10:06:137 202074 RADIUS/7/ERROR:
Failed to send request packet and create request context. /IRIETERE LM
*May 7 15:10:06:137 2020 To&kRADIUS/7/EVENT:
Sent reply message successfully.
*May 7 15:10:06:137 2020 RADIUS/7/EVENT:
PAM_RADIUS: Processing 7c2¢RADIUS authentication.
*May 7 15:10:06:138 2020 F5£:RADIUS/7/EVENT:
PAM_RADIUS: Fetched authentication reply-data successfully, resultCode: 4
*May 7 15:10:06:138 2020 Fo£:RADIUS/7/EVENT:
Processing AAA request data.
MradiusfdebugfE8., FHAEFRadius IRICEIEELM,
PortalfdebuglS&.:
Debugging portal all:
*May 8 17:30:15:201 2020 F5&xPORTAL/7/ERROR: Packet validity check failed due to invalid
authenticator. IRNER RS TR EECALEN S R e E R
*May 8 17:30:15:201 20207z PORTAL/7/EVENT: Success to get info from wlan snooping,
vlan:100. mac:c498-8038-70cf,userip:172.X.X.100
*May 8 17:30:15:201 2020 F5£kPORTAL/7/EVENT: Success to get ifindex(628) and vlan(100) from |
PCIM, user IP=172.X.1.100
*May 8 17:30:15:201 2020 F5£5PORTAL/7/ERROR: The packet is invalid. IRNIEB TR
MELEportalfidebuglEE, FAMERBNEREEFIAIERERR T
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