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ipconfig /flushdns ~ #/5FRDNSEFEAR.
ipconfig /displaydns /S RDNSEFHRZA
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XHAIE: Jetc/hosts

RFTE<: systemctl restart nscd

JEST4ESE: https:/blog.csdn.net/jiahao1186/article/details/83011458
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#

policy-based-route hugi permit node 0


https://zhiliao.h3c.com/questions/catesDis/37
https://zhiliao.h3c.com/User/other/39836
http://www.example.com

if-match acl 3000 //PLEE HAIMIEIPTER RIPAIHRSC
apply next-hop 192.168.1.3
#
policy-based-route hugi permit node 1
if-match acl 3001 //ELECIRIBAE /PR RIPRIHR ST
apply next-hop 192.168.1.3
#
interface GigabitEthernet1/0/0
port link-mode route
combo enable copper
ip address 1.1.1.1 255.255.255.0
nat outbound
11797 FEFEIREINE, IMRIZFIE = EFFRAIARSS Jotelnetfissh
nat server protocol tcp global 1.1.1.1 2333 inside 2.2.2.2 23
nat server protocol tcp global 1.1.1.1 2222 inside 2.2.2.2 22
IREAREEC R RIS IR R
ip policy-based-route hugqi
#
interface GigabitEthernet1/0/1
port link-mode route
combo enable copper
ip address 192.168.1.1 255.255.255.0
#
security-zone name Trust
import interface GigabitEthernet1/0/1
#
security-zone name Untrust
import interface GigabitEthernet1/0/0
#
ip route-static 0.0.0.00 1.1.1.2
#
acl advanced 3000
rule 0 permit ip destination 2.2.2.2 0
#
acl advanced 3001
rule 0 permit ip source 2.2.2.2 0
#
security-policy ip
rule 0 name all
action pass
#
return
4.7zt
E2MPC Etelnet 1.1.1.1 2333Fssh 1.1.1.1 2222k, RIMATLAEFEHIE.
<H3C>telnet 1.1.1.1 2333
Trying 1.1.1.1 ...
Press CTRL+K to abort
Connected to 1.1.1.1 ...

* Copyright (c) 2004-2017 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner's prior written consent,
* no decompiling or reverse-engineering shall be allowed.

login: admin

Password:

<H3C>disipib

*down: administratively down

(s): spoofing (I): loopback

Interface Physical Protocol IP Address  Description
GEO0/0 up up 2222 -

<H3C>quit



The connection was closed by the remote host!

<H3C>ssh 1.1.1.1 2222

Username: admin

Press CTRL+C to abort.

Connecting to 1.1.1.1 port 2222.
admin@1.1.1.1's password:

Enter a character ~ and a dot to abort.

* Copyright (c) 2004-2017 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner's prior written consent,
* no decompiling or reverse-engineering shall be allowed.

<H3C>disipib

*down: administratively down

(s): spoofing (I): loopback

Interface Physical Protocol IP Address ~ Description
GEO0/0 up  up 2222 -

RBEWAF EETLIER, RERTEESIZEWAF,

waf:

IMNREIRRXMPBRS Tk E, EHBATEIEZZANAT server %A 7 R =Aip
*Dec 21 14:53:25:958 2019 H3C IPFW/7/IPFW_PACKET:

Receiving, interface = GigabitEthernet0/0, version = 4, headlen = 20, tos = 192,

pktlen = 60, pktid = 696, offset = 0, ttl = 253, protocol = 6,

checksum = 45114, =3.3.3.3,d =2.2.2.2

prompt: Receiving IP packet.

/WAF EBRIRKRISIAERH, MEENAWAFS, XREIRX

*Dec 21 14:53:25:958 2019 H3C IPFW/7/IPFW_PACKET:

Sending, interface = GigabitEthernet0/0, version = 4, headlen = 20, tos = 192,
pktlen = 60, pktid = 696, offset = 0, ttl = 252, protocol = 6,

checksum = 45370, s = 3.3.3.3,d =2.2.2.2

prompt: Sending the packet from GigabitEthernet0/0 at GigabitEthernet0/0.

IFE=MIERARERREHPBRS|ZIWAF £

*Dec 21 14:53:25:961 2019 H3C IPFW/7/IPFW_PACKET:

Receiving, interface = GigabitEthernet0/0, version = 4, headlen = 20, tos = 192,
pktlen = 60, pktid = 675, offset = 0, ttl = 253, protocol = 6,

checksum = 45135,s =2.2.2.2,d = 3.3.3.3

prompt: Receiving IP packet.

IFFEBESAWAFE, XEREM%

*Dec 21 14:53:25:961 2019 H3C IPFW/7/IPFW_PACKET:

Sending, interface = GigabitEthernet0/0, version = 4, headlen = 20, tos = 192,
pktlen = 60, pktid = 675, offset = 0, ttl = 252, protocol = 6,

checksum = 45391, =2.2.2.2,d =3.3.3.3

prompt: Sending the packet from GigabitEthernet0/0 at GigabitEthernet0/0.

BAkiEfYdebuglSE:

IR PCIFIRIAIHRSZ
<H3C>*Dec 21 14:53:28:209 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/0
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 696, offset = 0, ttl = 254, protocol = 6
checksum = 45372, =3.3.3.3,d = 1.1.1.1
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/0.
Payload: TCP
source port = 8467, destination port = 2333
sequence num = Oxaadaccf7, acknowledgement num = 0x00000000, flags = 0x2



window size = 64512, checksum = 0x157d, header length = 40.

//PEEENAT server St B ARIMENERNIR 145515
*Dec 21 14:53:28:209 2019 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-in-config) Protocol: TCP
3.3.3.3: 8467 - 1.1.1.1: 2333(VPN: 0) ------ >
3.3.3.3: 8467 - 2.2.2.2: 23(VPN: 0)

//IEER EERRRERE, 1SiRESIEIWAF
*Dec 21 14:53:28:209 2019 H3C PBR4/7/PBR Forward Info: -COntext=1; Policy: huqi, Node: 0, mat
ch succeeded.

*Dec 21 14:53:28:209 2019 H3C PBR4/7/PBR Forward Info: -COntext=1;apply next-hop 192.168.1.
3.

IR OEHRSUR G WAF
*Dec 21 14:53:28:209 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 696, offset = 0, ttl = 253, protocol = 6
checksum =45114,5s=3.3.3.3,d=2.2.2.2
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet1/0/0 at interface
GigabitEthernet1/0/1.
Payload: TCP
source port = 8467, destination port = 23
sequence num = Oxaadaccf7, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x1c81, header length = 40.

IR MEOIEIE HWAFREIRIER S
*Dec 21 14:53:28:210 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 696, offset = 0, ttl = 252, protocol = 6
checksum = 45370, s = 3.3.3.3,d =2.2.2.2
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/1.
Payload: TCP
source port = 8467, destination port = 23
sequence num = Oxaadaccf7, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x1c81, header length = 40.

JAEHEECIPTEENAT outboundfiiEithbFNis 14E1R
*Dec 21 14:53:28:210 2019 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-out-config) Protocol: TCP

3.3.3.3:8467-  2.222: 23(VPN: 0)---->
1.1.1.1:1080-  2.2.22: 23(VPN: 0)
INFERIRZ IR AR A H

*Dec 21 14:53:28:210 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/0
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 696, offset = 0, ttl = 251, protocol = 6
checksum = 46654,s =1.1.1.1,d=2.2.2.2
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet1/0/1 at interface
GigabitEthernet1/0/0.
Payload: TCP
source port = 1030, destination port = 23
sequence num = Oxaadaccf7, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x3d92, header length = 40.

INMEEZMES, sJLEERIPHIERERIP 2.2.2.2
*Dec 21 14:53:28:212 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;



Receiving, interface = GigabitEthernet1/0/0

version = 4, headlen = 20, tos = 192

pktlen = 60, pktid = 675, offset = 0, ttl = 254, protocol = 6

checksum = 45907,s =2.2.2.2,d=1.1.1.1

channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.

prompt: Receiving IP packet from interface GigabitEthernet1/0/0.

Payload: TCP
source port = 23, destination port = 1030
sequence num = 0x0e6dcd5e, acknowledgement num = Oxaadaccf8, flags = 0x12
window size = 4096, checksum = 0xa63b, header length = 40.

IEEEIRSM BRI, R BRItIEIPC ip
*Dec 21 14:53:28:212 2019 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-in-session) Protocol: TCP
2222 23- 1.1.1.1: 1030(VPN: 0) ------ >
2222 23- 3.3.3.3: 8467(VPN: 0)

IERBHERIPHbIE PR =ipCEe LIRASEEH, 1SEIRSIZIWAF
*Dec 21 14:53:28:212 2019 H3C PBR4/7/PBR Forward Info: -COntext=1; Policy: huqi, Node: 1, mat
ch succeeded.

*Dec 21 14:53:28:212 2019 H3C PBR4/7/PBR Forward Info: -COntext=1;apply next-hop 192.168.1.
3.

/TN RIEE SRR L WAF
*Dec 21 14:53:28:212 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 675, offset = 0, ttl = 253, protocol = 6
checksum = 45135, =2.2.2.2,d = 3.3.3.3
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet1/0/0 at interface
GigabitEthernet1/0/1.
Payload: TCP
source port = 23, destination port = 8467
sequence num = 0x0e6dcd5e, acknowledgement num = Oxaadaccf8, flags = 0x12
window size = 4096, checksum = 0x852a, header length = 40.

IR OREIEHWAF R EIRIIR S
*Dec 21 14:53:28:214 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 675, offset = 0, ttl = 252, protocol = 6
checksum = 45391, s =2.2.2.2,d =3.3.3.3
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/1.
Payload: TCP
source port = 23, destination port = 8467
sequence num = 0x0e6dcd5e, acknowledgement num = Oxaadaccf8, flags = 0x12
window size = 4096, checksum = 0x852a, header length = 40.

IR O TR R NIG 5%
*Dec 21 14:53:28:214 2019 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-out-session) Protocol: TCP
2.222: 23- 3.3.3.3: 8467(VPN: Q) ------ >
1.1.1.1: 2333 - 3.3.3.3: 8467(VPN: 0)

I5EREHR, BRI AREORILSAMPC

*Dec 21 14:53:28:214 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/0

version = 4, headlen = 20, tos = 192

pktlen = 60, pktid = 675, offset = 0, ttl = 251, protocol = 6

checksum = 46161,s=1.1.1.1,d =3.3.3.3

channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.



prompt: Sending IP packet received from interface GigabitEthernet1/0/1 at interface
GigabitEthernet1/0/0.
Payload: TCP
source port = 2333, destination port = 8467
sequence num = 0x0e6dcd5e, acknowledgement num = Oxaadaccf8, flags = 0x12
window size = 4096, checksum = 0x7e26, header length = 40.

LATassHikaA fdebuglER, ikidiEm L, FBER,
*Dec 21 14:54:15:989 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/0
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 851, offset = 0, ttl = 254, protocol = 6
checksum = 45217, =3.3.3.3,d=1.1.1.1
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/0.
Payload: TCP
source port = 8468, destination port = 2222
sequence num = 0x6d3cf89a, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x6d4f, header length = 40.

*Dec 21 14:54:15:989 2019 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-in-config) Protocol: TCP
3.3.3.3: 8468 - 1.1.1.1: 2222(VPN:  0) ------ >
3.3.3.3: 8468 - 2.2.2.2: 22(VPN: 0)
*Dec 21 14:54:15:989 2019 H3C PBR4/7/PBR Forward Info: -COntext=1; Policy: hugi, Node: 0, matc
h succeeded.

*Dec 21 14:54:15:989 2019 H3C PBR4/7/PBR Forward Info: -COntext=1; apply next-hop
192.168.1.3.

*Dec 21 14:54:15:989 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 851, offset = 0, ttl = 253, protocol = 6
checksum = 44959, s = 3.3.3.3,d =2.2.2.2
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet1/0/0 at interface
GigabitEthernet1/0/1.
Payload: TCP
source port = 8468, destination port = 22
sequence num = 0x6d3cf89a, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x73e5, header length = 40.

*Dec 21 14:54:15:992 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 851, offset = 0, ttl = 252, protocol = 6
checksum = 45215, =3.3.3.3,d =2.2.2.2
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/1.
Payload: TCP
source port = 8468, destination port = 22
sequence num = 0x6d3cf89a, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x73e5, header length = 40.

*Dec 21 14:54:15:992 2019 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-out-config) Protocol: TCP

3.3.3.3: 8468 - 2.2.2.2: 22(VPN: Q) - >

1.1.1.1: 1031 - 2.2.2.2: 22(VPN: 0)
*Dec 21 14:54:15:992 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;



Sending, interface = GigabitEthernet1/0/0
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 851, offset = 0, ttl = 251, protocol = 6
checksum = 46499,s =1.1.1.1,d=2.2.2.2
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet1/0/1 at interface
GigabitEthernet1/0/0.
Payload: TCP
source port = 1031, destination port = 22
sequence num = 0x6d3cf89a, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x94f6, header length = 40.

*Dec 21 14:54:15:994 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/0
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 829, offset = 0, ttl = 254, protocol = 6
checksum = 45753, =2.2.2.2,d=1.1.1.1
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/0.
Payload: TCP
source port = 22, destination port = 1031
sequence num = 0x956d26b8, acknowledgement num = 0x6d3cf89b, flags = 0x12
window size = 64512, checksum = 0x76bf, header length = 40.

*Dec 21 14:54:15:994 2019 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-in-session) Protocol: TCP
2222: 22- 1.1.1.1: 1031(VPN: Q) ------ >
2222: 22- 3.3.3.3: 8468(VPN: 0)
*Dec 21 14:54:15:994 2019 H3C PBR4/7/PBR Forward Info: -COntext=1; Policy: hugi, Node: 1, matc
h succeeded.

*Dec 21 14:54:15:994 2019 H3C PBR4/7/PBR Forward Info: -COntext=1; apply next-hop
192.168.1.3.

*Dec 21 14:54:15:994 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 829, offset = 0, ttl = 253, protocol = 6
checksum = 44981,s =2.2.2.2,d = 3.3.3.3
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet1/0/0 at interface
GigabitEthernet1/0/1.
Payload: TCP
source port = 22, destination port = 8468
sequence num = 0x956d26b8, acknowledgement num = 0x6d3cf89b, flags = 0x12
window size = 64512, checksum = 0x55ae, header length = 40.

*Dec 21 14:54:15:996 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 829, offset = 0, ttl = 252, protocol = 6
checksum = 45237, =2.2.2.2,d = 3.3.3.3
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/1.
Payload: TCP
source port = 22, destination port = 8468
sequence num = 0x956d26b8, acknowledgement num = 0x6d3cf89b, flags = 0x12
window size = 64512, checksum = 0x55ae, header length = 40.

*Dec 21 14:54:15:996 2019 H3C NAT/7/COMMON: -COntext=1;



PACKET: (GigabitEthernet1/0/0-out-session) Protocol: TCP
2222 22- 3.3.3.3: 8468(VPN: Q) ------ >
1.1.1.1: 2222 - 3.3.3.3: 8468(VPN: 0)
*Dec 21 14:54:15:996 2019 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/0
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 829, offset = 0, ttl = 251, protocol = 6
checksum = 46007,s =1.1.1.1,d = 3.3.3.3
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet1/0/1 at interface
GigabitEthernet1/0/0.
Payload: TCP
source port = 2222, destination port = 8468
sequence num = 0x956d26b8, acknowledgement num = 0x6d3cf89b, flags = 0x12
window size = 64512, checksum = 0x4f18, header length = 40.

ERAKIE FEEAIER.
<H3C>dis session table ipv4 destination-ip 1.1.1.1 verbose
Slot 1:
Initiator:
Source  IP/port: 3.3.3.3/8476
Destination IP/port: 1.1.1.1/2222
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/0
Source security zone: Untrust
Responder:
Source  IP/port: 2.2.2.2/22
Destination IP/port: 3.3.3.3/8476
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/1
Source security zone: Trust
State: TCP_ESTABLISHED
Application: GENERAL_TCP
Rule ID: 0
Rule name: all
Start time: 2019-12-21 15:27:33 TTL: 3594s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1
<H3C>dis session table ipv4 destination-ip 2.2.2.2 verbose
Slot 1:
Initiator:
Source  IP/port: 3.3.3.3/8476
Destination IP/port: 2.2.2.2/22
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/1
Source security zone: Trust
Responder:
Source  IP/port: 2.2.2.2/22
Destination IP/port: 1.1.1.1/1039
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/0
Source security zone: Untrust
State: TCP_ESTABLISHED
Application: SSH



Rule ID: 0

Rule name: all

Start time: 2019-12-21 15:27:33 TTL: 1190s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1

TRIRTTIE
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