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pki domain ph

certificate request from ca

certificate request entity ph

public-key sm2 signature name sm2sig encryption name sm2enc

undo crl check enable

#

pki entity ph

common-name ph

#

ipsec transform-set tran1

esp encryption-algorithm sm1-cbc-128

esp authentication-algorithm sm3

#

ipsec policy map1 10 isakmp

transform-set trant

security acl 3001

local-address X.X.X.X

remote-address X.X.X.X

ike-profile profile1

#

ike profile profile1

certificate domain ph

exchange-mode gm-main

local-identity address X.X.X.X

match remote identity address X.X.X.X 255.255.255.0

proposal 1
#

ike proposal 1

authentication-method sm2-de

encryption-algorithm sm1-cbc-128

authentication-algorithm sm3
RS

1. WEEdebugging ike all, REEI0TR:
*Jan 104:25:11:447 2011 H3C IKE/7/PACKET: vrf = 0, local = X.X.X.X, remote = X.X.X.X/500
Peer ID type: DER_ASN1_DN (9).
*Jan 104:25:11:447 2011 H3C IKE/7/PACKET: vrf = 0, local = X.X.X.X, remote = X.X.X.X/500
Peer ID value: DN CN=XXXX
*Jan 1 04:25:11:447 2011 H3C IKE/7/PACKET: vrf = 0, local = X.X.X.X, remote = X.X.X.X/500
Started to process signature certificate payload.
*Jan 104:25:11:448 2011 H3C PKI/7/PKI_DEBUG: Failed to verify certificate by domain ph.
*Jan 104:25:11:448 2011 H3C IKE/7/ERROR: vrf = 0, local = X.X.X.X, remote = X.X.X.X/500
Failed to verify the peer certificate. Reason: certificate is not yet valid.
*Jan 1 04:25:11:448 2011 H3C IKE/7/ERROR: vrf = 0, local = X.X.X.X, remote = X.X.X.X/500
Invalid certificate.
*Jan 1 04:25:11:448 2011 H3C IKE/7/PACKET: vrf = 0, local = X.X.X.X, remote = X.X.X.X/500
Construct notification packet: INVALID_CERTIFICATE.

2, WEMDILES, WASRBETIRESthpkes1058, AEMIRSSERHIFIES.

3. BRIRERE, &Wike profile BEREEBIEPHREE, N TESRONESR, MIEL

e —TUEREEEFRAIb8830047, EKIEPHY subject-namedISLIRDN i 2088300472 1F &
(subject nameAYCN=FER)

#


https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/9049

pki certificate attribute-group b8830047

attribute 1 subject-name dn ctn b8830047 //ctnZ= B2, BEldnEEb8830047=FFER

FiiE Y —BUIEBIA i H SR IE B FRAb8830047 , FHHANIATREFRI08830047 HHIFH/E A

#

pki certificate access-control-policy b8830047

rule 1 permit b8830047

#

ike profile B8830047

match remote certificate b8830047 //{Eike profilelEFAIET 10z 5 5RAE08830047 , KIGIEXTimilE$

| =z DA
BT

IPSecEFIEHIAERIRHENSRE Tike profile EEREEmatchiE RS, FUESEike profilelTEA

BEF, F=4EINVALID_CERTIFICATEIRS

e X —TUEBE MR 98830047, ESIFHHY subject-nameAISLIRDN ;£ 2b8830047 F 45 &5
(subject nameflJCN=ER)

#

pki certificate attribute-group b8830047

attribute 1 subject-name dn ctn b8830047 //cinZFR"EE, BEldnE&Eb8830047=FFF5H

FiiE W —BUIE A H SR B FRAb8830047, FHHANIA TR 08830047 HHIEHE A

#

pki certificate access-control-policy b8830047

rule 1 permit b8830047

#

ike profile B8830047

match remote certificate b8830047 //fEike profilefEFRIEF51EHEHI5EAE08830047 , SKRIIEITIHIES

ERE
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